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Capture pertama adalah capture pengunaan wireshark dengan membuka satu tab yaitu meminta
request dari komputer ke www.soundcloud.com.
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Berikut tampilan paket-paket data yang tertangkap selama me-load situs www.soundcloud.com
seperti gambar dibawah.

File Edit View Go Cepture Analyze Statistics Telephony Tools Intemals Help
POAELA BEOEXZ Ae%»DTF I Qe WEB% B
Filter: v | Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info P
13928 861. 613061 54.77.224.47 192.168.43. 57 TP 1078 [TcP segment of a reassembled PDU]
13929 861.613127 192.168.43.57 54.77.224.47 TP 54 60349 ~ 443 [ACK] Seg=216 Ack=2049 Win=64400 Len=0
13930 861. 613530 54.77.224.47 192.168.43. 57 TP 1078 [TcP segment of a reassembled PDU]
13931 861. 614036 54.77.224.47 192.168.43. 57 TLSv1.: 714 certificate
13932 861. 614122 192.168.43.57 54.77.224.47 Tcp 54 60349 + 443 [ACK] Seg=216 Ack=3733 Win=64400 Len=0
13933 861. 622424 102.168.43.57 54.77.224.47 TLSv1.Z 180 Client Key Exchange, Change Cipher Spec, Hello Request, Hello Request
13934 861. 668059 192.168.43.57 68.232.44.127 Tcp 54 59029 + 80 [FIN, ACK] Seq=l Ack=1 Win=65792 Len=0
13935 861.744562 68.232.44.127 192.168.43. 57 TCP 54 80 + 59029 [FIN, ACK] Seq=l Ack=2 Win=146432 Len=0
13936 861.744702 192.168.43.57 68.232.44.127 TcP 54 59029 + 80 [ACK] Seq=2 Ack=2 Win=65792 Len=0
13937 842909 54.192.85.92 192.168.43. 57 54 443 + 60335 [ACK] Seg=157 Ack=569 Win=15872 Len=0

9 862.612983 17.110 E 343 E E 7863 [R5T, ACK] 783 Ack=
862. 620285 192.168.43.57 . . query Oxl4ad A 47-courier.pusl
862.722711 192.168.43. . . Standard query response Oxl4ad A 47-courier.push.apple.com CNAME 47.courier-push-apple.com. akadns.

13944 862.725722 192.168.43. 192 .43 TCP 55896 ~ 53 [ACK] Seg=l Ack=1 win=65536 Len=0
13945 862.725759 192.168.43. 192.168.43. DNS standard query Oxl4ad A 47-courier.push.apple.com
13946 B62.728045 192.168.43. 192.168.43. TCP 53 - 55896 [ACK] Seg=l Ack=46 win=14608 Len=0

13948 862.935047 54.77.224.47 192.168.43.57 TLSVL. 312 New session Ticket, change cipher spec, Encrypted Handshake Message
13949 862.958634 192.168.43.57 54.77.224.47 TLsvL. 840 application pata

13950 863.023519 192.168.43.1 192.168.43.57 TCP 55 [TCP segment of a reassembled pPDU]

13951 863.127500 192.168.43.57 192.168.43.1 TCP 54 55896 - 53 [ACK] Segq=46 Ack=2 win=65536 Len=0

Frame 13951: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0

Ethernet IT, Src: LiteonTe_3e:dl:1b (ac:b5:7d:3e:d1:1b), Dst: MurataMa_00:b4:48 (10:a5:d0:00:b4:48)
Internet Protocol Version 4, Src: 192.168.43.57, Dst: 192.168.43.1

Transmission Control Protocol, Src Port: 55896 (55896), Dst Port: 53 (53), Seq: 46, Ack: 2, Len: 0

0000 10 a5 d0 00 b4 48 ac b5 7d 3e dl 1b 08 00 45 00
0010 00 28 4e 1f 40 00 80 06 d5 25 cO a8 2b 39 c0 a8
0020 2b 01 da 58 00 35 f4 ed 27 40 6d 9d f4 48 50 10
0030 01 00 7e a7 00 00 P

7 19:51
2 [ms 1
== 1@ ) .l IND Tonm

Analisis :

Dari hasil capture di atas terdapat beberapa protocol yang tertangkap, diantaranya adalah
hijau untuk http, biru dns, abu —abu arp, merah tcp dan lainnya.


http://www.soundcloud.com/
http://www.soundcloud.com/

a. HTTP

A tugas1.pcapng [Wireshark 2.0.1 (v2.0.1-0-g59ea380 from master-2.0)] = =
File Edit View Copture  Anslyze Statistics  Telephony  Tools Intemals Help

Go
ecdEd BEXR A++aTL ([EE QB BBk O

Filter: | http v | Expression.. Clear Apply Save
No. Time Source Destination Protocol Length Info ’

9305 6498.772575 192.168.43.57 69.25.247.95 HTTP 1170 GET /aid/838196574815666505/bc. vm?script=truedblur=False&pol1=300008wdid=462947034492824386&pvid=8
9313 650.096500 69.25.247.95 192.168.43.57 HTTP 806 HTTP/1.1 200 oK (text/javascript)
9517 679.781158 192.168.43.57 69.25.247.95 HTTP 1170 GET /aid/838196574815666505/bc. vm?script=truedblur=False&pol1=300008wdid=462947034492824386&pvid=8
9531 681.508673 69.25.247.95 192.168.43.57 HTTP 806 HTTP/1.1 200 oK (text/javascript)
9810 709.786890 192.168.43.57 69.25.247.95 HTTP 1170 GET /aid/838196574815666505/bc. vm?script=truedblur=False&pol1=30000&wdid=462947034492824386&pvid=8
9815 710.263492 69.25.247.95 192.168.43.57 HTTP 806 HTTP/1.1 200 oK (text/javascript)

10064 739.786556 192.168.43.57 69.25.247.95 HTTP 1170 GET /aid/838196574815666505/bc. vm?script=truedblur=False&pol1=30000&wdid=462947034492824386&pvid=8

10081 741.635490 69.25.247.95 192.168.43.57 HTTP 806 HTTP/1.1 200 oK (text/javascript)

10479 769.787123 192.168.43.57 69.25.247.95 HTTP 1170 GET /aid/838196574815666505/bc. vm?script=truedblur=False&pol1=30000&wdid=462947034492824386&pvid=8

10485 771.169145 69.25.247.95 192.168.43.57 HTTP 806 HTTP/1.1 200 oK (text/javascript)

10733 785.994942 192.168.43.57 14.17.11.163 HTTP 532 GET /fcgi-bin/mailreport?gjguid=&monitorid=624644&b1d=1&query=&refer=https%3a%2F%2Fwww. google. co. i

10735 786.362802 14.17.11.163 192.168.43.57 HTTP 282 HTTP/1.1 200 OK

11064 799.795067 192.168.43.57 69.25.247.95 HTTP 1170 GET /aid/838196574815666505/bc. vm?script=true&blur=False&pol1=30000&wdid=462947034492824386&pvid=8

11070 800.771322 69.25.247.95 192.168.43.57 HTTP 806 HTTP/1.1 200 oK (text/javascript)

11294 813.875771 192.168.43.57 14.17.11.163 HTTP 465 GET /fcgi-bin/mailreport?gjguid=_&monitorid=624644&bid=4&query=&refer=https%3A%2F%2Fwaw. google. co. i

11302 814.234467 14.17.11.163 192.168.43.57 HTTP 282 HTTP/1.1 200 OK

11402 819.512397 102.168.43.57 207.46.7.252 HTTP 196 POST /UploadData.aspx HTTP/1.1

11409 820.000120 207.46.7.252 192.168.43.57 HTTP 232 HTTP/1.1 200 OK

11679 827.259379 192.168.43.57 14.17.11.163 HTTP 532 GET /Fcgi-bin/mailreport?gjguid=_&monitorid=624644&bid=4&query=&ref er=https%2A%2F%2Fwww. google. co. i

11687 827.521085 14.17.11.163 192.168.43.57 HTTP 282 HTTP/1.1 200 OK

12019 847.426383 192.168.43.57 68.232.44.127 HTTP 500 GET / HTTP/1.1

12024 847.8B4873 68.232.44.127 192.168.43.57 HTTP 193 HTTP/1.1 301 Moved Permanently

13051 855.273405 1092.168.43.57 14.17.11.163 HTTP 463 GET /fcgi-bin/mailreport?gjguid=&monitorid=624644&bid=4&query=&refer=https%3A%2F%2Fsoundcloud. coms

13061 855.827596 14.17.11.163 192.168.43.57 HTTP 282 HTTP/1.1 200 OK

Frame 12019: 500 bytes on wire (4000 bits), 500 bytes captured (4000 bits) on interface 0

thernet IT, Src: LiteonTe_3e:dl:1b (ac:b5:7d:3e:d1:1b), Dst: MurataMa_00:b4:48 (10:a5:d0:00:b4:48)
nternet Protocol Version 4, src: 192.168.43.57, Dst: 68.232.44.127

ransmission Control Protocol, Src Port: 58028 (59028), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 446
Hypertext Transfer Protocol

10/02/2016

Dari hasil capture di atas, dapat di lihat banyak sekali HTTP message yang di tangkap

ketika membuka www.soundcloud.com. Berdasarkan sumber nya ada 2 macam

HTTP messagge, yaitu GET message dan OK message. Pertama GET dari IP komputer
meminta data ke IP Soundcloud, lalu setelah dari Soundcloudnya merespon, maka
akan ada OK message dari soundcloud ke IP komputer, hal tersebut dapat dilihat dari
IP source dan destination. Itu berarti kita mempunyai IP address 192.168.43.57 dan
Server Soundcloud adalah 68.232.44.127. Untuk membuktikan hal tersebut dapat

dilakukan dengan menggunakan command promt seperti gambar dibawah.

C:sUserssHP>ipconfig

Windows IFP Configuration

Wireless LAN adapter Local Area Connection» 3:

Media State . . . . . . . . . . . & HMedia disconnected
Connection—specific DNE Suffix . :
Wireless LAN adapter Wi-Fi:

GConnection—specific DHNS Suffix .

Link-local IFvb Address . . . . . feB@::21h3:25¢cF:012c :dfeaxb

IPv4 Address. . . . . . . . . . . 192.168.43_57
Subnet Mask . . . . . . . . . . . 255.255.255.8
Default Gateway . . . . . . . . . 192168 .43 .1



http://www.soundcloud.com/

Untuk menganalisis protokol HTTP sebagai analogi kita akan membuka detail dari

GET dan OK message dari HTTP ini.

File Edit View Go Capture Analyze Sutictcc Telephony Tools ntemals Help

codmd BExX2 AcraT2(EE QD #2B8B% 3

Filter: | http v | Expression... Clezr Apply Save

No. Time Suuree Destinalion Prctoedd  Lengts Info ’
i e oy some A S e Ak R e A
11679 827.250379 102.168.43.57 14.17.11.163 HTTP 532 GET /fcgi-bin/mailreport?gjguid—&monitoric-621611&bid-1&query—&refer—htTps¥3A%2EX2Fwww. google. co. i
11687 827.521085 14.17.11.163 192.168.43.57 HTTP 282 HTTP/1.1 200 OK
12019 84/.420383 192.108.43.5/ 08.232.44.12/ HTTP 500 GET / HTTP/1.1
12024 847.884873 68.232.44.127 192.168.43.57 HTTP 193 HTTP/1.1 301 Moved Permanently
13051 855.273405 192.168.43.57 14.17.11.163 HTTP 463 GET /fcgi-bin/mailreport?gjguid=&monitoric=624644&h1id=4&query=&refer=https%3a%2Fr%2Fsoundcloud. coms
12061 855.827596 14.17.11.162 102.168.42.57 HTTP 282 HTTP/1.1 200 OK

[5 Frane 12019: 500 bytes on wire (4000 bits), 500 bytes Captured (4000 bits) on incerface0 |
@ Ethernet II, Src: LiteonTe_3e:dl: (ac:b5: e:dl:1k), Dst: Nuratama_00:b4:48 (10:a5:d0:00:b4:48)

@ Internet Protocol version 4, Src: 192.1G8.43.57, Dst: G8.232.44.127

@ Transmission Control Protocol, Src Port: 59028 (59C28), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 446

= Fypertext Transfer Protocol

& AFTE T -
Host : soundcloud. com\rin

Connect on: Keep-aliveir.n
Accept: text/html,application/xntml+xml,application/xml;g=0.9,inage/webp,*/%;q=0.8\r\n
Uparade-Insecure-Requests: 1\r\n

1a/

lser-Agent: Mo

5.0 (windows NT 6.3; wow6d) Applewehkit/537.26 (KHTMI, like Geckn) Chrome/48.0.2564.103 safart/537.36\r\n

Cookie pair:
\r\n
[Full request URI: http://soundcloud.com/]
[HTTP request 1/1]

Response ‘n frame: 12024

Dari gambar di atas dapat di jelaskan

sc_anonymous_i 79025-969224-167856-542283

e Kotak yang berwana merah menjelaskan bahwa Web browser dan server
soundcloud sama-sama running HTML versi 1.1;

e Pada kotak warna kuning dapat di jelaskan kemungkinan Web browser yang
digunakan adalah Mozilla 5.0/Chrome 48.0.2564.103/Safari 537.36 dengan
operating sistem Windows 64bit;

e Lalu pada kotak warna hijau dapat di jelaskan bahwa bahasa yang di gunakan

adalah Indonesia dan English US.

Lalu kita buka detail dari OK message HTTP

Filter: | http v | Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
1 O i 7RO bt LA R 14 Ly s
11679 827.259379 192.168.43.57 14.17.11.163 HTTP 532 GET /fcgi-bin/mailreport?gjguid=&monitorid=624644&bid=4&query=&refer=https%3A%2F%2Fwww. google. co.i
11687 827.521085 14.17.11.163 192.168.43.57 HTTP 282 HTTP/1.1 200 OK
12019 847.426383 192.168.43.57 68.232.44.127 HTTP 500 GET / HTTP/1.1
12024 847.884873 68.232.44.127 192.168.43.57 HTTP 193 HTTP/1.1 301 Moved Permanently
13051 855.273405 192.168.43.57 14.17.11.163 HTTP 463 GET /fcgi-bin/mailreport?gjguid=&monitorid=624644&bid=4&query=&refer=https%3a%2r%2Fsoundcloud. com¥
13061 855.827596 14.17.11.163 192.168.43.57 HTTP 282 HTTP/1.1 200 OK

EEE®

Frame 12024: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits) on interface 0
Ethernet II, Src: Muratama_00:b4:48 (10:a5:d0:00:b4:48), Dst: LiteonTe_3e:dl:1b (ac:b5:7d:3e:d1:1b)
Internet Protocol Vversion 4, Src: 68.232.44.127, Dst: 192.168.43.57
Transmission control Protocol, Src Port: 80 (80), DSt Port: 59028 (59028), Seq: 1, Ack: 447, Len: 139
| Hypertext Transfer Protocol
= HTTP/1.1 301 Moved Permanently\r\n
= [expert Info (chat/Sequence): HTTP/1.1 301 Moved Permanently\r\n]
[HTTP/1.1 301 Moved Permanently\r\n]
[severity level: chat]
[Group: Sequence]
Reguest vVersion: HTTP/1.1

= Content-Len Tour\n
[content length: 0]
\r\n
1]
I[Time since request: 0.458490000 seconds]l
onnn ar hS 7d 2@ A1l 1h 10 a5 A0 NN h4a 4R OR NN 45 0N s H E

wUsers HP>ping www.szoundcloud.com

inging vww.soundclouwd.com [68.232_.44_.127]1 with 32 bytes of data:
egquest timed out.
egquest timed out.
egquest timed out.
egquest timed out.

ing statistics for 68.232_44_12%7:
Packets: Sent = 4. Received = B, Lost = 4 {188x loss).

= llnmaens UD N



Dari gambar di atas dapat di jelaskan

= Pada kotak warna hitam dapat dilihat Status Code dari server ke browser kita
adalah 301 yang berarti Moved Permanently;

= Pada kotak warna orange dapat di lihat bahwa soundcloud di akses pada hari
Rabu, 10 Februari 2016 pada pukul 12.49 GMT;

= Pada kotak berwarna biru bisa di jelaskan bahwa server yang di gunakan adalah
am/2\r\n;

= Lalu pada kotak berwarna ungu yaitu time since request yaitu waktu yang di
butuhkan ketika antara GET message sampai OK message adalah 0.458490000
second.

DNS

Berikut merupakan hasil capture DNS dari wireshark

File Edit View Go Capture Analyze Statistics Telephony JTools Intemals Help

codud EEXE AesonTL EE QD FBB% D

Filter: | dns v | Expression.. Clear Apply Save
Ne. Time Source Destination Protocol Length Info /
AL . .| — AL ey o e e e e e e e ]
12793 850.404962 192.168.43.1 192.168.43.57 DNS 262 standard query response 0x729d A va.sndcdn.com CNAME cs70.wac. edgecastcdn.net A 68.232.44.96 N5 ns
12878 850.528202 192.168.43.1 192.168.43.57 696 Standard query response 0xa99d A secure.quantserve.com CNAME akamai-pixel.quantserve.com.akadns. ne

13057 855.819713 192.168.43.57 192.168.43.1 DNS 84 standard query Ox7b5b A www.googletagmanager.com

13065 855.903647 192.168.43.1 192.168.43.57 DNS 280 standard query response 0x7b5b A www.googletagmanager.com CNAME www-googletagmanager.1.google. com
13537 857.929341 192.168.43.57 192.168.43.1 DNS 80 standard query Oxc43c A connect.facebook. net

13542 858.023013 192.168.43.1 192.168.43.57 DNS 251 standard query response Oxcd43c A connect.facebook.net CNAME scontent.xx.fbcdn.net A 31.13.79.251 N .

Frame 12878: 696 bytes on wire (5568 bits), 696 bytes captured (5568 bits) on interface 0
Ethernet II, Src: MurataMa_00:b4:48 (10:a5:d0:00:b4:48), Dst: LiteonTe_3e:dl:1b (ac:b5:7d:3e:d1:1b)
Internet Protocol version 4, Src: 192.168.43.1, Dst: 192.168.43.57
@ Transmission Control Protocol, Src Port: 53 (53), Dst Port: 60318 (60318), Seq: 2, Ack: 42, Len: 642
[2 reassembled TCP Segments (643 bytes): #12779(1), #12878(642)]
= Domain Name System (response)
Request In: 12210
[Time: 1.049591000 seconds]
Length: 641
Transaction ID: 0xa99d
Flags: 0x8180 Standard query response, No error
Questions: 1
Answer RRs: 10
Authority RRs: 10
Additional RRs: 11
queries
Answers
Authoritative nameservers
Additional records

Pada wireshark DNS menerjemahkan alamat IP ke hostname dan sebaliknya. Host
meminta alamat yang akan dituju ( www.soundcloud.com) kepada DNS server. Dapat
dilihat untuk melakukan proses ini diperlukan 1.049591000 second. Server DNS yang
menjawab host memiliki IP address 192.168.43.1.



ARP

File Edit View Go (Capture Analyze Statistics Telephon! Tools |Internals Help
codmd BEXE AersaTEIEE QaD FDM % B

Filter: | arp ;:szpression... Clear ‘Apply: Save

No. Time Source

Protocol Length Info

Destination
A A T T
11137 810.873464 LiteonTe_3e:dl:1b Muratama_00:b4:48 ARP 42 who has 192.168.43.17 Tell 192.168.43.57
11138 810.875316 MurataMa_00:b4:48 LiteonTe 3e:dl:1b ARP E8.4 i 000 B 48
11744 831.112688 MurataMa_00:b4:48 LiteonTe_3e:dl:1b
11745 831.112722 LiteonTe_3e:dl:1b urataMa_00:b4:48
11819 836.873325 LiteonTe_3e:dl:1b Muratama_00
11820 836.875227 Muratama_00:b4:48 LiteonTe 3e:dl:1b ARP

® Frame 11744: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
# Ethernet II, Src: Muratama_00:b4:48 (10:a5:d0:00:b4:48), Dst: LiteonTe_3e:dl:1b (ac:b5:7d:3e:d1:1b)
= Address Resolution Protocol (request)

Hardware type: Ethernet (1)
Brararal tunas TOUA (NvOARAM

148 ARP
48 ARP

Pada gambar di atas dapat di jelaskan server MurataMa_00:b4:48 menanyakan
kepada server LiteonTe_3e:d1:1b siapa yang memiliki IP 192.168.43.57 kepada IP
komputer yaitu 192.168.43.1. Lalu setelah itu server LiteonTe_3e:d1:1b memberi
jawaban kepada server MurataMa_00:b4:48 jika IP 192.168.43.57 memiliki MAC
address ac:b5:7d:3e:d1:1b

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

coAams BEXR A¢eraTLIEE Qaal FBMx| B

Filter: jarp :{I Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info
11137 810.873464 LiteonTe_3e:dl:1b Muratama_00:b4:48 ARP 42 who has 192.168.43.17 Tell 192.168.4
11138 810.875316 MurataMa_00:b4:48 LiteonTe_3e:dl:1b ARP 42 192.168.43.1 is at 10:a5:d0:00:b4:48
11744 831.112688 MurataMa_00:b4:48 LiteonTe_3e:dl:1b ARP 42 who has 192.168.43.577 Tell 192.168.:
11745 831.112722 LiteonTe_3e:dl: MurataMa_00:b4: % .43.57 is at ac:b5:7d:3e:dl:1
11819 836.873325 LiteonTe_3e:dl:1b Muratama_00:b4:48 ARP 42 who has 192.168.43.1? Tell 192.168.4
11820 836.875227 Muratama_00:b4:48 LiteonTe_3e:dl:1b ARP 42 192.168.43.1 is at 10:a5:d0:00:b4:48

# Frame 11745: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
ethernet II, src: LiteonTe_3e:dl:1b (ac:b5:7d:3e:dl1:1b), Dst: Muratama_00:b4:48 (10:a5:d0:00:b4:48)
= Address Resolution Protocol (reply)

Hardware type: Ethernet (1)

Protocol type: IPv4 (0x0800)

Hardware size: 6

Protocol size: 4

1y (2)

sender MAC address: LiteonTe_3e:dl:1b (ac:b5:7d:3e:dl:1b)
Sender IP address: 192.168.43.57

Target MAC address: Muratama_00:b4:48 (10:a5:d0:00:b4:48)
Target IP address: 192.168.43.1




d. TCP

A tugasl.pcapng [Wireshark 2.0.1 (v2.0.1-0-g5%ea380 from master-2.0)] = =
File Edit View Go Copture Analyze Statistics Telephony Tools Intemals Help

o 4fE iy BPEXRXE AeDT L leea@d @Eum%| 8

Filter: |l(p El Expression.. Clear Apply Save
No. Time Source Destination Protocol Length Info .
Lo¥5e OUL.ULeL3c L3E.1U0.43. 30 gAY e D4 UUDHT = 443 [ALR] DEYSELU AURSI/ 33 WIISUSHUU LEISU
13933 861.622424 192.168.43.57 54.77.224.47 TLsvl.:z 180 client key exchange, change Cipher spec, Hello Request, Hello Reguest
13934 861.668059 192.168.43.57 68.232.44.127 TP 54 59029 - 80 [FIN, ACK] Seq=1 Ack=1 Win=65792 Len=0
13935 861.744563 68.232.44.127 192.168.43.57 TCP 54 80 - 59029 [FIN, ACK] Seq=1 Ack=2 win=146432 Len=0
13936 861.744702 192.168.43.57 68.232.44.127 TP 54 59029 - 80 [ACK] Seq=2 Ack=2 Win=65792 Len=0
13937 861.842909 54.192.85.92 192.168.43.57 TCP 54 443 ~

0335 [ACK] Seq=157 Ack=569 wWin=15872 Len=0

in=0 Len=0

13944 862.725722 192.168.43.57 192.168.43.1

54 55896 ~ 53 [ACK] Segq=1 Ack=1 Win=65536 Len=0
13945 862.725759 192.168.43.57 192.168.43.1 DNS

99 standard query Oxl4ad A 47-courier.push. apple.com
E Transmission Control Protocol, Src Port: 59029 (59029), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 0
Source Port: 59029
Destination Port: 80
[Stream index: 964]
[TcP segment Len: 0]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 20 bytes
=]

= Reserved: NoT set

Nonce: NOT set

congestion window Reduced (CWR): NoU set
ECN-Echo: Not set

urgent: NOT set

Acknowledgment: set

Push: Not set

Reset: NOT set

= Syn: NOT Set

000. .... ..

v

0000 10 a5 d0 00 b4 48 ac b5 7d 3e dl 1b 08 00 45 00
0010 00 28 7e 7 40 00 80 06 1le cO cO a8 2b 39 44 e8
0020 2c 7f e6 95 00 50 55 74 d0 b6 cd 03 e7 de 50 11
0030 01 01 8f 96 00 00

- [E= @ ) .l IND

08
11/02/2016

TCP merupakan protocol yang digunakan untuk melakukan browsing. Pada layer ke 5 bisa
dilihat panjang headernya 20 byte, port yang diminta adalah 80 dan source port adalah 59029.
Pada layer ke5 di frame 13934 terdapat flag fin yang bernilai 1 karena ketika sebuah koneksi
TCP akhirnya dihentikan (akibat sudah tidak ada data yang dikirimkan lagi), setiap host TCP

akan mengirimkan sebuah segmen TCP dengan flag FIN diset ke nilai 1.



