Reconnaissance unsri.ac.id

Reconnaisance adalah fase persiapan sebelum attacker melakukan penyerangan dimana mengumpulkan informasi sebanyak-banyaknya mengenai sasaran dan teknik ini menyertakan network scanning baik melalui jaringan internat atau external tanpa ijin.

Whois
whois digunakan oleh attacker untuk mendapatkan informasi dari suatu domain. Fungsi dari whois ini untuk mengetahui data-data info pemilik secara rinci dan informasi kapan expirednya suatu domain. Contohnya sebagai berikut :
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whatweb
whatweb digunakan untuk mengetahui teknologi web apa yang digunakan suatu domain termasuk platform blogging, Content management system (CMS), web server, javascript library, perangkat yang diembedded dan paket statik/analistik. Contoh sebagai berikut:
http://unsri.ac.id [302] Cookies[PHPSESSID],
 Email[yadiutama@unsri.ac.id],
 HTTPServer[nginx], (WEB SERVER)
 IP[103.241.4.11], (“IP UNSRI.AC.ID”)
 JQuery[1.2.6],
 Meta-Author[yadiutama@unsri.ac.id],
 PHP[5.3.10-1ubuntu3.25], (PHP DAN SISTEM OPERASI YANG DIGUNAKAN)
 PasswordField[password],
 RedirectLocation[http://www.unsri.ac.id/],
 Script[text/javascript],
 Title[.:: Halaman Utama | Universitas Sriwijaya - Indralaya, Sumatera Selatan],
 X-Powered-By[PHP/5.3.10-1ubuntu3.25],
 nginx

Netcraft.com
Digunakan untuk mendapatkan informasi mengenai unsri.ac.id seperti alamat IP, Name server, webserver, dan OS yang dipakai.
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Reverse IP Domain Check
reverse domain digunakan untuk mengetahui informasi domain yang berada pada web server naungan unsri. 
[image: C:\Users\Asus10\Downloads\Screenshot from 2018-03-13 23_28_16.png]
Archieve.org
archieve.org digunakan untuk melihat jejak rekam website yang telah disnapshot oleh archieve pada kurun-kurun waktu tertentu. Gambar berikut jejak rekam website unsri.ac.id pada tahun 2008
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[bookmark: _GoBack]Scanning Network
Tahap pertama yang dilakukan adalah menggunakan nmap lalu masukan command
Nmap –sP (alamat Ip/subnet)
Untuk contoh kasus dibawah ini adalah
Nmap –sP 103.241.4.1/24
[image: ]
Hasil yang didapatkan adalah memperhatikan beberapa domain yang memiliki celah

Scanning Port
Lakukan scanning port dengan cara
Nmap –sV 103.241.4.11
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Scanning port digunakan untuk melihat port apa yang terbuka pada alamat IP berikut

Scanning OS
Lakukan command sebagai berikut
Nmap –O 103.241.4.11
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Gambar diatas menunjukan bahwa OS yang digunakan pada alamt IP tersebut namun hasil scanning menunjukan berbeda-beda pada setiap scanning namun dapat dikira-kira dengan melihat persentase terbesarnya.
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Starting Nmap 7.60 ( https://nmap.org ) at 2018-03-06 23:32 EST

RTTVAR has grown
RTTVAR has grown
RTTVAR has grown
RTTVAR has grown
Nmap scan report
Host is up (1.2s

PORT STATE
21/tcp  open

22/tcp  filtered ssh
25/tcp  filtered smtp

53/tcp  open
80/tcp  open
111/tcp  open
443/tcp  open
8000/tcp open

to over 2.3 seconds, decreasing to 2.0
to over 2.3 seconds, decreasing to 2.0
to over 2.3 seconds, decreasing to 2.0
to over 2.3 seconds, decreasing to 2.0
for ns4.unsri.ac.id (103.241.4.11
latency).
Not shown: 990 closed ports
SERVICE  VERSION
ftp vsftpd 2.0.8 or later
domain ISC BIND 9.8.1-P1
http nginx
rpcbind  2-4 (RPC #100000)
ssl/http  nginx
http Apache httpd
8080/tcp filtered http-proxy
http MiniServ 1.860 (Webmin httpd)

10000/tcp open

Service detection performed. Please report any incorrect results

.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 220.17 seconds
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rood@kat:

# nmap -0 103.241.4.11

Starting Nmap 7.60 ( https://nmap.org ) at 2018-83-06 23:40 EST
Nmap scan report for ns4.unsri.ac.id (103.241.4.11

Host is up (0.13s latency).

Not shown: 990 closed ports

PORT STATE  SERVICE

21/tcp  open ftp

22/tcp  filtered ssh

25/tcp  filtered smtp

53/tcp  open domain

80/tcp  open http

111/tcp  open rpcbind

443/tcp  open https

8000/tcp open http-alt
8080/tcp filtered http-proxy
10000/tcp open snet-sensor-mgnt

Device type: bridge|general purpose

Running (JUST GUESSING): Oracle Virtualbox (96%), QEMU (95%)

05 CPE: cpe:/o:oracle:virtualbox cpe:/a:qemu:gemu

Aggressive 0S guesses: Oracle Virtualbox (96%), QEMU user mode network gateway (95%)
No exact 0S matches for host (test conditions non-ideal).

05 detection performed. Please report any incorrect results at https://nmap.org/submit

1 IP address (1 host up) scanned in 202.32 seconds
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Reverse IP Domain Check

Remote Address
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=) unstiacid | check |

=] Found 22 domains hosted on the same web server as unsri.ac.id (103.241.4.11).
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Note: For those of you interested, as of May 2014, my database has grown to over 100 milion domain na|
offering this domain st for purchase.

A reverse IP domain check takes a domain name or P address pointing to a web server and searches for {
be hosted on that same web server. Data is gathered from search engine resuits, which are not guaranteed
‘Address.org provides interesting visual reverse IP lookup tool. Knowing the other web sites hosted on a wg
from both an SEO and web filtering perspective, particularly for those on shared web hosting plans.

More about this tool. Set an API Key.
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rnntfkali ~# nmap -sP 103.241.4.1/24

root@kali: ~

Edit View Search Terminal Help

Starting Nmap 7.60 ( https://nmap.org ) at 2018-83-06 23:24 EST

Nmap
Host
Nmap
Host
Nmap
Host
Nmap
Host
Nmap
Host
Nmap
Host
Nmap
Host
Nmap
Host
Nmap
Host
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Nmap

scan report for 103.241.4.0

is up (0.00049s latency).

scan report for ip-103-241-4-1.unsri.ac.id (103.241.4.1
is up (0.00054s latency).

scan report for nsl.unsri.ac.id (103.241.4.2)

is up (0.034s latency).

scan report for ip-103-241-4-3.unsri.ac.id (103.241.4.3)
is up (0.00050s latency).

scan report for talangkelapo.unsri.ac.id (103.241.4.4)
is up (0.044s latency).

scan report for ip-103-241-4-5.unsri.ac.id (103.241.4.5)
is up (0.00045s latency).

scan report for lahat.unsri.ac.id (103.241.4.6)

is up (0.045s latency).

scan report for ip-103-241-4-7.unsri.ac.id (103.241.4.7)
is up (0.00035s latency).

scan report for demanglebardaun.unsri.ac.id (103.241.4.8)
is up (0.047s latency).

scan report for ip-103-241-4-9.unsri.ac.id (103.241.4.9)
is up (0.00029s latency).

scan report for ip-103-241-4-10.unsri.ac.id (103.241.4.10




