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VULNERABI LI TY I N “PHPMYADM N”

CVE- 208B- 7260

“Cross- site scripting (XSS) vulnerabiity in db_central_columns. php in
phpMyAdmin before 4. 7. 8 allows remot e aut henticated users to inject
arbitrary web script or HTML via a crafted URL.”

. CVE- 2077- DO00®B

“phpMyAdmin 4.0, 4.4, and 4.6 are vulnerable to a CSS injection

attack through crafted cookie parameters.”

. CVE- 206- 9864

“An issue was discovered in phpMyAdmin. With a crafted username or a
table name, it was possible to inject SQL statements in the tracking
functionality that would run with the privileges of the control user.
This gives read and write access to the tables of the configuration
storage dat abase, and if the control user has t he necessary privileges,
read access to some tables of the MySQL dat abase. All 4. 6. x versions
(prior to 4.6.5), 4.4.x versions (prior to 4.4.56.9), and 4.0.x

versions (prior to 4.0. 0. B) are affected.”

. CVE- 206- 9863

“An issue was discovered in phpMyAdmin. With a very large request to
table partitioning function, it is possible to invoke a Denial of
Service (DoS) attack. All 4.6.x versions (prior to 4.6.5) are
affected.”

. CVE- 2076- 9858

“An issue was discovered in phpMyAdmin. With a creafted request
paramet er value it is possible to initiate a denial of service attack in
saved searches feature. All 4.6.x versions (prior to 4.6.5), 4.4.x
versions (prior to 4.4.5.9), and 4. 0. x versions (prior to 4.0. 0. B)

are affected. ”
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CYE20171000015 sergngan injeksi CSS
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Masalah ditemukan df
phEM Admin, semua vers) 4.6.
X se%elum 4.6.5), versi 4.4.x
(sebelum ¢.4.15.9), dan vers)

4.0.x (sebelum 4.0.10.18)
terpen@aruh

Masalah ditemukan df
phpMyAdmin, semua
vers] ¢.6.x (sebelum
4.6.5) terpengaruh

Masaloh ditemukan df
phpM@gAdMln, Semua
vers) ¢4.6.x (gebelum
4.6.9), versi ¢.4.x
(sebelum 4,4.15.9),
dan vers) ¢.0.x%
(sebelum 4.0.10.18)
terpengarun



