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VULNERABILITYIN“PHPMYADMIN”

1.CVE-2018-7260

“Cross-sitescripting(XSS)vulnerabiityindb_central_columns.phpin

phpMyAdminbefore4.7.8allowsremoteauthenticateduserstoinject

arbitrarywebscriptorHTMLviaacraftedURL.”

2.CVE-2017-1000015

“phpMyAdmin4.0,4.4,and4.6arevulnerableto aCSSinjection

attackthroughcraftedcookieparameters.”

3.CVE-2016-9864

“AnissuewasdiscoveredinphpMyAdmin.Withacraftedusernameora

tablename,itwaspossibletoinjectSQLstatementsinthetracking

functionalitythatwouldrunwiththeprivilegesofthecontroluser.

Thisgivesreadandwriteaccesstothetablesoftheconfiguration

storagedatabase,andifthecontroluserhasthenecessaryprivileges,

readaccesstosometablesoftheMySQLdatabase.All4.6.xversions

(priorto4.6.5),4.4.xversions(priorto4.4.15.9),and4.0.x

versions(priorto4.0.10.18)areaffected.”

4.CVE-2016-9863

“AnissuewasdiscoveredinphpMyAdmin. Withaverylargerequestto

tablepartitioning function, it ispossibleto invokea Denialof

Service (DoS) attack. All4.6.x versions (prior to 4.6.5) are

affected.”

5.CVE-2016-9858

“An issuewasdiscoveredin phpMyAdmin.Witha creaftedrequest

parametervalueitispossibletoinitiateadenialofserviceattackin

savedsearchesfeature.All4.6.xversions(priorto4.6.5),4.4.x

versions(priorto4.4.15.9),and4.0.xversions(priorto4.0.10.18)

areaffected.”



ATTACKGRAPHOF“PHPMYADMIN”


