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Hasil Reconnaissance Website olx.co.id
1. Footprinting

e Whois
Whois berguna untuk menampilkan informasi domain id, domain name, tanggal
website tersebut dibuat, expirated date, pengguna yang mendaftar pada website
tersebut, dan lain-lain. Berikut ini adalah tampilan informasi yang saya dapat

untuk website www.olx.co.id

Domain ID:PANDI-DO147976

Domain Mame:OLX.CO.1D

Created On:16-Sep-2008 13:28:35 UTC

Last Updated On:12-Aug-2017 20:42:08 UTC
Expiration Date:19-Sep-2018 23:59:59 UTC
Status:clientTransferProhibited
Status:serverTransferProhibited

Registrant ID:01220853vgk3

Registrant Name:Indah Susanti

Registrant Organization:PT. TOKO BAGUS
Registrant Streetl :Gedung Tifa 1t10 J.Kuningan Barat 1 no.26
Registrant City:Jakarta Selatan

Registrant State/Province: DKl Jakarta
Registrant Postal Code:12710

Registrant Country:lD

Registrant Phone:+62.215275520
Registrant Email:domreg@ipmirror.com
Admin ID:01222447ue3t

Admin Name:Domain Administrator

Admin Organization:PT. TOKD BAGUS
Admin Streetl:Gedung Tifa It.10 Jl.Kuningan Barat 1 no.26
Admin City:Jakarta Selatan

Admin State/Province:DKI Jakarta

Admin Postal Code:12710

Admin Country:1D

e Whatweb
Whatweb berguna untuk menampilkan informasi apache, cookies, country, IP,
dan server yang digunakan, dan lain-lain. Berikut ini adalah informasi yang

didapat untuk website olx.co.id menggunakan whatweb:

Dapat dilihat bahwa website olx.co.id server yang digunakan adalah nginx, versi

apache yang digunakan adalah 2.4.7, dan lain-lain.


http://www.olx.co.id/

e Netcraft
Dengan menggunakan toolbar.netcraft.com kita akan mendapatkan informasi
diantaranya adalah tanggal launching website tersebut, domain register, nama

server, dan lain-lain.

- Background

Site title OLX - Jial Copat Befi Dokat Date fest seen Decembar 2008

Site rank 15712 Primary language  Indonesian

Dascription OLX indonesia, pusat jual dell anfing srbesar di ndonesia. Samua barang ada disinl, dar handphone, komparar, csomote. IRsfion babkan
rumals gan owcogan kera.

Keywords ot Prasant

Notcraft Risk 10 § >)

Rating (FAQ]

~ Network

Site hitp oty co i Nettiock Ovner Amazon Techmologies inc

Domain ohxcole Nameserves paral ulradns net

P address 8274231 248 DNS admin haind rebuadalx co K

Pyl address Nor Srezanr Reverss DNS #02.52-74-231-246 Ap-soumeast-

1.compute. Amazonaws.com
Domain registrar  pandi aod Nameserver whou. godaddy com

Orgaresation Pt Toko Bagus, Gedung Ta 1L10 X Kuningan Barat 1 Hosting company  Amazon - A5a Paciic (SINgapore) dasscecs
N 26, Jakana Sefadan, 12710, mdonesia

Top Level Domain  Inconesia (.coid) DNS Security Enabled

Hosting coumry  [™sg

[l Hosting History

Nethsock owner P aodress os Web server Last seen Webess
PT Cyberindo Aditama Jakarsa 10270 21021017984 Linux unknown 7 du2017
PT Cyberindo Anitama Jakars 10270 210210179104 Linux nknown 16-Jun-2047
PT Cyberindo Aditama Jakars 10270 21021017992 Linmee unknown 10.-May-2017
PT Cyberindo Agitama Jakans 10270 210.210,179.10¢ Linux unknown 2-May-2017
PT Cyberindo Aditara Jakarta 10270 21021017984 Limex unknown 17 Ape-2017
PT Cyberindo Aditama Jakama 10270 210210179104 Linux unknown 23-Mar-2017
PT Cyberindo Aditarsa Jakarsa 10270 21021017984 Linuex unknown &-Mar. 2017
PT Cybesindo Agitama Jakans 10270 210210179.104 Linux unknown 27-Fe-2017
PT Cyberindo Aditarma Jakarsa 10270 21021017954 Linux unknown 24.Feb-2017
PT Cyberindo Agitama Jakara 10270 210210179.004 Linux Wnowo 21-Fed-2017

e Reverse domain

Reverse |IP Domain Check

Remote Address |olx.co.id || Check |

2] Found 1 domain hosted on the same web server as olx.co.id (52.74.231.246).

olx.co.id



Dari hasil reverse domain, di dapat bahwa domain olc.co.id adalah satu-satunya

domain yang hosted di satu web server.

Web archive
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Informasi yang di dapat dari archive.org, website olx pertama kali online pada 9

Oktober 2008. Webtool archive.org ini merekam jejak website olx.co.id yang
nantinya bisa dimanfaatkan penyerang dari informasi yang didapat pada web

archive tersebut. Berikut ini adalah tampilan websiteolx pada 20 Maret 2011.

iy wwew olx o i 80

izl

30 rapiures

<
. ..A-.“ 2010 e

[Ga] AN APR
>

Indonesia ki hars grans

s

i o I
o -
- -
' ™

Lokasi Tarpas Dijizad napaar

Castimbas

Nascbnas Kol

PAh Lanasar

Kendaraan s 20 Pribadi s

Lowongan Kerja

Roal Estat ge i«



2. Scannning Network

e Scanning network

tamara@Tamara nmap -sP 52.74.231.246

Starting Nmap 7.01 ( https://nmap.org ) at 2018-03-07 15:13 WIB

Nmap scan report for ec2-52-74-231-246.ap-southeast-1.compute.amazonaws.com (52.74.231.246)
Host is up (0.41s latency).
Nmap done: 1 IP address (1 host up) scanned in 0.67 seconds

e Scanning service tersedia (port open)
tamara@Tamara S nmap -sV 52.74.231.246
Starting Nmap 7.01 ( https://nmap.org ) at 2018-83-87 15:15 WIB

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (@ hosts up) scanned in 1.51 seconds

e Scanning type OS

tamarag@Tamara S sudo nmap -0 52.74.231.246
[sudo] password for tamara:

Starting Nmap 7.01 ( https://nmap.org ) at 2018-03-07 14:46 WIB
Nmap scan report for ec2-52-74-231-246.ap-southeast-1.compute.amazonaws.com (52.
74.231.246)
Host is up (0.015s latency).
Not shown: 997 filtered ports
STATE SERVICE
open domain
open http
open https

arning: 0SScan results may be unreliable because we could not find at least 1 o
pen and 1 closed port

1 general purpose
Running: Linux 2.6.X|3.X
0S CPE: cpe:/o:linux:linux kernel:2.6 cpe:/o:linux:linux kernel:3
0S details: Linux 2.6.32 - 3.10, Linux 2.6.32 - 3.13, Linux 3.2 - 3.13, Linux 3.
4

0S detection performed. Please report any incorrect results at https://nmap.org/

1 IP address (1 host up) scanned in 934.76 seconds




3. CVE (Common Vulnerability Exposure)

 Name
CYE 187452

CYEDI18 T&0

YRR

CVE 18 £827
CVE D18 8028

CVE-MN0474

CVE-Daibasry
CY Bt
CVE 18:3730

CVE 1B

Description
A NULL posder deteferanos was 50und in the netedsadima o __rds_sdma_mapd) knction in the Linos keme! belore 4 14,7 alowing local aftackers 10 0ouse & sysiem pank and §
denlal-of-sevdce. selned 1o FDS_GET_MA and RDS_GET_MA_FOR_DEST
The bikog_Ine_quawe unoson i bock b cgroup.o I the Linus kevnel betoie & 11 alows looal users 10 couse 3 derkal of servioe Jdouble Yee) or possily Save urspeciied wiher
ampact by irigpenrg & creation talare.
In the Linge semel (heough 4.15.4. he Noppy Oriver reveals (e addresseos of hermal Tunasens ond gobal wiviabies weng Dt calls shin De funason show_Bopgy i arversiom
Mopgry ¢ AN MIschor 0O 1003 DS 1A0emAlon Yo drmes) And Lse Iho ddresses 10 Sad the lecations of kermel co0e 20d dot and bypads kool Seourly Srodecton such as
KASLR

The lulea_requeus bifctos n ‘ N i Ly elore 4 14,95 might dlow altachers 10 Couse & 0okt of Senvice (ndeger OwerSow) or possiily Farve urapeciiod olhar
Serpact by 1QOeeng 4 negalive mike Or MBSLALE WL
o g 2he tn MISP 2487, & satver satting permilied e overtide of & el vassdsie on cartan fled Hed Ererprise Linux ind ContOS syslens (where

mum-—m and corseguelly sloend Sl acininm 10 rpect ardiary OS5 comminet The srpact i ki by the saling heing crfy sccisabie 15 1he sl adrinilaloe
Suricaln bolote 4.1 m prone 1 an NTTP dutection bypass wuleratily e detect © and sraunicp £ T & mabcous server brasks o noomed TOP Sow and sends cutn bebore he 3-aary
Sanchdiahe s coorphei. thee Sie cheta sand By e el servie wil be accagried by met ceels stich s & e Srowser or Linus CLEubities. but igrand by Soricaia D5 sgnatunes
This moatly sftects 05 sigradures bor e HTTP protecal and TGP stream corfent: sigratures kot TGP gachorts wil rupect such network raffe as wsusl

I the Lirclion sbunfh_octf_heper || m doversvidea Todeve stiusits © n the L karmwl Suough 4 15 an ivieger sigr wriar aboem artittary vk makage ot e
FRICMUTCMAP _SPAAC and FBIOGE TONAR_SPARC cormmands
moum(umuwnnn-s«mmwmmmsmzwu:mmsmzmwmmmmvm
Thi can lend to the of the Mues C
mw_m_n_mmnm-mwmmuats*-umnwmmmwmmmm-v
SBS WG pork ol

The kop_v6_syn_recy_sock unction m neteviiice vl G i the Lina semel Brough 4,54 11 alows attackers to cause 3 deokyl of senioe (stah out-sl-bounds wiie) or possbly Tarve
wrupeciied other irepact via veckors Tvabing TLS




