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http://www.telkom.co.id/

Menentukan Target

Target yang digunakan www.telkom.co.id

Data Collection

Mmap Output

Ports / Hosts | Topology| Host Details | Scans

= telkom.co.id (180.250.116.128);

Mmap Cutput

[=I Host Status

State:

Open ports:
Filtered ports:
Closed ports:
Scanned ports:
Up time:

Last boot:

=l Addresses
IPvd:  180.250116.128

up
5
995
0
1000

(s

Mot available ‘I

Mot available

IPvi: Mot available
MAC: Mot available

= Hostnames

Mame - Type:

= Comments

telkom.co.id - user

Ports / Hosts

Topology | Host Details | Scans |

1 Port * Protocel 4 State 4 Service 1 Version
@ 443 tep open  https
@ a0 tcp open  http
@ 53 tcp open  domain
@ = tcp open  smtp
@ 2 tcp open ftp

Melakukan tahap awal yaitu Pentest (Penetration Testing) data collection dengan menggunakan
tools seperti nmap dan netcraft. Setelah dilakukan scanning, didapatlah data bahwa telkom.co.id
dengan IP address 180.250.116.128 memiliki port terbuka sebanyak 5 port.


http://www.telkom.co.id/

B Background

Site title Not Fresent

Site rank

Drescription Not Present

Keywords Not Fresent

Netcraft Risk 0/10

Rating [FAQ]

E Network

Site http://telkom.co.id

Domain telkem.co.id

IP address 180.250.116.128

IPvE address 2001:44288:4:6004d:0:0:0:2

Domain pandi.or.id

registrar

Organisation PT. Telekomunikasi Indonesia, Jl. Kebon
Sirih No. 12, DKI Jakarta, 10340,
Indonesia

Top Level Indonesia (.co.id)

Dromain

Hosting s I {0}

country

El Hosting History

MNetblock owner

PT TELKOM INDOMESIA Menara Multimedia Lt. 7 3.

Kebonsirih No.12 JAKARTA

PFT TELKOM INDOMESIA Menara Multimedia Lt. 7 .

Kebonsirih No.12 JAKARTA

PT TELKCM DIVISI MULTIMEDIA
TELECOMMUNICATIONS/ COMMUNICATIONS JL.
SIRIH Mo.12 - 7th FLOOR JAKARTA

PT TELKCM DIVISI MULTIMEDIA
TELECOMMUNICATIONS/COMMUNICATIONS JL.
SIRIH No.12 - 7th FLOOR JAKARTA

PT TELKOM DIVISI MULTIMEDIA
TELECOMMUNICATIONS/ COMMUNICATIONS JL.
SIRIH MNo.12 - 7th FLOOR JAKARTA

PT TELKCM DIVISI MULTIMEDIA
TELECOMMUNICATIONS/ COMMUNICATIONS JL.
SIRIH No.12 - 7th FLOOR JAKARTA

PT TELKCM DIVISI MULTIMEDIA
TELECOMMUNICATIONS/ COMMUNICATIONS JL.
SIRIH Mo.12 - 7th FLOOR JAKARTA

PT TELKCM DIVISI MULTIMEDIA
TELECOMMUNICATIONS/ COMMUNICATIONS L.
SIRIH MNo.12 - 7th FLOOR JAKARTA

PT TELKOM DIVISI MULTIMEDIA
TELECOMMUNICATIONS/ COMMUNICATIONS L.
SIRIH No.12 - 7th FLOOR JAKARTA

PT TELKCM DIVISI MULTIMEDIA
TELECOMMUNICATIONS/ COMMUNICATIONS L.
SIRIH No.12 - 7th FLOOR JAKARTA

KEBON

KEBON

KEBON

KEBON

KEBON

KEBON

KEBON

KEBON

Date first
seen

Primary
language

Netblock
Owner

HNameserver
DNS admin
Rewverse DNS

HNameserver
organisation
Hosting
company

DNS Security
Extensions

IP address

Cctober 1996

Unknowmn

PT TELKCM INDONESIA

nsl.telkom.nat.id

hostmaster@telkom.net.id

unknown

whois.pandi.or.id

PT Telekomunikasi Indonesia Thk

Enablad

as

180.250.116.128 unknown

180.250.116.128

202.134.0.219

202.134.0.219

202.124.0.219

202.134.0.219

202.134.0.219

202.124.0.219

202.134.0.215

202.134.0.219

Linux

Linux

FS BIG-

P

Linus

unknown

Linux

unknown

Linuz

unknown

Web server

BigIP

Apache/2.4.6
Red Hat

Apache/2.2.15
Red Hat

unknown

Apache/2.2.15
Red Hat

Apache/2.2.15
Red Hat

Apache/2.2.15
Red Hat

Apache/2.2.15
Red Hat

Apache/2.2.15
Red Hat

Apache/2.2.15
Red Hat

Last seen
&6-Mar-2018

27-

Jun-2017
7-Mar-2017

31-Jul-2015

6-May-2014

10-
Jan-2014

7-Jan-2014

13-
Dec-2013

1z-
Dec-2013

11-
Dec-20132



Vulnerability Assesment (VA)

Berikut hasil Vulnerability Assesment dengan CVE :

CVE-2012-3000

CVE-2012-3000 Multiple SQL injection vulnerabilities in sam/admin/reports/php/saveSettings.php in the (1) APM WebGUI in F5 BIG-
IP LTM, GTM, ASM, Link Controller, PSM, APM, Edge Gateway, and Analytics and (2) AVR WebGUI in WebAccelerator
and WOM 11.2.x before 11.2.0-HF3 and 11.2.x before 11.2.1-HF3 allow remote authenticated users to execute
arbitrary SQL commands via the defaultQuery parameter.

— CVSS Scores & Vulnerability Types

CWSS Score 7.5
Confidentiality Impact (There is considerable informational disclosure.)
Integrity Impact (Modification of some system files or information is possible, but the attacker does not have

contral over what can be maodified, or the scope of what the attacker can affect is limited.)
Availability Impact (There is reduced performance or interruptions in resource availability.)

Access Complexity Low (Specialized access conditions or extenuating circumstances do not exist. Very little knowledge or
skill is required to exploit. )

Authentication Mot required {Authentication is not required to exploit the vulnerability.)
Gained Access None

ulnerability Type(s) Execute Code Sgl Injection

CWE ID a9

CVE-2012-1493

CVE-2012-1493 F5 BIG-IP appliances 9.x before 9.4.8-HF5, 10.x before 10.2.4, 11.0.x before 11.0.0-HF2, and 11.1.x before
11.1.0-HF3, and Enterprise Manager before 2.1.0-HF2, 2.2.x before 2.2.0-HF1, and 2.3.x before 2.3.0-HF3, use a
single SSH private key across different customers’ installations and do not properly restrict access to this key,
which makes it easier for remote attackers to perform SSH logins via the PubkeyAuthentication option.

— CVSS Scores & Vulnerability Types

CVS5 Score 7.8

Confidentiality Impact Complete (There is total information disclosure, resulting in all system files being revealed.)

Integrity Impact MNone (There is no impact to the integrity of the system)

Availability Impact Mone (There is no impact to the availability of the system.)

Access Complexity Low (Specialized access conditions or extenuating circumstances do not exist. Very little knowledae or

skill is required to exploit. )
Authentication Mot required (Authentication i= not required to exploit the vulnerability.)
Gained Access None
Vulnerability Type(s)
CWE ID 55

CVE-1999-1550


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-3000
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-1493
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-1550

CVE-1999-1550 bigconf.conf in F5 BIG/ip 2.1.2 and earlier allows remote attackers to read arbitrary files by specifying the target file
in the "file" parameter.

— CVSS Scores & Vulnerability Types

CWV55 Score 5.0

Confidentiality Impact (There is considerable informational disclosure.)

Integrity Impact Mone (There is no impact to the integrity of the system)

Availability Impact Mone (There is no impact to the availability of the system.)

Access Complexity Low (Specialized access conditions or extenuating circumstances do not exist. Very little knowledge or

zkill iz required to exploit. )
Authentication Mat required (Authentication is not required to exploit the vulnerability.)
Gained Access None
Vulnerability Type(s)
CWE ID CWE id is not defined for this vulnerability



Menentukan Target

Target yang digunakan www.kejaksaan.go.id

Data Collection

Mmap Output | Ports / Hosts | Topology | Host Details | Scans

=likejaksaan.go.id (222.124.128.251);

[=I Host Status

State: up
Open ports: 5 lg

Filtered ports: 995
Closed ports: 0
Scanned ports: 1000

Up time: Mot available |
Last boot: Mot available
= Addresses

IPvd: 222124128251
IPvi: Mot available
MAC: Mot available

= Hostnames

Mame - Type:  kejaksaan.go.id - user

= Comments

Mrap Output| Ports / Hosts | Topology HostDetaiIslScans|

1 Port * Protocol 4 State 4 Service 1 Version
@ 43 tep open  https
@ &0 top open  http
@ 53 tep open  domain
@ tep open  smitp
8 2 tep open ftp

Melakukan tahap awal yaitu Pentest (Penetration Testing) data collection dengan menggunakan
tools seperti nmap dan netcraft. Setelah dilakukan scanning, didapatlah data bahwa kejaksaan.go.id
dengan IP address 222.124.128.251 memiliki port terbuka sebanyak 5 port.


http://www.kejaksaan.go.id/

=l Background

Site title Kejaksaan Republik Indonesia Date first July 1999
seen
Site rank Primary Malay
language

Description Not Present

Keywords Not Present

Metcraft Risk 0/10

Rating [FAQ]

El Network

Site http://kejaksaan.go.id Netblock PT Telkom Indonesia's customer.

Owner

Domain kejaksaan.go.id Nameserver n=l.telkomhosting.com

IP address 222.124.128.251 DNS admin hostmaster@telkom.net.id

IPve Not Present Reverse DNS 251.subnet222-124-128.static.astinet.telkom.net.id

address

Domain unknown Nameserver whois.onlinenic.com

registrar organisation

Organisation wunknown Hosting PT Telekomunikasi Indonesia Thk

company

Top Level Indonesia (.go.id) DNS Security unknown

Domain Extensions

Hosting s

country
E Hosting History
Metblock owner TP sddress oS Web server Last seen
FT Talkom Indonaziss customer. 222,134,178 351 Limnux 2.4.7 Ubuntu E-Mar-201E
FT TELKOM INDOMESIA M=nara Multimedia Lt. 7 11 Kebonsih ~ 115.88.73.5 Lirmazc 26-
No.1Z JAKARTA Feb-2017
PT TELK.OM INDONESLE M=nara Multimedia Lt 7 11, Kebonsinh 1159873 5 Lirmsc 2.2.27 Unix mod_=sl/2.2. 37 OpenSSL/ 0.9 Be-Tips-rhels  22-
No.1Z JAKARTA mod_bwlimitedy 1.4 Feb-2016
PT TELKOM INDOMESIA M=rara Multimedis Lt. 7 11 Kebonsiih 11888735 Limuse Apache=/2.3 26 Unix mod_s=l/2.2.26 Op=rS5L/0.8 B=-fips-rhelS 13-

Mo, 12 JAKARTA mod_suth_pazsthroughy’ 2.1 mod_Bwlimited/ 1.4 May-2014
FrontPage/5.0.2 2635

PT TELKOM INDONESIA M=nara Multimedia LL. 7 ]I, K=bonsinh 180.250.82.162  Linux 10-

No 12 JAKARTA Mov-2013

PT TELKOM DIVISI MULTIMEDLA 125.160.17.131  Linux = 4-Oct-2013

TELECOM MUNICATIONS/COMMUNICATIONS 1L KEBON SIRIH
No.12 - 7ih FLOOR JAKARTA

PT TELKOM DIVISI MULTIMEDLA

TELECOM MUNICATIONS/ COMMUNICATIONS 1L KEBON SIRIH
Ko.12 - 7th FLOOR JAKARTA

PT TELKOM DIVISI MULTIMEDILA

125.160.17.121  Linux Apachey/2.0.63 Unix mod_=sl/2.0.63 Op=n35L/0.9 B=-fips-rhelS  16-Jul-2011
mod_mona/2.6.3 mod_auth_pa=sthrowghy'2. 1

mod_bwlimit=d/ 1.4 FrontPag=/5.0.2.2635 PHR/5.2.5

125.160.17.131  Limuc Spachey2.0.63 Unic mod_=sl/2.0.63 Op=nS5L/0.9 B=-fips-rhels  234-

TELECOMMUNICATIONS/ COMMUNICATIONS L KEBON SIRIH mod_suth_pa==throughy'2.1 mod_bwlimited 1.4 Mar-2011
No.12 - 7th FLOOR JAKARTA FrontPage/5.0.2.2635 PHR/5.2.9

PT. TELEKOMUNIKASI INDONESIA L. KEBONSIRIH KO, 37 273.134.11.344  Limus Apac 040 Re=d Hat Linux 18-
JAKARTA Jan- 2005
JASHA ANGKASS SEMESTA JAKARTA 202.153.3.74 wnknown Apache=/1.3.15 Unix PHP/4.2.2 24-

Feb-2004



Vulnerability Assesment (VA)

Berikut hasil Vulnerability Assesment dengan CVE :
CVE-2014-3528

CVE-2014-3528 Apache Subversion 1.0.0 through 1.7.x before 1.7.17 and 1.8.x before 1.8.10 uses an MD5 hash of the URL and
authentication realm to store cached credentials, which makes it easier for remote servers to obtain the credentials
via a crafted authentication realm.

— CVSS Scores & Vulnerability Types

CWSS Score 4.0
Confidentiality Impact (There is considerable informational disclosure.)
Integrity Impact (Modification of some system files or information is possible, but the attacker does not have

control over what can be maodified, or the scope of what the attacker can affect is limited.)

Availability Impact Mone (There is no impact to the availability of the system.)

Access Complexity High (Specialized accesz conditions exist. It is hard to exploit and several special conditions must be
zatisfied to explait)

Authentication Mot required (Authentication is not required to exploit the vulnerability.)

Gained Access MNone

Vulnerability Type(s)

CWE ID 55

CVE-2014-3522

CVE-2014-3522 The Serf RA layer in Apache Subversion 1.4.0 through 1.7.x before 1.7.18 and 1.8.x before 1.8.10 does not
properly handle wildcards in the Common Name (CN) or subjectAltName field of the X.509 certificate, which allows
man-in-the-middle attackers to spoof servers via a crafted certificate.

- CVSS Scores & Vulnerability Types

CWVSS Score 4.0
Confidentiality Impact (There is considerable informational disclosure.)
Integrity Impact (Modification of some system files or information is possible, but the attacker does not have

control over what can be modified, or the scope of what the attacker can affect is limited.)

Availability Impact Naone (There is no impact to the availability of the system.)

Access Complexity High (Specialized access conditions exist. It is hard to exploit and several special conditions must be
satisfied to exploit)

Authentication Not required (Authentication is not required to exploit the vulnerability.)

Gained Access None

Vulnerability Type(s)

CWE ID 97

CVE-2013-2071

CVE-2013-2071 javaforg/apache/catalina/core/AsyncContextImpl.java in Apache Tomcat 7.x before 7.0.40 does not properly handle
the throwing of a RuntimeException in an AsyncListener in an application, which allows context-dependent attackers
to obtain sensitive request information intended for other applications in opportunistic circumstances via an
application that records the requests that it processes.


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3528
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3522
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-2071

— CVSS Scores & Vulnerability Types

CWSS Score
Confidentiality Impact
Integrity Impact
Availability Impact

Access Complexity

Authentication
Gained Access
Vulnerability Type(s)
CWE ID

CVE-2013-1862

(There is considerable informational disclosure.)
Mone (There is no impact to the integrity of the system)
MNone (There i no impact to the availability of the system.)

High (Specialized access conditions exist. It is hard to exploit and several special conditions must be
satisfied to exploit)

Mot required (Authentication is not required to exploit the vulnerability.)
None
Obtain Information

200

CVE-2013-1862 mod_rewrite.c in the mod_rewrite module in the Apache HTTP Server 2.2.x before 2.2.25 writes data to a log file
without sanitizing non-printable characters, which might allow remote attackers to execute arbitrary commands via
an HTTP request containing an escape sequence for a terminal emulator.

- CVSS Scores & Vulnerability Types

CWSS Score

Confidentiality Impact
Integrity Impact

Availability Impact

Access Complexity

Authentication
Gained Access
Vulnerability Type(s)
CWE ID

5.1

(There is considerable informational disclosure.)

(Modification of some system files or information is possible, but the attacker does not have
control over what can be modified, or the scope of what the attacker can affect is limited.)

(There is reduced performance or interruptions in resource availability.)
High (Specialized access conditions exist. It is hard to exploit and several special conditions must be
satisfied to exploit)

Not required (Authentication is not required to exploit the vulnerability.)
None

Execute Code

310

CVE-2013-1845

CVE-2013-1845 The mod_dav_svn Apache HTTPD server module in Subversion 1.6.x before 1.6.21 and 1.7.0 through 1.7.8 allows
remote authenticated users to cause a denial of service (memory consumption) by (1) setting or (2) deleting a large

number of properties for a file or directory.

— CVSS Scores & Vulnerability Types

CWSS Score
Confidentiality Impact
Integrity Impact
Availability Impact

Access Complexity

Authentication

Gained Access
Vulnerability Type(s)
CWE ID

Mone (There is no impact to the confidentiality of the system.)
Mone (There is no impact to the integrity of the system)
(There is reduced performance or interruptions in resource availability.)

High (Specialized access conditions exist. It is hard to exploit and several special conditions must be
zatisfied to exploit)

(The wvulnerability requires an attacker to be logged into the system (such as at a
command line or via a desktop session or web interface).)

Mone
Denial Of Service Overflow
119


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1862
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1845

