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Melakukan Scanning Network 
Dan Scanning System Pada Website Kota Bekasi

Hasil Scaning network menggunakan bantuan tools pada netcraft.com[image: ]
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Hasil Scaning System Web server menggunakan bantuan tools pada cve.mitre.org

The Tomcat pada Red Hat Enterprise Linux (RHEL) 7, Fedora, CentOS, Oracle Linux, dan mungkin Linux lainnya menggunakan hak akses yang lemah /usr/lib/tmpfiles.d/tomcat.conf, yang memungkinkan pengguna lokal memperoleh hak istimewa root dengan memanfaatkan keanggotaan kelompok tomcat.
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Hasilnya web server mereka Apache/2.2.31 CentOS memiliki 1 kelemahan yaitu :

Melakukan scanning network dan scanning system pada Gemscool.com

Untuk Scaning network kita menggunakan bantuan netcraft.com kali ini kita akan menscan network dari salah satu perusahaan game ternama PT. KREON yaitu gemscool.com
[image: ]
Gambar di atas adalah tampilan awal ketika kita membuka netcraft.com, lalu masukan link web yang ingin kita cari tahu networknya, di menu ” whats thats site running? ”

Dan berikut adalah informasi yang bisa kita dapatkan dari scaning yang telah kita lakukan :
IP Addres		: 203.89.146.41
Netblock Owner	 : PT. KREON Corporate / Direct Member IDNIC Menara Jamsostek 16th Floor Jl. Jendral Gatot Subroto No.38 Jakarta, 12930
Nameserver		: ns1.gemscool.com
DNS Admin		: se@kreon.co.id
Web Server		: Microsoft-IIS/5.0
OS			: Linux






Selanjutnya kita akan menscan system yang di gunakan oleh web tersebut dengan bantuan tools dari cve.mitre.org
[image: ]

Lalu kita menggunakan fitur “Search CVE List” lalu masukan web server dari web yg telah kita scan tadi dalam hal ini adalah “Microsoft-IIS/5.0” dan hasilnya akan terdapat 1211 celah yang bisa menjadi kelemahan dari sistem yg mereka gunakan
[image: ]
Berikut saya akan menjelaskan 3 di antaranya :
· IBM Daeja ViewONE Professional, Standard & Virtual 4.1.5.1 and 5.0 bisa membuat system membiarkan perangkat yang tidak dikenali atau penyerang mendownload file yang penting dan seharusnya tidak di bisa mereka akses
· Kerentanan dalam tampilan web dari cisco prime infrastructure dan cisco programmable network manager bisa membuat pengguna yang tidak dikenal dari jauh mengakses data-data sensitive dan bisa meletakan aplikasi pengintai, tanpa harus menggunakan akses admin
· Perangkat Android Samsung dengan perangkat lunak L (5.0 / 5.1), M (6.0), dan N (7.x) memungkinkan penyerang mendapatkan informasi sensitif dengan membaca file log yang dapat dibaca bebas setelah melakukan reboot tertentu	. ID Samsung adalah SVE-2017-8290.
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Search CVE List Download CVE Request CVE IDs Update a CVE Entry
TOTAL CVE Entries: 97364
Search Results
There are 1211 CVE entries that match your search.
Name Description

CVE-2018-2560  Vulnerability in the Solaris component of Oracle Sun Systems Products Suite (subcomponent: Kernel). The supported version that is affected is 11.3. Difficult
to exploit vulnerability allows high privileged attacker with logon to the infrastructure where Solaris executes to compromise Solaris. Successful attacks
require human interaction from a person other than the attacker and while the vulnerability is in Solaris, attacks may significantly impact additional products.
Successful attacks of this vulnerability can result in unauthorized access to critical data or complete access to all Solaris accessible data. CVSS 3.0 Base Score
5.0 (Confidentiality impacts). CVSS Vector: (CVSS:3.0/AV:L/AC:H/PR:H/UL:R/S:C/C:H/I:N/AN).

CVE-2018-1399 IBM Daeja ViewONE Professional, Standard & Virtual 4.1.5 and 5.0 is vulnerable to cross-site scripting. This vulnerability allows users to embed arbitrary
JavaScript code in the Web UI thus altering the intended functionality potentially leading to credentials disclosure within a trusted session. IBM X-Force ID:
138435.

CVE-2017-7978  Samsung Android devices with L(5.0/5.1), M(6.0), and N(7.x) software allow attackers to obtain sensitive information by reading a world-readable log file
after an Unexpected reboot. The Samsung ID is SVE-2017-8290.

CVE-2017-6088  Multiple SQL injection vulnerabilities in EyesOfNetwork (aka EON) 5.0 and earlier allow remote authenticated users to execute arbitrary SQL commands via
the (1) bp_name, (2) display, (3) search, or (4) equipment parameter to module/monitoring_ged/ged_functions.php or the (5) type parameter to
monitoring_ged/ajax.php.

CVE-2017-6087 EyesOfNetwork ("EON") 5.0 and earlier allows remote authenticated users to execute arbitrary code via shell metacharacters in the selected_events[]

parameter in the (1) acknowledge, (2) delete, or (3) ownDisown function in module/monitoring_ged/ged_functions.php or the (4) module parameter to
module/index.php.

CVE-2017-5351  Samsung Note devices with KK(4.4), L(5.0/5.1), and M(6.0) software allow attackers to crash the system by creating an arbitrarily large number of active VR
service threads. The Samsung ID is SVE-2016-7650.

CVE-2017-5350  Samsung Note devices with L(5.0/5.1), M(6.0), and N(7.0) software allow attackers to crash systemUI by leveraging incomplete exception handling. The
Samsung ID is SVE-2016-7122.

CVE-2017-5217  Installing a zero-permission Android application on certain Samsung Android devices with KK(4.4), L(5.0/5.1), and M(6.0) software can continually crash the
system_server process in the Android OS. The zero-permission app will create an active install session for a separate app that it has embedded within it. The
active install session of the embedded app is performed using the android.content.pm.Packagelnstaller class and its nested classes in the Android APL The

1) IND 2208




image1.png
I U I
SVUALaTpEnGABDYY




image2.png
Bekasikota.go.id

Netblock Owner
PT TELKOM
INDONESIA

IP ADDRES
180.250.98.11

DNS Admin

minus@tfk.bekasikota.go.id

WEB SERVER

Apache/2.2.31 CentOS

Name Server

ns3.bekasikota.go.id





image3.png
= Background

Site title
Site rank

Description
Keywords

Netcraft Risk
Rating [FAQ]

Pemerintah Kota Bekasi - Home

Website Resmi Pemerintah Kota Bekasi
pemkot, kota bekas

walikota,
0/10 CEE—

Date first seen
Primary
language

July 2011

Indonesian




image4.png
8 CVE-SearchResults X G transiate - Google Se=' X

P Free exclusive vectors - X { 8 Pemerintah Kota Beke: X [ Site report forwwwbe X (  Atlantica Online OBTE. X

¢ C |® cvemitreorg/cgi-bin/cvekey.cai?

vord=Apache%2F2.2.31+CentOS

‘Comman Vilnerabilties and Exposurss

Download CVE

Request CVE IDs Update a CVE Entry

TOTAL CVE Entries: 97375

Search Results

There are 1 CVE entries that match your search.

Name Description
CVE-2016-5425 The Tomcat package on Red Hat Enterprise Linux (RHEL) 7, Fedora, CentOS, Oracle Linux, and possibly other Linux distributions uses weak permissions for
Jusr/lib/tmpfiles.d/tomcat.conf, which allows local users to gain root privileges by leveraging membership in the tomcat group.
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You can also search by reference using the CVE Reference Maps.
For More Information: cve@mitre.org
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