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1. Data Collection 

Proses mengumpulkan data yang diperlukan pada target. 

Data dikumpulkan dari situs Whois, Nmap dan Netcraft dan domain yang dijadikan 

target yaitu portalgaruda.org 

Berikut data yang didapat dari situs tersebut 

 

Menggunakan Netcraft  

 
Tampilan diatas merupakan hasil scanning yang menghasilkan data Network dan 

Hosting History (IP Address, Web Server, Waktu Terakhir di Update) 

 

Menggunakan Whois 

 

http://id.portalgaruda.org/


 

 

 
 

Tampilan diatas hasil scanning pada Whois, yang menampilkan data-data target mulai 

dari register sampai lokasi. 



Nmap 

 
 

Pada hasil scanning ini. Dapat membuka 4  port  (Open Port) yaitu: 

Discovered open port 22/tcp on 166.62.5.1 

Discovered open port 443/tcp on 166.62.5.1 

Discovered open port 21/tcp on 166.62.5.1 

Discovered open port 80/tcp on 166.62.5.1 

 

2. Vulnerability Assesment 

Berikut ini beberapa Vulnerability yang ada. Pencarian vurnability dilakukan pada 

https://www.cvedetails.com  

 

Webserver Apache :  

Gambar berikut merupakan beberapa vurnability yang didapat pada CVE 

 

https://www.cvedetails.com/


Exec Code

CVE-2017-12636

CVE-2017-12615

CVE-2017-15718

CVE-2017-12626

CVE-2017-15708

CVE-2017-17837
In Apache Synapse, by default no 

authentication is required for 

Java Remote Method Invocation (RMI).

CouchDB administrative users can

 configure the database server via

 HTTP(S). 

When running Apache Tomcat 

7.0.0 to 7.0.79 on Windows with 

HTTP PUTs enabled 

XSS

The Apache DeltaSpike-JSF 1.8.0 

module has a XSS injection leak

 in the windowId handling. 

The YARN NodeManager in Apache 

Hadoop 2.7.3 and 2.7.4 can leak the 

password for credential store provider

used by the NodeManager to YARN 

Applications.

DoS

CVE-2017-12624

Apache POI in versions prior to 

release 3.17 are vulnerable to Denial

of Service Attacks: 1).

Apache CXF supports sending and 

receiving attachments via either the

JAX-WS or JAX-RS specifications.

CVE-2017-12626 CSRF

Apache CXF Fediz ships with 

a number ofcontainer-specific 

plugins to enable 

WS-Federation for applications. 

 
 

 

Pada Apache  ini dari  vurnability yang ada, memiliki tingkat kompleksitas yang 

beragam mulai dari low, medium dan  high. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Website Perpusnas.go.id 

1. Data Collection 

Data dikumpulkan dari situs Whois, Nmap dan Netcraft dan domain yang dijadikan 

target yaitu perpusnas.go.id 

Berikut data yang didapat dari situs tersebut 

 
Tampilan diatas merupakan hasil scanning yang menghasilkan data Network dan 

Hosting History (IP Address, Web Server, Waktu Terakhir di Update) 

 

 

Who is 

 



 
 

 Menggunakan Nmap 

 
 



Terdapat 4 port pada situs perpurnas.go.id  

 

2. Vulnerability Assesment 

Berikut ini Vulnerability yang ada. Pencarian vurnability dilakukan pada 

https://www.cvedetails.com.  

Berikut ini beberapa Vulnerability yang ada pada Apache 2.4.6, terdapat 9 vurnability 

 

DoS

CVE-2014-0231

CVE-2017-9788

CVE-2014-3523

CVE-2014-0118

Memory leak in the winnt_accept function in 

server/mpm/winnt/child.c in the WinNT MPM in the 

Apache HTTP Server 2.4.x before 2.4.10 on 

Windows, when the default AcceptFilter is enabled, 

allows remote attackers to cause a denial of service 

(memory consumption) via crafted requests.

The mod_cgid module in the Apache HTTP 

Server before 2.4.10 

does not have a timeout mechanism, 

which allows remote attackers to cause a 

denial of service (process hang) 

via a request to a CGI script that does 

not read from its stdin file descriptor.

Race condition in the mod_status module in 

the Apache HTTP Server before 2.4.10 allows 

remote attackers to cause a denial of service 

(heap-based buffer overflow)

The deflate_in_filter function in mod_deflate.c

 in the mod_deflate module in the Apache HTTP 

Server before 2.4.10, when request body 

decompression is enabled, allows remote 

attackers to cause a denial of service 

(resource consumption) via crafted request data that

 decompresses to a much larger size.

DoS Exec 

Code Overflow 

+Info

In Apache httpd before 2.2.34 and 2.4.x before 2.4.27, 

the value placeholder in  [Proxy-]Authorization headers of type

 'Digest' was notinitialized or reset before or between successive 

key=value assignments by mod_auth_digest. Providing 

an initial key with no '=' assignment could reflect the stale value 

of uninitialized pool memory used by the prior request, 

leading to leakage of potentially confidential information, 

and a segfault in other cases resulting in denial of service.

DoS +Info

CVE-2014-0117

CVE-2013-6438

CVE-2014-0098

CVE-2013-4352

CVE-2014-0226

The mod_proxy module in the Apache HTTP 

Server 2.4.x before 2.4.10, when a reverse 

proxy is enabled, allows remote attackers to 

cause a denial of service (child-process crash) 

via a crafted HTTP Connection header.

The cache_invalidate function in 

modules/cache/cache_storage.c 

in the mod_cache module in the 

Apache HTTP Server 2.4.6, when a 

caching forward proxy is enabled, allows 

remote HTTP servers to cause a denial 

of service(NULL pointer dereference and 

daemon crash) via  vectors that trigger 

a missing hostname value.

The log_cookie function in 

mod_log_config.c in the mod_log_config 

module in the Apache HTTP Server before 

2.4.8 allows remote attackers to cause 

a denial of service (segmentation

 fault and daemon crash) via a 

crafted cookie that is not properly handled 

during truncation.

The dav_xml_get_cdata function in main/util.c 

in the mod_dav module in the Apache HTTP 

Server before 2.4.8 does not properly remove 

whitespace characters from CDATA sections, 

which allows remote attackers to cause 

a denial of service (daemon crash) via a 

crafted DAV WRITE request.

 

Pada Apache 2.4.6 ini dari 9 vurnability yang ada, memiliki tingkat kompleksitas low 

dan medium tidak ada high (6 low dan 3 medium). 

 

https://www.cvedetails.com/

