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I. LATAR BELAKANG
Keamanan data merupakan hal yang sangat penting dalam menjaga kerahasiaan informasi terutama yang berisi informasi sensitif yang hanya boleh diketahui isinya oleh pihak yang berhak saja, apalagi jika website tersebut sering mengalami bug-bug yang tidak diinginkan, hal tersebut menjadi rentan untuk para hacker yang mencari celah dari sebuah website . Ketika para hacker telah memliki hak akses maka informasi yang ada pada situs tersebut kemungkinan besar bisa diretas oleh mereka.
Pada penulisan ini saya mealukan scanning di jatengprov.go.id. ini terjadi karena kepudulian saya terhadap website yang kurang memperhatikan keamanan datanya yang dimulai dari banyaknya masalah dari servernya. Dengan hal ini mungkin bisa sebagai solusi yang dihadapi saat ini.


A. Data Collection
       Proses pengumpulan data formal diperlukan untuk memastikan bahwa data yang dikumpulkan dapat didefinisikan dengan jelas dan akurat dan berdasarkan argumen dalam temuan yang valid. Proses ini menyediakan informasi dasar untuk mengukur dan menargetkan hal apa yang ingin diperbaiki. Dengan menggunkan tool who is, netcraft dan nmap.

· Who is
[image: ]

Gambar 1 ( Hasil Scanning menggunkan whois.com )










· [image: ][image: ]Netcraft

Gambar 2 ( Hasil Scanning menggunkan netcraft.com )



· [image: ][image: ]Nmap

Gambar 3 ( Hasil Scanning menggunkan tool nmap )











Hasil dari data collection sebagai berikut :

	Data Collection

	Domain
	Jatengprov.go.id

	IP address
	103.9.227.43

	Created On
	01 – Jul – 2009      13:29:30 utc

	EXPIRATION DATE
	14 – Jul – 2018      23:59:59 utc

	last updated On
	01 – May – 2017   08:42:03 utc

	Registrant city
	Semarang

	Registrant Province
	Jawa Tengah

	Registrant Country
	ID

	OS Running
	Linux 3.11

	Name Servers	
	NS1.JATENGPROV.GO.ID

	Web Server
	Apache/2.4.10 Debian

	Port
	20/tcp,  State = Closed , Service = ftp-data
21/tcp,  State = Open, Service = ftp
22/tcp,  State = Closed, Service = ssh
53/tcp,  State = Open, Service = domain
80/tcp,  State = Open, Service = http
110/tcp, State = Open, Service = pop3
143/tcp, State = Open, Service = imap
443/tcp, State = Open, Service = ssl/http
465/tcp, State = Open, Service = ssl/smtp
587/tcp, State = Open, Service = smtp
993/tcp, State = Open, Service = ssl/pop3
2020/tcp, State = Open, Service = ssh
3306/tcp, State = Open, Service = mysql
8080/tcp, State = Open, Service = ssl
10000/tcp, State = Open, Service = http






B. Vulnerbility
Berikut hasil Vulnerbility dari hasil Data Collection dengan bantuan cvedetails.com

· Aplikasi Running beserta Holenya
· Pada Port 20
Pada Port ini berstate colosed, jadi tidak bisa dianalisa.

· Pada Port 21 menggunkan aplikasi ftp dengan versi Pure-FTPd
[image: ]Pada port tesebut aplikasi yang running yaitu ftp, dimana apliksi tersebut setelah dianalisis dan terdapat celah dimana para hecker dapat masuk dengan memanfaatkan celah tersebut. Celah tersebut sebagai berikut:
                            Gambar 4 ( cvedetails.com. Hole pada port 21 )

· Pada Port 23
Pada Port ini berstate colosed, jadi tidak bisa dianalisa.

· Pada Port 53 menggunkan aplikasi OpenDomain dengan versi MikroTik RouterOS named or OpenDNS Updater
[image: ]Pada port tesebut aplikasi yang running yaitu OpenDomain, dimana apliksi tersebut setelah dianalisi terdapat celah dimana para hecker dapat masuk dengan memanfaatkan celah dari tersebut. Celah tersebut sebagai berikut:
                            Gambar 5 ( cvedetails.com. Hole pada port 53 )

· Pada Port 80, 433 dan 8080

[image: ]Pada port tesebut aplikasi yang running yaitu http/ssl dengan versi Apache httpd 2.4.10 ((Debian)), dimana apliksi tersebut setelah dianalisi terdapat celah dimana para hecker dapat masuk dengan memanfaatkan celah dari tersebut. Celah tersebut sebagai berikut:
     Gambar 6 ( cvedetails.com. Hole pada port 80, 433 dan 8080)

· Pada Port 110 dan 995 menggunkan aplikasi pop3 dengan versi Dovecot pop3d
[image: ]Pada port tesebut aplikasi yang running yaitu pop3n, dimana apliksi tersebut setelah dianalisi terdapat celah dimana para hecker dapat masuk dengan memanfaatkan celah dari tersebut. Celah tersebut sebagai berikut:
Gambar7 ( cvedetails.com. Hole pada port 110 dan 995 )

· Pada Port 143 dan 993 menggunkan aplikasi imap dengan versi Dovecot imapd
[image: ]Pada port tesebut aplikasi yang running yaitu imap, dimana apliksi tersebut setelah dianalisi terdapat celah dimana para hecker dapat masuk dengan memanfaatkan celah dari tersebut. Celah tersebut sebagai berikut:
Gambar8 ( cvedetails.com. Hole pada port 143 dan 993)
· Pada Port 587  menggunkan aplikasi smtp dengan versi Postfix smtpd
[image: ]Pada port tesebut aplikasi yang running yaitu smtp, dimana apliksi tersebut setelah dianalisi terdapat celah dimana para hecker dapat masuk dengan memanfaatkan celah dari tersebut. Celah tersebut sebagai berikut:
Gambar9 ( cvedetails.com. Hole pada port 587)

· ada Port 3306  menggunkan aplikasi myql dengan versi MySQL 5.5.59-0+deb8u1
[image: ]Pada port tesebut aplikasi yang running yaitu mysql, dimana apliksi tersebut setelah dianalisi terdapat celah dimana para hecker dapat masuk dengan memanfaatkan celah dari tersebut. Celah tersebut sebagai berikut:
Gambar10 ( cvedetails.com. Hole pada port 3306)


· ada Port 10000  menggunkan aplikasi http dengan versi MiniServ 1.880 (Webmin httpd)
[image: ]Pada port tesebut aplikasi yang running yaitu http, dimana apliksi tersebut setelah dianalisi terdapat celah dimana para hecker dapat masuk dengan memanfaatkan celah dari tersebut. Celah tersebut sebagai berikut:
Gambar11 ( cvedetails.com. Hole pada port 10000)


II. Kesimpulan
Pada analisa dan hasil tersebut dapat kita simpulkan bahwa:
· Target tersebut memiliki 15 port.
· Target tersebut menggunkan OS Linuk 3.11
· Dengan 15 port yang dimiliki setidaknya terdapat 47 serangan dengan complexity 34 Low, 2 Hight dan 11 Medium
· Serangan terjadi salah satunya diakibatkan kurang updatenya webserver yang digunkan

[bookmark: _GoBack]
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FDNS record for 103.9.227.43: diskominfo.jatengprov.go.id ~
Not shown: 984 filtered ports

PORT STATE SERVICE VERSION
0/tcp  closed ftp-data
21/tcp  open ftp Pure-FTPd

22/tcp  closed ssh
53/tcp  open domain  MikroTik Router0S named or OpenDNS Updater

go/tcp  open http  Apache httpd 2.4.16 ((Debian)
h16/tcp open pop3  Dovecot pop3d
ha3/tcp open imap  Dovecot imapd

4a3/tcp  open  ssl/http Apache httpd 2.4.16 ((Debian)
ues/tcp open  ssl/smtp Postfix smtpd

587/tcp open smtp  Postfix smtpd

93/tcp  open  ss1/imap Dovecot imapd

95/tcp  open  ss1/pop3 Dovecot pop3d

[2020/tcp open  ssh OpenSSH 6.7p1 Debian S+deb8ud (protocol 2.8,

B366/tcp open mysql  MySQL 5.5.59-@+debSul

8086/tcp open  ssl/ss1 Apache httpd (SSL-only mode:

heoee/tcp open http  MiniServ 1.888 (Webmin httpd)

fservice Info: Host: diskominfo.jatengprov.go.id; OS: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 77.15 seconds

:\Users\Derdi Kurniawan>nmap
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CVSS Scores Greater Thani 0 1 2 3 4 5 6 7 8 3
Sort Results By : CVE Number Dascending  CVE Number Ascending  CVSS Score Descanding Number Of Exploits Descending
Cony Results Download Results

B cvED CWEID | #of Exploits | Vulnerability Type(s) | Publish Date | UpdateDate | Score | Gained AccessLevel | Access Complexity | Authentication  Conf. | Integ. | Avail.

EEE 0170515 2070501 [N None Remote  Low  MNotrequired None None Complete

A vulnerability in MikroTik Version 6.38.5 could allow an unauthenticated remote attacker to exhaust all available CPU via a flood of UDP packets on port 500 (used for L2TP over IPsec), preventing the affected
router from accepting new connections; all devices will be disconnected from the router and all logs removed automatically.

255 400 20170329 2070010 [ None Remote  Low  Notreguired None None Complete

A vulnerability in the network stack of MikraTik Version 6.33.5 released 2017-03-09 could allow an unauthenticated remote attacker to exhaust all available CPU via 2 flood of TCP RST packets, preventing the
affected router from accepting new TCP connections.

3 cveoizersr 25 0170227 200315 [NAEN None Remote  Medum  Notreauired Partill None fione

‘The L2TP Client in MikroTik RouterOS versions 6.83.3 and 6.37.4 does not enable IPsec encryption after a reboot, which allows man-in-the-middle attackers to view transmitted data unencrypted and gain
access to networks on the L2TP server by monitoring the packets for the transmitted data and obtaining the L2TP secret.

soveaosas 3 = 20150319 20150924 (NG None Remote  Medum  Notrequired partial Fartel  portil

Cross-site request forgery (CSRF) vulnerability in MikroTik Router0S 5.0 and earlier allows remote attackers to hijack the authentication of administrators for requests that change the administrator password
via a request in the status page to /cfg.

050 15 1005 w1228 2070525 [gdl None Remote  Low  Notrequired Partial None portil

The winbox service in MikroTik Router0S 5.15 and earfier allows remote attackers to cause a denial of service (CPU consumption), read the router version, and possibly have other impacts via a request to
download the router's DLLs or plugins, as demonstrated by roteros.dll.
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-apache:http_server:2.4.10
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Sort Results By : CVE Number Dascending  CVE Number Ascending  CVSS Score Descanding Number Of Exploits Descending
Cony Results Download Results

s CED  CWED | sofEuplots | VunerbiityTypes | PubishOate | UpdeteDate | Score | GainedAccesslevel | Access | Compledty | Authenticaion | Conf. | Intes. | Aval
toveoirzere 118 Overion 0170618 201015 (RN None Remote  Low  Notrequired Fortal Partial Fortil
In Apache hitpd 2.2.x before 2.2.33 3nd 2.4 before 2.4,26, mod_mime can read ene byte past the end of buffer when sending @ maliious Content Type response header:

2cveoienses 118 Dos Overfiow 141215 20171002 [ERN None Remote  Low  Notrequired Nome Nene Fortil

The handle_headers function in mod_proxy_fegi.c in the mod_proxy_fcgi module in the Apache HTTP Server 2.
crash) via long response headers.

10 allows remote FastCGI servers to cause a denial of service (buffer over-read and daemon
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Copy Results Download Results
b cvED CWEID | #ofExploits  Vulnerability Type(s) | PublishDate | UpdateDate  Score  Gained Accesslevel | Access Complexity | Authentication  Conf. Integ. Avail

tove0ienen 257 Dos 0140514 20071225 [EEN None Remote  low  Notreaured None None Partil

Dovecot 1.1 before 2.2.13 and dovecot-ee before 2.1.7.7 and 2.2.x before 2.2.12.12 does ot properly close old connections, which allows remote attackers to cause a denial of service (resource consumption)
via an incomplete SSL/TLS handshake for 2n IMAP/POP3 connection.

2CvE20111929 20 Dos 20110524 2017-08-16

None Remote  Low Notrequired  None None Partial

lib-mail/message-header-parser.c in Dovecot 1.2.x before 1.2.17 and 2.0.x before 2.0.13 does not properiy handle "\0' characters in header names, which allows remote attackers to cause a denial of service
(dsemon crash or mailbox corruption) via a crafted e-mail message.

Dos 20101006 2011-08-26 None Remote  Low Single system  None  None Prtial

Dovecot 1.2.x before 1.2.15 allows remote authenticated users to cause a denial of service (master process outage) by simultaneously disconnecting many (1) IMAP or (2) POP3 sessions.

acvE2010.3778 284 Bypass 20101006 2011-02-12

None Remote  Medium  Singlesystem  None Partial None

Dovecot 1.2.x before 1.2.15 and 2.0.x before 2.0.beta2 grants the admin permission to the owner of each mailbox in a non-public namespace, which might allow remote authenticated users to bypass
intended access restrictions by changing the ACL of a mailbox, as demonstrated by a symiinked shared mailbox.

5 CVE-2010-3707 264 Bypass 20101006 2011-08-26

None Remote  Low Single system  Partial Partial None

plugins/acl/acl-backend-vfile.c in Dovecot 1.2.x before 1.2.15 and 2.0.x before 2.0.5 interprets an ACL entry as a directive to add to the permissions granted by another ACL entry, instead of a directive to
replace the permissions granted by another ACL entry, in certain circumstances involving more specific entries that occur after less specific entries, which allows remote authenticated users to bypass intended
access restrictions via a request to read or modify a mailbox.

6 CVE-2010-3708 264 Bypass 20101006 2011-02-12

None Remote  Low Single system  Partial Partial None

plugins/acl/acl-backend-vfile.c in Dovecot 1.2.x before 1.2.15 and 2.0.x before 2.0.5 interprets an ACL entry as a directive to add to the permissions granted by another ACL entry, instead of a directive to
replace the permissions granted by another ACL entry, in certain circumstances invalving the private namespace of a user, which allows remote authenticated users to bypass intended access restrictions via a
request to read or modify a mailbox.

7 CVE-2010-3304 264 20100824 2011-02-12

None Remote  Low Notrequired  Partial Partial None

The ACL plugin in Dovecot 1.2.x before 1.2.13 propagates INBOX ACLs to newly created mailboxes in certain configurations, which might allow remote attackers to read mailboxes that have unintended weak
ACLs.

388 Dos 20100520 2010-06-03

None Remote  Low Notrequired  None None Partial

Unspecified vulnerability in Dovecot 1.2.x before 1.2.11 allows remote attackers to cause a denial of service (CPU consumption) via long headers in an e-mail message.
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Copy Results Download Results
b cvED CWEID | #of Exploits | Vulnerability Type(s) | PublishDate | UpdateDate | Score | Gained AccessLevel | Access | Complexity | Authentication | Conf. | Integ. | Avail.

5132 287 20180125 2018-03-03 None Remote  Low Notrequired  Nome None Partial

A flaw was found in dovecot 2.0 up to 2.2.33 and 2.3.0. An abort of SASL authentication results in a memory leak in dovecot's auth dlient used by login processes. The leak has impact in high performance
configuration where same login processes are reused and can cause the process to crash due to memory exhaustion,

None Remote  Low Notrequired  Nome None Partial

430 287 Dos 20140514 2017-12-28

Dovecot 1.1 before 2.2.13 and dovecot-ee before 2.1.7.7 and 2.2.x before 2.2.12.12 does ot properly close old connections, which allows remote attackers to cause a denial of service (resource consumption)
via an incomplete SSL/TLS handshake for 2n IMAP/POP3 connection.

suE20136171 287 Bypass 20131208 2013-12-11 None Remote  Medium  Notrequired  Partial Partial None

checkpassword-reply in Dovecot before 2.2.7 performs setuid operations to a user who is authenticating, which allows local users to bypass authentication and access virtual email accounts by attaching to the
process and using 3 restricted file descriptor to modify account information in the response to the dovecot-auth server.

None Remote  Medium  Notrequired  Partial Partial None

2 20130308 2013-03-07

Dovecot 2.0.x before 2.0.16, when ss or starttls is enabled and hostname is used to define the proxy destination, does not verify that the server hostname matches a domain name in the subject’s Common
Name (CN) of the X.509 certificate, which allows man-in-the-middle attackers to spoof SSL servers via a valid certificate for a different hostname,

None Remote  Low Single system  Partial Partial Partial

167 22 Dir. Trav. 20110524 2017-08-28

script-login in Dovecot 2.0.x before 2.0.13 does not follow the chroot configuration setting, which might allow remote authenticated users to conduct directory traversal attacks by leveraging a script.
None Remote  Low Single system  Partial Partial Partial

1 Bypass 20110524 2017-08-28

script-login in Dovecot 2.0.x before 2.0.13 does not follow the user and group configuration settings, which might allow remote authenticated users to bypass intended access restrictions by leveraging 2

925 20 Dos 20110524 2017-08-16 None Remote  Low Notrequired  Nome None Partial

lib-mail/message-header-parser.c in Dovecot 1.2.x before 1.2.17 and 2.0.x before 2.0.13 does not properiy handle "\0' characters in header names, which allows remote attackers to cause a denial of service

(daemon crash or mailbox corruption) via a crafted e-mail message.
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OB REsLs Sonnoss neslis
s GED  CWED #orEwpiis Vulnerabily Tets) Pubish Date | Update Date | Score | Gained Access Level | Access | Complexty | Authentication | Conf. | Integ, | Avail.
1 cveoiz0011 8 Exec Code sal 20141001 20141002 GBI  Nore  Remote Low  Smglesystem Partisl portal  Fart

Multiple SQU injection vulnerabilites in Postfix Admin (aka postfixadmin) before 2.3.5 allow remote authenticated users to execute arbitrary SQL commands via (1) the pw parameter to the pacrypt function,
when mysal_encrypt is configured, or (2) unspecified vectors that are used in backup files generated by backup.php.

2 CVE-2011-1720 11 DoS Exec Code Overflow Mem. Corr. 2011-05-13 2017-08-16

None Remote Medum  Notrequired  Partisl  Partial  Partial

The SHTP server in Postfix before 2.5.13, 2.6.x before 2.6.10, 2.7.x before 2.7.4, and 2.8.x before 2.8.3, when certain Cyrus SASL authentication methods are ensbled, does not create a new server handle
after client authentication fails, which allows remote attackers to cause a denial of service (heap memory corruption and daemon crash) or possibly execute arbitrary code via an invalid AUTH command with
one method followed by an AUTH command with a different method.

3 CvE-2011-0a11 264 2011-03-16 2017-08-16

None Remote Medum  Notrequired  Partisl  Partial  Partial

The STARTTLS implementation in Postfix 2.4.x before 2.4.16, 2.5.x before 2.5.12, 2.6.x before 2.6.9, and 2.7.x before 2.7.3 does not properly restrict 1/0 buffering, which allows man-in-the-middle attackers
to insert commands into encrypted SMTP sessions by sending a cleartext command that is processed after TLS is in place, related to 2 “plaintext command injection” attack.

4 CVE-2000-2638 59 2008-08-21 2011-08-23

Admin Local  Medium  Notrequired Complete Complete Complete

‘The postfix.postinst script in the Debian GNU/Linux and Ubuntu postfix 2.5.5 package grants the postfix user write access to /var/spool/postfix/pid, which might allow local users to conduct symlink attacks
that overwrite arbitrary files.

5 CVE-2008-4877 53 2008-11-06 2008-11-06

None Local  Medium  Notrequired Complete Complete Complete

== DISPUTED == postfix_groups.pl in Postfix 2.5.2 allows local users to verwrite arbitrary files via a symiink attack on the (1) /tmp/postfix_groups.stdout, (2) /tmp/postfix_groups.stderr, and (3)
/tmp/postiix_groups.message temporary files. NOTE: the vendor disputes this vulnerability, stating "This is not a real issue ... users would have to edit a script under /usr/lib to enable it.”

6 CVE-2008-3889 20 Dos Exec Code. 2008-08-12 2017-08-28 None Local  Low  Notrequired  None  None  Partial

Postfix 2.4 before 2.4.9, 2.5 before 2.5.5, and 2.6 before 2.6-20080302, when used with the Linux 2.6 kernel, leaks epollfile descriptors during execution of “non-Postfix” commands, which allows local users
to cause a denial of service (application slowdown or exit) via a crafted command, as demonstrated by a command in 2 forward file.

7 CVE-2008-2837 200 +Info 2008-08-18 2017-08-07

None Local  Medum  Notrequired  Partisl  None  Nome

Postfix 2.5 before 2.5.4 and 2.6 before 2.6-20080814 delivers to  mailbox file even when this file is not owned by the recipient, which allows local users to read e-mail messages by creating a mailbox file
corresponding to another user's account name.

8 CVE-2008-2036 264 +Priv. 2008-08-18 2017-03-28

Admin Local  High  Notrequired Complete Complete Complete

Postfix before 2.3.15, 2.4 before 2.4.8, 2.5 before 2.5.4, and 2.6 before 2.6-20080814, when the operating system supports hard links to symlinks, allows local users to append e-mail messages to a file to
which a root-owned symlink points, by creating a hard link to this symlink and then sending a message. NOTE: this can be leveraged to gain privileges if there is 3 symlink to an init script.




image12.PNG
Copy Results Download Results
’ vED CWEID | #of Exploits | Vulnerability Type(s)  Publish Date | Update Date | Score | Gained Access Level | Access | Complexity | Authentication | Conf. | Integ. | Avail.

1cvE20ises21 284 Bypass 20180201 2018-03-03 None Remote  Low  Notregured  Partial  Partisl  Partial

‘The sqlauth module in SimpleSAMLphp before 1.15.2 relies on the MySQL utf8 charset, which truncates queries upon encountering four-byte characters. There might be a scenario in which this allows remote
attackers to bypass intended access restrictions.

2cvE2018-6520  S01 Bypass 20180201 2018-02-15 None Remote Medium  Notrequired  Partial  Pertisl  None

‘SimpleSAMLphp before 1.15.2 allows remote attackers to bypass an open redirect protection mechanism via crafted authority data in 3 URL.

scuE2oisssss 502 Exec Code Bypass 20180121 2018-02-16 None Remote  High  Notrequred  Partial  Partisl  Partial

FasterXML jackson-databind through 2.8.11 and 2.9.x through 2.9.3 allows unauthenticated remote code execution because of an incomplete fix for the CVE-2017-7525 and CVE-2017-17485 deserialization
flaws. This is exploitable via two different gadgets that bypass 3 blackist.

acyE2015-5768 254 Bypass 20180117 2018-02-03 None Remote  Low  Notrequred  None  Pertisl  None

The parse_arguments function in options.c in rsyncd in rsync before 3.1.3 does not prevent multiple ~-protect-args uses, which allows remote attackers to bypass an argument-sanitization protection
mechanism.

scuE2018-5377 284 Bypass 20180112 2018-01-24

None Remote  Low  Notrequred  Partial  Partisl  Partial
Discuz! DiscuzX X3.4 allows remote attackers to bypass intended access restrictions via the archiver\index.php action parameter.

6CvE2018-5327 254 Bypass 20180111 2018-01-30 None Remote  Low  Notrequired  Patisl  None  None

Cheetah Mobile Armorfly Browser & Downloader 1.1.05.0010, when installed on unspecified "older" Android platforms, allows Same Origin Policy Bypass.

7cvE2018-5328 254 Bypass 20180111 2018-01-30 None Remote  Low  Notrequired  Patisl  None  None

Cheetah Mobile CM Browser 5.22.06.0012, when installed on unspecified "older” Android platforms, allows Same Origin Policy Bypass.

BCUE2015:5267 264 Bypass 2018-01-07 2018-02-01

None Remote  Low  Notrequred  Partial  Partisl  Partial

Cobham Sea Tel 121 build 222701 devices allow remote attackers to bypass authentication via a direct request to MenuDealerGx.html, MenuDealerhtml, MenuguNCGx.html, MenuEuNC.html, MenuSysG.html,
or Menusys.htm.

ScyE201s-s2s8 284 Bypass 20180108 2018-01-28 None Remote  Low  Singlesystem Partial  Pertisl  Partial

Discuz! DiscuzX X3.4 allows remote authenticated users to bypass intended attachment-deletion restrictions via @ modified aid parameter.
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Copy Results Download Results
b cvED CWEID | #of Exploits | Vulnerability Type(s) | Publish Date Update Date | Score

Gained Access Level | Access | Complexty | Authentication | Con. | Ineg. | Avail
toveoiisess 7o Exec Code x5 0171018 2071105 SN

None Remote  Medum  Notrequired  None Partial None
‘Webmin before 1.860 has XSS with resultant remote code execution. Under the ‘Others/File Manager' menu, there is a ‘Download from remote URL' option to download a file from a remote server. After setting

up a malicious server, one can wait for a file download request and then send an XSS payload that willlead to Remote Code Execution, as demonstrated by an OS command in the value attribute of 2
name="cmd’ input element.

3 Beccodecse 20171015 20171007 (NGl None Remote  Medum  Notrequred Fartl portial portial
CSRF exists in Webmin 1.850. By sending a GET request to at/create_job.cgi containing dir=/8cmd= in the URI, an attacker to execute arbitrary commands.
s 171018 20071107 SR None Remote  low  Notrequred None pertisl None

'SSRF exists in Webmin 1.850 via the PATH_INFO to tunnel/link.cgi, as demonstrated by a GET request for tunnel/link.cgi/http://INTRANET-1P:8000.
Total number of vulnerabilities : 3 Page : 1 (This Page)
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State/Province:Jawa Tengah

Postal Code:50146

Country: D

Phone: +62.248319140

FAX: +62.248319328

Enail:aBBesgjatengprov.go.id
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E Hosting History

Netblock owner

DINHUBKOMINFO PEMPROV. JAWA TENGAH Bend. Pengeluaran Dinhubkominfo Government / Direct
Member IDNIC JI. Siliwangi 357, Krapyak-Semarang Barat

IPaddress OS  Web server

103.0.227.43 Linux Apache/2.4.10
Debian

Last
seen

Mar-
2018
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£ Network

site https://jatengprov.go.id Netblock Owner DINHUBKOMINFO PEMPROV. JAWA TENGAH
Domain jatengprov.go.id Nameserver  nsd.jatengprov.go.id
1P address 103.9.227.43 DNS admin noc@jatengprov.go.id
1Pv6 address Mot Present Reverse DNS  diskominfo.jatengprov.go.id
Domain unknown Nameserver  unknown
registrar organisation
Organisation  unknown Hosting jatengprov.go.id
company
Top Level Indonesia (.go.id) DNS Security  Enabled
Domain Extensions

Hosting country B=1D




image5.PNG
8680/tcp open  http-proxy
16006/tcp open  snet-sensor-mgmt

\ggressive 05 guesses: Linux 3.11 - 4.1 (93%), Linux 3.13 (96%), Linux 3.16 (88%), Linux 4.4 (88%), Linux 2.6.32 (88%),

Linux 3.2 - 3.8 (88%), Linux 3.8 (88%), WatchGuard Fireware 11.8 (88%), IPFire 2.11 firewall (Linux 2.6.32) (87%), Linu
3.16 - 3.12 (87%)

No exact 05 matches for host (test conditions non-ideal).

05 detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 TP address (1 host up) scanned in 16.33 seconds

:\Users\Derdi Kurniawan>nmap




