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I. LATAR BELAKANG
Keamanan data merupakan hal yang sangat penting dalam menjaga kerahasiaan informasi terutama yang berisi informasi sensitif yang hanya boleh diketahui isinya oleh pihak yang berhak saja, apalagi jika website tersebut sering mengalami bug-bug yang tidak diinginkan, hal tersebut menjadi rentan untuk para hacker yang mencari celah dari sebuah website . Ketika para hacker telah memliki hak akses maka informasi yang ada pada situs tersebut kemungkinan besar bisa diretas oleh mereka.
Pada penulisan ini saya mealukan scanning di bagas31.com. ini terjadi karena kepudulian saya terhadap website yang kurang memperhatikan keamanan datanya yang dimulai dari banyaknya masalah dari servernya. Dengan hal ini mungkin bisa sebagai solusi yang dihadapi saat ini.


A. Data Collection
       Proses pengumpulan data formal diperlukan untuk memastikan bahwa data yang dikumpulkan dapat didefinisikan dengan jelas dan akurat dan berdasarkan argumen dalam temuan yang valid. Proses ini menyediakan informasi dasar untuk mengukur dan menargetkan hal apa yang ingin diperbaiki. Dengan menggunkan tool who is, netcraft dan nmap.

· [image: ]Who is
Gambar 1 ( Hasil Scanning menggunkan whois.com )

· [image: ]Netcraft
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Gambar 2 ( Hasil Scanning menggunkan netcraft.com )



· [image: ]Nmap
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Gambar 3 ( Hasil Scanning menggunkan tool nmap )





Hasil dari data collection sebagai berikut :

	Data Collection

	Domain
	bagas31.com

	IP address
	192.124.249.10

	Registrar URL
	http://www.godaddy.com

	Registration Date
	2011-02-22

	Expiration Date
	2021-02-23

	Updated Date
	2018-02-23

	Registrant
	Scottsdale

	Registrant Province
	Arizona

	Registrant Country
	US

	OS Running
	Linux 2.6.32

	Name Servers	
	igor.ns.cloudflare.com

	Web Server
	Nginx

	Port
	53/tcp,  State = Open , Service = domain
80/tcp,  State = Open, Service = http
443/tcp, State = Open, Service = https




B. Vulnerbility
Berikut hasil Vulnerbility dari hasil Data Collection dengan bantuan cvedetails.com

· Aplikasi Running beserta Holenya
· Pada Port 53 menggunkan aplikasi OpenDomain dengan versi MikroTik RouterOS named or OpenDNS Updater
[image: ]Pada port tesebut aplikasi yang running yaitu OpenDomain, dimana apliksi tersebut setelah dianalisi terdapat celah dimana para hecker dapat masuk dengan memanfaatkan celah dari tersebut. Celah tersebut sebagai berikut:
                            Gambar 4 ( cvedetails.com. Hole pada port 53 )




· Pada Port 80 dan 433

[image: ]Pada port tesebut aplikasi yang running yaitu Nginx, dimana apliksi tersebut setelah dianalisi terdapat celah dimana para hecker dapat masuk dengan memanfaatkan celah dari tersebut. Celah tersebut sebagai berikut:

Gambar 5 ( cvedetails.com. Hole pada port 80 dan 433 )


II. Kesimpulan
Pada analisa dan hasil tersebut dapat kita simpulkan bahwa:
· Target tersebut memiliki 3 port.
· Target tersebut menggunkan OS Linuk 2.6.32
· Pada port 80 dan 433 terdapat 10 serangan dengan complexity 7 Low, 2 Hight dan 1 Medium
· Pada port 53 terdapat 5 seranagn dengan complexity 3 Low dan 2 Hight
· Serangan terjadi salah satunya diakibatkan kurang updatenya webserver yang digunkan


III. Referensi
· whois.com
· netcraft.com
· Nmap
· CveDetail.com
· [bookmark: _GoBack]CVE
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= Hosting History

Netblock owner

Sucuri 30141 Antelope Rd Menifee CA US 92584
Sucuri 30141 Antelope Rd Menifee CA US 92584

Cloudflare, Inc.
Cloudflare, Inc.
Cloudflare, Inc.
Cloudflare, Inc.
Cloudflare, Inc.
Cloudflare, Inc.
Cloudflare, Inc.

Cloudflare, Inc.

101 Townsend Street San Francisco CA US 94107
101 Townsend Street San Francisco CA US 94107
101 Townsend Street San Francisco CA US 94107
101 Townsend Street San Francisco CA US 94107
101 Townsend Street San Francisco CA US 94107
101 Townsend Street San Francisco CA US 94107
101 Townsend Street San Francisco CA US 94107
101 Townsend Street San Francisco CA US 94107

1P address
192.124.249.10
192.124.249.10
104.24.16.74
104.24.17.74
104.24.16.74
104.24.17.74
104.24.16.74
104.24.16.74
104.24.16.74
104.24.17.74

os
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux

Linux

Web server
nginx
Sucuri/Cloudproxy
cloudflare-nginx
cloudflare-nginx
cloudflare-nginx
cloudflare-nginx
cloudflare-nginx
unknown
cloudflare-nginx

cloudflare-nginx

Last seen
6-Mar-2018
13-May-2017
6-Mar-2017
5-Mar-2017
3-Mar-2017
23-Feb-2017
10-Feb-2017
27-Jan-2017
26-Jan-2017
23Jan-2017
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:\Users\Derdi Kurniawan>nmap -sR bagassi.com
WARNING: -SR is now an alias for -sV and activates version detection as well as RPC scan.

Starting Nmap 7.60 ( https://nmap.org ) at 2018-63-67 62:30 SE Asia Standard Time

Nmap scan report for bagas31.com (192.124.249.16)

Host is up (8.851s latency).

IFDNS record for 192.124.249.16: cloudproxy10016.sucuri.net
it shoun: 097 £iltered part:

l53/tcp  open
lso/tcp open
laa3/tcp open

[PORT  STATE seRvICE VERsION

domain  MikroTik Router0S named or OpenDNS Updater
http  nginx
ss1/http nginx

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 37.83 seconds

:\Users\Derdi Kurniawan>
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Host is up (6.826s latency).
FDNS record for 192.124.249.16: cloudproxy10016.sucuri.net
Not shown: 997 filtered ports

PORT  STATE SERVICE

53/tcp open domain

80/tcp open http

443/tcp open https

Warning: OsScan results may be unreliable because we could not find at least 1 open and 1 close
d port

Device type: general purpose|broadband router

Running: Linux 2.6.X|3.X

S CPE: cpe:/o:linux:linux_kernel:2.6 cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:3.1

S details: Linux 2.6.32 - 3.10, Linux 2.6.32 - 3.13, DD-WRT v24 or v3@ (Linux 3.10), Linux 3.2
- 3.16

S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 15.13 seconds

:\Users\Derdi Kurniawan>
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CVSS Scores Greater Thani 0 1 2 3 4 5 6 7 8 3
Sort Results By : CVE Number Dascending  CVE Number Ascending  CVSS Score Descanding Number Of Exploits Descending
Cony Results Download Results

B cvED CWEID | #of Exploits | Vulnerability Type(s) | Publish Date | UpdateDate | Score | Gained AccessLevel | Access Complexity | Authentication  Conf. | Integ. | Avail.

EEE 0170515 2070501 [N None Remote  Low  MNotrequired None None Complete

A vulnerability in MikroTik Version 6.38.5 could allow an unauthenticated remote attacker to exhaust all available CPU via a flood of UDP packets on port 500 (used for L2TP over IPsec), preventing the affected
router from accepting new connections; all devices will be disconnected from the router and all logs removed automatically.

255 400 20170329 2070010 [ None Remote  Low  Notreguired None None Complete

A vulnerability in the network stack of MikraTik Version 6.33.5 released 2017-03-09 could allow an unauthenticated remote attacker to exhaust all available CPU via 2 flood of TCP RST packets, preventing the
affected router from accepting new TCP connections.

3 cveoizersr 25 0170227 200315 [NAEN None Remote  Medum  Notreauired Partill None fione

‘The L2TP Client in MikroTik RouterOS versions 6.83.3 and 6.37.4 does not enable IPsec encryption after a reboot, which allows man-in-the-middle attackers to view transmitted data unencrypted and gain
access to networks on the L2TP server by monitoring the packets for the transmitted data and obtaining the L2TP secret.

soveaosas 3 = 20150319 20150924 (NG None Remote  Medum  Notrequired partial Fartel  portil

Cross-site request forgery (CSRF) vulnerability in MikroTik Router0S 5.0 and earlier allows remote attackers to hijack the authentication of administrators for requests that change the administrator password
via a request in the status page to /cfg.

050 15 1005 w1228 2070525 [gdl None Remote  Low  Notrequired Partial None portil

The winbox service in MikroTik Router0S 5.15 and earfier allows remote attackers to cause a denial of service (CPU consumption), read the router version, and possibly have other impacts via a request to
download the router's DLLs or plugins, as demonstrated by roteros.dll.
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Igor Sysoev » Nginx : Security Vulnerabilities

CSS Scores Greater Thans0 1 2 3 4 5 6 7 8 3
Sort Results By : CVE Number Dascending  CVE Number Ascending  CVSS Score Descanding Number Of Exploits Descending
Cony Results Download Results

s  OED  CWEID Foftiplots  VulnerabiliyType(s) | PublishDate | Upcate Date | Score | Gained AccessLevel | Access | Complexity | Authentication | Conf. | Intep. | Avail
1oE20is0i ue Exec Code Overfion 20140328 2016-03-31 None Remote [\ Highyy Notrequired  Partial poriel Parta
Hesp-based buffer overfiow n the SPDY implementation in nginx 1.3.15 before 1.4.7 and 1.5.x before 1.5.12 allows remote sttackers to execute arbitrary code vis 3 crafted request.

None Remote [\ [Low | Notrequired  Partial Partisl Parts

10 before 1.5.11, when running on a 32-bit platform, allows remote attackers to execute arbitrary code via a crafted request.

None Remote | Low | Notreauired Partial Partisl Partial

nginx 0.8.41 through 1.4.3 3nd 1.5.x before 1.5.7 allows remote attackers to bypass intended restrictions via an unescaped space character in 3 UR.

None Remote [ Medium | Notrequred Partial None Partil

http/modules/ngx_http_proxy_module.c in nginx 1.1.4 through 1.2.8 and 1.3.0 through 1.4.0, when proxy_pass is used with untrusted HTTP servers, allows remote attackers to cause a denial of service
(crash) and obtain sensitive information from worker process memory via 2 crafted proxy response,  similar vulnerability to CVE-2013-2028.

None Remote [ LoW | Notrequired Partial Partial Partial

The ngs_http_parse_chunked function in http/ngx_http_parse.c in nginx 1.3.8 through 1.4.0 allows remote attackers to cause 3 denial of service (crash) and execute arbitrary code via a chunked Transfer-
Encoding request with 3 large chunk size, which triggers an integer signedness error and 3 stack-based buffer overflow.

2 CvE-201a-0088 118 Exec Code Overfiow. 20140423 2014-04-30

The SPDY implementation in the ngx_http_spdy_module module in nginx 1.

547 264 Bypass 20131123 2013-12-18

070 264 Dos +Info 20130713 2017-08-28

028 189 DoS Exec Code Overflow  2013-07-19  2016-12-30

cvez0n0mr 268 +1nfo 0131026 20131020 [P ore Remote  [[Low Mot required  Fortil Fartil Fortial
‘The default configuration of nginx, possibly 1.3.13 and earlier, uses world-readable permissions for the (1) access.log and (2) error.log files, which allows local users to obtain sensitive information by reading
the fles,

7 cuE202.2000 119 Dos Exec Code Overflow  2012.04-17  207-12-15 [JSiE None Remote  [[High  Wotrequired  Fartial Fartisl Fartiol

Buffer overflow in ngx_http_mp4_module.c in the ngx_http_mpd_module module in nginx 1.0.7 through 1.0.14 and 1.1.3 through 1.1.18, when the mp4 directive is used, allows remote attackers to cause a

denial of service (memory overwrite) or possibly execute arbitrary code via a crafted MP4 file.

17 allows remote HTTP servers to obtain sensitive information from process memory via a crafted backend response, in conjunction with

180 399 +Info 20120417 2018-01-17

Use-after-free vulnerability in nginx before 1.0.14 and 1.1.x before 1.
2 client request.

284 Bypass 20120726 2012-07-27

None Remote (1w | Notrequired Partal None one

nginx/Windows 1.3.x before 1.3.1 and 1.2.x before 1.2.1 allows remote attackers to bypass intended access restrictions and access restricted files via (1) 2 trailing . (dot) or (2) certain “Sindex_allocation”

sequences in a request.

10 CuE2000-0007 20 Exec Code om0t 20100114 [EEN None Remote [low | Notrequred partsl None fone

nginx 0.7.64 writes data to a log file without sanitizing non-printable characters, which might allow remote attackers to modify a window's title, or possibly execute arbitrary commands or overwrite files, via
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Whois

ntity for everyone

DOMAINS  HOSTII

WEBSITES ~ EMAIL  SECURITY  WHOIS

bagas31.com Updated 11 days ago

DOMAIN INFORMATION

Domain bagas31.com
Registrar. GoDaddy.com, LLC
Registration Date: 2011-02:22
Expiration Date: ~ 2021-02-22

Updated Date: ~ 2018-02-23

Status: clientDeleteProhibited

dlientTransferProhibited
clientUpdateProhibited

jor.ns.cloudflare.com
ns.cloudflare.com

Name Servers

REGISTRANT CONTACT

Name: Registration Private
Organization Domains By Proxy, LLC
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£ Network

site
Domain

1P address
1PV6 address
Domain
registrar
Organisation
Top Level
Domain

Hosting country

http://bagas31.com
bagas31.com
192.124.249.10
Not Present.

godaddy.com

Domains By Proxy, LLC

Commercial entities (.com)

=us

Netblock Owner Sucuri

Nameserver
DNS admin
Reverse DNS
Nameserver
organisation
Hosting
company

DNS Security
Extensions

igor.ns.cloudflare.com
dns@cloudflare.com
cloudproxy10010.sucuri.net
‘whos.cloudflare.com

Sucuri

unknown




