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1. Analisis Wireshark

Time Source Destination Protocol  Length Info
1 ©.000000 192.168.100.12 77.234.45.78@ TCP 54 52250 + 8@ [FIN, ACK] Seg=1 Ack=1 Win=67 Len=@

6 2.258778 192.168.100.12 103.64.14.18 TP 54 52279 -+ 443 [ACK] Seq=1 Ack=1 Win=17408 Len=@

7 2.270439 192.168.100.12 103.64.14.18 TLSvi.2 571 Client Hello

8 2.285422 103.64.14.18 192.168.100.12 TP 54 443 » 52279 [ACK] Seq=1 Ack=518 Win=38720 Len=0

9 2.286691 103.64.14.18 192.168.100.12 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

10 2.298730 192.168.100.12 103.64.14.18 TLSv1.2 105 Change Cipher Spec, Encrypted Handshake Message

11 2.301362 192.168.100.12 103.64.14.20 TP 1466 52271 -+ 443 [ACK] Seq=1 Ack=1 Win=65 Len=1412 [TCP segment of a reassembled PDU]

12 2.301420 192.168.100.12 103.64.14.20 TLSv1.2 60 Application Data

13 2.304428 192.168.100.12 172.217.24.99 QIC 191 Payload (Encrypted), PKN: 6, CID: 8788870903567751546

14 2.3179%4 103.64.14.20 192.168.100.12 TP 56 443 » 52271 [ACK] Seg=1 Ack=1419 Win=71 Len=0

15 2.318984 103.64.14.20 192.168.100.12 TLSv1.2 528 Application Data

16 2.350981 103.64.14.18 192.168.100.12 TP 56 443 » 52279 [ACK] Seq=138 Ack=569 Win=38720 Len=0

17 2.355759 192.168.100.12 103.64.14.18 TcP 1466 52276 » 443 [ACK] Seq=1 Ack=1 Win=408 Len=1412 [TCP segment of a reassembled PDU]

18 2.355819 192.168.100.12 103.64.14.18 TLSv1.2 167 Application Data

19 2.356092 172.217.24.99 192.168.100.12 QIC 72 Payload (Encrypted), PKN: 6

20 2.371980 103.64.14.18 192.168.100.12 Tce 56 443 = 52276 [ACK] Seq=1 Ack=1526 Win=72 Len=@

21 2.411161 172.217.24.99 192.168.100.12 QIC 308 Payload (Encrypted), PKN: 7

22 2.411353 172.217.24.99 192.168.100.12 QIC 91 Payload (Encrypted), PKN: 8

23 2.411900 192.168.100.12 172.217.24.99 QIC 83 Payload (Encrypted), PKN: 7, CID: 8788870903567751546

24 2.450453 192.168.100.12 103.64.14.20 TP 54 52271 - 443 [ACK] Seq=1419 Ack=475 Win=63 Len=0

25 2.654947 103.64.14.18 192.168.100.12 TLSv1.2 1400 Application Data

26 2.660199 103.64.14.18 192.168.100.12 TP 1466 443 -+ 52276 [ACK] Seq=1347 Ack=1526 Win=72 Len=1412 [TCP segment of a reassembled PDU]
27 2.660498 192.168.100.12 103.64.14.18 TcP 54 52276 + 443 [ACK] Seq=1526 Ack=2759 Win=408 Len=0

28 2.660734 103.64.14.18 192.168.100.12 TP 1466 443 » 52276 [ACK] Seq=2759 Ack=1526 Win=72 Len=1412 [TCP segment of a reassembled PDU]
29 2.660736 103.64.14.18 192.168.100.12 TP 1466 443 » 52276 [ACK] Seq=4171 Ack=1526 Win=72 Len=1412 [TCP segment of a reassembled PDU]
30 2.660901 192.168.100.12 103.64.14.18 TP 54 52276 » 443 [ACK] Seq=1526 Ack=5583 Win=408 Len=0

31 2.661022 103.64.14.18 192.168.100.12 TP 1466 443 » 52276 [ACK] Seq=5583 Ack=1526 Win=72 Len=1412 [TCP segment of a reassembled PDU]
32 2.661024 103.64.14.18 192.168.100.12 TLSv1.2 1173 Application Data
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Gambar di atas merupakan hasil capture aplikasi wireshark yang dilakukan dengan TCP yang
berfungsi untuk mentransfer data antara IP addres .
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Pada Flow Graph TCP, terdapat semua alur yang dilakukan oleh TCP untuk mentransfer data.

1. Lineldan3 -> |P addres komputer melakukan transfer data menuju IP server dan
mengakhiri koneksi.

2. Lineke 4 -> |P source memulai koneksi dengan IP website.

3. Lineke5 -> |P website mulai merespon dan menginginkan koneksi dengan IP
source.

4. Lineke6 -> IP mengirimkan Octet.

5. Lineke7 -> |P source memberikan data dalam receive buffer.

6. Lineke8dan9 -> |P website mengirimkan data menuju source.

7. Lineke 10 -> source melakukan pengiriman tetapi kali ini, SEQ number menjadi

tinggi karena IP kita berubah.



103.64.14.1
6 2.258778 192.168.100

7 2.270439 192.168.109
8 2.285422 103.64.14.1
9 2.286691 103.64.14.1
10 2.298730 192.168.100
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Frame 5: 66 bytes on wire (
Ethernet II, Src: HuaweiTe 2e:
Internet Protocol Version 4,

Source Port: 443

Destination Port: 52279
[Stream index: 1]
[TCP Segment Len: @]

v
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Gambar di atas merupakan Follow stream TCP Line 4 dimana proses bermulainya untuk
mengirimkan data menuju IP tujuan.



2. Perbandingan Wireshark dan Visual Route

Test from My Computer | [http:/j | bukalapak.com v =9 Trace Plot % Analysis More Tools....| @ @@ Serveris stopped
< 5.154.183.233)| komikid.com (195.154.183.233) komikid.com (195.154.183.233)) bukalapak.com (103.64.14.20)| bukalapak.com (103.64.14.20, bukalapak.com (103.64.14.20)| o bukalapak.com (1 0
(©)start ﬂ'luuls,.Runonce v|v.ews:---ﬁ A O ¢ More,
To bukalapak.com (103.64.14.20) A Analysis n general this route offers a good throughput, with hops responding on average within 20ms. £
Location Sy RTT 22.0ms / 187ms
Network IPv4 address block not managed by the RIPE NCC | avgmax
RTT 22.0ms / 14ms / 39ms Packet Loss 3.2% / 100%
2vg,min,max avg.max
Firewall None for pings Route length 10 hops
Open to http requests on port 80
Dart Draha Diunnina aannr nainy

Alternate  None found

IP website Visual Route berbeda dengan wireshark, meskipun satu website dan 1P

yang mirip. Karena setiap mengakses website akan diberi IP yang berbeda untuk setiap
orang.



