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1. BAGIAN PERTAMA “ANALISIS PAKET DATA”
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Langkah pertama sebelum kita melakukan analisis paket data jaringan, kita harus terlebih
dahulu mengetahui berapa ip address yang sedang kita pakai.

Buka cmd lalu ketikan perintah “arp —a”, maka secara otomatis ip address kita akan muncul
seperti pada gambar diatas.

£ Capturing from Wi-Fi - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mae® RE Qo= = Y
~ | Expression +
Source Destination Protocol  Length Info ~
18.0.44.121 74.125.208.154 TcP 55 28915 + 88 [ACK] Seq=1
74.125.208.154 18.0.44.121 TCcP 66 88 + 28915 [A(K] Seq=1 SLE=1 SRE=2
16.0.44.121 74.125.24.132 TCP 55 20882 + 80 [ACK] Seq=1
74.125.24.132 10.0.44.121 TCP 66 8@ - 20882 [ACK] Seq=1 SLE=1 SRE=2
18.0.44.121 72.21.202.25 TCP 55 28888 » B [ACK] Seq=1
72.21.202.25 18.0.44.121 TCcP 56 88 -+ 28888 [ACK] Seq=1
16.0.44.121 74.125.24.95 TCP 55 20900 + 30 [ACK] Seq=1
10.9.44.121 74.125.24.95 TCP 55 20899 - B@ [ACK] Seq=1 Ack=1
74.125.24.95 16.0.44.121 TCP 66 B8 -+ 208980 [ACK] Seq=1 Ack=2 SLE=1 SRE=2
74.125.24.95 18.0.44.121 TCcP 66 88 + 28899 [ACK] Seq=1 Ack=2 SLE=1 SRE=2
10.9.44.121 74.125.24.94 TCP 55 20902 -+ B0 [ACK] Seq=1 Ack=1
18.0.44.121 74.125.24.94 TCP 55 20983 + 8@ [ACK] Seq=1 Ack=1
74.125.24.94 18.0.44.121 TCcP 66 88 + 28982 [A(K] Seq=1 Ack=2 SLE=1 SRE=2
74.125.24.94 18.0.44.121 TCcP 66 88 + 28983 [ACK] Seq=1 Ack=2 SLE=1 SRE=2
10.9.44.121 172.217.168.2 TCP 55 20894 -+ B0 [ACK] Seq=1 Ack=1
172.217.168.2 18.0.44.121 TCP 66 B@ + 20894 [ACK] Seq=1 Ack=2 SLE=1 SRE=2
18.0.44.121 74.125.24.138 TCcP 55 28913 -+ 88 [A(K] Seq=1 Ack=1
74.125.24.138 10.06.44.121 TCP 66 3@ » 20913 [ACK] Seq=1 Ack=2 SLE=1 SRE=2
10.9.44.121

52.84.31.70 20892 - B [ACK] Seq=1
E 21 eq=1 b

Frame 46: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface @

Ethernet II, Src: LiteonTe_8c:la:35 (3c:95:89:8c:1a:35), Dst: Routerbo_fd:28:1d (6c:3b:6b:fd:28:1d)
Internet Protocol Version 4, Src: 10..44.121, Dst: 74.125.260.154

Transmission Control Protocol, Src Port: 20915, Dst Port: 89, Seq: 1, Ack: 1, Len: 1

6c 3b 6b fd 28 1d 3c 95 89 Bc 1a 35 @8 @@ 45 €0
@@ 29 7b 9e 40 @@ 30 @6 35 ad @a @@ 2c 79 4a 7d
c8 9a 51 b3 @0 50 85 85 B4 95 ee 8 42 43 50 10
88 42 d3 b6 BB 80 BO

¥ WiFi: <lve capture in progress> Packets: 37 - Displayad: 36 (3.3% : Defauit




Setelah didapatkan, langkah selanjutnya adalah kita membuka aplikasi WIRESHARK. Saya
menggunakan jaringan Unsri.Net.

Pada gambar diatas tadi telah kita dapatkan beberapa data dalam bentuk paket-paket data
jaringan, dikarenakan semua paket tersaring dengan sangat cepat, maka ada baiknya kita filter
terlebih dahulu dengan menggunakan sintaks “ip.src==10.0.44.121". Dan setelah kita filter
maka akan terdapat lagi data yakni berupa

& wi-Fi - hed
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
m g e RE Qes=sFa=Eaaad
[Wip.sre==10.0.44.121 = | Expression...  +
No. Time Source Destination Protocol  Length Info ~
118 1.774255 10.0.44.121 23.200.183.121 HTTP 231 GET /pr/49235@F6-3a01-4f97-b9c@-c7c6ddf67d60/0ffice/Data/v32 16.0.9001.2171.cab HTTP/1.1
112 1.801765 10.0.44.121 45.121.219.219 HTTP 245 GET /pr/49235076-3a01-4f97-b9c@-c7c6ddf67d60,/0ffice/Data/v32 16.9.9001.2171.cab HTTP/1.1
115 1.8208447 16.8.44.121 45.121.219.219 TP 54 26030 + 88 [ACK] Seq=576 Ack=3583 Win=17488 Len=a
118 1.820885 10.8.44.121 45.121.219.219 TP 54 20930 + 88 [ACK] Seq=576 Ack=6275 Win=17488 Len=g
121 1.821194 10.0.44.121 45.121.219.219 TCP 54 20930 + 80 [ACK] Seq=576 Ack=9847 Win=17488 Len=0
124 1.821620 10.8.44.121 45.121.219.219 TP 54 20930 + 88 [ACK] Seq=576 Ack=11819 Win=17488 Len=0
127 1.826867 16.8.44.121 45.121.219.219 TP 54 26930 + 88 [ACK] Seq=576 Ack=14501 Win=17488 Len=@
138 1.827290 10.8.44.121 45.121.219.219 TP 54 20930 + 88 [ACK] Seq=576 Ack=17363 Win=17488 Len=0
131 1.838291 10.0.44.121 23.200.183.121 TP 54 20929 + 80 [ACK] Seq=534 Ack=829 Win=16648 Len=@
133 1.878862 10.8.44.121 45.121.219.219 TP 54 20930 + 88 [ACK] Seq=576 Ack=18127 Win=1664@ Len=0
136 1.999877 16.8.44.121 48.121.213.159 TP 54 20928 + 443 [ACK] Seq=197 Ack=2773 Win=17488 Len=0
141 1.999360 10.0.44.121 40.121.213.159 TCP 54 20928 + 443 [ACK] Seq=197 Ack=5726 Win=17468 Len=0
142 2.900053 10.8.44.121 183.49.221.172 TLSv1.2 89 Application Data
143 2.893831 16.8.44.121 48.121.213.159 TLSwv1.2 147 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
146 2.815899 10.8.44.121 52.189.12.18 TLSvl.2 268 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
149 2.241832 10.0.44.121 40.121.213.159 TLSv1.2 668 Application Data
151 2.275676 10.8.44.121 52.109.12.18 TLSvl.2 747 Application Data
- 152 2.326829 16.8.44.121 103.208.137.75 DS 73 Standard query @x9295 A hot.detik.com
156 2.506749 10.8.44.121 40.121.213.159 TP 54 20928 + 443 [ACK] Seq=904 Ack=8549 Win=17488 Len=0
159 2.507311 10.0.44.121 40.121.213.159 TCP 54 20928 » 443 [ACK] Seq=904 Ack=11321 Win=17408 Len=0
162 2.507798 16.8.44.121 48.121.213.159 TP 54 20028 » 443 [ACK] Seq=984 Ack=14093 Win=17408 Len=8
165 2.513377 10.8.44.121 40.121.213.159 TP 54 20928 + 443 [ACK] Seq=904 Ack=16865 Win=17408 Len=0
168 2.513921 10.0.44.121 40.121.213.159 TCP 54 20928 + 443 [ACK] 5eq=904 Ack=19463 Win=17408 Len=0 .
471 o maa ana as ana am a1 a1z o o 1 anz rared " P —
Frame 152: 73 bytes on wire (584 bits), 73 bytes captured (584 bits) on interface © ~
Ethernet II, Src: LiteonTe 8c:la:35 (3c:95:09:8c:la:35), Dst: Routerbo fd:28:1d (6c:3b:6b:fd:28:1d)
Internet Protocol Version 4, Src: 10.8.44.121, Dst: 183.208.137.75
User Datagram Protocol, Src Port: 52621, Dst Port: 53
Demain Name tem (querv) b
6c 3b 6b fd 28 1d 3c 95 89 8c la 35 83 88 45 89 1;k.(.<. ...5..E.
@@ 3b 76 4c @0 @@ 80 11 9c d1 @a @0 2c 79 67 dO L .
89 4b cd 8d 8 35 @8 27 ba cl 92 95 @1 @@ 80 o1
@0 00 00 90 00 90 ©3 68 6F 74 ©5 64 65 74 69 6b
@3 63 6 6d @0 @0 01 8@ Ol
@ 7 wireshark_A407108D-904D—4E 1E-SFDC-68 17DBFADS71_20180221191839_a06135 Packets: 6875  Displayed: 2563 (37.3%) Profile: Default

Dapat dilihat sendiri bahwa dengan komputer yang beralamatkan 10.0.44.121 sedang mencoba
mengakses 168.235.193.143 atau website www.detik.com dengan menggunakan protokol TCP.
setelah itu jika kita mengklik bagian kotak tengah di menu Internet Protocol Version 4.



A wi-R - %
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ma® RE 3eo=2=ZF a2 AqQan
[W [udp.stream eq + [X] ~| Expression... = +
No. Time Source Destination Protocol  Length Info
I 8 1.234249 10.0.44.121 103.241.4.2 DNS 76 Standard query 8xb@sl A travel.detik.com
11 1.253089 183.241.4.2 108.8.44.121 DNS 428 Standard query response @xb881 A travel.detik.com A 203.198.242.192 A 183.49.221.192 NS ns2.detik.com NS ns.detik..
Frame 8: 76 bytes on wire (688 bits), 76 bytes captured (688 bits) on interface B A
Ethernet II, Src: LiteonTe_B8c:la:35 (3c:95:89:8c:1a:35), Dst: Routerbo_fd:28:1d (6c:3b:6b:fd:28:1d)
Internet Protocol Version 4, Src: 10.0.44.121, Dst: 103.241.4.2
¥ User Datagram Protocol, Src Port: 51711, Dst Port: 53
Source Port: 51711
Destination Port: 53
Length: 42
Checksum: @x71f2 [unverified]
[Checksum Status: Unverified]
[Stream index: 4]
~ Domain Name System (query)
Response In: 11
Transaction ID: @xb@81
Flags: Bx81@@ Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @ he
6c 3b 6b fd 28 1d 3c 95 @9 8c la 35 @3 00 45 @0 Lik.(.<. ...5..E.
88 3e 2b 65 @@ @@ B8 11 6c de Ba @@ 2c 79 67 f1 Lte. - lo..,ye.
84 82 c9 ff @8 35 88 2a 71 T2 ba 81 61 @2 8@ 81 . 5.% Quenennn
@B 60 0D G0 @@ 88 B5 74 72 61 76 65 6c B5 64 65 - t ravel.de
74 69 6b @3 63 6f 6d @2 @0 el o0 ol tik.com.
0 7 wireshark A407108D-904D-4E1E-9FDC-6817DBFADS71_20180221195346_a06520 Packets: 15638 - Displayed: 2 (0.0%) Profile: Default

maka akan jelas jika komputer yang sedang mengakses web tersebut memiliki mac addres yakni
3c:95:89:8c:1a:35,sedangkan mac address dari routernya sendiri adalah 6¢:3b:6b:fd:28:1d.
Selain mendapatkan info mengenai mac addressnya kita disini juga dapat mengetahui bahwa
panjang data yang terbaca yaitu sepanjang 53,dan menggunakan port yaitu 8.8.8.8

2. BAGIAN KEDUA “DENGAN MENGGUNAKAN MENU FOLLOW STREAM”

£ WieFi — ®
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
e RERes=2ZFTLEI|EQaQaE
[ [tcp-stream eq 10 [X] ~| Expresson...  +
Ho. Time: Source Destination Protocol  Length Info
~ 354 3.483905 18.0.44.121 182.161.72.160 TP 66 21380 + BO [SYN] Seg=0 Win=17520 Len=@ M55=146@ W5=256 SACK PERM=1
385 3.536652 182.161.72.168 10.8.44.121 TP 62 89 + 21388 [SYN, ACK] Seq=8 Ack=1 Win=4158 Len=8 MSS=1386 SACK PERM=1
386 3.536875 18.0.44.121 182.161.72.160 TP 54 21388 » 88 [ACK] Seq=1 Ack=1 Win=17520 Len=@
387 3.537489 10.0.44.121 182.161.72.160 TCP 1440 21380 + 80 [ACK] Seq=1 Ack=1 Win=17520 Len=1386 [TCP segment of a reassembled PDU]
-+ 388 3.537563 18.0.44.121 182.161.72.160 HTTP 1415 GET jdeliveryjrta frre SrSnad TA-AGRTE Fanld iiama rrvn SRR nd=§937213852 7 varliame-Crig_content HITP/1.1
482 3.592588 182.161.72.168 10.8.44.121 TP 56 88 + 21388 [ACK] Mark/Unmark Packet Ctrl+M
485 3.597693 182.161.72.100 10.6.44.121 TCP 1440 36 » 21380 [ACK] lgnore/Unignore Packet Cirl+D gment of a reassembled PDU]
496 3.597894 182.161.72.100 10.0.44.121 TCP 1440 30 - 21380 [ACK] O - segment of a reassembled PDU]
/ +
487 3.597984 18.0.44.121 182.161.72.160 TCP 54 21388 + 89 [ACK] naet fime Reterence "
s~ 489 3.599988 182.161.72.168 10.8.44.121 HTTP 336 HTTP/1.1 268 OK Time Shift... Ctrl+ Shift=T
423 3.640360 10.0.44.121 182.161.72.160 TCP 54 21380 > 80 [ACK] Packet Comment. Ctrl+Alt+ C
1441 6.629674 10.0.44.121 182.161.72.160 TCP 54 21380 > 80 [FIN,
1566 6.683271 182.161.72.188 10.6.44.121 TCP 56 88 + 21389 [ACK] Edit Resolved Name
1581 6.684462 182.161.72.168 10.6.44.121 TP 56 88 + 21388 [FIN,
L 1582 6.684589 10.9.44.121 182.161.72.100 TCP 54 21380 + 80 [ACK] Apply as Filter C
Prepare a Filter »
Conversation Filter 4
Colorize Conversation >
SCTP 4
Follow 7 TCP Stream
Frame 388: 1415 bytes on wire (11328 bits), 1415 bytes captured (11328 bits) on interface © o<
Ethernet II, Src: LiteonTe_8c:la:35 (3c:95:@9:8c:la:35), Dst: Routerbo_fd:28:1d (6c:3b:eb:fd: Copy » i
Internet Protocol Version 4, Src: 10.8.44.121, Dst: 182.161.72.100 SSL Stream
Transmission Control Protocel, Src Port: 2138, Dst Port: 88, Seq: 1387, Ack: 1, Len: 1361 Protocol Preferences L HTTP Stream
[2 Reassembled TCP Segments (2747 bytes): #387(1386), #388(1361)] Decode As.
Hypertext Transfer Protacal Show Packet in New Window '
6C 3b 6b fd 28 1d 3c 95 B9 8¢ 1a 35 B8 66 45 06 ~
85 79 51 50 48 00 30 86 Ge b Ga 80 2c 79 b6 al
48 64 53 84 99 50 aa f4 b7 90 da @9 ee =c 50 18
24 78 14 dd B8 88 38 37 25 32 66 47 33 61 55 6c
51 76 49 46 69 76 4c 6c_ 30 5a 45 4e 42 6c 78 71 QpIFivLl BZENBlxg v

Frame (1415 bytes)  Reassembled TCP (2747 bytes)
@ 7 wireshark_A407108D-804D~4E 1E-GFDC-6817D8FAD571_20180221195346_s06520 Packets: 42958 * Displayed: 15 (0.0%) Profile: Default




Seperti yang terlihat di gambar atas, pilih paket yang memiliki bentuk protokol http dan
langsung klik analyze => pilih follow dan =>untuk pertama pilih bagian TCP Stream :

r-|

MNo.

L o) RE ]
[tcp.stream eq 10
Time Source
354 3.483905 10.0.44.1
385 3.536652 182.161.1
386 3.536875 10.8.44.1
387 3.537489 10.0.44.1
388 3.537563 10.8.44.1
482 3.592588 182.161.1
485 3.597693 182.161.4
466 3.597894 182.161.7
467 3.597984 10.0.44.1
489 3.599988 182.161.7
423 3.640368 10.8.44.1
1441 6.629674 10.0.44.1
1508 6.683271 182.161.1
1501 6.684462 182.161.1
1562 6.684589 10.0.44.1

Frame 388: 1415 bytes on wirg
Ethernet II, Src: LiteonTe 8d
Internet Protocol Version 4,
Transmission Control Protocol
[2 Reassembled TCP Segments (|
Hypertext Transfer Protocol

6c 3b 6b fd 28 1d 3c 95
85 79 51 58 4B @@ 58 B6
43 64 53 84 00 50 aa T4
44 78 14 dd 8@ @8 38 37
51 70 49 46 69 76 4c 6C

Frame (1415 bytes)

97

M Wireshark . Follow TCP Stream (tcp.stream eq 10) - wireshark_A407108D-904D-4E 1E-9FDC-6817D8FADST1_20180221195346_a06520 - o X

GET /delivery/rta/rta.js?netId=4987%cookielame=crig_rtalrnd=892721385278varName=crtg_content HTTP/1.1

Host: rtax.criteo.com

Connection: keep-alive

User-Agent: Mozilla/5.@ (Windows NT 1@.@; WinG4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/63.8.3233.132 Safari/
537.36

Acecept: */*

Referer: http://www.detik.com/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Cookie: uid=96desdse-daas-45ed-agde-7d3dfc186462; zdi=*1v1SVavfyTazefxkiogsIo3LwtderdyoscReSh¥2bQFacoC2fBWTOCMES
%2FPD0eUVVASRE2F17%2 fuPWCNgYGZAEM UL tSWOMLRKOLYRYEMXBhYPQD2SrRHUMi eQxDZZnoVeGI z8BXhu jOeoe%2bGiBQUGIEIMCF 2w
#2f3LLzqI000MCHpg2 @4 tPF L TkwOzKoY IO BoDNGDOW0EOCDhGINKF zuhMA%2bIKKO26097xuc Jownwk] tejBq3os 1xCa56aGgc

%2bzcrexEgELKLHS LZ2WIEGXMOB tauwgVknxKwpb@lgZ pr2GYHqgiQgIrRVOPLEBHATGAGB2bz FYUn31gHM
%2bKOZwkrXMVCSKw2YpVKb10QreGobtvGYEcIMKDEUM3CUNENA7PgE2bFopPrGyulR

%2biFudok30qyzx6F cRbbVIyHbQaTiyd2nIcHR3GB0X92Wj04RI%2bo1h71UQZbmHE 1501 YwXHQt T@XhkNNSr3gn8ryyyBF FvcwLBgwrI1pi IZ¥nunpLepQiseD
qSKYvaNgmVkMENTE7189HqULLY 1 fqKtj LUHC jLulHUEEmBPTLFcMNSAhDUCTkLDm1 THYxhBIA
#2fGLBB5Ine32wsX1T16mELdwSIWDLrPdXbaulant 20ewVhZdTHYQyh1IboduC 2wo66+X IXUeXq1XaHt fRyB8qBkQp] 20%2B
%2fquUPPXNIDTpxnsKYgEEO1MS By LinmUgHS 5 CHr SUBTDOV L txoxmdB T

%2bmy§5G0ZmRINNrPYxPAX jmkiTeWUEHe LEPMT 2NCq7 sM6ZTxX16n dyil7KDENADAD0sBdcFOViz7xsghn5SL%2br77t82ZBdSqc JHaa%2 fv6uIPDPS§T2Dy
%2bNYKIRb7ZvriatBnxE7ZnuTE2Zb7NQUS CY%2bbTKh14nTk2I8GuAGBE7%2FG3aU1QpIF vl 16ZENB]xqXY0s §
%2bFaF0i8NrjlygawDE1ESEAXFRVI4iHL1GDgUXELJSEN LEIMWhDLhF3TzkSwLFI17%2bx4Rb41A118XE%2 THRIORDVIRS 1AV shveNHNAL TDX4XWE FXBe
%2f17tN6G7PPYDTWRR1KytibFyX%2bezqBVPPSHBCT 1850gRHBMMSYZ K01 554qFSFKIB3DUX5psi7dIn2 IQF%2bg30pAS4QehZFHQCE7VPU2zb31%2blyQW
%2bNE2FFA0X2bBI11ESUZLFbusTgXqAN6KIZrGAg3n%2h2HZaB04CNEN71HHDZRLwARk 2y S 3Hnx t%2b2RS xh 73 cUEBNZs 2RbqXzA%2fSaot f i%2bSWLeozzMbNm
#2fgRX2bnT 3% 2bh@AyRPAAZM1 STESKRWmbULMNXWYN2QD%2fafHzVONUVadt 3KeE6XFqgDIn11vipi 74XrwISRta
%2bhIcIHEDC2wm6t9FxQ4pIGUTYEIqtmBbboaSx1budB 7 TnlxxPIBBI9lymdeTkGS 2 fYzDR18AIAS ZHAKbY

%2boB0ulWVzMNgdNNH1 20 rLEOIqRNVWVuuCsMuek7EL sQctdX2bfEX2FX2btAGBCIGeF LF 7ukOGF43d@GbpYRjIRBE L tmg9KoBCOgATWLg
%2be@GC2ANMBWSNGY 6HAKAF g21 EbgtI%2b%2bCJobHG)ApZ3MRHNNZ FHIWOCHBTBAOHZ0eGFMS1P6Z20%27741 7U1XgL2QP
%2FxhmyCSq5QxSeQ59rIYZqmelipxy@)qF Zwk7sp7 axFXakaZS9KeB35eBvCHmjBudCRH1 jYccCeBifmkinHBas5ttBUV7rBT TTqIGu2WePdB nDy]bwlDAIXpND
886HFUNKKAZKtPBI2y zAh 6 jLYBTAZIVIquyShfSVCHmNSI6D4nZnr3QNckrbkh1Ks SELWUTSFEALER
%2fAKpjncGNrvPbyOt2gpa22G5dUHP 37 ZHA0A0UVDAZYRCE2bSRE2 TBHS Svvdl BrEBUARSXHEQYX2bB3F5 zd TwEpYabragf TrBI%2fNE
%2F18mT25nD2x5uuncplHRCYGE%ZbRjeiglQdIVAOP gl ! f7amSeX1N]Iwk2bpnZ3rdFakBsakbz%2bVappYKt7%2bIPKYkPEEMdHG
%2fFnIblb106CVCWp7XiT%2FE2fFDSBnqZezk2bvXHI%2FE2FukabisiashtDt
%2f17wexHvLx2z8rAnauduenRIgI3KWRrMz 3SmCBzzvQihzPUysdYSHIDATV3g

YBSUPFwkBK P %3d
HTTP/1.1 288 OK

Cache-Control: private

Pragma:
Content-Type: text/javascript

no-cache

4

phes, 5 server phes, 3 tums.

wireshark_A407108D-904D—E 1E

Entire conversation (5801 bytes) - Show and save data as | ASCIT - Stream
Find: | | [ Find Next
TCP (4
Filter Qut This Stream Print Save as. Back Close Help

[X] ~ | Expression...  +

[_content HTTP/1.1

]
PDU]

Profil

: Default

Bisa kita lihat diatas info apa saja yang telah dapat kita baca yakni :

1. Pengguna yang sedang mengakses website www.detik.com menggunakan aplikasi search
engine Chrome.

2. Waktu user mengakses web tersebut pada tanggal 21 februari 2018 pada hari rabu.

3. Type data yang sedang diakses itu berupa text /html.

Untuk bagian keduanya kita gunakan kembali suatu pilihan yakni TCP Http :



£ WieFi - x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
W E® RERes=fF LI Eaqan
(W Jtcp.stream eq 10 [X] - Expresson... | +
No. Time Source Destination Protocol  Length Info
- 354 3.483905 10.8.44.121 182.161.72.100 TP 66 21380 > 80 [SYN] Seq=0 Win=17520 Len=0 M55-1460 W5=256 SACK PERM=1
385 3.536652 182.161.72.108 10.8.44.121 TCP 62 86 + 21380 [SYN, ACK] Seq=8 Ack=1 Win=4158 Len=@ M55=1386 SACK_PERM=1
386 3.536875 18.8.44.121 182.161.72.160 TP 54 21388 + 80 [ACK] Seq=1 Ack=1 Win=17520 Len=0
387 3.537489 10.8.44.121 182.161.72.100 TCP 1448 21380 > 89 [ACK] Seq=1 Ack=1 Win=17520 Len=1386 [TCP segment of a reassembled PDU]
|+ 388 3.537563 10.8.44.121 182.161.72.100 HTTP 1815 GET_Jde] < mmime e s S RS S e o ek g ek alrnd=502721 3852 74varlame~crtg_content HITP/1.1
482 3.592588 182.161.72.10@ 18.9.44.121 TCP Mark/Unmark Packet Cirl+M
485 3.597693 182.161.72.168 10.8.44.121 TP Ignore/Unignore Packet Ctrl+D [ [TCP segment of a reassembled PDU]
406 3.597594 152.161.72.108 10.9.44.121 TCP Set/Unset Time Reference  CrlsT 0386 [TCP segment of a reassembled PDU]
497 3.597984 10.8.44.121 182.161.72.100 TCP 54 21389 =+ ko
<~ 489 3.599988 182.161.72.188 10.6.44.121 HTTP 336 HTTP/1.1 VT T ST
423 3.648368 18.8.44.121 182.161.72.166 TP 54 21388 > Packet Comment... Ctri-Alt=C =8
1441 6.629674 10.0.44.121 182.161.72.100 TCP B Len=o
1500 6.683271 182.161.72.100 10.9.44.121 TCP Edit Resolved Name e
1561 6.684462 182.161.72.168 16.8.44.121 TCP Len=0
L 1582 5.684589 18.0.44.121 182.161.72.168 TP Apply as Filter 'L
Prepare a Filter 3
Conversation Filter >
Colerize Conversation 4
SCTP 4
Follow i’ TCP Stream
Frame 388: 1415 bytes on wire (11328 bits), 1415 bytes captured (11320 bits) on inte —
Ethernet II, Src: LiteonTe Bc:la:35 (3c:95:@9:8c:la:35), Dst: Routerbo fd:28:1d (6c: Copy 3 LR
Internet Protocol Version 4, Src: 18.8.44.121, Dst: 182.161.72.168 SSL Stream
Transmissien Contrel Protocel, Src Port: 21388, Dst Port: 8@, Seq: 1387, Ack: 1, Len Protocol Preferences Y HTTP Stream
[2 Reassembled TCP Segments (2747 bytes): #387(1386), #388(1361)] Decode As...
[ T EEiEEl Show Packet in New Window j
GC 3b 6b fd 28 1d 3¢ 95 89 Bc 1a 35 08 06 45 06 A
85 79 51 56 48 B8 80 06 6e bB Ba B0 2c 79 b6 al
43 64 53 84 00 50 aa T4 b7 90 da 89 ee ec 50 18
44 78 14 dd 86 @8 38 37 25 32 66 47 33 61 55 6
51 76 49 46 69 76 4c 6c_ 36 5a 45 de 42 6c 78 71 QpIFivLll BZENBlxg v
Frame (1415bytes) | Reassembled TCP (2747 bytes)
@ 7 wireshark_A407108D-504D4 IE-SFDC-68 17D8FA0571_20180221195346_a06520 Packets: 43144 * Displayed: 15 (0.0%) Profile: Default

Dan saat kita memilih menu tersebut maka data yang di menu tcp stream tidak bisa terbaca
menu tcp http seperti berikut ini :

akan terbaca di

r-|
L o) RE ]
[ [tcp.stream eq 10
Ho. Time Source
~ 354 3.483905 10.0.44.1
385 3.536652 182.161.1
386 3.536875 10.8.44.1
387 3.537489 10.0.44.1
-~ 388 3.537563 10.8.44.1
482 3.592588 182.161.1
485 3.597693 182.161.4
466 3.597894 182.161.7
467 3.597984 10.0.44.1
- 489 3.599988 182.161.7
423 3.640368 10.8.44.1
1441 6.629674 10.0.44.1
1508 6.683271 182.161.1
1501 6.684462 182.161.1
L 15e2 6.684589 10.0.44.1

Frame 388: 1415 bytes on wirg
Ethernet II, Src: LiteonTe 8d
Internet Protocol Version 4,
Transmission Control Protocol
[2 Reassembled TCP Segments (|
Hypertext Transfer Protocol

6c 3b 6b fd 28 1d 3c 95
85 79 51 58 4B @@ 58 B6
43 64 53 84 00 50 aa
44 78 14 dd 8@ @8 38 37
51 70 49 46 69 76 4c 6C

M Wireshark . Follow HTTP Stream (tcp.stream eq 10) - wireshark_A407103D-904D-4E1E-9FDC-6817D8FACST1_20180221195346_a06520 - o X

Expires: Mon, 26 Jul 1997 05:00:00 GMT

Server: Microsoft-I15/10.9

Access-Control-Allow-Origin: *

P3P: CP="NON DSP COR CURa P5A PSD OUR BUS NAV STA™

Set-Cookie: zdi=*1Y15VGvfVTaZGFxKiOgSJo3Lwtdardyoscrashi2k %2 FBNTOCmEs%2 R
#2f17%2fwPWCNEYGZ4EMZUO1t SWQMLRKo LYRy EMx@hYPQD25rRHUMi eQxDZZnoVeGI 288 XhujOe0e%2bGiBQUGTEIMC T2y

%2f3LL2qI00WCWPE2Z@4tPF L TkwOZKoY 10 BoDNGDOWO0=EOCDhGINXFzuhia%2biKK026097xuc Jownwk] tejBa30S 1xCas6aGEe

%2bzcrexEgEtKLHs LZ2WFEGXMOB tNauwgVknxkwpb@lgZpr2GYHqgiQgIrRVOPLESHATGAGB2bz FYUn31gHM
#2bK@ZwkrXMVCSKw2YpVKb10QreGobtvGYECIMKDEUM3 cUNENA7Pg%2bFopPGyuIR

%2biFudok30qyzx6F cRbbVIyHbQaTiyd2n]cHR3qBoXI2Wj04RI%2boih71UQZbmHE 1501 YwXHQt18XhkNnIr3gnBryyyBF Fvcwl BgwrIlpi IZ¥nunpLepQiAeD
qSKYvaNgmVkMENTE7I89HqULLY1f Kt LUHC JLvWHUEEMBPTLFcMNSAhDUCTKLDMI THYxh89A

%27GLBB5Ine32wsX1T16mELdwSZWDLrPdXbaullanf 208wl VhZdTHYQyh1IbBduC2wI66X IXUeXq1Xatt FRyBqBkQp] 20%26
%2fqUWPPXNIDTpXNsKYgEg01M5 By LnmUGHSS CHr SUBTDAVL txoamiiB
%2bmy§5G0ZMRINNrPYxPAXImK1TeWUEHe LEPMT 2NCq7 SMEZTxX16n dyi17KDENADADOSBdCFOViz7xsghn5SL%2br77t8ZBdSqe THaa%2fubuIPDPSfT2Dy
%2bNYKIRbZZvrii@tBnxE7ZnuTE2b7NQUS cY%2bbTKh14nTk2I86uAGBE7%2F63aU1QpIF vl 16ZENB1xqXY0s §
#2bFaF0i8NrjIygawDB1ESEAXFRVI4iHL1GDEUXEL JSENTLEIMNhDLAF3TzkSwLFI17%2bx4Rb41A118XE%2FHRIORBVIR s 1WAV s hveNHNAL TDx4XWE FXBe
%2f1ztN6G7PpyDTWRR 1Ky tibFyX%2bezqBvPPSHMBCT J8s0gRHBMNSYZ K01 s54qFSFKIB3DuX5psi7dIna 10F%2bg30pAS4QshzfHOCg7VPU2zb3i%2bly QW
%2bN%2fFA0%2bBI11ESUZLFbwsTgXqANGKIZrGAg3n%2b2HZaB04CNEN7 IWHDZRLWAgk 2y S 3Hnx t%2b2RS xh 73 CUEBNZ s 2RbqXzA%2fSaot Fi%2bSLeozzMbNm
%2fgRX2bNT 3% 2bhaAyRPAAZN1STESKRWMbULMNXWYN2QD%2 FRfHzVONUVIdt3KeEXFqgDIn11vipi 74XrwlsRta

%2bhIeIHEDC 2um6t9TxQ4pIGUTYgIqtmBbboaSx1budB 7 TnLxxPIBBI9lymdeTkGS2 FYzDR18AIAS ZWAKbY

%2boBOuTW: 1zQIrLEOIq Muek7ELSQetd%2bFEX2FX2btAGECOGEF LF7ukOGF43d8GhbpYR] TREELtmg9KoBCoqATWLY
%2beBGC2ANNBWSNGY GHAKF g21 EbgtI%2b%2bcJobWNG)ApZ3mRKNNZ FHIWOCHBIBAOHZ0eGF M5 1P 6Z20%27741 7U1XgL2QP
#2FxhmyC5q5Qx5eQ59rIYZqmelpxy@IqF ZwK7sp7axFXakaZsaKeB35e5vCHmjBudCRH1jYccCeBifmicimiaas 5t t8UV7rBTTfqIGu2WcPdo nDv1bwlDAIXpND
886HFUNKKAZKtPBI2yzAh {6 jOLYBTAZIVIquyShfSVCHmNSIEDANZNr3QNcHrbkh1KsSELWUTSFTALER
%2fAKpjncGNrvPbyOt2gpa22G5dWHPr37ZHACa0UVDA2YRCEZbSRE2 FBHS SyvdL BrEBUARSXHEQYX2bB3F52d TwEpYabraqf TrBIX2fNE

#2f18mT 25nD2x5uuncplHRCYSE%2bR 1zl QdIVROPEEAAI00MREMYFbHIKEIdRIykOs LUE 2nvbi cy b2 F8LGVXI55UToreaSM2DXYICGC Ly
%2bFh9@TIECrsowrQa@RAsNr3THHOYU3Pk1 tqIQ8F LbnByQzKYV7ulchs17p@tddsyBt T¥2fRrN7%2bE32U02kGUWDbAAH] B2 gbk 55bQdR7acUNKue IVAF T
#2fJYWxDTL7G7X3wBCxuMF7R76Y10cK3d; domain=.criteo.com; expires=Tue, 21-Aug-2018 12:53:48 GMT; path=/

X-Powered-By: ASP.NET

Access-Contrel-Allow-Headers: Origin, X-Requested-With, Content-Type, Accept

Access-Control-Allow-Methods: GET, POST, OPTIONS

Access-Control-Allow-Credentials: true

Access-Control-Max-Age: 1000

Date: Wed, 21 Feb 2818 12:53:48 GMT

Content-Length: 162

ertg_content = ''; (function(){document.cookie = 'crtg_rta=' + escape(crtg_content) + '3

2018 12:53:47 GMT; domain=detik.com’;})();

path=/; expires=Fri, 23 Mar

Packer 388. 1 cf

it 1 server pht, 1 am. Click to select.

Frame (1415 bytes)

[ e

wireshark_A407108D-904D—E 1E

Entire conversation (5801 bytes) - Show and save data as | ASCIT
Find: | | [ Find Next
TCP (4
Filter Qut This Stream Print Save as. Back Close Help

[X] ~ | Expression...  +
[_content HTTP/1.1
]
POU]
-
v
: Default

Datanya berupa

teks atau html.



3. BAGIAN KETIGA “Flow Graph Jaringan menggunakan aplikasi Wireshark dan
VisualRoute

Jika kita mengklik menu statistics dan pilih flow graph maka data yang akan muncul seperti ini :

A M Wireshark . Flow - wireshark_A407108D-904D-4E1E-9FDC-6817D8FADST1_20180221195346_aD8520 - o X
Time 103.49.221.172 103.49.221.102 103.49.221.244 Comment -
1 10.0.44,121 203.190.242.172
L 0.823212 413 Sl ol 21356 Se=lak=1
0.823602 443 LISt 2135 Seq=1Ack =32
0.541654 443 R 235 Seq=32 Ak =36
2.910765 21372 2ot 443 Seq=10
2.912993 21373 i 443 Seq=0
| 2513583 21374 2 a3 Saq=0
2.925450 mn o i 443 S:=0Ak=1
2.925604 72 S 243 Seq=t1Ack=1
2.925695 21375 SN Seq=0
2925993 1376 Lo Se=0
| 2928357 21372 R ef o BT a3 Seg=1Adk=1
2.927586 2373 Lot a3 Seq=0Ak=1
2.927686 w7 R a3 Se=lak=1
2.927955 2373 inoeso il w43 Seq=t1Ack=1
2929788 2374 YRGS 3 Seq=0Ack=1
2.930039 234 ALK 443 Seq=1Ack=1
2.930518 24 PSH, ACK - Len: 517 443 Seq=1Ack=1
2.932432 2377 S 5q=0
2.932863 a7 B sea=0
v
- < 2>
40 nodes, 42,464 items
Shows Flow type: | TCP Fiows Addresses: [y~
Reset
o =
]
6C 3b 6b fd 28 1d 3¢ 95 B9 BC 1a 35 B8 00 45 08  1;K.(.<. ...5..E. A
85 79 51 56 48 BB 80 B6 6e bB Ba 8O 2c 79 b6 al  .yOPE... n...,y..
43 64 53 84 00 50 aa T4 b7 90 da 09 ee ec 50 18 HdS..P.. ......P.
44 78 14 dd @@ B8 38 37 25 32 66 47 33 61 55 6c  Dp....B7 %2fG3aUl
51 70 49 46 69 76 4c 6c_ 30 5a 45 4e 42 6c 78 71 QpIFivil @ZENBlxq hd

Frame (1415 bytes)  Reassembled TCP (2747 bytes)

@ ¥ wireshark_A407108D-804D~4E IE-SFDC-68 17D3FA0571_20180221195346_a06520 Packats: 45653 - Displayed: 15 (0.0%) Profile: Default

7 ) ENG
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Lalu lintas berjalannya ekspedisi informasi dapat divisualisasikan menggunakan Flow Graph
seperti gambar diatas. Berikut adalah penjelasan terhadap panah pada flow graph:

1. Panah 1 — komputer user mengirim informasi address atau link ke router jaringan.

2. Panah 2 — ketika router menerima informasi, maka ia akan mengalamatkan data tersebut ke
isp sumber terdekat (palembang).

3. Panah 3 —isp akan menanggapi permintaan user tersebut, apakah address yang dituju itu
tersedia atau tidak.

4. Panah 4 — apabila address tesedia, maka isp akan mengarahkan informasi tersebut ke isp
pusat (mis. Jakarta).

5. Panah 5 —isp pusat pun akan menanggapi permintaan tersebut, dan informasi tanggapan

akan dikirim kembali ke user.

6. Panah 6 — ketika informasi tersebut tidak valid atau address tersebut tidak ditemukan, maka
user diharuskan mengirim ulang informasi yang valid. Dimana data tersebut akan kembali
diperiksa oleh isp terdekat.



7. Panah 7 —jika informasi tersebut valid, isp akan kembali mengirimkan tanggapan dan
mengarahkannya ke isp pusat.

8. Panah 8 — apabila isp pusat menanggapi informasi tersebut valid, maka kita akan diarahkan
ke server perusahaan yang memberi isp bandwidth. Yang mana disini kita akan di arahkan ke
link server cloud berikutnya.

9. Panah 9 — disini situs yang diakses adalah www.detik.com dengan mengambil berita
International dan nasional

10. Panah 10 — seperti pada isp tadi, server pun akan mengirimkan informasi kepada user
apakah address yang dituju tersebut valid atau tidak.

Dan berikut adalah tampilan dari aplikasi visualroute :

& VisualRoute 2010 - Business Edition - Trial day 1 of 15 . e
File Edit Options View Maps Tools Help
‘Testﬁam My Computer - [httpzjf - v|[80  +|=PpTrace Piot # Analysis More Tools... _" @ & Sserveris stopped |
fgwww defik.com (103.49.221.211)[)
| (C)start @ Tools . | Run once - WS B ~ ® «¢ More ‘
(S Traceroute to www.detik.com eQ
Target information Route Information
To www.detik.com (103.49.221.211) = Analysis In general this route offers a good throughput, with hops responding on average within 62ms i
Location & However, hop B in network 'PT. Detik Ini Juga' is noticeably slower than others.
Network IPv4 address block not managed by the RIPE NCC = RTT 71.5ms / 219ms L
RTT 52.0ms / 3ms / 93ms | = 0
Vg min.max Packet Loss 0.0% / 100%
Firewall None for pings Jp— W
Open to http requests on port 80 Route length 8 hops
A —— A7 32|y re——— PR %
€D Traceroute to www.detik.com eQ

“/Traceroute ta www.detik.com eo
RTTms
180
120 [ — [03 190,244 129
. o044 254| [103.208/137 248 Ea Tene 22 o @@-----II" l““ 10349221211
[ E— o———
o fEosz +
.
You are on day 1 of a 15 day trial. For purchase information click here or enter & license key.
Your database is 1871 days out of date click here to update. (]|
First time use Special Offer! Click here to save upto 20% on VisualRoute's 4 editions! 24 Hours Only! B8
= = = =

=
= p— = 20:09
-- - !jEl N . g [
cj ‘ JQ'LIIH'* B Ol ) s

Dapat kita lihat sendiri perbedaan data yang diperoleh dari aplikasi wireshark dan aplikasi
visualroute ini:

1. Pada aplikasi wireshark setiap lalu lintas perjalanan data dapat dilihat serta dianalis kemana
dan apakah data tersebut memberi timbal balik kepada user, tentu saja dapat diambil satu
point untuk aplikasi ini yaitu sangat berguna bagi operator server atau server manager yang
memiliki kekmampuan expert dan para peneliti jaringan untuk mendapatkan data yang sangat
mendetail, karena setiap hop terstruktur dengan rapi.Selain itu, aplikasi wireshark dapat
memberikan fasilitas filter protocol sehingga dalam menganalis data lebih effective dan
akurat.



2. Sedangkan pada aplikasi visualroute akan dibagi menjadi:
Kelemahan

a. Kurang mendetailnya aliran data dari awal sesi hingga sampai ke destination atau tidak
tersedianya fasilitas flow graph seperti wireshark.

b. Tidak adanya filter protocol.

¢. Kurang mumpuni dalam mencapture data pada sebuah ip.
Kelebihan

a. Penggunaan yang mudah.

b. Dapat dimengerti oleh pengguna pemula.

c. Visualisasi tempat source dan destination terlihat jelas.

d. Setiap hope ditampilkan semua.



