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BAGIAN ANALISIS PERTAMA “ANALISIS PAKET DATA”.

Dalam melakukan pengecekkan analisis data jaringan, Langkah pertama ialah harus mengetahui
beberapa ip address yang sedang kita pakai.

EN CAWindows\system32\cmd.exe - = -

icrosoft Windows [Uersion 6.3.96081]
(c» 2813 Microsoft Corporation. All rights reserved.

twUseprs\ACER>arp —a

Interface: 10_8.44_208 ——— Bxd

Internet Address Phyzical Address Type

18.68.44 .1 BA—B@b—86—h7—abh—@af dynamic
1i8.8.44_255 ff—ff—ff—FFf—FFf—FFf static
224 A.@.22 A1—-BA-5e—BP—BAR—16 static
224 . A.A_252 A1—-BA—-5e—B0—BA8—f ¢ static
239.255.255 250 81-80-5e—"M-ff-fa static
255.255 2556255 b o e i o e 3 i 3 static

Interface: 192.168.56.1 —— Bxid
Internet Address Physical Address Type
192 .168.56.255 ftf—ff—ff—ff-—ff-ff static
224.8.8.22 B1i-BA@-5e—-B0—-B0—-16 static
224.0.0.252 B1i-8A@-5e—-B0—-B0—f c static
239 .255 255 250 Bi-B8-5e—"M—-ff-fa static
255,255 255 255 ff—ffF—FfF—FEF—FF—FF static

twUsepssACER>

Buka cmd lalu ketikan perntah “arp —a”, maka secara otomatis ip address kita akan muncul seperti pada
gambar diatas.

Setelah itu, langkah selanjutnya adalah membuka aplikas WIRESHARK. Disini tersambung dengan
jaringan Unsri.net

"] *Wi-Fi 2 - 7 IES

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

L] O X ] 2T LS E ]
(W Tip.sre==13.229.161.234 -] Expression...  +
Mo T Tme Source Destination Protocol  Length Info ~
138 8.505288 13.229.161.234 10.0.44.268 Tcp 66 443 > 56827 [ACK] Seq=1 Ack=2 Win=114 Len=@ SLE=1 SRE-2
489 10.062372 13.229.161.234 10.0.44.268 Tcp 56 443 > 56827 [ACK] Seq=1 Ack=33 Win-114 Len-8
410 10.002373 13.229.161.234 10.0.44.208 Tcp 56 443 > 56627 [FIN, ACK] Seq=1 Ack=33 Win=114 Len=8
525 10.908718 13.229.161.234 10.9.44.208 TcP 56 443 = 56027 [ACK] Seq=2 Ack=34 Win-114 Len-2
1325 23.698242 13.229.161.234 10.0.44.268 TCP 66 80 > 56189 [SYN, ACK] Seq=a Ack 26883 Len= MS5=1386 SACK_PERM=1 WS=256
1326 23.698243 13.229.161.234 10.9.44.208 TCp 66 80 > 56110 [SYN, ACK] Seq=@ Ack 26683 Len 1386 SACK_PER! 256
1328 23.698246 13.229.161.234 10.9.44.208 TCp 66 8@ » 56111 [SYN, ACK] Seq=@ Ack=1 26883 Len=0 M55=1386 SACK PERM=1 W5=256
1374 23.967876 13.220.161.234 10.0.44.208 Tcp 56 80 - 56109 [ACK] Seq-l Ack-381 Win-28160 Len-0
1375 23.967877 13.229.161.234 10.0.44.208 Tcp 1440 89 - 56109 [ACK] Seq-1 Ack-381 Win-2816@ Len-1386 [TCP segment of a reassembled PDU]
1376 23.967879 13.229.161.234 10.0.44.208 Tcp 1440 88 + 56189 [ACK] Seq-1387 Ack=381 Len=1386 [TCP segment of a reassembled PDU]
1377 23.967888 13.229.161.234 10.0.44.208 Tcp 1440 88 - 56189 [ACK] Seq=2773 Ack=381 Len=1386 [TCP segment of a reassembled PDU]
1378 23.967883 13.229.161.234 10.0.44.208 Tcp 144 88 - 56189 [ACK] Seq=4159 Ack=381 Len=1386 [TCP segment of a reassembled PDU]
1379 23.967884  13.229.161.234 18.0.44.208 Tcp 1440 88 - 56189 [ACK] 5eq-5545 Ack=381 Len=1386 [TCP segment of a reassembled PDU]
1388 23.967885 13.229.161.234 18.0.44.208 Tcp 1440 5@ - 56189 [ACK] Len=1386 [TCP segment of a reassembled PDU]
1381 23.967887 13.229.161.234 10.0.44.208 Tcp 1440 8@ - 56189 [ACK] Len=1386 [TCP segment of a reassembled PDU]
1382 23.967585 13.220.161.234 16.0.44.268 Tcp 1440 56 » 56109 [ACK] 5eq=9703 Ack=381 W Len=1386 [TCP segment of a reassembled PDU] v
Frame 525: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface 8
Ethernet II, Src: Routerbo_fd:28:1d (6c:3b:6bifdi28:1d), Dst: Azurewav_67:78:3f (28:c2:dd:67:F8:3f)
Internet Protocol Version 4, Src: 13.229.161.234, Dst: 10.8.42.208
Transmission Control Protacol, Src Port: 443, Dst Port: 56027, Seq: 2, Ack: 34, Len: @
Vs5-Menitering ethernet trailer, Source Port: @
28 c2 dd 67 0 3f 6c 3b 6b fd 26 1d 05 20 45 00 (..g.2L;
@0 25 48 @b 40 08 2 86 62 25 @d e5 al ea Oa 08
2c da 81 bb da db £f 56 19 69 5d 91 91 43 50 18 ,......
8 72 e4 93 60 0B 00 00 ..

@ 7 wireshark DO5SBD96-ECD2-4D72-A7DD-ACE0S768AB87_20180222101717_al5712 Packets: 12420 - Displayed: 123 (1.0%) Profile: Default

J m 9 G‘l'—‘l‘—-l 'ﬁ"'I...I- S i




Dari gambar sebelumnya kita telah mendapaktan beberapa data dalam bentuk paket data jaringan.
Karena semua paket data tersaring dengan cepat maka kita menggunakan filter terlebih dahulu menggunakan
“ip.src==10.0.44.208".

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AiEge LBaRERes=FaSEaaan

[ ip.src==10.0.44.208 EAED - Expression...  +
No. T Time Source Destination Protocol  Length Info A
1222 21.167123  10.0.44.208 10.0.44.255 NBNS 92 Name query NB RBYKSX0<@@>
1223 21.354627  10.0.44.208 74.125.24.94 QuIc 188 Payload (Encrypted), PKN: 76, CID: 14486123532944794968
1227 21.921248  19.0.44.208 10.0.44.255 NBNS 92 Name query NB RBYKSX0<20>
1228 21.921464  10.0.44.208 10.0.44.255 NBNS 92 Name guery NB VKYJUVSR<@@>
1229 21.921583  19.0.44.208 10.0.44.255 NBNS 92 Hame query NB SVRPRXADFQELWQA<DD>
1230 22.047500  10.0.44.208 74.125.24.94 QuIC 81 Payload (Encrypted), PKN: 77, CID: 14486123532944794968
[+ 1731 22.061816 __ 10.6.44.208 8.8.5.8 DS 72 Standard query @xbdcc A ww-bola.com
1249 22.087836  10.0.44.208 74.125.24.94 QuIC 86 Payload (Encrypted), PKN: 78, CID: 14486123532944794968
| 1241 22.088028  10.0.44.208 74.125.24.93 QuIC 83 Payload (Encrypted), PKN: 79, CID: 14486123532944794968
| 1242 22.088095  10.0.44.208 74.125.24.94 QuIc 80 Payload (Encrypted), PKN: B8, CID: 14486123532944794968
| 1243 22.251459  10.0.44.208 103.241.4.2 ons 72 standard query @x@4cc A ww.bola.com
| 1244 22.400065  10.0.44.208 10.0.44.255 NBNS 92 Name query NB WPAD<20>
3 1246 22.488839 16.8.44.2088 224.8.08.252 LLMNR 64 Standard query oaxfses A wpad
| 1248 22.810718  10.0.44.208 224.0.0.252 LLMNR 64 Standard query @xf564 A wpad
| 1249 22.907038  10.0.44.208 8.8.8.8 ons 77 Standard query @xeas@ A fonts.gstatic.com
|| 10256 22.008218  10.0.44.26: 3.8.8.8 ons 75 standard query @x4f3a A plav.google.com v

I Frame 1231: 72 bytes on wire (576 bits), 72 bytes captured (576 bits) on interface @

b Ethernet II, Src: Azurewav_67:78:3f (28:c2:dd:67:¥@:3F), Dst: Routerbo_fd:28:1d (6c:3b:6b:fd:28:1d)
I Internet Protecol Version 4, Src: 10.8.44.208, Dst: 8.8.5.8

I User Datagram Protocol, Src Port: 57622, Dst Port: 53

I Domain Name System (query)

6c 3b 6b fd 28 1d 28 c2 dd 67 f@ 3f @8 @@ 45 @0
@@ 3a 6d 1d @@ @8 80 11 86 b6 @a 8@ 2c de @3 85
@3 @3 el 16 @@ 35 0@ 26 bl 77 @4 cc @1 @@ @0 01
e 02 B @8 @ @8 83 77 77 77 @4 62 6f 6c Gl @3
63 6 6d @0 @0 @1 00 el

@ 7 wireshark_DOSSBD6-ECD2-4D72-A7DD-ACBOBT68ABE7_20180222101717_a05712 || Packets: 12382 - Displayed: 4463 (36.1%) || Profil: Default

10:35 AM
2/22/2018

Dapat dilihat bahwa dengan computer yang beralamatkan ip 10.0.44.208 yang sedang mencoba
mengakses website www.bola.com atau beralamtkan ip 13.229.161.234 dengan menggunakan TCP protocol.
Setelah itu jika kita mengklik bagian kotak tengah di menu Internet Protocol Version 4, maka akan
menampilkan jika computer sedang mengakses web tersebut.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Amde JEREsRes=zFT sz Eaqan

(W ipsre==10.0.44.208 [X] -] Expresson...  +
MNo. Tme Source Destination Protocol  Length Info ~
72113542890 10.8.44.203 5.8.5.8 DNS 75 Standard query @x2691 A www.gstatic.com
746 14.401011  10.8.44.208 5.8.8.8 DNS 76 Standard query @x254b A mtalk.google.com
749 14.586855 16.8.44.2088 183.241.4.2 DNS 76 Standard query @x254b A lll’tElk.gODglE.(Dﬂl W

-

Frame 1243: 72 bytes on wire (576 bits), 72 bytes captured (576 bits) on interface @
Ethernet II, Src: Azurewav_67:78:3f (28:c2:dd:67:F8:3f), Dst: Routerbo_fd:28:1d (6c:3b:6b:fd:28:1d)
» Destination: Routerbo fd:28:1d (6c:3b:6b:fd:28:1d)
© Source: Azurewav_67:f8:3f (28:c2:dd:67:f@:3f)
Type: IPva (@xB808)
Internet Protocol Version 4, Src: 10.8.44.208, Dst: 103.241.4.2
2180 .... = Version: 4
.... @101 = Header Length: 20 bytes (5)
» Differentiated Services Field: @xee (DSCP: CS@, ECN: Not-ECT)
Total Length: 58
Identification: @x357b (13691)
© Flags: Bx80
Fragment offset: @
Time to live: 128
Protocol: UDP (17)
Header checksum: @x6275 [validation disabled]
[Header checksum status: Unverified]
Source: 10.9.44.208
Destination: 183.241.4.2
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
User Datagram Protocol, Src Port: 57622, Dst Port: 53
Domain Name System (query)

N

N

v -

@8 45 B0
2010 de 67 f
2020 @8 00 O

|| Packets: 13004 - Dispiayed: 4617 (35.5%) || Profile: Default

10:38 AM

2/22/2018


http://www.bola.com/

BAGIAN KEDUA “DENGAN MENGGUNAKAN MENU FOLLOW STREAM”
« W - TEE

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dn @ uBRB Ae==FIsEaaan
tep.stream eq 238 =] - Expression. +

Mo, Time Source Destination Protocol  Length Info
- 11099 943.184533  10.8.44.208 52.77.231.227 HTTP 1162 GET /soccer-standings-sidebar/bola HTTP/1.1
- 11139 943.302186  52.77.231.227 16.8.44.208 HTTP 1074 HTTP/1.1 208 OK (text/html)
- 11859 943.15037@  10.8.44.208 52.77.231.227 Tcp 66 56264 = 88 [SYN] Seq=@ Win=8192 Len=B MSS=1468 S=256 SACK_PERM-1
11083 943.188968  52.77.231.227 10.9.44.268 Tcp 66 88 + 56264 [SYN, ACK] Seq=8 Ack=1 Win-26383 Len=8 MSS=1336 SACK_PERM-1 WS-1824
11096 943.181785  10.8.44.208 52.77.231.227 Tcp 54 56264 - 88 [ACK] Seq=1 Ack=1 Win=66384 Len=8
11125 943.239668  52.77.231.227 10.0.44.268 Tcp 56 80 + 56264 ] Ack=1189 Win=29636 Len=8
11136 943.294685  52.77.231.227 16.6.44.268 Tcp 1440 50 + 56264 ] Ack=1169 Win=29696 Len=1386 [TCP segment of a reassembled PDU]
11137 943.294760  16.0.44.208 52.77.231.227 TP 54 56264 » 80 [ACK] 5eq=1109 Ack=1337 Win=66384 Len=0
11138 943.302145  52.77.231.227 10.0.44.208 TP 1440 80 » 56264 [ACK] 52q=1387 Ack=1109 Win-29696 Len=1386 [TCP segment of a r bled PDU]
11142 943.302398  10.0.44.208 52.77.231.227 54 56264 = 80 ] 5eq=1109 Ack=3793 Win-66324 Len=2

12204 1033.373953  52.77.231.227 10.0.44.208 56 8@ + 56264 ACK] Seq=3793 Ack=1109 Win=29696 Len=0

12206 1033.374277 10.8.44.208 52.77.231.227 54 56264 - 5@ Seq=1189 Ack=3794 Win=66304 Len=B

-

Frame 11099: 1162 bytes on wire (9296 bits), 1162 bytes captured (9296 bits) on interface @ -

Ethernet II, Src: Azurewav 6 3f (28:c2:dd:67:f0:3f), Dst: Routerbo fd:28:1d (sc

I Destination: Routerbo fd:28:1d (6c:3b:gb:fd:28:1d)

I Source: Azurewav_67:78:3f (28:c2:dd:67:78:3F)
Type: IPv4 (x8880)

Internet Protocol Version 4, Src: 10.8.44.288, Dst: 52.77.231.227
8108 .... = Version: 4
.... 8181 = Header Length: 28 bytes (5)

b Differentiated Services Field: @x88 (DSCP: €SB, ECN: Not-ECT)
Total Length: 1148

N

N

Identification: @x56641 (26177)
» Flags: @x@2 (Don't Fragment) v
~

v

|| Profile: Default
1212PM

|| Packets: 13359 -

Displayed: 17 (0.1%)

2/22/2018

Seperti gambar di atas, pilih paket ang memiliki bentuk protocol http, dan klik analyze=> pilih follow
dan => untuk pertama pilih bagian TCP Stream :

File Edit View Ge
Al a® GET / HTTP/1.1 @
Host: www.bola.com
Connection: keep-alive +
Upgrade-Tnsecure-Requests: 1 @
User-Agent: Mozilla/5.@ (Windows NT 6.3; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.8.3282.167 Safari/
3127 29.235759 13.229. 8 |52y 34 d PDU]
2L Zroalmli 18.8.44 8 | pccept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, image/apng,*/*;q-0.8
2003 28.276348  13.229.1| |Accept-Encoding: grip, deflate Pou]
1551 25.589011 18.8.44. | Accept-language: en-US,en;q=8.9
1526 25.268117 10.8.44
1519 25.267863 13.229. HTTP/1.1 200 OK POU]
G 13.225. 1| |Date: Thu, 22 Feb 2018 @3:18:00 GMT PoU]
1517 25.267868  13.229. gg::::gz;hteﬁézgl’ charset=UTk=g POU]
1516 25.267857 13.229.8 | Connection: keep-alive PoU]
1515 25.267855 13.229.11 |server: nginx PoU]
1514 25.267853 H2E2298 Vary: Accept-Encoding POU]
1510 25.259916 10.0.44 )| |Cache-Control: no-cache, private
1505 25.259648 13.229.1| |Server-node: ip-10-0-207-206 )|
1504 25.259647 13.229. )(-Hail-rlydra:.:loin ﬂ:\e Darkside, we have cookies. Visit us at http://www.kmklabs.com/careers PDU]
15@3 25.259644 13.229. iﬁ'?:;"tzgg[;g;"g gz1p POU]
1582 25.259642 132294 | ge PoU]
1501 25.259639 13.229.1 |yia: 1.1 varnish-va POU] ©
X-Cache: HIT
I Frame 15@1: 1440 bytes on will | y_Cache-Hits: 18 ~
4 Ethernet II, Src: Routerbo fi| | Accept-Ranges: bytes
I Destination: Azurewav 67:
© source: Routerbo_fd:28:1d|| |e-eeseeaien {[...7.w{]..
Type: IPva (Bx@80@) $.a
4 Internet Protocol Version 4,f| |3-F AHe.ge
180 ... = Version: 4 SRV A 7 SN ST, R T R S A I DT % M I N T
... @181 = Header Length XA
b Differentiated Services F LG.MLL9 ALz e
Total Length: 1425 @-.9¢.R..f_.ueS(X.B.T./.Af.....b. s . 2W. .
Identification: Bx675F (2| 8f5e...UK.. 1.5z z_.F 6...5LG
> Flags: @x2 (Don't Fragme 221 HE=I v O
@660 28 c2 dd 67 T8 3f 6C 3b || 5w pks, 84 server phis. 7 s, ~
@816 @5 92 67 5 40 00 f2 @6 =
0020 20 do o 50 db 2d 15 oa || Entieconversation (111k8) - Show and save dataas [AsCI  * Stream 82 3
@230 @@ 6e fd d2 0@ 80 19 @5 || _ .
@eas 47 of 5 a2 7a al 7c 84 v
@ 7 Frame (frame), 1440 bytes Filter Out This Stream Print Save as Back Close Help || Profie: Defauit

10:41 AM

2/22/2018

Bisa dilihat gambar di atas info apa saja yang dapat kit abaca yaitu :

1. Sang pengguna yang sedang mengakses website www.bola.com menggunakan aplikasi browser.
2. Waktu user mengakses web tersebut
3. Tipe data yang sedang diakses itu berupa text/html.



http://www.bola.com/

Untuk bagian keduanya kita gunakan kembali suatu pilihan yakni TCP Http :

(-} GET /soccer-standings-sidebar/bola HTTR/1.1 ~
Host: kumpulaninfo.net

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Windows NT 6.3; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.167 Safari/
11099 943.184533  10.0.440 |o3o 3¢

11139 943.302146  52.77.23 | accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/webp,image/apng,*/*;q=0.8

11059 943.150370  10.8.44. |Referer: http://www.bola.com/

11088 943.180966  52.77.23| | Accept-Encoding: gzip, deflate

Source

11896 943.181785 10.0.44 Accept-Language: en-US,en;q=8.9
11125 943.239660  52.77.23| |Cookie: XSRF- . .
11135 943204605  52.77.24]| | TOKEN=eyIpdiT6TkdhalRoWGZPVVpuZmhixeGkdeVpZbUEIPS TS TnZhbHVIT joiMXk2hITUZFUNNZHVNhHN] V211 cHBEDFVTZXZ5dzREA VWb 11KXC9BZ 1RUT 1

11137 943934768 18,644 ]| | ZROUNNZNNVDUKhZbXZEXCISRIQAUNNTTR2Q1 TkQm4zU24ubz)4TANEZ09T ini biF 1 oiNGIWMGERY 2UxDd 1MGU ZZ Q4HTE SOTVKNMXH2V1 Vmiik Y 2B INTYx
. s Z2GIhODZhYThiNZUZYHiY{NINFINDC2ZNCID;

11138 943.302145  52.77.23 |1arayel session-eyJpdil6IjlFemRFTWE3V3VGeklcL1dGY@dnUTARPTRLLCI2YWX1ZSI6IMVVC@IUYURKWEEWAHUXVHIYWDAIbYIVTELST1g@MINFbXU2CUL Fou]

11142 943.302398  10.9.44 BQepYTLQ3blheL LwvT1dFau93Q29I TTE4MK1CaVdiUUwwb@tQR2hKWVERKL11M8 TN cIPSIs ImLhYyI6I jQSODASHWQWN JRLOWYIY ] gaNZ IxM] cwljdmNmEWOG

RhZWEZNDK@NGQZMIASYWY 2Z01mZWV1 ZmY zZ TUWNGYWNGQ1 FOX30%30; _ga=GAL.2.42833335.1519269468; _gid=6AL.2.1259647582.1519269468

|| 1224 1e33.373953  52.77.23| |HTTP/L.1 200 0K

‘ Server: nginx

| 12206 1033.374277  10.0.44) |COMTenE-Type: text/htnl; charset=UTF-3
L Transfer-Encoding: chunked

Connection: keep-alive
Vary: Accept-Encoding
Cache-Control: no-cache
I Frame 11699: 1162 bytes on W |pate: Thu, 22 Feb 2018 ©3:35:42 GMT 2
4 Ethernet II, Src: Azurewav 6| |set-Cookie: XSRF-

» Destination: Routerbo fd:|| |TOKEN=ayIpdiI6ImF3SHIHNUEXSTZOQVI1Mkh]ZHIHRVESPSISInZhbHVIIjoiVeNHcNQHFZRT1BudmlzQnkxQ3hFOHIROGIZC@SIUUZNSUY2NHhXAHOWZGRAN

1078.41,

© Source: Azurewav_67:@:3f|| |z1nMmo@RHNEOTdwb TS2F6MKYZY@TtZ1d bkz: YWcOPSTsImLhYyTI6IhmN2UXNDEKY2IhYWULYTY@YWUXZIR1VmVmNDEZNGRIYTIxTAyNzZgX
Type: IPv4 (Bx@868) mmnwzzwqweywvzzuzkzmsnjgifQ%snxaD,- expires=Thu, 22-Feb-2018 ©5:35:42 GMT; Max-Age=7200; path=/
Set-Cookie:

4 Internet Protocol Version 4,

o100 - version: 4 laravel session=eyJpdiI6ImVQbEIIVmhpOWBZOVW1YzWxeVkwZVEIPSISInZhbHVIIjoidLlhe L zMBSmArHFFDWWZTeWds ZXZORG5 pMWIZOTdZcGkwSEpqbL

VBOGEITTVCeWICV2RZHKZWC FZTWUB2UHZ 28XV 25CazVuVUSkUMVke 2xF cDE1YThBPTA1LCIYIMi01 ThNTAL ZDAKZGRIM] YAN jkwhzd JNDRmN jdmNzUy Z THwl
-+ @101 = Header Lengthll | 5717 yjMzUazD1nDh Z6UBMzg2MGYyNTA Y] TnBX3D; expires=Thu, 22-Feb-2018 B5:35:42 GMT; Max-Age=7268; path=/; HttpOnly
I Differentiated Services F|| |X-cache: BYPASS

Total Length: 1148 Content-Encoding: gzip
Identification: ex664l (2
> Flags: Bx@2 (Don't Fragme|| |<!doctype html> R R i v o
2000 Gc 3b 6b fd 28 1d 28 €2 || Poacker 11139, 1 dlene s 1 server ok 1 trm. Gk 1 sobct, )

2816 @4 7c 66 41 40 60 56 06
2826 7 e3 db c3 6@ 56 33 3d
2636 @1 03 e6 @b 08 86 47 45 || .
@848 72 2d 73 74 61 6e 64 69 ’
@ 7 Frame (frame), 1162bytes Fiter Cut This Stream Print Save as Back Close Help || Prafie: Defauit

10:42 AM

Entire conversation (17 kB) - Show and save dataas ASCIL ¥

v

2/22/2018

BAGIAN KETIGA “dan Flow Graph jaringan menggunakan aplikas Wireshark dan visual
route”

Kita mengklik menu statistics dan kita pilih flow graph maka data yang akan muncul akan seperti
dibawah ini

i 125.200.113 om0 10.0.44.224 004,255 10.0.44.154 100252 72.21.202.25 R 52.222.201.26 S 172.217.26.66 - — [}
0.000000 g0 0= 55570 [ACK]  cg7 TCP: 80 — 55570 [ACK] Seq=1 Ack=1Win=180 ..
0.097212 137 Neme quey NB WL, 457 NENS: Name query NB WPAD<00>
0.099099 59517 5355 LLMNR; Standard query Onsbef ANY X450)
0.155623 56070 SE070 — B0 [ACK] Seq=1 Ack=1 Vin=255 Len=1 80 TCP: 56070 — 80 [ACK] Seg=1 Ack=1Win=259
0.395624 56070 0 — 56070 [ACK] Seq=1 Ack=2 Win=127 Len=0 8 TCP: B0 — 56070 [ACK] Sea=1 Ack=2 Win=127 _
0.499308 56081 S6081 B0 [ACK] Saq=1 Ack=1 Win=258 Lan=1 80 TCP: 56081 — 80 [ACK] Seq=1 Ack=1 Win=258 ...
0.489352 56072 ! [TCP segmant of PDU] ey TCP: [TCP seqment of = resssemblad FDU]
0.516012 S6081 50 — 5608} [AGK] Seg=1 Ack=2 == (RE=X 50 TCP: B0 — 56081 [ACK] Seq=1 Ack=2 Win=172....
0.585087 56072 43 — 56072 [ACK] Seq=1 Ack=2 Win=125 Len=0 SLE=1 SRE=: 443 TCP: 43 _ 56072 [ACK] Seq=1 Ack=2 Win=125...
0.827480 56080 55080 — B0 [ACK] Seq=d Ack=1 Win=258 Ler & TCP: 56080 — B0 [ACK] Seq=1 Ack=1Win=258
0.936860 56085 : SE085 — 80 [ACK] Sea=1 Ack=1 Win=258 Lan=1 0 TCP: 56085 — B0 [ACK] Seq=1 Ack=1Win=258
0.952163 56085 50 — 56085 [ACK] Sag=1 Ack=3 Win=172 Len=0 SLE=1 SRE=) 20 TCP: B — 56085 [ACK] Seq=1 Ack=2 Win=172 ...
1.016569 <6080 80 — 55080 [ACK] Sec=1 Ack=? Win=113 Len=0 SLE=1 SRE=2 o TCP: BO — 56080 [ACK] Saq=1 Ack=2 Win=113 ...
1.122205 59956 Elly ey ARG el 5355 LLMNR: Standard query 0xBef8 A wpad
1.223406 59956 d query BE<fE A wpsd 5355 LLMNR: Standard query 0x8ef8 A wpad
1.296184 55956 55956 — 80 [ACK] Seq= Ack=1 Win=254 Len=1 B0 TCP: 55956 _ B0 [ACK] Sea=1 Ack=1Win=254
1.320973 55956 80— 55555 [ACK] Sea=1 Ack=2 Win=186 Lan=0 SLE=1 SRE=2 g0 TCP: B _ 55956 [ACK] Seg=1 Ack=2 Win=186
1.327409 56090 @E#WMCUS&:l Ack=1 Win=256 Len=1 80 TCP: 56080 — 80 [ACK] Seg=1 Ack=1Win=256
1.327432 56088 56058 — 80 [ACK] Seq= Ack=1 Win=256 Len=1 B0 TCP: 56088 —» B0 [ACK] Seq=1 Ack=1 Win=256 ..
1.327534 56083 [TCP segment of Pou] | 243 TCP: [TCP segment of a reassembled PDU]
1343717 . 80 _ 56065 [ACK] Sea=1 Ack=l Win=160 Len=0 SL8-1 SRE=2 S0 TCP 8D — 56088 [ACK] Seqe1 Ack=2 Wina180
1.343719 56083 443 _ 55083 [ACK] Se=1 Ack=2 Win=184 Len=0 Sl.t:l SRE=2 13 TCP: 443 _ 56083 [ACK] Seq=1 Ack=2 Win=184
1.344026 56090 80 — [ACK] Seq=1 Ack=P Win=180 Len=0 SLE=1 SRE=2 50 TCP: ED _ 56050 [ACK] Seq=1 Ack=2 Win=180 ..
1.358664 56089 D= Lz ] 43 TCP: [TCP seqment of 2 resssembled PDU]
1.376061 56089 443 . 56089 [ACK] Seg=1 Ack=2 Win=184 Len=0 SLE=1 SRE=2 443 TCP: 443 — 56089 [ACK] S=q=1 Ack=2 Win=184
1.428091 137 [Neme query NB Wi} 437 MENS: Name query NE WPAD<0D>

v
< >
Packet 22: TOP: 443 — 56083 [ACK] Seg=1 Ack=2 Win=184 len=0 SLE=1 SRE=2
Show: | All packets v Flow type: |AllFlows ~ Addresses: | Any 7
Reset
Save As Help

12:54 PM

2/22/2018

Lalu lintas berjalannya ekspedisi informasi dapat divisualisasikan menggunakan FlowGraph seperti
gambar diatas. Berikut adalah penjelasan terhadap panah pada FlowGraph:

1. = 1 - computer user mengirim informasi addres atau link ke router jaringan.



2. > 2 —ketika router menerima informasi, maka ia akan mengkasihkan alamat data tersebut.
3. =2 3 —isp akan menanggapi permintaan user tersebut, apakah alamat yang dituju.
4. - 4 —apabila alamat tersedia, maka isp akan mengarahkan informasi tersebut ke isp pusat

5. > 5—isp pusat pun akan menanggapi permintaan tersebut, dan informasi tanggapan akan dikirim
kembali ke user.

6. = 6 — ketika informasi tersebut tidak valid atau address tersebut tidak ditemukan, maka user
diharuskan mengirim ulang informasi yang valid. Dimana data tersebut akan kembali diperiksa oleh isp
terdekat.

7. > 7 —jika informasi tersebut valid, isp akan kembali mengirimkan tanggapan dan mengarahkannya
ke isp pusat.

8. - 8 —apabila isp pusat menanggapi informasi tersebut valid, maka kita akan diarahkan ke server
perusahaan yang memberi isp bandwidth. Yang mana disini kita akan di arahkan ke link server cloud
berikutnya.

9. = 9 —disini situs yang diakses adalah www.detik.com dengan mengambil berita International dan
nasional

10. - 10 — seperti pada isp tadi, server pun akan mengirimkan informasikepada user apakah address
yang dituju tersebut valid atau tidak.

Di Bawah ini adalah tampilan dari aplikasi Visual Route :

@ VisualRoute 2010 - Business Edition - Trial day 2 of 15
File Edit Options View Maps Tools Help

Test from My Computer - | http:ff +|[30 - | =P Trace Plot *%@ Analysis More Tools... ,H & & serveris stopped ‘
b www.bola.com (13.229.161 234)@]
©start & Tools ., | Run once - B @R B & & ¢ More., |
S Traceroute to www.bola.com )]
Target Information Route Information
To www_bola.com (13.229.161.234) Analysis In general. hops in this route respond slowly (over 623ms on average). The route is slow from the
Location Singapore, Singapore very beginning, indicating a particularly slow Internet connection or serious problems with your ISP
Network Amazon Data Serices Singapore or at your organization.
RTT 177.0ms / 33ms / 479ms RTT 681.4ms / 2362ms
avg,min,max . avg.max : '
Firewall None for pings Packet Loss 0.0% / 100%

Open to hitp requests on port 80 avg.max
Port Probe  Running server Varnish Route length 19 hops

Responded in 1047ms Alternate Mone found

Packet loss  None routes?
DNS lookup Took 3719ms
Received TTL 242

€@ Traceroute to www.bola.com )]

18. Singapore

“/Traceroute to www.bola.com eQ
RTTms

Disini kita bias lihat sendiri perbedaan data yang diperoleh dari aplikasi wireshark dan aplikasi
visualroute ini:

1. Pada aplikasi wireshark setiap lalu lintas perjalanan data dapat dilihat serta dianalis kemana dan
apakah data tersebut memberi timbal balik kepada user, tentu saja dapat diambil satu point untuk



aplikasi ini yaitu sangat berguna bagi operator server atau server manager yang memiliki kemampuan
expert dan para peneliti jaringan untuk mendapatkan data yang sangat mendetail, karena setiap hop
terstruktur dengan rapi.Selain itu, aplikasi wireshark dapat memberikan fasilitas filter protocol sehingga
dalam menganalis data lebih effective dan akurat.

2. Sedangkan pada aplikasi visualroute akan dibagi menjadi:
Kelemahan :

a. Kurang mendetailnya aliran data dari awal sesi hingga sampai ke destination atau tidak tersedianya
fasilitas flow graph seperti wireshark.

b. Tidak adanya filter protocol.

c. Kurang mumpuni dalam mencapture data pada sebuah ip.
Kelebihan :

a. Penggunaan yang mudah.

b. Visualisasi tempat source dan destination terlihat jelas.

c. Setiap hope ditampilkan semua dan panjang hopenya sudah ada di layar tampilan.



