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IMPLEMENTASI SNMP MENGGUNAKAN CISCO PACKET TRACER

SNMP adalah sebuah protokol yang dirancang untuk memberikan kemampuan kepada
pengguna untuk memantau dan mengatur jaringan komputernya secara sistematis dari jarak jauh
atau dalam satu pusat kontrol saja. Pengolahan ini dijalankan dengan menggumpulkan data dan
melakukan penetapan terhadap variabel-variabel dalam elemen jaringan yang dikelola.

Topologi Pada Cisco Packet Tracer:
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Dimana terdapat 3 buah router, 3 buah switch, 3 buah server serta 30 client dengan penjelasan IP
sebagai berikut:

IP pada router 1: 192.168.10.0/24 Network antara Router 1 dan 2 : 10.10.10.0
IP pada router 2: 192.168.20.0/24 Network antara Router 2 dan 3 : 10.10.20.0
IP pada router3 : 192.168.30.0/24

Server 1: 192.168.10.100
Server 2: 192.168.20.100
Server 3: 192.168.30.100



Setelah semua IP telah ditentukan barulah kita akan membuat topologi dengan konfigurasi

dengan menggunakan routing RIP.

SNMP Router 1

SNMPROUTER1>enable

SNMPROUTER1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SNMPROUTERI (config) #router rip

SNMPROUTERI (config-router) #network 192.168.10.0

SNMPROUTERI1 (config-router) #network 10.10.10.0

SNMP Router 2

SNMPROUTER2>enable

SNMPROUTER2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SNMPROUTER?2 (config) #router rip

SNMPROUTER?2 (config-router) #network 192.168.20.0

SNMPROUTER2 (config-router) #network 10.10.10.0
(

SNMPROUTER2 (config-router) #network 10.10.20.0

SNMP Router 3

SNMPROUTER3>enable

SNMPROUTER3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SNMPROUTER3 (config) #router rip

SNMPROUTERS3 (config-router) #network 192.168.30.0

SNMPROUTER3 (config-router) #network 10.10.20.0

Selanjutnya melakukan pengujian apakah routing RIP berhasil dilakukan dengan melihat gambar
pada bawah ini dengan hasil ping dari IP 192.168.10.2 ke 192.168.20.3



EC>ping 152 _168_2

Pinging 15%2_168_.20.32 with 322 bytes of data:

time=lms TIL=1Z&

Ping statistics for 1%

Packets: Sent = 4 E o3t .
Approximate round trip times

Minimum = lms, Maximum =

Setelah berhasil melakukan routing RIP selanjutnya kita akan melakukan konfigurasi SNMP

pada setiap router

SNMP Router 1

SNMPROUTER1>enable

SNMPROUTER1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SNMPROUTERI (config) #snmp-server community public ro
SNMPROUTERI (config) #snmp-server community private rw

SNMP Router 2

SNMPROUTER2>enable

SNMPROUTER2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SNMPROUTER?2 (config) #snmp-server community public ro
SNMPROUTER2 (config) #snmp-server community private rw

SNMP Router 3

SNMPROUTER3>enable

SNMPROUTER3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SNMPROUTER3 (config) #snmp-server community public ro
SNMPROUTER3 (config) #snmp-server community private rw

Pada perangkat Cisco, untuk mengaktifkan snmp menggunakan perintah snmp-server community
<community string> ro/rw



Setelah itu lakukan pengujian dengan mencoba untuk melakukan pengujian pada satu buah PC
yang berada dijaringan IP 192.168.10.0/24 dan dengan satu buah PC tersebut akan melakukan
SNMP pada Router 1, 2 serta 3 karena ketiga router tersebut telah diaktifkan fitur SNMPnya.

? Advanced g §

Address 10.10.10.1

Port 151
Read Community sssses

Write Community ssesses

SMNMP Version v3 o ]

oK ] [ Cancel ]

Gambar diatas merupakan hasil MIB pada PC 192.168.10.0/24

Address = Diisi dengan IP Address SNMP Router 1 (10.10.10.1) ; SNMP Router 2 (10.10.10.2) ;
SNMP Router 3 (10.10.20.1)

Port = Yaitu port khusus untuk protol TCP/UDP dan service SNMP (161)
Read Community = public
Write Community = private

SNMP Version = v3



SNMP Router 1

Address: 10.10,10.1 om: 136121150
Operations: Get v] [ G0
pp— Result Table
4 MIB Tree Name/OID Value Type
4 router_std MIBs 136121150 i
4 isa {.is0.0rg.dod.internet. mgmt.mib-2.system. syshame. 0) SNMPROLTER 1 OctetString
4 org
4 dod
4 internet
4 mgmt
4 mib-2
4 system
.sysDesar
.sysObjectlD
.sysUpTime
sysContact
sysNiame
sysLocation
> interfaces
> p Mame : .syshiame
> ospf
> rip2 om: 136121150
> private
> router_advip MIBs Syntax
> switch_L2 MIBs
> switch_multiLayer MIBs Access
Description :
dod.internet.mgmt.mib-2,syst=m.syshame.0

SysName SNMP Router 1

Address: 10.10.10.1 0ID: 1361212212
Advanced... Operations: Get v ] [ GO
[rp— B Result Table
4 MIEB Tree Name/OID Value Type
4 router_std MIBs 13612122121
4 iso (1£0.0rg. dod.internet.mgmt. mib-2.nterfaces. fable.ifentry.i.. V371 OctetString
4 worg 13612122122 .
4 .dod (150.0rg. dod.internet.mgmt.mib-2.nterfaces. fable. fEntry.i. . FASEEmet/o OctetString
4 internet
.1.36,121.22.1.2.3 N
4 .mgmt {i50.0rg. dod.internet.mgmt.mib-2.interfaces. ifTable.ifEntry.i. . FaSChemetd/1 OctatString
4 mib2
13612122124 .
4 system {:50.0rg. dod.internet.mamt. mib-2.nterfaces. fTable.ifEntry.i. S2a0/0/0 OctatString
sysDescr 13612122125
sysObjectID (.50.0rg. dod.internet.mamt.mib-2.nterfaces. fTable.ifEntry.i. S2a0/0/1 Octatstring
sysUpTime
sysContact 3
.sysMame
sysLocation
4 interfaces
ifumber Name : ifDesar
4 ifTable
4 ifEntry om:
ifindex
.ifDescr Syntax :
ifType
LMt Access @
ifSpeed B
ifPhysaddress Description :
.ifAdminStatus
ifOperStatus
-
 ospf
= -

_iso.org.dod.internet. mgmt. mib-2.interfaces.ifTable ifEntry iDes

Informasi SNMP Router 1




Address: 10.10.10.1 om: 13612142117
Advanced... Operations: Get v] [ Go
SNMP MIBs ~ Result Table
syshiame Name/CID Value Type
-sysLocation -1.3.6.1.2.1.4.21.1.7.10.10.10.0 0.0.0.0 ToAdd
4 interfaces (iso.0rg.dod.internet.mamt. mib-2.ip. pRouteTable.ipRou... %" pAddress
-ifiiumber L13.6.1.2.1.4.21.1.7.10.10.20.0
4 ifrable {iso.org. dad.internet. mgmt. mib-2.ip.ipRouteTable.pRou. . 1010102 IpAddress
4 ifEntry 1.3.6.1.2.1.4.21.1.7.192.168. 1.0
ifindex {.s0..0rg. dod.internet, mgmt.mib-2.ip. pRouteTable.prou... 0000 IpAddress
ifbesar - \13.6.1.2.1,4.21,1,7.192. 168.2.0
AifType {.i50..0rg. dod.internet. mamt.mib-2.ip. pRoutsTable.prou... 10-10-10-2 IpAddress
Mt \1.3.6.1.2.1,4.21,1.7.192. 168.3.0
.ifSpeed {.i50..0rg. dod.internet. mamt.mib-2.ip. pRoutsTable.prou... 10-10-10-2 IpAddress
ifPhysAddress
ifadminStatus
ifoperStatus
4
4 ipRouteTable
4 ipRouteEntry Name : .pRouteNextHop
ipRouteDest T
ipRoutelfindex o : 13612142117
ipRouteMetric1
ipRouteMetric2 Syntax :
ipRouteMetric3
ipRouteMetricd Access
ipRouteNextriop
ipRouteAge Description :
ipRouteMask L4
JipRouteMetrics
» ospf
»rip2
" -
.is0.0rg.dod.internet. mamt. mib-2.ip. ipRouteTable ipRouteENtry. ip Hop

Informasi NextHop SNMP Router 1

SNMP Router 2

Address:

10.10.10.2 om: 136121150
Advanced.. | Operations: Get v] [ )
[y— Result Table
4 MIB Tree Name/OID Type
4 router_std MIBs 136121150
4 so (iis0.org.dod. internet. momt. mib-2.system.syshame. 0) SNMPROUTER2 OctetString
4 .org
4 .dod
4 nternet
4 .mgmt
4 mb-2
4 system
sysDescr
sysCbj
sysUp
sysCo
syshame
sysLoc
> interfaces
> ip Name : syshame
> .ospf
> rip2 oD : 136.12.1.1.50
» private
> router_advip MIBs Syntax :
> switch_L2 MIBs
> switch_multiLayer MIBs Access :
Desaription :

Jis0.0rg.dod.internet. mgmt.mib-2.system.sysName. 0

SysName SNMP Router 2




Address: 10.10.10.2 OID: 1.36.1.21.2.2.1.2
Advanced.. ) Operations: Get v] [ 6o
Pv— B Result Table
4 METree Name/OID Value Type
4 router_std MIBs
E 13612122121
4 iso {is0.0rg. dod.internet.mgmt.mib-2.inter faces. fTable.ifEntry. .. ANt OctetString
4 .org .13.6.12122122
4 .dod {is0.0rg. dod.internet.mgmt.mib-2.inter faces. Table. fEntry. .. | 2SEthernetofd OctetString
4 internet
.1.3.6.1.2.1.2.2.1.2.3
4 .mgmt {is0.0rg. dod.internet.mgmt. mib-2.inter faces. Table. fEntry. .. T 2StEtherneto/L OctetString
4 mib-2
13612122124
4 system {.is0.0ra.dod.internet.mamt.mib-2.inter faces. ifTable. ifEntry. .. SEE0/0/0 Octetstring
sysDescr 13612122125
sysObjectD {.is0.0ra.dod.internet.mamt.mib-2.inter faces. ifTable. ifEntry. .. SEE0/0/1 Octetstring
sysUpTime L
sysContact W
syshame
sysLocation
4 interfaces
fiumber Name : ifDescr
4 ifTable
4 ifEntry QD : 21361212212
ifindex
.ifDesar Synta :
(ifType
Lifvitu Access :
Jifspeed L
ifPhysAddress Description :
ifAdminStatus
ifoperstatus
> i
> .ospf
o o

is0.0rg.dod. internet. mgmt mib-2.interfaces.ifTable. iEEntry. fDesa

Informasi SNMP Router 2

Address: 10.10.10.2 om: 13612142117
Advanced... ] Cperations: Get V] [ Go
SMP MIBE Result Table
.sysDesar Name/OID Value Type
-sysObjectiD 1.36.1.2.1,4.21,1.7.10.10.10.0
.sysUpTime {.i50.0rg.dod.intemnet. mgmt.mib-2.ip.ipPRouteTable.ipRout... | 9+0-0-0 IpAddress
-sysContact 1 2.1,4.21.1.7.10.10.20.0
.syshlame {.is0.org.dod.inte; b-2.ip.ipRouteTable.ipRout.. | 9:0-0-0 IpAddress
-sysLocation 1 2.1,4.21,1.7.192.168, 1.0
4 .interfaces {.i50.0rg.dod.internet. mgmt.mib-2.ip.ipRouteTable.ipRout. .. | 10-10-10-1 IpAddress
iffNumber
1 2.1,4.21,1.7.192.168,2.0
4 ifTable {i0.0rg. dod.internet. mgmt. mib-2.ip.ipRouteTable.iprout. . 2200 InAddress
4 .ifentry 1 2.1,4.21,1.7.192.168.3.0
ifindex {.i50.0rg.dod.internet. mgmt.mib-2.ip.ipRouteTable.ipRout... | 10-10-20-2 IpAddress
iDescr
ifType
ifttu
ifSpeed
ifPhysAddress
ifAdminStatus Name : ipRouteNextHop
ifOperStatus
P oI : \13.6.1.2.1.4.21.1.7
4 ipRouteTable
4 _ipRouteEntry Syntax :
ipRouteDest
ipRoutelfindex Access ¢
.ipRouteMetricl .,
.ipRouteMetric2 Description :
.ipRouteMetric3
.ipRouteMetricd
.ipRouteNextHop

.ipRouteAge

.is0.0rg.dod.internet.mamt.mib-2.ip.ipRouteTable.ipRout=Entry. ipRouteNextHop

Informasi NextHop SNMP Router 2




SNMP Router 3

Address: 10.10.20.2 om: 136121150
Advanced... Operations: Get ][ G0
SNMP MIBS a Result Table
4 org Name/CID Value Type
4 dod i 136121150 .
4 .internet (.is0.0rg.dod.internet.mgmt.mib-2,system, syshame.0) SNMPROLITER S OctetString
4 .mgmt
4 mib-2
4 system
sysDeser
sysObjectlD
sysUpTime
sysContact
.syshame
sysLacation
4 nterfaces
iftiumber
4 ifrable
4 ifenty
ifindex Hame : syshame
ifescr B
ifType oD: 136121150
ifMtu
.ifSpeed Syntax :
ifPhysaddress
ifadminStatus Access :
ifoperStatus
4 Description :

4 ipRouteTable
4 ipRouteEntry
JipRouteDest
ipRoutelfindex
:

.is0.0rg.dod.intemet. mgmt.mib-2.system. syshame.0

SysName SNMP Router 3

Address: 10.10.20.2 om: 1361212212
Advanced.. ] Operations: Get v] [ )
SNMP MBS S Resut Table
4 system Name/CID Value Type
-sysDescr 13612122121
sysObjectiD {isc.org.dad.intermet.mamt. mib-2. nterfaces. FTable. fEntr.. Y971 OctetSting
-SysUpTime 13612122122
sysContact 5 {.0.0rg.dod.internet.mamt.mib-2.interfaces. fTable ifEntr... FastEthemeto/o Octetstring
-syshame 136121.2.2.1.2.3 .
sysLocation (1i0.0rg. dod.internet.mgmt. mib-2.interfaces. ifTable. ifEntr... T oSttemeto/L OctetString
4 .interfaces 13612122124
iftumber {(:50.0rg. dod.internet.mgmt.mib-2.nter faces. ifTable.ifentr .. SS@0/0/0 OctetString
4 ifTable
.1.3.6,12.12.2.1.2.5 .
4 ifEntry {ii%0.0rg. dod.internet.mgmt. mib-2.inter faces. ifTable.ifEntr.. SE@0/0/1 OctetString
ifindex
ifDescr
ifType
i
Jifspeed
ifPhysAddress Name : ifDescr
ifadminStatus
ifoperstatus om: 1361212212
4
4 jpRouteTable L4 Syntax :
4 pRouteEntry
.ipRouteDest Access
.ipRoutelfindex
.ipRouteMetrict Description :
.ipRouteMetric2
.ipRouteMetric3
ipRouteMetricd
ipRouteNextHop i

Jis0.0rg.dod.internet. mgmt.mib-2.interfaces. ifTable. ifEntry. ifbescr

Informasi SNMP Router 3




> ospfareaTable
» oo sdoTable
> ospfibrTable

> rip2

ta

Address: 10.10.20.2 om: 13612142017
Advanced... Operations: Get - [ G0
SNMP MIBS . Result Table
4 ifTable Mame/OID Value Type
4 ifenty 1.3.6.1.2.1.4.21.1.7.10.10.10.0
findex (is0.0rg.dod. internet. mamt.mib-2.ip pRouteTable.pRout... 1010201 IpAddress
ifbeser 1.3.6.1.2.1.4.21.1.7.10.10.20.0
ifType (iis0.org. dod.internet.mgmt. mib-2.ip.pRouteTable.ipRout... 0000 IpAddress
Mt \1.3.6.1.2.1,4.21.1.7.192.168.1.0
.ifSpeed {is0.0rg. dod.intarmet. mgmt, mib-2.ip. pRouteTable. ipRout, .. 10-10-20-1 IpAddress
ifPhysAddress 136.12.1.4.2L17.192.168.20
JifAdminStatus {(is0.0rg. dod.intarmet. mgmt, mib-2.ip. pRouteTable. ipRout, .. 10-10-20-1 IpAddress
ifOperStatus M 11.36.1.2.1,4.21,1.7.192.163.3.0
4 ip (is0.0rg, dod.int=rmet. mgmt, mib-2.ip. pRouteTable. iprout,..  0-0-0-0 IpAddress
4 ipRouteTable
4 ipRouteEntry
ipRouteDest
ipRoutelfindex
ipRouteMetricl
iPRouteMetric2 Mame : .ipRouteNextHop
ipRouteMetric3 L
ipRouteMetricd 3 o : 13612142017
ipRouteNexttop
ipRouteAge Syntax :
ipRouteMask
ipRouteMetrics Access
4 ospf
> ospfGeneralGroup Description :

.is0.0rg.dod.internet. mgmt. mib-2.ip. pRoutsTable.ipRoutsEntry. pRouteNextriop

Informasi NextHop SNMP Route




