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IMPLEMENTASI SNMP MENGGUNAKAN SIMULASI

CISCO PACKET TRACER DENGAN ROUTING RIP

Managementkonzole SNMP adalah sebuah protokol yang

I dirancang untuk memberikan kemampuan

kepada pengguna untuk memantau dan

3

mengatur  jaringan komputernya secara

sistematis dari jarak jauh atau dalam satu
pusat kontrol saja. Pengolahan ini dijalankan
dengan menggumpulkan data dan melakukan

penetapan terhadap variabel-variabel dalam

elemen jaringan yang dikelola.
Drucker

Elemen-elemen SNMP

Manajer adalah pelaksana dan manajemen jaringan. Pada kenyataannya manager ini
merupakan komputer biasa yang ada pada jaringan yang mengoperaksikan perangkat
lunak untuk manajemen jaringan. Manajer ini terdiri atas satu proses atau lebih yang
berkomunikasi dengan agen-agennya dan dalam jaringan. Manajer akan
mengumpulkan informasi dari agen dari jaringan yang diminta oleh administrator saja
bukan semua informasi yang dimiliki agen.

MIB atau Manager Information Base, dapat dikatakan sebagai struktur basis data
variabel dari elemen jaringan yang dikelola. Struktrur ini bersifat hierarki dan
memiliki aturan sedemikian rupa sehingga informasi setiap variabel dapat dikelola
atau ditetapkan dengan mudah.

Pada kesempatan kali ini, penulis diberikan sebuah percobaan dimana diberikan 3 buah
Router, 30 buah Personal Computer, 3 buah Server, dan 3 buah Switch.

Berikut topologi yang telah dibuat :
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Berdasarkan topologi diatas, rincian IP address yang dialokasikan adalah sebagai berikut :

e 10 PC di SNMP Router 1 IP address = 192.168.1.0/24 ; Gateway = 192.168.1.1
e 10 PC di SNMP Router 2 IP address = 192.168.2.0/24 ; Gateway = 192.168.2.1
e 10 PC di SNMP Router 3 IP address = 192.168.3.0/24 ; Gateway = 192.168.3.1
e Server 0 IP address = 192.168.1.99 ; Gateway = 192.168.1.1
e Server 1 IP address = 192.168.2.99 ; Gateway = 192.168.2.1
e Server 2 IP address = 192.168.3.99 ; Gateway = 192.168.3.1
e Network antara SNMP Router 1 dan SNMP Router 2 IP address : 10.10.10.0/30
e Network antara SNMP Router 2 dan SNMP Router 3 IP address : 10.10.20.0/30

Setelah dilakukan konfigurasi IP address pada masing-masing perangkat, maka dilakukanlah
proses routing dimana disini penulis menggunakan routing RIP.

SNMP Router 1

SNMPROUTER1>enable

SNMPROUTER1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SNMPROUTERL (config) #router rip

SNMPROUTERI1 (config-router) #network 192.168.1.0

SNMPROUTERI (config-router) #network 10.10.10.0

SNMP Router 2

SNMPROUTER2>enable

SNMPROUTER2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SNMPROUTER?2 (config) #router rip

SNMPROUTERZ (config-router) #network 192.168.2.0

SNMPROUTERZ (config-router) #network 10.10.10.0
(

SNMPROUTERZ2 (config-router) #network 10.10.20.0



SNMP Router 3

SNMPROUTER3>enable

SNMPROUTER3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SNMPROUTER3 (config) #router rip

SNMPROUTER3 (config-router) #network 192.168.3.0

SNMPROUTER3 (config-router) #network 10.10.20.0

Setelah konfigurasi routing RIP telah dilakukan, selanjutnya adalah melakukan proses PING
dengan IP yang berbeda subnet untuk mengetahui apakah routing RIP yang dilakukan
berhasil.

¥ pco =] | == &'

Physical Config Desktop Programming Attributes

Command Prompt

wFping 1820

Binging with 32 bytes of data:

Minimm ms, Maximuam

N

Top

Ping dari IP 192.168.1.2 ke IP 192.168.2.2



¥ pco =] =B 2

Physical Config Desktop Programming Attributes

Command Prompt

Czh\rping 152
Pinging 132.
m 15

m 1

om 1

rom 1

= 4, Lost = 0 (0% loss),

Ping dari IP 192.168.1.2 ke 1P 192.168.3.2

Dari gambar tersebut diatas, dapat dipastikan bahwa routing yang dilakukan yaitu routing
RIP telah berhasil dilakukan dan selanjutnya adalah mengkonfigurasi SNMP pada tiap-tiap
Router. Berikut konfigurasi nya :

SNMPROUTER1>enable

SNMPROUTER1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SNMPROUTERL (config) #snmp-server community public ro
SNMPROUTERL (config) #snmp-server community private rw

SNMPROUTER2>enable

SNMPROUTER2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SNMPROUTER?2 (config) #snmp-server community public ro
SNMPROUTER?2 (config) #snmp-server community private rw



SNMP Router 3

SNMPROUTER3>enable

SNMPROUTER3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SNMPROUTER3 (config) #snmp-server community public ro
SNMPROUTER3 (config) #snmp-server community private rw

Pada perangkat Cisco, untuk mengaktifkan snmp menggunakan perintah snmp-server
community <community string> ro/rw

RO : Read Only , menggunakan community string public (atau string apa saja)

RW : Read Write , menggunakan community string private (atau string apa saja)

Langkah terakhir adalah melakukan pengujian, disini penulis hanya memberikan contoh pada
satu buah PC yaitu yang berada dijaringan IP 192.168.1.0/24 dan dengan satu buah PC
tersebut akan melakukan SNMP Router 1, 2 serta 3 karena ketiga router tersebut telah
diaktifkan fitur SNMPnya.

? Advanced E §

Address 10,10,10.1

Port 161
Read Community eessss

Write Community sssssss

SNMP Version  |v3 - |

oK ] [ Cancel ]

Konfigurasi MIB pada PC 192.168.1.0/24



Address = Diisi dengan IP Address SNMP Router 1 (10.10.10.1) ; SNMP Router 2
(10.10.10.2) ; SNMP Router 3 (10.10.20.1)

Port = Yaitu port khusus untuk protol TCP/UDP dan service SNMP (161)
Read Community = public
Write Community = private

SNMP Version = v3

SNMP Router 1

Address: 10.10.10.1 o: 136121150
Advanced... Operations: Get [ 0 ]
[e— Result Table
4 |MIB Tree Name/OID value Type
 router_std MIBs 136121150
P v o st mamt mib-2.vstem sysName.0) SNMPROUTER 1 OctetString
4 org
4 .dod
4 internet
4 mgmt
4 mib-2
4 system
sysDescr
sysObjectiD
sysUpTime
sysContact
.syshame
sysLocation
> interfaces
> Name : syshame
> ospf
» 2 oI : 136121150
 private
> router_advip MIBs Syntax :
> switch 12 MIBs
> switch_multiLayer MIBs Access ;
Description :
i50.0rg.dod.internet.mgmt.mb-2.system.syshame.0

SysName SNMP Router 1

Address: 10.10.10.1 om: 1361212212
Advanced... Operations: Get B =) ]
SMP MBS a Result Table
4 MBTree Name/CID Value Type
4 router_std MIBs 13612122121
“ o (is0.org.dod.internet. mmt.mib-2.interfaces fTable fEntry.i.. 2" Octetsiring
4 org 13612122122
4 dod {is0.0rg.dod. intrmet, mgmt. mib-2.interfaces. ifTable.fEntry.i... "o hemetojo OctetString
4 intemet 13612122123
4 .mgmt {is0.0rg.dod. intermet,mmt. mib-2.interfaces. ifTable.ifEntry.i... "o hemetd/1 OctetString
4 mib-2 13612122124
4 system {is0.0rg.dod.internet.mgmt. mib-2.interfaces.ifTable ifntry.i.. S<@0/0/0 OctetString
-sysDescr 13612122125 )
sysObjectlD {is0.0rg.dod.internet mgmt. mib-2.interfaces.ifTable ifntry.i.. S<a0/0/1 OctetString
.sysUpTime L
.sysContact W
_sysName
_sysLocation
4 interfaces
fmber Name : ifDescr
4 ifTable
4 ifEniry om: 136.1.2.1.2.2.1.2
ifindex
AfDescr Syntax
ifType
it Access :
ifspeed
ifPhysaddress Description :
.ifAdminStatus
.ifOperStatus
>
> ospf
o -
iso.0rg.dod internet.mgmt.mib-2.interfaces.ifTable iEntry.ifescr

Informasi SNMP Router 1




Address: 10.10.10.1 omD: .L3.6.12.14.21.17
Advanced... Operations: Get [ 0
SNMP MIBs a Result Table
syshlame Name/OID Value Type
sysLocation 136121421 1.7.10.10.10.0 0.0.0.0 ondd
4 interfaces {.is0.org.dod internet. mgmt.mib-2.ip.ipRouteTable.ipRou. -H-H pAddress
ifbumber 1.3.6.1.2.14.21.1.7.10.10.20.0
4 ifTable (.is0.0rg.dod.internet momt.mib-2.ip.ipRouteTable jpRou...  10-10:10:2 IpAddress
4 .ifEntry 1.3.6.1.2.1.4.21.1.7.192.168. 1.0
ifindex (.50.0rg.dod.internet mamt.mib-2.ip.pRouteTable.iRou... %00 IpAddress
ifDeser — 1.3.6.1.2.1.4.21.1.7.192.168.2.0
ifType (.is0.0rg.dod.intemet mamt.mb-2.ip iPRouteTable ipRou,,, 10-10-10-2 IpAddress
it 13.6.1.2.1.4.21.1.7.182. 168.3.0
ifspeed (.is0.0rg.dod.intemet mamt.mb-2.ip iPRouteTable ipRou,,, 10-10-10-2 IpAddress
ifPhysAddress
ifadminStatus
ifoperStatus
i
4 ipRouteTable
4 ipRouteEntry Name : JPRauteNExtHop
ipRouteDest
ipRoutelfIndex om: .136.12.1.4.2L.17
ipRouteMetricl
ipRouteMetric2 Syntax :
ipRouteMetric3
ipRouteMetric4 Access :
ipRouteNextHop
ipRouteAge Descripton :
ipRouteMask 4
ipRouteMetrics
» .ospf
> rip2
. o
.is0.org.dod.internet.mgmt.mib-2.ip.ipRouteTablk y.i

Informasi NextHop SNMP Router 1

SNMP Router 2

Address: 10.10.10.2 om: 136121150
Advance ) Cperations: Get v] [ Go
P—— Result Table
4 MBTree Name/OID Value Type
4 router_std MBs 6121150
4 so {.is0.0rg.dod.internet, mgmt. mib-2.system.sysMame.0) SHMPROUTERZ OctetString
4 g
4 .dod
4 intemet
4 mgmt
4 mb-2
4 cystem
sysDeser
sys0bj.
sysUp.
sysCo
syshlame
ssysLoc
© .interfaces
> b Name : syshame
> ospf
- rip2 o : 136121150
> private
> router_advip MIBs Syntax :
> switch L2 MIBs
> switch_multiLayer MIBs Access
Description :

.is0.0rg.dod.intermet. mgmt. mib-2.system. sysName. 0

SysName SNMP Router 2




Address: 10.10.10.2 oID: 1.36.1.21.2.2.1.2
Advanced. | Operations: Get v] [ co
Pep— B Result Table
4 MIB Tree Name/OID Value Type
4 router_std MIBs
= .136.1.2.1.2.2.1.2.1
4 iso {is0.0rg.dod. nternet.mgmt.mb-Zinterfaces.ifTable.ifEntry. .. V171 OctetString
4 .org \13.6.1.2.1.22.1.2.2
4 dod {is0.0rg.dod. nternet.mgmt.mb-Zinterfaces.ifTable.ifEntry. .. TASEemato/d OctetString
4 internet
.136.1.2.1.2.2.1.2.3
4 mgmt {is0.0rg.dod. nternet.mgmt.mb-Zinterfaces.ifTable.fEntry. .. TASEemato/L OctetString
4 mb2
13.6.1.2.1.2.2.1.2.4
4 system (:50.0rg.dod. nternet.mamt.mib-2interfaces.ifTable. fEntry. .. S=&0/0/0 Octetstring
sysDescr \13.6.1.2.1.2.2.1.2.5
sysObjectID (:i50.0rg.dod. nternet.mamt.mib-2Zinterfaces.ifTable. fEntry, .. Sea0/0/1 Octetstring
sysUpTime L
sysContact 1
sysName
sysLocation
4 interfaces
lumber Name : fDeser
4 ifTabie
4 ifEntry oD 1361212212
ifindex
(ifDescr Syntax :
(ifType
LifMtu Access @
(ifspeed L 3
ifPhysAddress Description :
ifAdminstatus
ifoperstatus
Foip
» .ospf
el -

s0.0rg.dod. nternet. mamt. mib-2.nterfaces.if able. fEntry ifDesc

Informasi SNMP Router 2

Address: 10.10.10.2 om: 13612142117
Advanced... ) Operations: Get v] [ co
[Ev— a Result Table
sysDescr Name /OID Value Type
sysObjectiD 1.36.12.1,4.21,1.7.10.10,10.0 0.0.0.0 IoAdd
.sysUpTime (.is0.0rg.dod.internet, mgmt, mib-2.ip.ipRouteTable.ipRout. 0.0 PAddress
sysContact 136.12.1,4.21,1.7.10.10,20.0
.syshame 2 {iso.0rg.dod.internet. mgmt.mib-2.ip.ipRouteTable.iprout... | 0:00:0 IpAddress
sysLocation \1.36.1.2.1,4.21,1.7.192.168. 1.0
4 interfaces {iso.0rg.dod.internet. mgmt.mib-2.ip.ipRouteTable.iprout... | 10+10-10-1 IpAddress
iftumber
\136.1.2.1,4.21,1.7.192.168.2.0
4 ifTable {iso.0rg.dod.internet. mgmt.mib-2.ip.ipRouteTable.iprout... | 0:00:0 IpAddress
4 ifEntry \136.1.2.1,4.21,1.7.192.168.3.0
ifindex {iso.0rg.dod.internet. mgmt.mib-2.ip.ipRouteTable.jprout. . | 10+10-20-2 IpAddress
ifDescr
ifType L
ifMty £
ifSpeed
ifPhysAddress
ifadminstatus Name : .pRouteNextHop
ifoperstatus
P oD : 13612142117
4 ipRouteTable
4 ipRouteEntry Syntax :
ipRouteDest ~
ipRoutelflndex Access :
ipRouteMetric1
ipRouteMetric2 Description :
JipRouteMetric3
JipRouteMetric4
ipRouteNextHop
lipRouteAge

Jis0.0rg.dod.internet mgmt.mib-2.ip.ipRouteTable ipRouteEntry.ipRouteNextHop

Informasi NextHop SNMP Router 2




SNMP Router 3

Address: 10.10.20.2

om:

Advanced,

COperations:

SNMP MIBs

.sysDesar
_sysObjectiD
sysUpTime
_sysContact
.sysName
.sysLocation

4 interfaces
ifiiumber

4 fTable
4 fEntry

ifindex
ifDescr
ifType

Mt
ifSpeed
ifPhysAddress
ifAdminStatus
ifOperStatus

4 p

4 pRouteTable
4 pRouteEntry
JpRouteDest
JpRoutelfindex
B

I

Result Table

136121150

Get

o

GO

Name/OID

.13.6.1.2.1,150
{.isa.org.dod.Intemet. mgmt. mib-2.system syshame. 0)

Value

SNMPROUTER 3

OctetString

Type

MName :
om:
Syntax :
Access :

Desaription :

sysame

136121150

.is0.0rg.dod.intemet. mgmt. mib-2.system. syshiame. 0

SysName SNMP Router 3

Address: 10.10.20.2 om: 1361212212
Advanced... ] Operations: Get v] [ GO
SNMP MIBs ~ Result Table
4 system Name/OID Value Type
-sysDesar 13612122121
-sysObjectlD {i50.0rg. ded intermet, mamt, mib-2.interfaces.fTable fEntr. . 1511 OctetString
~EysUpTIme .1.3.6.1.21.2.2.12.2
-sysCantact M (is0.0rg.dod. intermet,mgmt.mib-2.interfaces.ifTable fEntr,.. FastEthermnet0fd Octetstring
-syshiame .13.6.1.2.1.221.2.3
.sysLocation {is0.0rg.dod. intrmet,mgmt. mib-2.interfaces.ifTable. fentr... oStEhemeto/l OctetString
4 .interfaces 13612122124
ifumber {s0.0rg.dod.internet.mgmt. mib-2.interfaces.ifTable.ifeny_ . =0/0/0 OctetString
4 ifTable
.13.6.1.2.1.2.2.1.2.5 .
4 ifEntry {/is0.0rg.dod.internet mgmt. mib-2.interfaces.ifTable.ifentr. . 3Ta0/0/1 OctetSiring
ifindex
ifDescr =
ifType
M
JifSpeed )
ifPhysAddress Name : ifDescr
ifAdminStatus
fOperstatue on: 1361212212
ap
4 jpRouteTable L Syntax :
4 pRouteEntry
.ipRouteDest Access :
.ipRouteIfindex
.ipRouteMetric1 Description
.ipRouteMetric2
.ipRouteMetric3
ipRouteMetric4
ipRouteNextHop il

.is0.org.dod.internet. mgmt.mib-2.interfaces. ifTable. ifEntry. ifbescr

Informasi SNMP Router 3




Address: 10.10.20.2 om: 13612142017
Advanced... Operations: Get - [ G0
SNMP MIBS . Result Table
4 ifTable Mame/OID Value Type
4 ifenty 1.3.6.1.2.1.4.21.1.7.10.10.10.0
ifindex (is0.0rg.dod. internet. mamt.mib-2.ip pRouteTable.pRout... 1010201 IpAddress
ifbeser 1.3.6.1.2.1.4.21.1.7.10.10.20.0
ifType (iis0.org. dod.internet.mgmt. mib-2.ip.pRouteTable.ipRout... 0000 IpAddress
Mt \1.3.6.1.2.1,4.21.1.7.192.168.1.0
.ifSpeed {is0.0rg. dod.intarmet. mgmt, mib-2.ip. pRouteTable. ipRout, .. 10-10-20-1 IpAddress
ifPhysAddress 136.12.1.4.2L17.192.168.20
JifAdminStatus {(is0.0rg. dod.intarmet. mgmt, mib-2.ip. pRouteTable. ipRout, .. 10-10-20-1 IpAddress
ifOperStatus M 11.36.1.2.1,4.21,1.7.192.163.3.0
4 ip (is0.0rg, dod.int=rmet. mgmt, mib-2.ip. pRouteTable. iprout,..  0-0-0-0 IpAddress
4 ipRouteTable
4 ipRouteEntry
ipRouteDest
ipRoutelfindex
ipRouteMetricl
iPRouteMetric2 Mame : .ipRouteNextHop
ipRouteMetric3 L
ipRouteMetricd 3 o : 13612142017
ipRouteNexttop
ipRouteAge Syntax :
ipRouteMask
ipRouteMetrics Access
4 ospf
> ospfGeneralGroup Description :

> ospfareaTable
» oo sdoTable
> ospfibrTable

> rip2

ta

.is0.0rg.dod.internet. mgmt. mib-2.ip. pRoutsTable.ipRoutsEntry. pRouteNextriop

Informasi NextHop SNMP Router 3




