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FIND THE PCAP VISUALIZATION & ANALYZE

Hasil capture pada Wireshark (KapanLagi.com) yang menampilkan bentuk traffic yang warna-
warni di mana terdapat keterangan seperti :

Time (menampilkan waktu paket tersebut tertangkap);

Source (menampilkan IP Source dari paket tersebut);

Destination (menampilkan IP Destination dari paket tersebut);

. Protocol (menampilkan protokol yang difungsikan paket data tersebut);
Info (menampilkan info detail paket tersebut).
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M 09011281520103_Qonita Al'afwa.pcap - X
File Edit View Go Capture Analyze Statistics Telephony Wircless Tools  Help
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2.. 85.399289 283.12.21.18 192.168.43.134  TCP 441 443 > 59279 [ACK] Seq=213956 Ack=3265 Win=263168 Len=387 [TCP segment of a reassembled PDU]

No. Time: Source Destination Protocol  Length Info -
| . 85.439186 192.168.43.134 283.12.21.18 54 59279 > 443

6.2753 g £ q ! en=6
.275438 .12.21. .43. TCP segment of a reassembled PDU]
2 43 gment of a reassembled PDU
B C o
.275734 172.217 168.43 66 443 > 59371 [ACK]

2. 86

2. B6.275819 172.217.17.46 192.168.43.134 TLSv1.2 326 Application Data

2. B6.275895 172.217.17.46 192.168.43.134  TLSv1.2 87@ Application Data, Application Data

2.. 86.275958 172.217.17.46 192.168.43.134  TLSv1.2 160 Application Data

2. 86.276864 192.168.43.134 283.12.21.18 TcP 54 59279 > 443 [ACK] Seq=3265 Ack=215886 Win=66568 Len=B =
2.. B6.276324 192.168.43.134 172.217.17.46 TCP 54 59371 » 443 [ACK] 5eq=2007 Ack=5912 Win=66048 Len=0

2.. B6.278349 192.168.43.134 8.41.222.241 TCR 54 59349 » 443 [FIN, ACK] Seq=554 Ack=2468 Win=64061 Len=0

2.. 86.278637 192.168.43.134 52.228.86.28 TP 54 59369 > 443 [FIN, ACK] Seq=1 Ack=1 Win=65792 Len=8

2.. B6.278762 192.163.43.134 52.74.1089.48 TCP 54 59368 » 443 [FIN, ACK] Seq=1 Ack=1 Win=65792 Len=0

2.. B6.278914 192.168.43.134 38.72.130.155 TP 66 59373 = 443 [SYN] Seq=@ Win=6552@ Len=0 M55-146@ WS=256 SACK PERM=1

2.. 86.281134 192.168.43.134 172.217.17.46 TLSv1.2 100 Application Data

2.. 86.31127@8 192.168.43.134 283.12.21.18 TLSv1.2 183 Application Data

2. 86.312173 192.168.43.134 192.168.43.1 DNS 71 Standard query @x8579 A s.ytimg.com

2.. B6.5308475 192.168.43.134 38.72.138.155 TP 66 59374 = 443 [SYN] Seq=@ Win=65520 Len=0 M55-146@ WS=256 SACK PERM=1

Frame 1: 55 bytes on wire (44@ bits), 55 bytes captured (44@ bits) on interface @ ~

Ethernet II, Src: LiteonTe Sa:16:f3 (b8:86:87:5a:16:¥3), Dst: Guangdon aa:5d:c3 (bc:3a:ea:aa:Sdic3)
Internet Protocol Version 4, Src: 192.168.43.134, Dst: 64.233.186.188
Transmission Control Protocol, Src Port: 58972, Dst Port: 5228, Seq: 1, Ack: 1, Len: 1 v

bc 3a ea aa 5d ¢3 b3 86 87 5a 16 f3 @8 0@ 45 @@
8@ 29 17 41 40 6B 8@ B6 fb b3 c@ a8 2b 86 48 €9
ba bc e6 5c 14 6c @c aa 91 15 51 al fd b6 50 1@
ee ff df 1f oo ee oo

@ 7 09011281520103 Qonita Alafwa Packets: 4400 - Displayed: 4400 (100.0%) Profile: Default

Hasil capture pada rumint 2.14

B rumint =

File Tooclbars View Help

I — e

Pada saat klik file > load pcap dataset

Maka muncul angka/nilai pada rumint



Rumint adalah

Tahap selanjutnya ialah

e Kilik play pada rumint
o KiIik view

Hasil capture pada rumint : Text Rainfall

B rumint: Text Rainfall O >




Hasil capture pada rumint : Byte Frequency

B rumint: Byte Frequency >

byte presence i

Byte Frequency maka akan muncul yaitu frekuensi byte pada suatu paket.



Hasil capture pada rumint : Parallel Coordinate Plot

B rumint: Parallel Coordinate Plot O X

Ethertype




Hasil capture pada rumint : Binary Rainfall

B rumint: Binary Rainfall O =

, o
packet length multicolumn -~ | e

FOF 030 Printahle 45l




Hasil capture pada rumint : Scatter Plot




Hasil capture pada rumint : Combined Visualization

Combined Visualization maka akan terlihat masing-masing IP Source.



Hasil capture pada rumint : Detail View

B detail view O >

Detail view maka keluar angka/huruf pada hexadecimal.



Hasil capture pada Wireshark (Vidio.com)

M 22.pcapng - X

File Edit View Go Capture Anslyze Statistics Telephony Wireless Tools Help
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Mo.  Time Source Destination Protocel  Length Info B
. .66.237. .168.43. . ot Modifie —

[ 10.000000 23.66.237.138  192.168.43.133 HTTP 469 HTTP/1.1 304 Not Modified

| 20.e80192 172.217.19.206 192.168.43.133 TCP 66 443 > 49832 [ACK] Seq=1 Ack=1 Win=205 Len=@ SLE=176 SRE=1436 1

i 3 9.0806086 192.168.43. 172.217.19.206 TLSW1.2 1314 Ignored Unknown Record

| 4 23 .237.138 9 [RST) A(K,] Sel

L5 .168. 23.212.120.152 [RST, ACK]

L 0 .168. 33 23.66.237.138

1.221348 192.8.77.2 192.168.43.133 TLSv1.2 pplicatlon Data
1.221482 192.8.77.2 192.168.43.133  TLSv1.2 Encrypted Alert
1.221439  192.8.77.2 192.168.43.133

1 ]
1.22185@ 192.168.43. 172.217.19.286 > [ ] Seq=1436 Ac —

28 1.221917 192.168.43.133 172.217.19.206 TCP 54 49832 » 443 [ACK] Seq=1436 Ack=1241 Win=258 Len=@

21 1.221984 192.168.43.133 192.0.77.2 TCP 54 49796 = 443 [ACK] Seq=1 Ack=78 Win=256 Len=@

22 1.222042 192.168.43.133 192.8.77.2 TCP 54 49796 = 443 [A(K] Seq=1 Ack=79 Win=256 Len=8

Frame 1: 469 bytes on wire (3752 bits), 469 bytes captured (3752 bits) on interface @ "~

Ethernet II, Src: Guangdon aa:5d:c3 (bc:3a:ea:aa:Sdic3), Dst: LiteonTe Sa:16:f3 (b8:86:87:5a:16:3)
Internet Protocol Version 4, Src: 23.66.237.138, Dst: 192.168.43.133

Transmission Control Protocol, Src Port: 88, Dst Port: 49954, Seq: 1, Ack: 1, Len: 415 v
86 87 5a 16 3 bc 3a ea aa 5d c3 @8 20 45 00 4 1 ~
C7 68 76 48 BB 36 B6 9 c@ 17 42 ed 8a c@ a8 ..hv@ .

85 00 50 ¢3 22 c3 1f 74 ac de a8 Bb cb 58 18 +..P t.. .

b2z f2 41 @@ 88 48 54 54 5@ 2f 31 2e 31 28 33 .. ALHT TR/1.1 3

34 20 4e 6 74 20 4d 67 64 69 66 69 65 64 @d 84 Not M odified.

43 61 63 68 65 2d 43 6f 68 74 72 6f 6c 3a 20 .Cache-C ontrol:

72 69 76 61 74 65 Bd Ba 43 6f Be 74 65 6e 74 private. .Content

54 79 70 65 33 20 74 65 78 74 2f 68 74 6d 6c  -Type: t ext/html

28 63 68 61 72 73 65 74 3d 75 74 66 2d 38 @d ; charse t=utf-38. v
az Packets: 3238 - Displayed: 3238 (100.0%) * Load time: 0:1.259 Profile: Default

Hasil capture pada rumint 2.14

B rumint »

File Toolbars

Yiew Help

—

Pada saat klik file > load pcap dataset

soreenshiots

clear zcreen

Maka muncul angka/nilai pada rumint



Hasil capture pada rumint : Text Rainfall




Hasil capture pada rumint : Byte Frequency

B rumint: Byte Frequency X

yte presence &

Byte Frequency maka akan muncul yaitu frekuensi byte pada suatu paket.




Hasil capture pada rumint : Parallel Coordinate Plot

B rumint: Parallel Coordinate Plot O X

packet lengl - Ethertype




Hasil capture pada rumint : Binary Rainfall

B rumint: Binary Rainfall O x

pETRp—T—— O
acket length muliicolurnn | R
P 2 L J -!IM..- Printahle A5C




Hasil capture pada rumint : Scatter Plot

B rumint: Scatter Plot O X

1B s -




Hasil capture pada rumint : Combined Visualization

B rumint: Combined Visualization O >

Source IP « W TCF Dest Por -
packetz per quantum

Combined Visualization maka akan terlihat masing-masing IP Source.




Hasil capture pada rumint : Detail View

B detail view O >

Detail view maka keluar angka/huruf pada hexadecimal.
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