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Capture data dari www.kompas.com Hasil

capture data menggunakan Wireshark

M ws1.pcapng - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
aAm e RE Re2=F 8= QRAQE
M [Apply  display fiter ... <Ctrl-/> 3 -] Expression... | +
No. Time Source Destination Protocol  Length Info A
1 0.000000 192.168.43.229 192.168.43.1 DNS 86 Standard query 8x5736 PTR 100.4.146.202.in-addr.arpa —
]: 2 0.084501 192.168.43.229 192.168.43.1 NS 86 Standard query 8x5736 PTR 100.4.146.202.in-addr.arpa
3 8.158001 192.168.43.1 192.168.43.229 DNS 146 Standard query response @x5736 No such name PTR 10@.4.146.202.in-addr.arpa SOA nsl.kgcil.com
4 9.158903 192.168.43.229 202.146.4.100 NBNS 92 Name query NBSTAT *
5 0.240718 192.168.43.229 202.61.113.71 TCP 55 52873 » 80 [ACK] Seq=1 Ack=1 Win=65189 Len=1
6 0.583986 144.76.152.132 192.168.43.229 TLSvi.2 85 Encrypted Alert
8 ©.584328 192.168.43.229 144.76.152.132 TCP: 54 52895 » 443 [ACK] Seq=1 Ack=33 Win=64026 Len=0 —_—
10 0.646998 192.168.43.229 172.217.17.66 TCP 55 52829 » 80 [ACK] Seq=1 Ack=1 Win=258 Len=1
11 0.940861 144.76.152.132 192.168.43.229 TP 54 443 > 52895 [ACK] Seq=33 Ack=2 Win=27872 Len=0
12 1.053983 172.217.17.66 192.168.43.229 TCP 66 80 » 52829 [ACK] Seq=1 Ack=2 Win=184 Len=@ SLE=1 SRE=2
14 1.647038 192.168.43.229 202.146.4.100 NBNS 92 Name query NBSTAT *
15 1.756435 192.168.43.229 172.217.17.66 TCP 55 52827 » 80 [ACK] Seq=1 Ack=1 Win=258 Len=1 |—
16 1.772019 192.168.43.229 172.217.17.66 TP 55 52828 > 80 [ACK] Seq= Win=258 Len=1
17 1.828002 202.61.113.71 192.168.43.229 TCP 54 80 » 52873 [ACK] Se Win=6643 Len=0
18 2.140635 172.217.17.66 192.168.43.229 TCP 66 80 » 52827 [ACK] Se Win=184 Len=@ SLE=1 SR
19 2.140636 172.217.17.66 192.168.43.229 TCP 66 80 » 52828 [ACK] Se Win=184 Len=0 SLE=1 SRI v

Ethernet II, Src: Azurewav_da:b@:b2 (6c:7
Internet Protocol Version 4, Src: 192.168.43.229, Dst: 192.168.43.1
User Datagram Protocol, Src Port: 62724, Dst Port: 53

Domain Name System (query)

Frame 1: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface @
:da:b@:b2), Dst: ae:cl:ee:89:2d:d9 (ae:cl:ee:89:2d:d9)
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http://www.kompas.com/

Hasil capture menggunakan CMD (Command Prompt)

Command Prompt
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Source :
IP Info
192.168.43.229 | Standard query 0x5736 PTR 100.4.146.202.in-addr.arpa
192.168.43.1 | Standard query response 0x5736 No such name PTR

100.4.146.202.in-addr.arpa SOA nsl.kgcil.com

144.76.152.132

Encrypted Alert

172.217.17.66

80 — 52829 [ACK] Seq=1 Ack=2 Win=184 Len=0 SLE=1
SRE=2

202.61.113.71

80 — 52873 [ACK] Seq=1 Ack=2 Win—=6643 Len=0

Destination :

IP

Info

192.168.43.1

Standard query 0x5736 PTR 100.4.146.202.in-addr.arpa

192.168.43.229

Standard query response 0x5736 No such name PTR
100.4.146.202.in-addr.arpa SOA nsl.kgcil.com

202.61.113.71

52873 — 80 [ACK] Seq=1 Ack=1 Win=65189 Len=1

144.76.152.132

52895 — 443 [ACK] Seq=1 Ack=33 Win=64026 Len=0

172.217.17.66

52829 — 80 [ACK] Seq=1 Ack=1 Win=258 Len=1




Capture data dari www.vidio.com

Hasil capture dengan Wireshark

M ws2pcapng - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4Am:@ BRes 3= QRAQQE
Apply a display fiter >
No. Time Source Destination Protocol  Length Info
r 1 0.000000 103.243.221.75 192.168.43.229 TcP 54 443 » 53556 [ACK] Seq=1 Ack=1 Win=32200 Len=0
L 2 0.000002 103.243.221.75 192.168.43.229 Tcp 54 443 > 53556 [ACK] Seq=1 Ack=0 Win=32200 Len=0
3 0.751741 192.168.43.229 104.16.94.65 SSL 55 Continuation Data
4 1.043363 104.16.94.65 192.168.43.229 TCP 66 443 » 53571 [ACK] Seq=1 Ack=2 Win=31 Len=@ SLE=1 SRE=2
5 4.173825 192.168.43.229 23.66.246.24 SSL 55 Continuation Data
6 4.907431 23.66.246.24 192.168.43.229 Tcp 66 443 > 53519 [ACK] Seq=1 Ack=2 Win=980 Len=0 SLE=1 SRE=2
7 5.895772 192.168.43.229 52.84.225.72 SSL 55 Continuation Data
8 5.126964 192.168.43.229 52.84.225.248 SsSL 55 Continuation Data
9 5.151591 52.84.225.72 192.168.43.229 TCP 66 443 > 53526 [ACK] Seq=1 Ack=2 Win=123 Len=@ SLE=1 SRE=2
10 5.197103 52.84.225.248 192.168.43.229 TP 66 443 > 53537 [ACK] Seq=1 Ack=2 Win=123 Len=0 SLE=1 SRE=2
11 5.720746 192.168.43.229 13.228.194.45 ssL 55 Continuation Data
12 5.720746 192.168.43.229 13.228.194.45 SSL 55 Continuation Data
13 5.720782 192.168.43.229 13.228.194.45 SSL 55 Continuation Data
14 5.812040 13.228.194.45 192.168.43.229 Tce 66 443 » 53539 [ACK] Seq=1 Ack=2 Win=123 Len=0
15 5.812041 13.228.194.45 192.168.43.229 Tcp 66 443 > 53540 [ACK] Seq=1 Ack=2 Win=120 Len=0 SLE=1 SRE=:
16 5.812042 13.228.194.45 192.168.43.229 TCP 66 443 » 53521 [ACK] Seq=1 Ack=2 Win=156 Len=0 SLE=1 SRE=2
17 6.095804 192.168.43.229 52.84.225.171 SsL 55 Continuation Data
18 6.165965 52.84.225.171 192.168.43.229 TCP 66 443 > 53549 [ACK] Seq=1 Ack=2 Win=125 Len=@ SLE=1 SRE=2 f v
< >

Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Ethernet II, Src: ae:cl:ee:89:2d:d9 (ae:cl:ee:89:2d:d9), Dst: Azurewav_da:b@:b2 (6c:
Internet Protocol Version 4, Src: 103.243.221.75, Dst: 192.168.43.229

Transmission Control Protocol, Src Port: 443, Dst Port: 53556, Seq: 1, Ack: 1, Len: @

9:da:b:b2)
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http://www.vidio.com/

Hasil capture menggunakan CMD (Commad Prompt)

E¥ Command Prompt
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Source :

IP Info

103.243.221.75 |443 — 53556 [ACK] Seq=1 Ack=1 Win=32200 Len=0

192.168.43.229 [[TCP segment of a reassembled PDU]

104.16.94.65 |443 — 53571 [ACK] Seg=1 Ack=2 Win=31 Len=0 SLE=1
SRE=2

23.66.246.24  |443 — 53519 [ACK] Seq=1 Ack=2 Win=980 Len=0 SLE=1
SRE=2

52.84.225.72  |443 — 53526 [ACK] Seq=1 Ack=2 Win=123 Len=0 SLE=1
SRE=2

52.84.225.248 |443 — 53537 [ACK] Seq=1 Ack=2 Win=123 Len=0 SLE=1
SRE=2

13.228.194.45 |443 — 53539 [ACK] Seq=1 Ack=2 Win=123 Len=0 SLE=1

SRE=2

52.84.225.171

443 — 53549 [ACK] Seq=1 Ack=2 Win=125 Len=0 SLE=1
SRE=2

38.72.130.155

443 — 53560 [RST, ACK] Seq=1 Ack=1 Win=25617 Len=0




Destination :

IP Info

192.168.43.229 | 443 — 53556 [ACK] Seq=1 Ack=1 Win=32200 Len=0
104.16.94.65 [TCP segment of a reassembled PDU]

23.66.246.24 [TCP segment of a reassembled PDU]

52.84.225.72 [TCP segment of a reassembled PDU]

52.84.225.248 | Continuation Data

13.228.194.45 [ [TCP segment of a reassembled PDU]

52.84.225.171 | [TCP segment of a reassembled PDU]

23.41.75.27 53562 — 80 [ACK] Seq=1 Ack=1 Win=257 Len=1

» Perbedaan Capture Data menggunakan Wireshark dan Cmd,

Analisis paket data dengan menggunakan Wireshark lebih lengkap dan terinci
dibandingkan dengan menggunakan Cmd, selain itu juga Cmd hanya dapat membaca
protocol TCP sedangkan pada Wireshark dapat membaca berbagai jenis protocol
sehingga banyak data yang muncul, termasuk berbagai jenis data error yang terjadi

saat pembacaan data.
» Capture Filters

M Wireshark . Capture Filters

Name Filter

Ethernet address 00:00:5e:00:53:00 ether host 00:00:5e:00:53:00
Ethernet type 0x0806 (ARP) ether proto 0x0806

No Broadcast and no Multicast not broadcast and not multicast
No ARP not arp

IPv4 only ip

IPv4 address 192.0.2.1 host 192.0.2.1

IPv6 only ipb

IPv6 address 2001:db8:1 host 2001:db8::1

IPX only ipx

TCP only tcp

UDP only udp

TCP or UDP port 80 (HTTP) port 80

HTTP TCP port (80) tcp port http

No ARP and no DNS not arp and port not 53
Non-HTTP and non-SMTP to/from www.wireshark.org not port 80 and not port 25 and host www.wireshark.org




