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ANALISA LALU-LINTAS JARINGAN KOMPUTER

A. Capture menggunakan Wireshark

1. www.beritateknologi.com

waktu : 3 menit

- oE.
Fle St View Go Copture Anslyze Statstics Telephony Wireess Tools Hep
Adn 0 uDRBResETLZ[EFaaan
(N TAcpty o dnctay fter <ty (= R
T sowce Oestrston ProtocolLerg Info A
0.000000  173.241.348.140 10.178.18.171

40.125%65 207.46.140.205 e 54 62001 + 443 [ACK] Seqsl Ackel Wine66M48 Lend

5 0.160356 71 207.46.140.205 T2 254 Client Hells

6 0.264017 1o 1514 443 + 62001 [ACK) Seqel Ackv28] Wine131320 Leneldsd (1CP segrent of o re

7 0.26402) 1c0 1514 443 + 62001 [ACK] Seqeid6l Acks201 Minw131328 Lene1d60 [TCP segment of o reassenbled P0U]

8 0.204027 Tcr 1514 443 + 62001 [ACK] Seqe202] Acks201 Min«131328 Len=1460 [TCP segment of a reassenbled POU]

204050 Tcr 1514 443 + 62001 [ACK] Seqedds) Acke201 Mine131320 Lens146d [TCP segment of o reassembled POU]

10 0.275204 Tcr 54 6001 + 443 [ACK] Seqed0l Acks5B41 Kined6odn Lensd

i 7 o 557395 + 00 (ACK] Seqel Ackel Wine2s6 Lene

12 0.535752 TiSi.2 487 server Nello, Certificate, Certificate Status, Server Key Exchangs, Server Mello Done

19 0506466 74.128.24. Tcr 66 00 + 7335 [ACK] Seqed Acke2 Wine171 Len=0 SLEel SRE-2

14 0538430 anp 42 Who has 10.178.18.17 Tell 10.178.38.17

15 0.566571 Tor 54 62001 + 443 [ACK] Seqe201 Ack=6274 Win=g5792 Lan=0

16 0.803277 TUSVI.2 268 CLient Key Exchange, Change Clpher Spec, Encrypted Handshake Message =

17 0.863120 TUSV.2 164 Change Clgher Spec, Encrypted Mandshake Message

18 0.567255 e 1494 62001 + 443 [ACK) Seqea15 Ack=6381 MIA=65536 Lenv1440 [TCH saguent of & reassenbled POU]

19 0.667744 207.46.140.205 TUSvi2 043 Application Data

20 0,932654 10.178.18.171 e 9810095 B30, () Seeeiohy Ackemiad Whets1 08 Ui

210932659 10.170.18.171 TUSWL.2 139 Encrypted Hands ssoge

22 0.930127 207.46.140.205 Tw1.2 331 Encrypted Han s et

23 1,000382 Tcr 1514 443 <+ 62001 [ACK] Seqe6466 Acks2921 Mine1)1072 Lens1dd0 [TCP seguent of & reassesbled POU]

24 1001388 Tcr 4 41 o R [ACK) Sorrkin it et Ui [T sttt . rosciokled b}

25 1.000302 Tco 1514 443 + 62001 [ACK] Seqe0386 Acke2921 Wine1) (1P segrent of & reassesbled POU]

26 1.000398 Ter 514 443 + 62001 [ACK] Seqe10846 Ack=2021 Wacisiara Lasits [1Ch seguent of & ressseabled POU]

27 1001408 TiSv.2 683 Encrypted Handshake Message L lv
Frame 1 85 bytes on wire (609 bits), 05 bytes coptured (689 bits) on interface 0 a
Ot L)) Ravites X1 NN T B (e i o)

4 Internet Protocol Version 0.18.171
« Version: 4 v
kEdkanau
» 49 00 33 06
Joio_ 12 oh 01 bb ic cn 93 93 v
@ 7 bernatebrolog. Packetsi 11351 Duplayed: * Load tme: 010.737 Profie: Cefadt

File Edt View Go Capture Analze Statistics Telephony Wireless Tooks Help

An 29 snRBResE@Tis[Eaaan
(T roriy a dsplay hr_< £ -] Boression. 4
No. Time Source. Destraton Protocal  Length Info L
11325 200.758657 172.217.27.96 178.18.17! TLSv1.2 374 Application Dat:
11326 200.764512 10.178.18.171 74.125.24.103 R 1434 7128 + 443 (KK] 50q=33981 Ack=8289 Win=256 Len=1330 [TCP segment of a reassesbled POU]
11327 200.764536 74.125.24.103 TiSvi.2 910 Application Data <
11328 200.793013 10.178.18.171 e 60 443 < 7128 (ACK] Sequ8289 Ack=36217 Win=690 Lens0
329 200807976 172.217.27.98 e 54 6987 <+ 443 [ACK] Seqe2829 Acks15226 Wine255 Lene

TLSa.2 572 Application Dat
cp 547128 443 [ACK] Seqe36217 Ack=B807 Mine254 Lened

74.125.28.149 TCP 1434 7379 + 443 [ACK] Seqe1458 Ack=42152 Win-258 Len-1380 [TCP seguent of a reassesbled POU]
TLSV1.2 211 Application Data

e 68 443 + 7379 [ACK] Seqed2152 Acks=2995 Win=206 Lenso

TLSV1.2 249 Application Data

Tep 47375 2 443 1ACK) Saths Kkt Minscs e

SSOP 558 MOTIFY * MITR/1.

TG 1438 7317 » 433 [ACK] m-um Ack-256878 Win=258 Len-1380 [TCP segnent of & reassembled POU]
Tioa.3 e pellcacion bots

11340 201197328 feB9: :5105:cade:b9a. 1102:1c SSOP 585 NOTIFY * HITP/L

TP 434 6907 - 443 (acx] se.-xzm Acks15226 Wine255 Len=1388 [TCP segment of a resssembled POU]
TLSv1.2 386 Application Dat

Tep 60 443 + 6987 [ACK] Seqe135226 Ack=34541 Wine729 Len=d

Tep 68 443 + 7317 [ACK] 56q-256878 AcK=54479 Win-743 Len=3

TLSA.2 374 Application Data

TLSv1.2 587 Application Data

11332 201.057201
11333 201.957218
089214

11347 201,298714  10.178.18.171 e 54 7317 « 443 [ACK] Sequ54479 Ack=257403 Win=256 Len=8
11348 201.298827  10.178.28.171 bregsiogere Tep 54 6387 + 443 [ACK] Sequ34S41 Acks15546 Wins253 Len:

11349 201.482702  169.254.136.84 233.295.295.25  SS0P 544 NOTIFY * WITR/2.3

11350 201496737 feBR: 151051 : ss0p 571 NOTIFY * WTTP/1.3

11351 200614810 169,254,136.44 239.255.255.259  5S0P 542 NOTIFY * HITP/3.3 o

Frame 1: 85 bytes on wire (688 bits)
Ethernet 11, Src: Routerbo_21:99:18 (e4:8d:8c:21:!
Internet Protocol Version 4, Src: 173.241.245.

5 bytes captured (680 bits) on interface ©
, Dst: Azurewav_bc:e:93 (dc:85:deibeieR:od)
17 71

W57 dc 85 de b e 93 o4 84 BC 21 90 18 06 00 45 80 ...

@ 7 betaeinoog Packets: 11351 - Deplayed: 11351 (100.0%) Profie: Defit
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File Edt View Go Copture Anshze Statistics Telephony Wireless Tooks Help
4B @ JERB Re=TFTFTES QAqam

+
‘Dessnason Frotocal  Length Info : ~
45.116.118.200 T 55 [TCP seguent of  reassesbled POU;

T 55 [TCP segnent of a reassesbled POU
Tee 55 [1CP seguent of a resssesbled POU
T 55 [TCP segment of a reassesdled POU]
T S5 [TCP segrent of a reassesbled POU;
ree 55 [TCP segment of a reassembled POU;
T 55 [TCP segoent of a reassesbled POU]
e 55 [TCP segment of a reassesbled POU;
Tep 55 [TCP segment of a resssesbled POU]
T 55 [TCP segment of a reassesbled POU]
Tce 55 [TCP segoent of & resssemdled POU]
ee 55 [TCP segment of a reassesbled POU]
T 55 [TCP segment of a reassemdled POU]
o 55 (TCP segment of a resssesbled POU]
T 55 [7CP cegment of a resssesbled FOU]
547 1 172.217.26.66 @ 55 (TP seguent of a reassebled POU]
592 10.753727 10.1° n T 55 [TCP segment of a resssembled POU]
7912771708 1017818171 T 55 [7CP segment of 3 reassesbled POU
1032 14.865792  10.178.18.171 e 55 (TCP seguent of a reassesdled POU;
1080 18523818 10.178.18.171 1ee 55 [1CP segment of o resssembled POU
1320 0.335526  10.178.18.171 e 55 [TCP segeent of a reassemdled POU
1328 32125116 10.178.18.171 T 55 [TCP segnent of & reassesbled POU
1329 32126237 178.18.171 3.0.189. Tee 55 [1CP segrent of  reassewdled POU;
1357 35,9887 10.178.18.171 2.192.114.22 Tce 55 [TCP segment of 3 reassesdled Pou
1356 35988961 10.176.16.171 151.101.8.166 T 55 [TC segment of a reassembled POU;
1362 36813089 10.278.18.171 23.0.161.109 T 55 [TCP segment of 3 reassesbled POU
Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @ ~
Ethernet 11, Src: Asurewsy_bc:ed:93 (dc 3), Dst: Routerbo_21:90:18 (ed:8d:0c:21:90:18)
4 Internet Protocol Version 4, Src: 10.178.18.171, Dst: 207.46.140.205
0106 ... = Version: 4 v
€4 8d Bc 21 99 18 dc 85 de bc €0 93 08 99 45 00 A
@ 00 34 53 de 40 00 7e 06 30 1d 0a b2 12 ab cf 2¢
B¢ cd £2 3101 bb 5b 95 be c0 00 00 00 09 50 02 vl
@ 7 betasiroop Packets: 11351 Deplayess 11351 (100.0%) - Lood Smes 0:0.737 Profe: Defakt
- - 2
A Wireshark - Capture Filters -
- D
[Name Filter
“Ethernet address 00:00:56:00:53:00 § ether host 00:00:5:00:53:00
Ethernet type 0x0806 (ARP) ether proto 0x0206
No Broadcast and no Multicast not broadcast and not multicast
No ARP notarp
1Pvd only ip )
1Pvd address 192.0.2.1 host 192.0.2.1
1Py only ip6
1Pv6 address 2001:db3::1 host 2001:db8:1
1PX only ipx
TCP only tcp
UDP only udp
TCP or UDP port 80 (HTTF) port 80
HTTP TCP port (80) tep port http
No ARP and no DNS not arp and port not 53 P
Non-HTTP and non-SMTP to/from www.wireshark.org not port 80 and not pert 25 and host www.wireshark.org
ok || cancel || Hep

R8 hite\ ®8 hitas cantured 7628 hited nn interfare &
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2. Live streaming melalui www.video.metrotv.com

Selama 3 menit

- D o o Wil - 0 -
Fle E6% View Go Copture Analyse Statatics Telephony Wieless Tools Help
Am 0 iDRBResETLIEQaaD

(o sty e

. Source Destraton Protocol  Lergth Inko
fe00: 169€3 101041 76b. $102:1112 OHCPVE 138 Solicit XID: 0x94955) CIDI
mmnmmuxm. 11021113 LR 04 Standard quecy 0x246( A wpad
LUNR 64 Standard query 0x2481 A wpod
o 92 Nawe query WO WPADCOD>
L 84 Standard query 0x248f A wpad
252 LUNK 64 Standard query 0x268f A wped

224
10278,

288

o
10.178.18.157 10.178.18.25% oS, " %
fob: 169031 01ad: 76b.. 110211112 OHCPVE 138 Solicit XID: Ox049553 CID: 0001000120a06840542050000063
10 4.658174  Microsof 48163182 Rroadcast o 60 Who has 10.170.18.17 Tell 10.178.10.182
114,04963 103.241.4.2 ons 81 Standard query 0x5225 A video.metrotvnews. con
103.241.4.2 ons 80 Standard que; 7 A edge.metrotvhens. con
13 4,654795 103.241.4.2 ons 70 Standard query Ox1777 A Jupltx.con
14 4.83349) 100.241,4.2 ons 9 Standard query Oxdels A pagesd2. pl'lnynilullul.(u
15 4.861441 100.241.4.2 ons
16 4.863150 103201 ons
ons

¥ Innﬁri query response 8x5225 A video, astrotmens.com CMME metrotvaess.con A 143.129,66.98 NS mid.setrotic
[SYH] 50q=0 Wina8192 Lene0 NSS=1460 W5e356 SACK PERA-L

17 4910840 2 10,170.18.17)
10 4919412 10,17 103.225.66.90 Tc

103.241.4.2 quary 9x381 A e, netrotvnews .con

103,241,4.2 ons 446 Standard query response OxAel5 A pagead2. googlesyndication.con CNAME pageaddt. 1. doubleclick net A 172.217.2..
103.241,4.2 ons 399 Standard query response 01777 A Jwpltx.com A 52,207.92.154 A 54.164.231.176 A 52.21.52,114 A S4.174.16.173. =
103.241.4.2 12 ons 150 Standard query response Bxf957 A edge.metrotynes.com A 103.225.66,100 NS ns3.metrotviews.con NS nsl.metrot.

2 172.217.27.34 10 Saiah oM (5 daat Wit 541400 WS4256 SACK_PERNSL

27 4947173 172,217,274 Ter 06 4620 (m] iqil WANeB19 Lensd MSS<1460 WS+256 SACK, f—d

Frame 192061 1514 b [t

Ethernet 1T, Srct nnum nm:u (.A s zmoxn , O3t Azurewsy_bciedi93 (u mmn mm
Internet Protocol Version 4, Src: 103.225.66.06, Dst: 10.176.18.171

Transwission Control »mm. Src Port: 80, Dst Port: 4647, Seq: 14370354, Ack: 3094, Len: 1460

0 5 de bc #0 93 ¢4 84 Bc 21 90 10 08 00 45 00
3

05 dc 6b 64 40 09 04 24 67 o1 42 56 0 b2
12 ab 00 50 12 27 76 4b e 46 cd 36 €2 18 54 10
@ 7 etk SUSETIR147SA4CI G007 08 MO0 X0LTO830013038 504 | Pachats 19214  Duplareds 19214 (100.0%) | Profie: Cefoit
AWi-Fi
Fle Edit View Go Captwe Analyze Statistics Telephony Wireless Tools Help
dAnco inRBRe+ETLis[@Eaaan
(W Tty » oty titer <.
1o Frovocol Length Info A
19182 108.456688 0 1514 50 + 4647 [ACK] SequidSA73SA Acks5694 WinelBS16 Lens1460 [TCP segrent assenbled POU]
10183 100.456788 o 54 4647 + 00 [ACK] 5eqe5694 Acks14540814 Mine100608 Lensd
e 1514 80 + 4647 [ACK] Seqel434B014 AckeS604 Winel0S16 Lens1460 [TCP segnent of a resssembled POU]
o 1514 80 + 4647 [ACK) 50qe14350274 ACK=S604 Wine18816 Len=1460 [TCP segnent of & reassembled POU]
o 1514 B0 + 4647 (ACK] 50qe14551734 Ack=5694 Win18816 Lane1460 [TCP segrent of & reassembled POU] —
o 1514 B0 + 4647 [ACK] SeqrldS53194 AcksS694 WinelB816 Lens1460 (TCP segrent of o resssebled POU]
e 1518 80 + 4647 [ACK] 5eqel4550654 Acks3604 Mine1B816 Lens1dt0 [TCP segnent of o resssembled POU]
seamatan o 1514 80 + 8647 [ACK] 5eqe14556114 Ack=5694 WiNeB016 Lene1d60 (TCP segrent of & reassembled POV]
103.225.66.86 o 54 4647 + 80 [AK) 5095694 Ack=14357574 Win=91904 Len~0
1 o 1514 80 + 4647 (ACK] 54qe14557574 Ack=5694 Win10816 Lene1460 (TCP segrent of & reassembled POU]
o 1514 B0 + 4647 [ACK] SequidS59034 AckS694 WinelB816 Lens1460 (TCP segrent of o resssebled POU]
1o 1516 80 + 4647 [ACK] 5eqe14560494 Acks3604 MiNe1B816 Lene1dt0 [TCP segnent of o reassembled POV] ™
e 1514 80 + 4647 [ACK] 5eqe14361954 Acke5604 Len+1460 [TCP seguent of & reassenble m]
0 1514 80 + 4647 (K] 50914563418 Ack=5604 Lan-1460 (TCP segrent of a reassenbl
o 1514 B0 + 4647 (ACK) Seqe1464074 Ack=5604 Lan+1460 (TCP saguent of & renssembled m]
o 54 4647 + 80 [ACK) SequS694 Acks14566334 o
o 1516 80 + 4647 [ACK] 5eqe14366334 Acks3604 Lene1d60 [TCP segrent of & reassenbled POU]
e 1514 80 + 4647 [ACK] 50qe14567704 Acke5604 Lens1460 (TCP segrent of a reasseabled POU] —
54 4647 + 30 o
34 4647
19203 100.528378 1514 80 ~ 56qe14560254 ACks5604 Wine10816 Lens1460 [1CP
19204 100.528080 e 1504 B0 + 4647 [ACK] 5eqe14570714 Acks3694 WinelBB16 Leneldt0 [TCP
19205 108.528382 o 1514 80 + 4647 (K] 50q-14572174 Ack=3694 Win1B816 Lene1460 [TCP
19206 100.528383 e 1514 80 + 4647 [ACK] 54qe14573634 Ack5604 Win18316 Lene1460 [TCP —_
19207 100.528345 o 1514 B0 + 4647 [ACK] Sequ14575094 Ack3694 WinelB816 Lens1d60 [TCP
19208 100.528386 1o 1514 80 + 4647 [ACK] SeqelAS76354 Acks3604 WinelB816 Lens1ds0 [TCP | 5y

e TR s e (o WAL DR el (S et B
Ethernet 11, Src: Azurewav_be: l.l'!), Dst: Routerbo_ 21190118 (ed:bd:c:21190

G0N @4 Bd Bc 21 90 18 dc 85 de bc €0 93 00 00 45 00 -~
00 28 06 03 40 00 80 06 33 3a oa b2 12 ab 87 01
110 42 36 13 7 00 50 cd 16 _e2 18 7e 4a f1 c3 50 11 v
@ 7 wweshwt pox | Packets: 19214  Dsplayed: rofle: Defaudt
Capture dari video.metrotv.com
A Wireshark - Capture Filters 7IEl
| Name Filter
iEthernet address 00:00:5¢:00:53:00 ether host 00:00:5e:00:33:00
Ethernet type 0x0206 (ARP) ether proto 0x0806
No Broadcast and no Multicast not broadcast and not multicast
No ARP not arp
1Pvd only ip
IPv4 address 132, host 192.0.2.1
1Pv6 only ip6
IPv6 address 2001:dbé:1 host 2001
IPX only ipx
TCP only tep
UDP only udp
TCP or UDP port 80 (HTTP) port 80
HTTP TCP port (80) tep port http
No ARP and no DNS not arp and port not 53
Non-HTTP and non-SMTP to/from wuw wireshark.org not port 80 and not port 25 and host www.wireshark.org
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3. Capture Menggunakan Command Prompt
a. Saat mengakses beritateknologi.com
Waktu 3 menit

- | Command Prompt =

X 1
<c> 2013 Microsoft Corporation. A1l rights reserved.
i\Users\pecdnetstat —
ctive Connections

Proto Local Address Foreign State
TCP 5 35 kompute: LISTENING
kompute: LISTENING
kompute: LISTENING
kompute: LISTENING
kompute: LISTENING
kompute: LISTENING
kompute: LISTENING
kompute: LISTENING
kompute: LISTENING
kompute: LISTENING
LISTENING
LISTENING
-f94:https ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIHE URIT

ESTRBLISHED
ESTABLISHED
https ESTABLISHED
xx fhedn—shu—| 1—at13 https ESTABLISHED
- 99 ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
https ESTABLISHED
edge-star—mini-shu—| ﬂ1f51n6 https TIME_WAIT
ec2-13-112-188-21' TIME_WAIT
xx—fbedn—shu—| ﬂifatlﬂ http“ TIME_WAIT
74.125.24.94:h ESTABLISHED
74,125, 24 9 TIME_WATT
sc—in—f1
4. 125 24 99 http;
ans15s3. n—f3:https ESTABLISHED
4. 125 24 1@3:https ESTABLISHED
45.114.118.200 ttp“ ESTABLISHED
- ESTABLISHED
18. 45.114.118 . 201 ESTABLISHED
18.178.18_ 171 4415 45_114.118. Zﬂﬂ htt =3 ESTABLISHED

18.178 _18.171:4362 ESTABLISHED
1ﬂ 178.18.171:4363 4. ESTABLISHED
- n—f9! ESTABLISHED
n—f?5:https ESTABLISHED
25.24.157:https ESTABLISHED
n—£132:ht ESTABLISHED
n—f132 ESTABLISHED
n—£155 ESTABLISHED
n—f154 ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTRBLISHED
TIME_WATT

ESTABLISHED

ESTABLISHED

ESTABLISHED

ESTABLISHED

ESTABLISHED

ESTABLISHED

ESTABLISHED

- - ht tps ESTABLISHED

182.161.72 66" httn“ ESTABLISHED

182.161.722.66:https ESTABLISHED

182.161.72.66:https ESTABLISHED

n—f155 ESTABLISHED

ESTABLISHED

ESTABLISHED

238.37 ESTABLISHED

262.232.238.37: httpu ESTABLISHED

ESTABLISHED

ESTABLISHED

sc—in—f155:ht ESTABLISHED
ec2-13-112-188-21 ttps ESTABLISHED
ec2-13-112-188-21 ttps ESTABLISHED
ec2-13-112-188-21 ttps ESTABLISHED

192 161.72.71:https ESTABLISHED

- 82. ht ESTABLISHED
10.178.18.171:4435 192 161.72.71: https ESTABLISHED

NUsersipeca
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09011281520128 (SK5C)

b. Saat mengakses video.metrotv.com untuk melakukan video streaming.

-
Tl
]

10.178.18.171:1461

16.178.18.171:1535

18.178.18.17
18.178.18.17
18.178.18.17,
18.178.18.17
18.178.18.17
18.178.18.17
18.178.18.17
18.178.18.17
16.178.18.17
18.178.18.17:
1A.178.18.17
18. 179 18. 17
- 8.

1I 178.18.17.
18.178.18.17
18.178.18.17,
18.178.18.17
18.178.18.17
18.178.18.17

e —

Command Prompt

TIME_WATT

mini*.-:lw*ﬂZ*dft& https ESTABLISHED

£tps

ini-s hu—-02: —dft4 }Ittp"
1 TIM] 1T

2
113-125-232-19
113-125-232-1%
74

TIME_WAIT

ESTABLISHED

ESTABLISHED
ESTABLISHED
ESTABLI

SHED
—dd: http“ ESTABLISHED
44 :h TIME_WAIT
54-230 159 44 http“ ESTABLISHED

¥
113-125-232—

TI

19 ME_WAIT
server—54-230- 159 44 https TIME WAIT

74.125 .24 155 :https
74.126.24.155 hteps
n—f155:https
74.195.24.155 11
74125 .24 155 :h
1P4.19.195.102

49-8-56 :h
5.24.102 :http:

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME_WATT
ESTABLISHED
TIHE |-FRIT
ESTRBLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME_WATT

TIME_WAIT
ESTABLISHED

server—54-238-159- 35:https ESTABLISHED

sa-in-f102:https
er—54-.

ESTREL!SHED
ISHED

ESTABL
38-156-156:https TIME_WAIT
-230- 156—156 https ESTABLISHED

ESTABLISHED
ESTABLISHED
TIME_WAIT
ESTABLISHED
TIME_WAIT

TIME_WAIT
ESTABLISHED
TIME_WAIT

86 : ht: AT
54— 233—15—134 http ESTABLISHED

rve

in&&*?l ln:t)l

iph6— ttp
—f£157:https

1 a3 . 735 46. 265 http

inll —f2
104.193 88, 1n5 http
komputer
komputer
komputer
kemputer
komputer

BRSO ek akxexnnnxn

wiaw

TIME_WAIT
ESTABLISHED

TIME_4A
ESTABLISHED
TIME_MAIT

TIME_MAIT
LISTENING
LISTENING

LISTENING
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C. Analisa
a.

Aplikasi yang digunakan adalah Wireshark 2.4.0 dan Command
Prompt.
Penjelasan frame-frame pada Wireshark

¢ No yang mencantumkan nomor proses.

¢ Time yang mencantumkan waktu proses.

e Source yang mencantumkan nomor IP Address Source atau dari
sumber.

¢ Destination yang mencantumkan nomor IP Address Destination atau
dari alamat tujuan.

¢ Protocol adalah jenis protokol yang digunakan, dapat berupa TCP
atau UDP.

¢ Length yang mencantumkan besarnya header pada lapisan Network.

e Info yang menjelaskan proses yang sedang terjadi

Penjelasan frame-frame pada Command Prompt netstat —a
e Proto mencantumkan protokol yang digunakan.
e Local Address mencantumkan IP Adress Source
e Foreign Address mencantumkan alamat yang dituju, dapat berupa
IP Address Destination
State mencantumkan status dari koneksi yang terjadi tersebut, dapat
berupa:
= LISTENING : siap untuk melakukan koneksi
» SYN_SENT -> mengirimkan paket SYN
= SYN_RECEIVED -> menerima paket SYN
» ESTABLISHED -> koneksi terjadi dan siap mengirimkan
data
= TIME_WAIT -> sedang menunggu koneksi



d. IP Adress Source (Sumber) dan IP Adress Destination (Tujuan)

H3L - £ |
A B & D E F G H ] =
1] 1 wireshark 240 URL Number 1P Adress Source MAC Source IP Adress Destination | MAC Destination
2 beritateknologi.com 2 10.178.18.171 dc85:de breld: 207.46.140.205 £4:B0Bc2190:18 |Seq=0 Win=8192 Len=0 MSS=1450 WS=256 SACK_PERM=1
3 1362 10.178.18.171 Scd2le:aab20 23.0.181.109 dcB5-derbce093 |(TCP Segment of a PDU]
2
5 video metrotv.com 3 10.178.18.157 30:10b37ed2e] 244.0.0.252 dcB5-derbce0:93 |Standard query Ox2487 A wpad
6 15201 10.178.18.171 dc85:de breld: 103.225.66.85 dcB5-derbce093  [FIN, ACK] Seq=5694 Ack=14568254 Win=80128 Len=0
7 19208 103.225.66 86 24:8d:8c21:00:18 1017818171 dcB5-derbce0:03 | [ACK] Seq=14576554 Ack=5694 Win=18816 Len=1460 [TCP segment of a reassembled PDU]|
8
¢ [ 2 Command Prompt [beritat=knologi.com 10.178.18.171:138 komputer:0 LISTENING
10 10.178.18.171:4368 74.125.24.157 ESTABLISHED
1 10.178.18.171:4435 1821617271 hitps ESTABLISHED
12
13 video.metrotv.com 10.178.18.171:2998 74.125.24.106 https ESTABLISHED
1 10.178.18.171:3013 104.193.88.105 TIME WAIT

MAC address, merupakan singkatan dari “Media Access Control”, adalah sebuah
identifikasi unik yang dimiliki oleh setiap network card komputer, atau switch, atau router,

atau access point, atau apapun yang mungkin dihubungkan ke jaringan.



