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Analisis Web Streaming Online dan Web Browser dengan command dan Wireshark

Web Streaming Online:
Untuk kali ini saya menggunakan link http://www.vidio.com sebagai salah satu contoh web streaming online yang nantinya akan dianalisis menggunakan wireshark. Dapat di lihat dari gambar di bawah ini,
[image: ]
Itu merupakan tampilan dari web www.vidio.com , setelah membuka web dari browser, maka kita dapat menganalisisnya dengan mengecek ip dari web streaming online tersebut, menggunakan command, seperti gambar berikut :
[image: ] 
Dari gambar tersebut kita dapat mengetahui, bahwa ip dari web www.vidio.com adalah 54.169.90.38 yang nanti nya dapat kita gunakan sebagai filter dari wireshark yang kita gunakan.
[image: ]
Gambar di atas menunjukkan hasil dari ip yang telah kita dapatkan dari command, dimana setelah wireshark meng-capture ip yang telah jalan di komputer saya. Disini dapat kita lihat, bahwa ip yang saya gunakan adalah 192.168.43.112 yang dimana ip tersebut merupakan ip default dari laptop saya. Sedangkan 54.169.90.38 tersebut merupakan ip dari web www.vidio.com yang dibaca oleh wireshark dalam bentuk ip. Ketika kita mengklik salah satu dari kolom ip yang kita dapat, maka kita dapat mengetahuin info tentang ip tersebut secara detail yang di tangkap oleh wireshark. Hal tersebut dapat kita lihat seperti gambar dibawah ini :
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Web Browser :
Pada kali ini saya menggunakan web browser dengan link www.google.com.
[image: ]
Sama seperti sebelumnya, kita hanya perlu mengetahui ip dari web browser yang kita pakai untuk digunakan di wireshark dengan mencari ip tersebut menggunakan command prompt. Hasil dari ip web www.google.com ialah 74.125.200.113. Dimana ip tersebut merupakan ip dari web yang sedang kita akses.
[image: ]
Setelah mendapatkan ip dari web browser yang kita akses, kita dapat memulai capture dengan menggunakan wireshark. Dan hasilnya kita menemukan ip address yang berjalan di wireshark, dimana tampak bahwa ip 74.125.200.113 telah tertangkap di wireshark yang kita gunakan.
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Dari wireshark tersebut kita dapat mengetahui info detail dari ip 74.125.130.113 yang sedang kita akses, Hal tersebut dapat kita lihat dengan mengklik bagian dari ip tersebut, maka akan tampil seperti gambar dibawah ini :
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Vv Frame 8
Interface
Encapsulation type: Ethernet (1)
Arrival Time: Aug 30, 2017 @:
[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 150433725.1350950@ seconds

[Tine delta from previous captured frame: 0.000190000 seconds]
[Tine delta from previous displayed frame: 0.000190000 seconds]
[Time since reference or first frame: 3.431208000 seconds]
Frame Nurber: 83

Frame Length: 66 bytes (528 bits)

Capture Length: 66 bytes (528 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:ip:tcp]

[Coloring Rule Name: TCP]

[Coloring Rule String: tcp]

v Ethernet II, Src: 8e:

¥ Destination: Azurewav_e

Address: Azurewav_68:ebicf (28:

¥ Internet Protocol Version 4, Src: 54.169.96.38, Dst: 192.168.43.112
0100 . Version: 4
0101 = Header Length: 20 bytes (5)
v Differentiated Services Field: @xe@ (DSCP: CS@, ECN: Not-ECT)
9000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification
Total Length: 52
Identification: @xs47e (33918)
~ Flags: @xe2 (Don't Fragment)

66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
© (\Device\NPF_{8698C267-850C-46DE -8480-70236C1A7FCC})

45.135095000 SE Asia Standard Time

Locally administered address (this is NOT the factory default)
Individual address (unicast)

Not ECN-Capable Transport (9)
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v Flags: @x@2 (Don't Fragment)
Reserved bit: Not set

Don't fragment: Set

. = More fragments: Not set

Fragment offset: @
Tine to live: 243
Protocol: TCP (6)
Header checksum: @xa65d [validation disabled]
[Header checksum status: Unverified]
Source: 54.169.90.38
Destination: 192.163.43.112
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

v Transmission Control Protocol, Src Port: 443, Dst Port: 50628, Seq: 1, Ack: 2, Len: @
Source Port: 443
Destination Port: 50628
[Stream index: 18]
[TCP Segnent Len: o]
Sequence number: 1 (relative sequence number)
Acknowledgnent number: 2 (relative ack number)
Header Length: 32 bytes

v Flags: exele (ACK)

Not set

Nonce: Not set

Congestion Window Reduced (CWR): Not set
Not set

Window size valve: 122

[Calculated window size: 122]

[Window size scaling factor: -1 (unknown)]
Checksum: @x3a@5 [unverified]

[Checksum Status: Unverified]

Urgent pointer: @





image7.png
Header Length: 32 bytes
v Flags: exele (ACK)

Reserved: Not set
Nonce: Not set

Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Set

Push: Not set

Reset: Not set

[TCP Flags:
Window size valve: 122
[Calculated window size: 122]
[Window size scaling factor:
Checksum: @x3a@5 [unverified]

[Checksum Status: Unverified]
Urgent pointer: @

 options: (12 bytes), No-Operation (NOP), No-Operation (NOP), SACK
¥ No-Operation (NOP)

v Type: 1

-1 (unknown)]

Copy on fragentatior
Class: Control (9)
© 0001 = Number: No-Operation (NOP) (1)
¥ No-Operation (NOP)

v Type: 1

: o

Copy on fragentatior
Class: Control (9)
© 0001 = Number: No-Operation (NOP) (1)
v sack: 1-2
Kind: SACK (5)
Length: 10
1eft edge = 1 (relative)
right edge = 2 (relative)
[TCP SACK Count: 1]
v [SEQ/ACK analysis]
Th an ACK to the segment
[The RTT to ACK the segment was: 0.061472000 seconds]

o
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Hicrosoft Windows [Version 16.6.16246]
(c) 2015 Microsoft Corporation. All rights reserved.

:\Users\Arifqi Bahara>tracert google.com

Tracing route to google.com [74.125.200.113]
imum Of 30 hops: . o

1 ms 192.168.43.1
* Request timed out.
49 ms 10.217.245.113
59 ms. 10.195.32.226
57 ms 72.14.197.169
ns 72.14.197.176
ns 108.176.240.173
ns 209.85.243.241
ns 216.239.51.61
Request timed out.
Request timed out.

:\Users\Arifgi Bahara>
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1157729961 72.14.297.170 192.168.43.112 s 70 Tine-to-live exceeded (Time to live exceeded in transit)
113 55130353 72.14.197.170 192.168.43.112 s 70 Tine-to-live exceeded (Time to live exceeded in transit)
115 55569935 72.14.197.170 192.168.43.112 00 70 Tine-to-live exceeded (Time to live exceeded in transit)
| sado.03mes  74.125.130.113 192.168.43.112 i 54 443051185 [ACK] Seq-1 Ack=47 Win-189 Len-0
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S040.403547  74.125.200.113 192.168.43.122 i 66 [TCP Dup ACK 46#1] 443451182 [ACK] Seq=47 Ack=47 i
S140.40382  74.125.200.113 192.168.43.112 i 66 [TCP Dup ACK 46¢2] 443451182 [ACK] Seq=47 Ack=47 i
8045.225526  74.125.200.113 192.168.43.112 Tisvi.2 100 Application Dats
8145.229631  74.125.200.113 192.168.43.112 i 54 443051186 [ACK] Seq-1 Ack-47 Win-176 Len-o
4.125.200.11 192.168.43.112 Tisvi.2 100 Application bats
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@ IBRB Ic=>=FI5 = QAQH
T Source Destnaton FrotocoLength o0
4640.140067 19206843012 74.025.030.113  TLSvi2 100 Application Data
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1320354707 19216543012 74125200113 OB 106 Echo (ping) request  id-0xo001, seq-3466/35341, tE1-L (no response found!)
15203593 19216543112 74125200113 IOP 106 Echo (ping) request id-0x000L, seq-3467/35597, tE1-L (no response found!)
172035897 1926543012 74125200113 0P 106 Echo (ping) request id-0x000L, seq-3465/35853, tE1-L (no response found!)
se25lo36ls 19216543012 74125200113 0P 106 Echo (ping) request id-0x000L, seq-3463/3616, tE1-2 (no response found!)
Seoolssiee 1926543012 74125200113 OB 106 Echo (ping) request id-0ro00L, seq-3470/36365, tE1-2 (no response found!)
393807 1926543012 74125200113 0P 106 Echo (ping) request id-0x0001, seq-3471/36601, tH1-2 (no response found!)
2379977 126843012 7425200113 IOP 106 Echo (ping) request id-0x0001, seq-3472/36877, 113 (o response found!)
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54012458 19236843012 74025200113 TP 100 [TCP Retransmission] 511820443 [PSH, ACK] Seq-i Ackel Uin-257 Len-ts
| Siaaesisy  1asesai 7425200113 IOP 106 Echo (ping) request id-6xo00, sequ3473/37133, 613 (no response found!)
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794sasevie 123843112 7425200113 TSl 100 Application Date
@asoems e s T 54 51186443 [ACK] Seqmt7 Ack-47 i
seasoews  wrasesan s T 54 51187443 [ACK] Seqet? Acko47 i
540378 19216843012 74025200113 IOP 106 Echo (ping) request id-ex000l, seq-3475/37645, ttl-4 (o response found!)
57 46055153 192.160.43.112  78.125.200.113  IG 106 Echo (ping) request id-0x0001, seqe3476/37901, tt1-d (no response found!)
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M Wireshark - Packet 81 - wireshark_8698C267-850C-46DE-24B0-70236C1AFCC_20170830023238_a01676

~ Frame 81: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Interface id: @ (\Device\NPF_{8698C267-856C-46DE-8486-76236C1ATFCC})
Encapsulation type: Ethernet (1)
Arrival Time: Aug 30, 2017 02:33:34.559906000 SE Asia Standard Time
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 150435214.55990600@ seconds
[Tine delta from previous captured frame: 0.004105000 seconds]
[Tine delta from previous displayed frame: 0.004105000 seconds]
[Time since reference or first frame: 45.229631000 seconds]
Frame s 81
Frame Length: 54 bytes (432 bits)
Capture Length: 54 bytes (432 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: TCP]
[Coloring Rule String: tcp]
v Ethernet II, Src: 8e:6e:e3:fa
¥ Destination: Azurewav_65:
Azureway_65:

Globally unique address (factory default)
. I6 bit: Individual address (unicast)

€5 (8e: s)

Address: Be:@eie3:faibdics (Se:feie3:faibdics)

L6 bit: Locally administered address (this is NOT the factory default)
I6 bit: Individual address (unicast)

e 0
Type: Ipva (exeao0)

v Internet Protocol Version 4, Src: 74.125.260.113, Dst: 192.168.43.112
0100 ... = Version: 4

0101 = Header Length: 20 bytes (5)

v Differentiated Services Field: @x@ (DSCE
o000 0.

: €S0, ECN: Not-ECT)
Differentiated Services Codepoint: Default (9)
Explicit Congestion Notification: Not ECN-Capable Transport ()
Total Length: 40

Identification: @xgae (35374)
v Flags: exee
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Reserved bit: Not set

Don't fragment: Not set

. = More fragments: Not set

Fragment offset: @
Tine to live: 47
Protocol: TCP (6)
Header checksum: @x029b [validation disabled]
[Header checksum status: Unverified]
Source: 74.125.200.113
Destination: 192.168.43.112
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

¥ Transmission Control Protocol, Src Port: 443, Dst Port: 51186, Seq: 1, Ack: 47, Len: @
Source Port: 443
Destination Port: 51186
[Stream index: 7]
[TCP Segnent Len: o]
Sequence number: 1 (relative sequence number)
Acknowledgnent number: 47 (relative ack number)
Header Length: 20 bytes

v Flags: exele (ACK)

Reserved: Not set

Nonce: Not set

Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set

Urgent: Not set

Window size valve: 176

[Calculated window size: 176]

[Window size scaling factor: -1 (unknown)]
Checksum: @x@621 [unverified]

[Checksum Status: Unverified]

Urgent pointer: @
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e, . Hore fragments: Not set
Fragment offset: @
Tine to live: 47
Protocol: TCP (6)
Header checksum: @x029b [validation disabled]
[Header checksum status: Unverified]
Source: 74.125.200.113
Destination: 192.168.43.112
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
v Transmission Control Protocol, Src Port: 443, Dst Port: 51186, Seq: 1, Ack: 47, Len: ©
Source Port: 443
Destination Port: 51186
[Stream index: 7]
[TCP Segnent Len: o]
Sequence number: 1 (relative sequence number)
Acknowledgnent number: 47 (relative ack number)
Header Length: 20 bytes
v Flags: exele (ACK)
.= Reserved: Mot set
Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Not set
Reset: Not set
Syn: Not set
e © = Fin: lot set
[TcP Flags |
Window size valve: 176
[Calculated window size: 176]
[Window size scaling factor: -1 (unknown)]
Checksum: @x@621 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
v [SEQ/ACK analysis]
This is an ACK to the segment in frame: 79
[The RTT to ACK the segment was: 0.070721000 seconds]
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icrosoft Windows [Version 10.6.16248] ~
(c) 2015 Hicrosoft Corporation. All rights reserved

iC:\Users\Arifqi Bahara>tracert
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