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1. Capture data WEB Browser (http://wiki.teamliguid.net/)

Sebelum mulai melakukan capture data, terlebih dahulu kita harus mengetahui IP address

komputer kita (source) dan juga IP address dari web browser yang kita tuju (destination), hal ini
nantinya akan dapat kita gunakan untuk mempermudah memfilter hasil capture data.
- IP Address Source : 10.178.10.18

(Dapat kita ketahui dengan mengetikan perintah ipconfig/all melalui cmd)

Wireless LAM adapter Wireless Metwork Connection:

Connection—specific DHE Suffix . =
Description . . . . . . . . . . . = Atheros AR?4854WB-EG Wireless HMHetwork Adap|
ter
Physical Address. . . . . 18-67-BO-7A-83-8B
DHCP Enahled. Yes
Yes

Autoconfiguration Enabled .

Link-local IPut Address . feBB::7da%:ade?:48dc :dS5adx14(Preferredd
IPv4 Address. . . . . . 18.178.18_18<{Preferred>

Subnet Mask . . 255.255.255.8

Lease Obtained. - e . e e e - Tuesday, Awgust 29, 2817 4:47:55 PH

Leaze Expires . . . . . C e e - Wednesday, August 38, 28017 4:47:55 PM
Default Gateway . . . . e e e 1A.178.18.1

DHCP Server . . . . . . - e - . 18.178.18.1

DHCPws IAID . . . . . . - e - . 286812880

DHCPw6 Client DUID. . . - e - . AB-81-88-81-28-AF-A2-FA—18-67-BB-7A—-83-8E

DNS Servers . . . . . . - e e . 8.8.8.8
g.8.4.4
MetBIOS over Tepip. . - C e e - Enabled

- IP Adress Destination : 144.217.237.5
(Dapat kita ketahui dengan melakukan ping ke web yang kita tuju melalui cmd)

ssUserssSamsung?ping wiki.teamliguid.net

inging wiki.teamliguid.net [144.217.237.51 with 32 hytes of data:
eply from 144.217_.237.5: bytes=32 time=348ms TIL=43

eply from 144.217_.237.5: bytes=32 time=337ms TIL=43

eply from 144.217_.237.5: bytes=32 time=376ms TIL=43

equest timed out.

ing statistics for 144.217.237.5:

Packetsz: Sent = 4. Received = 3. Lost =1 <2%% loss>.
Approximate round trip times in milli-—seconds:

MHinimum = 33?ms. Maximum = 376ms, Average = 35%3Ims

- Hasil capture data dengan menggunakan wireshark yang sudah di filter berdasarkan IP
destination dan protokol FTP

ip.dst == 144.217.237.5 84 p

2759 o e

642000 144.217.237.5 66 57997 ~ 60 [SYN] Se
157 13.906745 144.217.237.5 66 57295 - 80 [SYN]
160 14.011754 144.217.237.5 57998 - 80 [ACK] Se
162 14.014786 GET / HTTP/1.1

170 15.362798  10.178.10.18 144.217.237.5 54 57993 ~ 5o
172 15.363543  10.175.18.13 144.217.237.5

174 15.411486  10.178.10.18 144.217.237.5 Tcp 54 57998 - 0
176 15.412706  10.178.10.18 144.217.237.5 Tcp 54 57998 > 50 [ACK

178 15.415419  10.178.10.18 144.217.237.5 TP 54 57998 = 50 [A

179 15.421926  10.178.10.18 184.217.237.5 Tcp 66 57999 - 5o =64 SACK_PERM=L
181 15.429139  10.178.10.18 184.217.237.5 Tcp 66 58000 ~ 50 [SYN] -

184 15.696913  10.178.10.18 184.217.237.5 Tcp 66 58001 ~ 50 [STH] Seq=e

wire (528 bits), 66 bytes captured (528 bits) on interface @
Ethernet II, Src ngE_7a:83:eb (18:67:b0:7a:83:0b), Dst: Routerbo_21:90:19 (e4:8d:8c:21:90:19)
0_21:90:19 (ed:5d:8c:21:90:13)
83:0b (18:67:b8:7a:83:0b)

on 4, Src: 16.178.10.18, Dst: 144.217.237.5
tocol, Sre

c Port: 57996, Dst Port: 80, Seq: @, Len: @

0000
@010
020
o030
0. o

@ 7 Frame (fiame), 6 bytes Packets: 10645 * Displayed: 187 (1.8%) - Dropped: 0 (0.0%) Profie: Default


http://wiki.teamliquid.net/

- Tabel hasil capture data

IP Source IP Destination Info
10.178.10.18 | 144.217.237.5 | 57996 > 80 [SYN] Seq=0 Win=63443 Len=0 MSS=1460 WS=64 SACK_PERM=1
10.178.10.18 | 144.217.237.5 | 57997 > 80 [SYN] Seq=0 Win=63443 Len=0 MSS=1460 WS=64 SACK_PERM=1
10.178.10.18 | 144.217.237.5 | 57998 > 80 [SYN] Seq=0 Win=63443 Len=0 MSS=1460 WS=64 SACK_PERM=1
10.178.10.18 | 144.217.237.5 | 57998 > 80 [ACK] Seq=1 Ack=1 Win=365 Len=0
10.178.10.18 | 144.217.237.5 | GET/HTTP/1.1
10.178.10.18 | 144.217.237.5 | [TCP Spurious Retransmission] Continuation
10.178.10.18 | 144.217.237.5 | [TCP Spurious Retransmission] GET / HTTP/1.1
10.178.10.18 | 144.217.237.5 | [TCP Spurious Retransmission] [TCP segment of a reassembled PDU]
10.178.10.18 | 144.217.237.5 | [TCP Spurious Retransmission] GET / HTTP/1.1
10.178.10.18 | 144.217.237.5 | 57998 > 80 [ACK] Seq=653 Ack=1461 Win=365 Len=0
10.178.10.18 | 144.217.237.5 | 57998 > 80 [ACK] Seq=653 Ack=2921 Win=388 Len=0
10.178.10.18 | 144.217.237.5 | 57998 > 80 [ACK] Seq=653 Ack=4381 Win=411 Len=0
10.178.10.18 | 144.217.237.5 | 57998 > 80 [ACK] Seq=653 Ack=5841 Win=434 Len=0
10.178.10.18 | 144.217.237.5 | 57998 > 80 [ACK] Seq=653 Ack=5927 Win=457 Len=0
10.178.10.18 | 144.217.237.5 | 57999 > 80 [SYN] Seq=0 Win=63443 Len=0 MSS=1460 WS=64 SACK_PERM=1
10.178.10.18 | 144.217.237.5 | 58000 > 80 [SYN] Seq=0 Win=63443 Len=0 MSS=1460 WS=64 SACK_PERM=1
10.178.10.18 | 144.217.237.5 | 58001 > 80 [SYN] Seq=0 Win=63443 Len=0 MSS=1460 WS=64 SACK_PERM=1
10.178.10.18 | 144.217.237.5 | [TCP Window Update] 57998 > 80 [ACK] Seq=653 Ack=5927 Win=480 Len=0
10.178.10.18 | 144.217.237.5 | 58000 > 80 [ACK] Seq=1 Ack=1 Win=365 Len=0

yang telah kita capture, yang mana diantaranya kita dapat mengetahui MAC address source dan

juga destination.

MAC address source

MAC address destination

- Setelah melakukan capture data menggunakan wireshark kita dapat melihat detail dari tiap data

: 18-67-B0-7A-83-0B
: E4-8D-8C-21-90-19

44.217.237.5 B& tcp

[x] -] Expression... | +

156 13.642001
157 13.906745
160 14.011754

e 10.178.10.18
10.178.18.18
10.178.10.18

144.217.237.5
144.217.237.5
144.217.237.5

— i’
4 SACK_PERM=1
64 SACK_PERM-1

170 15.362798
172 15.363549

10.178.16.18
10.178.16.18

144.217.237.5
144.217.237.5 TP

80 [ACK] Seq=653 Ack=1461 Win
80 [ACK] Seq=653 Ack=2921 Win

174 15.411436 16.178.10.18 144.217.237.5 Tcp 54 57998 + 80 [ACK] Seq=653 Ack=4381 Win=411 Len=6
176 15.412706 16.178.16.18 144.217.237.5 Tce 54 57998 » 88 [ACK] Seq=653 Ack=5841 Win=434 Len=8

178 15.415419 16.178.10.18 144.217.237.5 Tcp 54 57998 + 80 [ACK] Seq=653 Ack=5927 Win=457 Len=@ L |
179 15.421926 16.178.16.18 144.217.237.5 Tcp 66 57999 > 88 [SYN] Seq=@ Win=63443 Len= MSS=1468 WS=64 SACK PERM=1

181 15.429139 10.175.10.18 144.217.237.5 Tcp 66 5800@ + 80 [SYN] Seq= Win=63443 Len=9 MSS=146@ WS=64 SACK PERM=1

184 15.646913 18.178.16.18 144.217.237.5 TP 66 58081 - 88 [SYN] Seq=@ Win=63443 Len=8 MS5=146@ WS=64 SACK_PERM=1 =-.

- Frame 155: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

Ethernet II, Src: SamsungE_7a:83:@b (18:67:b@:7a:83:@b), Dst: Routerbo_21:99:19 (e4:8d:Bc:21:98:19)
Destination: Routerbo_21:98:19 (e4:8d:8c:21:98:19)

Source: SamsungE_7a:B3:0b (18:67:b8:7a:83.0b) N\}\L

- Type: IPv4 (@x@808) —

Internet Protocol Version 4, Src: 10.178.10.18, Dst: 144.217.237.5

Transmission Control Protocol, Src Port: 57996, Dst Port: 8@, Seq: @, Len: @




- Hasil capture data menggunakan netstat —a

sUzerssSamsungXnetstat —a

Active Connections

Local Address

18.178.1A.18:56785
1A.178.1A.18:583088
1A.178.1A.18:58387
18.178.18.18:58318
18.178.18.18:58311
18.178.1A.18:58312
1A.178.1A.18:58313
18.178.16.18:58314
18.178.18.18:58316
18.178.1A.18:58317
1A.178.1A.18:58318
1A.178.1A.18:58319
18.178.18.18:58328
18.178.18.18:58322
18.178.1A.18:58323
1A.178.1A.18:58324
18.178.10.18:58326
18.178.18.18:58327
18.178.18.18:58328
1A.178.1A.18:58329
1A.178.1A.18:58338
18.178.18.18:58332
18.178.18.18:58333
18.178.1A.18:58334
1A.178.1A.18:58335
18.178.10.18:58338
18.178.18.18:58337
18.178.18.18:58348
18.178.1A.18:58343
1A.178.1A.18:58344
18.178.18.18:58345
18.178.18.18:58346

eign Address

DEEEEEER@EY

F
A
A
5]
a
a
A
5]
a
a
2

@3.184_174_13:https
sa—in—f136:https
sa—in—f182:https
sc—in—f15%4:https
wiki-http

wikithttp

wiki:zhttp

wiki:-http
sa—in—f138:-https
sa—-in—f155:https
sinlls@3-in—f34:http
sa—in—f132:https
ginll=z@3-in—f34:http
sa—in—f?5:-https
sinlisB@3-in—f34:https
wiki:zhttp

wiki:-http
a45—121-219-208:http
4125 .24 _94:https
23.111 .9 .3@:http
23.111 .9 .38:http
pixel:-http

ec2—-52-205-185-135:https

sa—in—f?5-https
sc—in—f157:https
74.125.24.99:https
183.231_198 13 :-http
2inlis@3—in—f34:-https
sa—in—f132:http
sa—in—f132:http
sa—in—f?4:-https
4125 .24 _198:-https

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTEHING
LISTENING
LISTENING
LISTENING
ESTABLISHED
TIME_WAIT
TIME_WAIT
ESTABLISHED
TIME_WAIT
TIME_WAIT
TIME_WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME_WAIT
ESTABLISHED
TIME_WAIT
TIME_WAIT
ESTABLISHED

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME_WAIT

TIME_WAIT

ESTABLISHED
ESTABLISHED

ESTABLISHED

Setelah kita menggunakan netstat —a untuk melakukan capture data terdapat beberapa informasi
yang kita dapatkan dari koneksi yang terjadi seperti protocol yang digunakan kemudian local

dan foreign address dan juga state.



2. Capture data online streaming (http://indoxxi.net/)
- |P Source : 192.168.43.36

ireless LAN adapter Wireless Metwork Connection:

Connection—specific DNS Suffix

Dezcription . . . . . . . . - .
ter

Physical Address. . . . . : 18—-67-BB—"/A-83-0B

DHCGP Enabled. . . . . . . Yes

Autoconfiguration Enahled Yes

Link-local IPv6 Address . feBA::?da?:ade?:48dcd5adx14(PFreferred?

IPv4 Address. . 192.168.43.36(Preferred>

Subnet Mask . . 255.255.255.08

Lease Obtained. Wednesday, August 38, 2017 1:12:87 AM

Lease Expires . Wednesday, August 38, 2817 2:12:87 AM

Default Gateway 192.168.43.1

DHCP Server . . 192.168.43.1

DHCPve IAID . . . . . 2868120884

DHCPuvE Client DUID. B8-81-00-81-20-AB-A2-FA—18-67-BA-7A—

DHE Servers . . . . : B.8B.8.8
§.8.4.4
MetBIOS owver Tcpip. Enabled

Atheros ART485WB-EG Wireless Metwork Adap

sUserssSamsungXping indoxxi.net

inging indoxxi.net [184_.25_.235_1181 with 32 bhytes of data:
184.25.235.118: bytes=32 time=488ms TTL=54
184.25_.235.118: bytes=32 ti Imz TTL=GH4
184 .25 _235_118: bytes=32 time=7ims TTL=54
184.25_235.118: bytes=32 time="7mz TTL=54

ing statistics for 1084.25.235.118:
Packetsz: Sent = 4, Received = 4. Lost
pproximate round trip times in milli—second
Minimum = Pims,. Maximum = 488ms,. Average

- Hasil capture data dengan menggunakan wireshark yang sudah di filter berdasarkan IP

destination dan protokol FTP

[ Jip.dst == 104.25.235.118 8& tcp -] Expression... | +

29 4.251086

45 4,325921 104, TCP 54 61853 - 443 [ACK] Seq=1 Ack

47 4.326063 5 104, 35. TLSv1.2 571 client Hello

75 4.451218 192.168.43.36 164.25.235.118 TCP 54 61853 - 443 [ACK] Seq=518 Ack=157 Win=365 Len=8
79 4.451459 192.168.43.36 104.25.235.118 TLSv1.2 185 Change Cipher Spec, Hello Request, Hello Request

81 4.451567 192.168.43.36 164.25.235.118 TLSv1.2 231 Application Data
97 4. 192 1

n e s 55
111 4.725425 192.168.43. 104,25,235. 54 61053 - 443
127 4.771014 192.168.43.36 104.25.235.118 TLSV1.2 92 Application ta
135 4.793926 192.168.43.36 1084.25.235.118 TCP 54 61053 = 443 [ACK] 5eq=784 Ack=264 Win=434 Len=@
145 4.882464 192.168.43.36 104.25.235.118 TLSV1.2 589 ;ppli:atim’\ Data
171 4.955534 192.168.43.36 1084.25.235.118 TCP 54 61053 - 443 [ACK] 5eq=1239 Ack=1662 Win=457 Len=0
173 4.957961 192.168.43.36 104.25.235.118 TCP 54 61853 + 443 [;’l[K] Seq=1239 Ack=3862 & 80 Len=0
175 4.959788 192.168.43.36 184.25.235.118 TCP 54 61053 - 443 [ACK] Seq=1239 Ack=4458 & 82 Len=0 ||
177 4.962764 192.168.43.36 184.25.235.118 TCP 54 61853 + 443 [;"—[K] Seq=1239 Ack=585 Len=8 -
179 4.966@74 192.168.43.36 164.25.235.118 TCR 54 61853 - 443 [ACK] Seq=1239 Ack=7258 W Len=8 _j

- Frame 29: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
) Ethernet II, Src: SamsungE_7a:83:8b (18:67:bB:7a:83:@b), Dst: 36:97:T6:4b:16:cf (36:97:f6:4b:16:cf)
& Destination: 36:07:76:4b:16:cf (36:07:76:4b:16:cf)
BJ-Source: SamsungE_7a:83:8b (18:67:b@:7a:83:8b)
Type: IPv4 (@x0800)
Internet Protocol Version 4, Src: 192.168.43.36, Dst: 184.25.235.118
Transmission Control Protocol, Src Port: 61653, Dst Port: 443, Seq: @, Len: @

[EEERl6 o7 f6 4b 16 cf 18 67
00 34 61 bf 40 00 80 06
6 ee 7d 01 bb 14 ds

@ 7 Freme (frame), 66 bytes Packets: 8822 - Displayed: 189 (2.1%) * Dropped: 0 (0.0%) Profile: Default


http://indoxxi.net/

- Tabel hasil capture data

Source

Destination

Info

192.168.43.36

104.25.235.118

61053 > 443 [SYN] Seq=0 Win=63443 Len=0 MSS=1460 WS=64 SACK_PERM=1

192.168.43.36

104.25.235.118

61053 > 443 [ACK] Seq=1 Ack=1 Win=365 Len=0

192.168.43.36

104.25.235.118

Client Hello

192.168.43.36

104.25.235.118

61053 > 443 [ACK] Seq=518 Ack=157 Win=365 Len=0

192.168.43.36

104.25.235.118

Change Cipher Spec, Hello Request, Hello Request

192.168.43.36

104.25.235.118

Application Data

192.168.43.36

104.25.235.118

[TCP Window Update] 61053 > 443 [ACK] Seq=746 Ack=157 Win=409 Len=0

192.168.43.36

104.25.235.118

[TCP Spurious Retransmission] [TCP segment of a reassembled PDU]

192.168.43.36

104.25.235.118

61053 > 443 [ACK] Seq=746 Ack=226 Win=411 Len=0

192.168.43.36

104.25.235.118

Application Data

192.168.43.36

104.25.235.118

61053 > 443 [ACK] Seq=784 Ack=264 Win=434 Len=0

192.168.43.36

104.25.235.118

Application Data

192.168.43.36

104.25.235.118

61053 > 443 [ACK] Seq=1239 Ack=1662 Win=457 Len=0

192.168.43.36

104.25.235.118

61053 > 443 [ACK] Seq=1239 Ack=3062 Win=480 Len=0

192.168.43.36

104.25.235.118

61053 > 443 [ACK] Seq=1239 Ack=4458 Win=502 Len=0

192.168.43.36

104.25.235.118

61053 > 443 [ACK] Seq=1239 Ack=5858 Win=525 Len=0

\

192.168.43.36

104.25.235.118

61053 > 443 [ACK] Seq=1239 Ack=7258 Win=548 Len=0

\Y

192.168.43.36

104.25.235.118

61053 > 443 [ACK] Seq=1239 Ack=8658 Win=571 Len=0

\

192.168.43.36

104.25.235.118

61053 > 443 [ACK] Seq=1239 Ack=10058 Win=594 Len=0

\Y

MAC address source
MAC address destination

: 18-67-B0-7A-83-0B
: 36-97-F6-4B-16-CF

ip.dst == 104,25.235, 118 8& tcp

[X] ] Expression... | +

47 4.326063
75 4.451218
79 4.451459
81 4.451507

192
192
127 4.771014
135 4.793926
145 4.882464
171 4.955534
173 4.957961
175 4.959788
177 4.962704
179 4.966874

192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.

192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.36

104.25.235.118
104.25.235.118
164.25.235.118
104.25.235.118

36
.36

164
104.25.235.118
164.25.235.118
164.25.235.118
164.25.235.118
164.25.235.118
164.25.235.118
164.25.235.118
164.25.235.118

36

3 [SYN] Seq=8 Win=63443 Len=
TCP 54 51853 + 443 [ACK] Seq=1 Ack=1 Win-365
TLSv1.2 571 Client Hello
TcP 54 51853 + 443 [ACK] Seq=518 Ack=-157 lin=365 Len-8

TLSv1.2

105 Change Cipher Spec
TLSv1.2 i

, Hello Request, Hello Request

55 [TCP
3 54 61853
TLSv1.2 92 Application Data
TCe 54 61053 » 443 [ACK] Seq=784 Ack=264 Win=434 Len=0
TLSv1.2 509 Application Data
TCp 54 61053 » 443 [ACK] Seq=1239 Ack=1662 Win=457 Len=B
TCP 54 61053 + 443 [ACK] Seq=1239 Ack=3062 Win=436 Len=p
TCp 54 61053 » 443 [ACK] Seq=1239 Ack=2458 Win=502 Len=B
TCP 54 61053 + 443 [ACK] Seq=1239 Ack=5858 Win=525 Len=p
Tcp 54 61053 » 443 [ACK] Seq=1239 Ack=7258 Win=548 Len=p

i

- Type: IPv4 (8x9800)

Frame 20: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

Ethernet II, Src: SamsungE_7a:83:@b (18:67:b@:7a:83:@b), Dst: 36:97:f6:4b:16:cf (36:97:76:4b:16:cf)
B} Destination: 36:07:f6:4b:16:cf (36:07:F6:4b:16:cf
Source: SamsungE_7a:83:@b (18:67:b@:75:83:0b) ‘Y]\P\(_

Internet Protocol Version 4, Src: 192.168.43.36, Dst: 184.25.235.118
Transmission Control Protocol, Src Port: 61653, Dst Port: 443, Seq: @, Len: ©




Hasil capture data menggunakan netstat —a

mh— e
er A G cr er
=)
=
......... =
o e e e T S S g o A g =
= = o
......... == = o fra
=
TS =
= = =
DEEEEDEEE S S S =
= =
= ] U5 e ] (0 2] L 0 D 3 ] ) ) ) A Al A A A A A I A g

ol oo fao o fu o

el Rl o

el Rl o

vl BB el oo oo Faol o R o)

3. Perbandingan capture data menggunakan Wireshark dan Netstat —a

Netstat -a

TCP & UDP

Tidak

Tidak

Tidak

Wireshark

1482 lebih protokol

Ya

Ya

Ya

Perbandingan

Protokol

Filtering paket data jaringan

Menampilkan detail dari

hasil capture data

Hasil capture dapat disimpan

untuk dianalisa kembali




