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Capturing data from www.detik.com

Hasil capture dengan menggunakan Wireshark

M WiFi - b
File Edit View Go Cepture Analyze Statistics Telephony Wireless Tools Help
d ® TRE ] A= f
r . <Cirl ~| Expression.. | +
Source Destination Protocol  Length Info ~
16250 214.899384 203.190.242.223 192.168.1.8 TP 1506 [TCP segment of a reassembled PDU] -
16251 214.899385 203.198.242.223 192.168.1.8 TP 1586 [TCP segment of a reassembled PDU] .
16252 214.899387 203.190.242.223 192.168.1.8 e 1506 [TCP segment of a reassembled PDU] !
16253 214.899387 203.190.242.223 192.168.1.8 TLSv1.2 1586 Application Data |
16254 214.893441 192.168.1.8 283.198.242.223 TP 54 56286 + 443 [ACK] Seq=3874 Ack=353959 Win=656560 Len=8 g
16255 214.899594 203.190.242.223 192.168.1.8 TP 1506 [TCP segment of a reassembled PDU]
16256 214.918338 203.198.242.223 192.168.1.8 1586 [TCP segment of a reassembled PDU] =
16257 214.910393 192.168.1.8 203.190.242.223 54 50286 + 443 [ACK] Seq=3874 Ack=356863 Win=66560 Len=@ =/
16258 214.911184 203.190.242.223 192.168.1.8 1586 [TCP segment of a reassembled PDU] E
16259 214.912227 203.198.242.223 192.168.1.8 1506 [TCP segment of a reassembled PDU] =]
16260 214.912229 203.190.242.223 192.168.1.8 1506 [TCP segment of a reassembled PDU] — |
16261 214.912236 203.198.242.223 192.168.1.8 1455 Application Data
12280 192 203 54 50286 = 443 [A(

16262 214.

16265 216.237474 TLSvi.2 196 Applica Data
16266 216253388 31.13.78.17 192.168.1.8 e 54 443 5 50343 [ACK] Seq=4006 Ack=1035 Win=31438 Len=p
16267 216.254085  31.13.78.17 192.168.1.8 TLSV1.2 168 Application Data
16268 216.296684  192.168.1.8 31.13.78.17 Tce 54 50343 + 443 [ACK] Seq=1835 Ack=4128 Win=65536 Len=8 =
v
Frame 16264: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Ethernet II, Src: Bc:iel:17:€3:83:04 (8c:el:17:€3:83:84), Dst: Azurewav 48:4a:49 (28:c2:dd:48:4a:49)
Internet Protocol Version 4, Src: 263.199.242.132, Dst: 192.168.1.8
Transmission Control Protocol, Src Port: 80 (8@), Dst Port: 50283 (50283), Seq: 442, Ack: 398, Len: @
28 c2 dd 48 4a 49 8c el 17 e3 83 64 83 00 45 00
80 28 Bb Af 40 80 fb 06 4 8c cb be 2 84 c@ a8
@1 88 80 50 c4 6b cf 26 d4 4f 58 fc d9 a3 5 10
12 91 82 7d 00 60
[ N Packsts: 16268 - Displayed: 16258 (100.0%) - Dropped: 0 (0.0%) Profile: Default

Hasil capture dengan menggunakan command prompt

BN CNWINDOWS\systern32\cmd.exe — O >



http://www.detik.com/

Tabel Source :

IP INFO

192.168.1.8 50344 - 443 [RST, ACK] Seq=335 Ack=6207 Win=0 Len=0

192.168.1.8 [TCP Dup ACK 16202#1] 50345 -> 443 [ACK] Seq=934 Ack=7712 Win=66560
Len=0 SLE=9110 SRE=9385

192.168.1.8 Client Hello

192.168.1.8 50343 - 443 [ACK] Seq=210 Ack=3490 Win=66048 Len=0

192.168.1.8 Client Key Exchange, Change Cipher Spec, Hello Request, Hello Request

Tabel Destination :

IP INFO

203.190.242.122 | [TCP segment of a reassembled PDU]
203.190.242.122 | Application Data

203.190.242.223 | [TCP segment of a reassembled PDU]

203.190.242.132 | [TCP Keep-Alive ACK] 80 - 50283 [ACK] Seq=442 Ack=398 Win=4753 Len=0
203.190.242.223 | 50286 - 443 [ACK] Seq=3874 Ack=356863 Win=66560 Len=0

Capturing data from www.vidio.com

Hasil capturing menggunakan Wireshark

M WiFi
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
am s ® DREB Re==2F 5 Q8 H

| Expression

No. Time Source Destination Protocol  Length Info
17397 57.023112 23.60.152.79 192.168.8.161 TLSV1.2

627 Application Data

17401 57.023606 92.165.0.101 23.60.152.79 TCP
17482 57.285568 92.168.0.101 130.211.37.21 TLSV1.2
17403 57.285664 92.168.0.101 138.211.37.21 TLSv1.2
17404 57.346948 30.211.37.21 192.168.9.101 TCcP
17485 57.356937 38.211.37.21 192.168.8.181 TCP
17467 57.364553 30.211.37.21 192.168.8.161 TLSv1.2

54 62657 » 443 [ACK] 760 Ack=1653362 Win=310784 Len=0
124 Application Data

477 Application Data

54 443 » 62655 [ACK] Seq=7903 Ack=59713 Win-206336 Len=0
54 443 » 62655 [ACK]

17 c 60 192, .211.37.21

17413 57.365238 192.168.0.101 130.211.37.21 TLSv1.2
17414 57.466387 130.211.37.21 192.168.9.161 TCP
17415 57.561561 77.66.54.155 192.168.8.181

160 Application Data
54 443 + 62655 [ACK] Seq=8101 Ack=60182 i —
a Win=32768 Len=6 [
v

Frame 1: 75 bytes on wire (688 bits), 75 bytes captured (600 bits) on interface @

Ethernet II, Src: Azurewav 48:4a:49 (28:c2:dd:48:4a:49), Dst: 99:c7:dB:84:5c:68 (99:c7:dB:84:5¢:68)
Internet Protocol Version 4, Src: 192.168.6.101, Dst: 192.168.0.1

User Datagram Protocol, Src Port: 64616 (64616), Dst Port: 53 (53)

Domain Name System (query)

99 c7 d8 84 5c 68 28 c2 dd 48 4a 49 @8 08 45 @0  ....\h(. .HII..E.
©9 3d 61 b2 80 B2 88 11 b7 47 c@ a8 8@ 65 ¢ a8  .=.... G...e..
@8 01 fc 65 8@ 35 8@ 29 Se 1b 82 4d 81 88 @8 @1  ...h.5.) “..M....
@0 B0 @0 D@ 00 B@ 64 61 7@ 69 73 @6 67 6f 6f 67  ....... a pis.goog
6c 65 83 63 6F 6d 82 @0 91 00 Bl le.com .

@ 7 wireshark_peapng_3ESDC035-AEBF-4922-A8D 1-9392EA IF2CFS_20170830010547_203228 Packets: 17415 - Displayed: 17415 (100.0%) Profile: Default



http://www.vidio.com/

Hasil capture dengan menggunakan command prompt

B CAWINDOWS\system32\emd. exe — O X

F
D
D
D
D
D
D
D
D
D
D
D
D

Tabel Source :

IP INFO
192.168.0.101 [TCP Previous segment not captured] Ignored Unknown Record
192.168.0.101 443 - 62693 [ACK] Seq=7693137 Ack=2776 Win=43136 Len=1394

192.168.0.101 443 - 62693 [ACK] Seq=7684773 Ack=2776 Win=43136 Len=1394
192.168.0.101 Previous segment not captured] Ignored Unknown Record
192.168.0.101 [TCP Fast Retransmission] Change Cipher Spec

Tabel Destination :

IP INFO

23.60.152.79 62693 - 443 [ACK] Seq=2635 Ack=7386193 Win=568576 Len=0 SLE=7387587
SRE=7388981

23.60.152.79 62693 - 443 [ACK] Seq=2635 Ack=7388981 Win=568576 Len=0

23.60.152.79 62693 - 443 [ACK] Seq=2635 Ack=7444741 Win=568576 Len=0 SLE=7446135
SRE=7448923 SLE=7453105 SRE=7454499

23.60.152.79 Application Data

23.60.152.79 62693 - 443 [ACK] Seq=2494 Ack=7244016 Win=568576 Len=0

Perbedaan Capture Data menggunakan Wireshark dan Cmd,;

dengan menggunakan Wireshark kita mendapatkan analisi data yang lebih lengkap dan terinci
dibandingkan dengan menggunakan Cmd, selain itu juga Cmd hanya dapat membaca protocol TCP
sedangkan pada Wireshark dapat membaca berbagai jenis protocol sehingga banyak data yang
muncul, termasuk berbagai jenis data error yang terjadi saat pembacaan data.



