Nama : Qonita Al’afwa
Nim : 09011281520103
Kelas : SK5C
JARINGAN KOMPUTER
Web Browsing : Detik.com

Hasil capture pada Wireshark

M WiFi - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 1 ® BRE Qe>=2F 1= Eaaam
[W ]2 stop capturing packets b -] Expresson.. | +
Mo, Time Source Destination Protocal Length Info A
1 0.e00002 1083.243.221.87 192.168.43.133 TLSv1.2 1454 Ignored Unknown Record
2 8.885123 183.243.221.87 192.168.43.133 TLsvl.2 463 Ignored Unknown Record =
3 8.885273 192.168.43.133 183.243.221.87 54 51470 = 443 [ACK] Seq=1 Ack=1818 Win=26@ Len=0
6 ©.008219 192.168.43.133 103.243.221.87 TLSv1.2 188 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message =
7 8.898386 192.168.43.133 216.58.2081.162 TCP 55 51167 » 88 [ACK] Seq=1 Ack=1 Win=255 Len=1 —
8 8.548249 52.74.189.46 192.168.43.133 TLSv1.2 85 Encrypted Alert —
9 8.548398 52.74.109.48 192.168.43.133 TCP 54 443 » 51441 [FIN, ACK] Seq=32 Ack=1 Win=43 Len=¢ |
16 8.548492 192.168.43.133 52.74.109.48 TCP 54 51441 » 443 [ACK] Seq=1 Ack=33 Win=254 Len=0 :
11 @8.574680 183.49.221.244 192.168.43.133 TCP 54 8@ + 51378 [FIN, ACK] Seq=1 Ack=1 Win=136 Len=0 —
12 @.574120 192.168.43.133 103.49.221.244 TCP 54 51370 = 88 [ACK] Seq=1 Ack=2 Win=258 Len=0 =
13 ©.617858 183.49.221.244 192.168.43.133 TCP 54 88 = 51369 [FIN, ACK] Seq=1 Ack=1 Win=136 Len=0 —
14 @.613085 192.168.43.133 103.49.221.244 TCP 54 51369 » 88 [ACK] Seq=1 Ack=2 Win=258 Len=0
15 0.618132 103.243.221.87 192.168.43.133 TLSv1.2 312 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message —
16 8.627212 192.168.43.133 183.243.221.87 TCP 1314 51478 » 443 [ACK] Seq=127 Ack=2868 Win=259 Len=126@ [TCP segment of a reassembled PDU]
17 8.627437 192.168.43.133 183.243.221.87 TLSv1.2 298 Application Data
18 8.641565 192.168.43.133 172.217.17.78 SSL 55 Continuation Data —
19 8.733872 216.58.201.162 192.168.43.133 TCP 66 8@ + 51167 [ACK] Seq=1 Ack=2 Win=174 Len=@ SLE=1 SRE=2
28 8.815722 192.168.43.133 52,221.148.16 SsL 55 Continuation Data
21 ©.887578 52.221.148.16 192.168.43.133 TCP 54 443 + 51288 [ACK] Seq=1 Ack=2 Win=30394 Len=@ v
! i e R - ST e - .
Frame 1: 1454 bytes on wire (11632 bits), 1454 bytes captured (11632 bits) on interface @ ~
Ethernet II, Src: Guangdon_aa:5d:c3 (bc:3a:ea:aa:5d:c3), Dst: LiteonTe _S5a:16:f3 (bB8:86:87:5a:16:13)
Internet Protocol Version 4, Src: 183.243.221.87, Dst: 192.168.43.133
Transmission Control Protocol, Src Port: 443, Dst Port: 51478, Seq: 1, Ack: 1, Len: 1480 v
b8 86 87 Sa 16 3 bc 3a ea @a 5d c3 @8 @@ 45 @0 ~
85 a@ bf d6 40 6@ 2d @6 57 89 67 f3 dd 57 <@ a8
2b 85 @1 bb 3 Be f1 66 2@ 25 ef a3 45 56 50 18
@0 37 dd 8b @2 @@ 31 81 9b 68 bl d9 e8 3 e6 94
7e c7 ae 13 2f 87 ed de@ 25 bl 68 f9 de @3 Sa 3
29 cc d4 92 16 83 @3 @5 93 16 @0 05 8 el 2o es
8b 30 82 @5 87 @a @1 @@ 2@ 82 @5 8@ 30 32 @5 7c
@6 89 2b @6 @1 05 @5 97 3@ 01 @1 04 82 85 6d 30
82 85 69 30 81 %9e a2 16 84 14 5f b9 7b 46 @1 52 v

Packets: 489 - Displayed: 489 (100.0%) Profile: Default

Hasil capture pada Wireshark saat Capture Filters

M Wireshark - Capture Filters ? X
Name Filter
Ethernet address 00:00:5e:00:53:00  ether host 00:00:5e:00:53:00
Ethernet type (0806 (ARP) ether proto (x0B0G
MNe Broadcast and no Multicast not broadcast and not multicast
No ARP not arp
1Pud only ip
1Pvd address 192.0.2.1 host 192.0.2.1
IPvE only ip6
IPvE address 2001:db8::1 host 2001:dba:1
IPX only ipx
TCP enly tcp
UDP only udp
TCP or UDP port 80 (HTTP) port 80
HTTP TCP port (80) tcp port http
No ARP and no DNS not arp and port not 53
Non-HTTP and non-SMTP to/from www.wireshark.org net port 20 and not port 25 and host www.wireshark.org

ol || e




Hasil capture pada cmd

B8 Command Prompt

Online Streaming : Vidio.com

Hasil capture pada Wireshark

M WiFi - x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
d ® W R E ] Zf ez =Eaaqaq
[W]2p] Stop capturing packets | - | Expression...  +
No. Time Source Destination Frotocol Length Info
1 @.808008 23.66.237.138 192.168.43.133 HTTP 469 HTTP/1.1 384 Hot Modified —
2 0.800192 172.217.19.206 192.168.43.133 TP 66 443 + 49832 [ACK] Seq=1 Ack=1 Win=205 Len=B SLE-176 SRE=1436 —
3 0.800506 172.217.19. ssL 1314 Continuation Data
4 0.921438 54 49953 > 443 [RST, ACK]
5 54 1 + 80 [RST, ACK]

1.221348
1.221402
1.221439

192.8.77.2
192.8.77.2
192.8.77.2

192.168.43.
192.168.43
192.168.43

1.221858 192.168.43. 172.217.19.
28 1.221917 192.168.43.133 172.217.19.286 TCP
TCP

1.221984 192.168.43 192.0.77.2

Frame 1: 469 bytes on wire (3752
Ethernet II, Src: Guangdon aa:Sd:

bits), 469 bytes captured (3752 bits) on interface @
c3 (bc:3azeaaa:Sd:c3), Dst:

Internet Protocol Version 4, Src: 23.66.237.138, Dst: 192.168.43.133

Transmission Contrel Protocol, Src Port: 8@, Dst Port: 49954, Seq: 1, Ack: 1, Len: 415
b8 86 87 5a 16 f3 bc 3a ea aa 5d c3 @3 08 45 80
Bl c7 68 76 48 8@ 36 @6 e9 c@ 17 42 ed Ba c@ a8
2b 85 @@ 5@ c3 22 <8 If 74 ac de a8 8b cb 50 18 .
@3 b2 f2 41 @@ @@ 48 54 54 50 2f 31 2e 31 20 33 TR/L.1 3
30 34 20 4e 6f 74 20 4d 6f 64 69 66 69 65 64 ad odified.
@a 43 61 63 68 65 2d 43 &f 6e 74 72 6T 6c 3a 20 ontrol:
7@ 72 69 76 61 74 65 @d @a 43 6T Ge 74 65 6e 74 .Content
2d 54 79 7@ 65 3a 20 74 65 78 74 2f 68 74 6d 6 ext/html
3b 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 od 3 charse t=utf-8.

wireshark_7424E0FD-5E4F -40 14-B8F 1-3DF02640078C_20170829210956_a01352

[ e

54 49954 + 8@ [RST, ACK] 5
= [ E

106 Application Data
85 Encrypted Alert
54 443 » 49796 [FIN, ACK] Seq=78 Ac

Win=62 Len=8

66 49832 + 443 [ACK] Seq=1436 Ack=1157 Win=258 Len:
54 49832 » 443 [ACK] Seq=1436 Ack=1241 Win=258 Len=8
54 49796 -+ 443 [ACK] Seq=1 Ack=78 Win=256 Len=0

SLE=1195 SR

LiteonTe 5a:16:f3 (b8:86:87:5a:16:13)

v

Packets: 3238 - Displayed: 3238 (100.0%) Profile: Defauit




Hasil capture pada Wireshark saat Capture Filters

| M Wireshark . Capture Filters

Mame

iEthernet address 00:00:5e:00:53:00

Ethernet type 0806 (ARP)
Mo Broadecast and no Multicast
Mo ARP

IPvd only

IPv4 address 192.0.2.1

IPvE only

IPvE address 2007:dba:1
IPX only

TCP only

UDP only

TCP or UDP port 30 (HTTP)
HTTP TCP port (20)

Mo ARP and no DMNS

Mon-HTTP and non-5MTP to/from www.wireshark.org not port 80 and not port 25 and host www.wireshark.org

Hasil capture pada cmd

BE Command Prompt

S
.4
.4
A3,
.4
W43,
.43,
4
.4
W43,
.43,
4
.43,
.4
.4
A3,
.4
.43,
.43,
4
.4
W43,

Filter

i ether host 00:00:52:00:53:00

ether proto (0806

not broadcast and not multicast
not arp

ip

host 192.0.2.1

ipl

host 2007T:dbg:1

ipx

tcp

udp

port 80

tcp port http

not arp and port not 533

Cancel

X|



Source : Detik.com

IP

Info

216.58.201.162

443 — 52022 [FIN, ACK] Seq=1 Ack=1 Win=119 Len=0

192.168.43.133

Standard query 0x88f4 A ads.pubmatic.com

192.168.43.1

Standard query response 0x88f4 A ads.pubmatic.com CNAME
pubmatic.edgekey.net CNAME e6603.g.akamaiedge.net A
115.146.116.243

115.146.116.243

443 — 52035 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0
MSS=1400 SACK_PERM=1 WS=32

Destination :
IP Info
192.168.43.133 | 443 — 52022 [FIN, ACK] Seq=1 Ack=1 Win=119 Len=0
192.168.43.1 Standard query 0x88f4 A ads.pubmatic.com

115.146.116.243

52035 — 443 [SYN] Seq=0 Win=65520 Len=0 MSS=1460 WS=256
SACK_PERM=1

Source : Vidio.com

IP

Info

23.66.237.138

HTTP/1.1 304 Not Modified

172.217.19.206

443 — 49832 [ACK] Seq=1 Ack=1 Win=205 Len=0 SLE=176
SRE=1436

192.168.43.133

Continuation Data

192.0.77.2

Application Data

Destination :

IP

Info

192.168.43.133

HTTP/1.1 304 Not Modified

172.217.19.206

Continuation Data

23.66.237.138

49953 — 443 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0

23.212.120.152

49951 — 80 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0

192.0.77.2

49796 — 443 [ACK] Seq=1 Ack=78 Win=256 Len=0




