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CAPTURING DATA

1. Browsing data melalui aplikasi wireshark.
IP source : 203.190.242.102

IP Destination : 10.94.14.109

MAC Source : (d4:ca:6d:44:6b;80)

MAC Destination : (1c:b7:2c:e7:5b:74)

M browse.peapng - b4
File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help
aAm2® TRERe=2ZF LI =Eaqan
W [ Apply a display filter __ <Cirl-/> =3 -] Expression..  +
Mo Time Source Destination Protocol  Length  Info

1 &.e60008 AsustekC_ba:S5e:bd Broadcast ARP 6@ Who has 18.94.14.1837 Tell 18.94.14.232

3 8.300263 AsustekC_ba:Se:c2 Broadcast ARP 6@ Who has 16.94.14.2437 Tell 18.94.14.203

5 8.489413 20081:0:9d38:98d7:280.. ffa2::1 IPvE 82 IPv6 no next header —

& 1.000144 AsustekC_ba:Se:bd Broadcast ARP 6@ Who has 10.94.14.1837 Tell 10.94.14.232

7 1.282956 feB@::20al:bfad:36ac.. DHCPvG 153 Solicit XID: @xdba28a CID: @@A188011efd487b@B6266ba5e56

38 1.386703 IPvE 82 IPv6 no next header

9 1.596181 IPve 82 IPv6 no next header

10 1.688441 IPvE 82 IPv6 no next header

11 1.699488 H £ IPvE 82 IPv6 no next header

12 1.881763 2001:0:9d38:90d7: 20a... Ff02::1 IPve 82 IPv6 no next header

14 2.283117 feBe::20al1:bfad: 36ac. DHCPvE 153 solicit XID: dbi CID: 11efd4s

15 2.688636 2001 9d38:98d7:c IPv6 82 IPv6 no next header

16 3.283153 feB@::20al:bfad:36ac.. DHCPvG 153 Solicit XID: dbs CID: 11efd4s’

19 4.595531  2001:0:9d38:90d7:c4:.. IPv6 no next header
20 4.59781@  AsustekC_ba:Se:c2 Broadcast ARP 6@ Who has 18.94.14.243?

22 4.624180
4.787197
24 5.910872

10.94.14.169

54 TCP 54 54449 > 443 [ACK] Seq
0 44 K

1PV 82 IPv6 no next header

9d38:98d7:162...
25 5.995701  2001:0:9d38:90d7:14a.. IPVE 82 IPv6 no next header =
26 5.290388  fes@::20al:bfdd:36ac. DHCPW6 153 Solicit XID: CID: 11efd4s
27 5.30@841  AsustekC_ba:Se:c2 ARP 6@ Who has 10.94.14.2437 Tell 10.94.14.203 |
< >

M browsepeapng -
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Adm @ ERresEf iz Eaqaan
M [ Apply = display fiter ... <Ctrl-/> =3 -] Expression... | +

No. Time Source Destination Protocol  Length  Info
132.858729 74.125.24.138 16.94.14.109 TLSv1.2 1484 Application Data
132.@58731 74.125.24.138 10.94.14.109 TLSv1.2 1484 Application Data
132.858738 74.125.24.138 18.94.14.189 TLSv1.2 1484 Application Data
132.958740 74.125.24.138 16.94.14.109 TLSv1.2 737 Application Data
132.@58741 74.125.24.138 10.94.14.109 TLSvi.2 1@ Application Data
132.858918 18.94.14.189 74.125.24.138 TCP 54 54697 + 443 [ACK] Seq=869 Ack=9853 Win=262144 Len=8
132.061500 16.94.14.189 74.125.24.138 TLSv1.2 188 Application Data
132.063566 203.190.242.132 10.94.14.109 TLSv1.2 92 Application Data
132.863737 10.94.14.109 203.190.242.132 TCP 54 54727 » 443 [ACK] Seq=842 Ack=222 Win=261928 Len=0
132.064571 203.190.242.132 10.94.14.109 TCP 6@ 443 + 54726 [ACK] Seq=1 Ack=41@ Win=15872 Len=@
132.865388 203.190.242.132 18.94.14.189 TLSv1.2 168 Server Hello, Change Cipher Spec, Encrypted Handshake Message
132.065509 16.94.14.189 203.190.242.132 TCP 54 54726 > 443 [ACK] 5eq=410 Ack=115 Win=262024 Len=0
132.066713 10.94.14.109 203.190.242.132 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message —
132.068772 16.94.14.109 203.190.242.132 TLSv1.2 141 Application Data
132.070282 203.190.242.132 10.94.14.109 TCP 6@ 443 + 54727 [ACK] Seq=222 Ack=842 Win=16896 Len=@ -
132.886827 203.190.242.132 18.94.14.189 TLSv1.2 123 Application Data
132.886995 16.94.14.189 263.190.242.132 TCP 54 54726 > 443 [ACK] Seq=548 Ack=184 Win=261968 Len=0
132.087451 10.94.14.109 203.190.242.132 TLSV1.2 92 Application Data
132.888584 203.198.242.132 18.94.14.189 TLSV1.2 92 Application Data
132.088725 16.94.14.189 203.190.242.132 TCP 54 54726 > 443 [ACK] 5eq=586 Ack=222 Win=261928 Len=0
132.115141 74.125.24.138 10.94.14.109 TCP 6@ 443 > 54697 [ACK] Seq=9853 Ack=915 Win=45056 Len=0
132.147555 263.198.242.132 16.94.14.109 TCP 68 443 > 54726 [ACK] Seq=222 Ack=586 Win=15872 Len=@
132.165532 203.190.242.132 10.94.14.109 TLSv1.2 427 Application Data |
132.165762 18.94.14.189 203.190.242.132 TCP 54 54727 = 443 [ACK] Seq=842 Ack=595 Win=261544 Len=B
132.177363 16.94.14.239 16.94.14.255 NBNS. 92 Name query NB WPAD<@8>
189.. 132.352419 10.94.14.189 31.13.78.35 TLSv1.2 178 Application Data -
< >




I SOURCE

IP

INFO

203.190.242.107 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
10.94.14.109

103.49.221.211
10.94.14.109
10.94.14.109

New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
Application Data
443 — 54489 [ACK] Seq=3866 Ack=473 Win=29440 Len=0
Application Data

DESTINATION

IP

10.94.14.158
103.49.221.122
10.94.14.109
31.13.78.35
10.94.14.109

INFO

Standard query Ox7ea3 A isatap

Application Data

54489 — 443 [ACK] Seq=6556 Ack=7612 Win=261760 Len=0

Application Data

54700 — 443 [ACK] 5eq=1875 Ack=476862 Win=262144 Len=0

2. Streaming video melalui aplikasi wireshark.

IP source : 10.94.14.109

IP Destination : 23.0.177.143

MAC Source : (1c:b7:2c:e7:5b:74)

MAC Destination : (d4:ca:6d:44:6b;80)

M streaming.pcapng - b4
File Edit View Geo Capture Analyze Statistics Telephony Wireless Tools Help
RE Re=2ZF LI =aqaan
<Cirl-/> -] Expression...  +
Source Destination Protocel  Length Info 1
1 6.800008  AsustekC ba:Se:cd Broadcast ARP 68 Who has 16.94.14.99? Tell 18.94.14.267
2 8.978675 8 :90d7:486.. F782::1 IPve 82 IPv6 no next header
3 1.264154 :98d7:3c7.. Ff02::1 PV 82 IPv6 no next header —
41.258618  2001:0:9d38:90d7:200.. fe2::1 IPvE 82 IPv6 no next header
61.672819  AsustekC_ba:Se:ad Broadcast ARP 60 Who has 16.94.14.872 Tell 10.94.14.228
7 1.672822  AsustekC ba:Se:ad Broadcast ARP 60 Who has 10.94.14.102? Tell 16.94.14.228
8 1.672823  AsustekC ba:Se:ad Broadcast ARP 60 Who has 10.94.14.105? Tell 16.94.14.228
9 1.673634  10.94.14.228 10.94.14.109 uoP 70 49349 > 2054 Len=28
10 1.673636  AsustekC ba:Se:ad Broadcast ARP 60 Who has 16.94.14.118? Tell 16.94.14.228
i 16.94.14 > E
12 1.674562 a4 Broadcast ARP 60 Who has 10.94.14.136? Tell 10.94.14.228
13 1.675759 e:ad Broadcast ARP 60 Who has 10.94.14.182? Tell 16.94.14.228
14 1.676514  AsustekC_ba:Se:ad Broadcast ARP 60 Who has 10.94.14.183? Tell 16.94.14.228
15 1.677267  AsustekC ba:Se:ad Broadcast ARP 60 Who has 10.94.14.215? Tell 16.94.14.228
16 1.630046 Broadcast ARP 60 Who has 10.94.14.243? Tell 16.94.14.228
17 2.467953 | Broadcast ARP 60 Who has 10.94.14.872 Tell 10.94.14.228
18 2.467957  AsustekC ba: Broadcast ARP 60 Who has 10.94.14.102? Tell 16.94.14.228
19 2.467958  AsustekC ba: Broadcast ARP 60 Who has 16.94.14.105? Tell 16.94.14.228
20 2.467958  AsustekC_ba: Broadcast ARP 60 Who has 10.94.14.110? Tell 10.94.14.228
21 2.467959  AsustekC b Broadcast ARP 60 Who has 10.94.14.136? Tell 16.94.14.228
22 2.467960  AsustekC_ba:Se:ad Broadcast ARP 60 Who has 10.94.14.182? Tell 16.94.14.228
23 2.467961  AsustekC ba:Se:ad Broadcast ARP 60 Who has 10.94.14.183? Tell 16.94.14.228
24 2.467961  AsustekC b Broadcast ARP 60 Who has 10.94.14.215? Tell 16.94.14.228
25 2.467962  AsustekC_ba:Se:ad Broadcast ARP 60 Who has 10.94.14.243? Tell 10.94.14.228
26 2.486687  AsustekC ba:Se:cd Broadcast ARP 68 Who has 10.94.14.99? Tell 18.94.14.267
28 3.118841  AsustekC_ba: Broadcast ARP 60 Who has 10.94.14.87? Tell 10.94.14.169
29 3.118845  AsustekC b ARP 60 Who has 10.94.14.109? Tell 16.94.14.169
30 3.118945  AsustekC_e7: AsustekC_b, 5 ARP 42 16.94.14.109 is at lc:b7:2c:e7:5b:74
31 3.372021  AsustekC e7: AsustekC ba:Se:cs ARP 42 Who has 10.94.14.1697 Tell 10.94.14.109 =,
243 3vwn= hentolr boiEe.s fibolr .l nen S A A 14 120 G- e AD.Ea.gibn.Ea.cE
< >




M streaming.peapng - x
File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help
Am 2@ RE QRe==7T 85 EQaqan
3 Ctrl-/> | Expression +
Source Destination Protocel  Length  Info .
9397 100.848349 23.0.177.143 16.94.14.189 TLSv1.2 1586 Application Data
9398 100.848354 23.0.177.143 16.94.14.109 TLSv1.2 268 Application Data =
9399 100.848355 23.0.177.143 10.94.14.109 TLSv1.2 1506 Application Data -
940 100.848356 23.0.177.143 16.94.14.109 TLSv1.2 1514 Application Data =
9401 100.848358 23.0.177.143 10.94.14.109 TLSV1.2 1498 Application Data L
9402 100.848359 23.8.177.143 16.94.14.109 TLSv1.2 1514 Application Data —
9403 106.848532 10.94.14.169 23.6.177.143 Tce 54 54774 > 443 [ACK] Seq=2792 Ack=3816250 Win=262144 Len=a =
9404 100.850082 23.9.177.143 10.94.14.109 TLSV1.2 1514 Application Data [TCP segment of a reassembled PDU] i
9405 106.856219 10.94.14.189 23..177.143 Tce 54 54774 > 243 [ACK] Seq=2792 Ack=3817718 Win=262144 Len=0
9406 100.950743 23.0.177.143 16.94.14.109 TLSv1.2 1514 Application Data [TCP segment of a reassembled PDU]
9407 100.950748 23.0.177.143 10.94.14.109 TLSV1.2 1514 Application Data [TCP segment of a reassembled PDU]
9408 100.950749 23.0.177.143 16.94.14.109 TLSv1.2 1514 Application Data [TCP segment of a reassembled PDU]
9409 100.950751 23.0.177.143 10.94.14.109 TLSV1.2 1514 Application Data [TCP segment of a reassembled PDU]
9416 100.956752 23.8.177.143 16.94.14.109 TLSV1.2 1514 Application Data [TCP segment of a reassembled PDU]
9411 106.950916 10.94.14.169 23.6.177.143 Tce 54 54774 > 443 [ACK] Seq=2792 Ack=3825010 Win=262144 Len=a
9412 100.952243 23.0.177.143 10.94.14.109 TLSV1.2 1514 Application Data [TCP segment of a reassembled PDU]
9413 100.952247 23.0.177.143 16.94.14.189 TLSv1.2 1514 Application Data [TCP segment of a reassembled PDU]
9414 100.952248 23.0.177.143 16.94.14.109 TLSv1.2 1514 Application Data [TCP segment of a reassembled PDU]
9415 100.952374 10.94.14.169 23.6.177.143 TCP 54 54774 - 443 [ACK] Seq=2792 Ack=3829390 Win=262144 Len=0
9416 101.039778 :2995:5e6:8585.. 10! 2 DHCPVE 153 Solicit XID: @x334ac6 CID: 800160811efdc034886266baSead
9417 101.052054 23.0.177.143 10.94.14.109 TLSV1.2 1514 Application Data [TCP segment of a reassembled PDU]
9418 101.052068 23.8.177.143 16.94.14.109 TLSV1.2 1514 Application Data [TCP segment of a reassembled PDU]
9419 101.052062 23.0.177.143 16.94.14.109 TLSv1.2 1514 Application Data [TCP segment of a reassembled PDU] =
9420 101.052065 23.0.177.143 10.94.14.109 TLSV1.2 1514 Application Data [TCP segment of a reassembled PDU]
101.052360  16.94.14.189 .8.177.143 54 54774 > 443 [ACK] Seq=2792 Ack=3835238 Win=262144 Len=0

.@53986 23.8.177. .94.14.109
.@53912 23.8.177. .94.14.109

SOURCE
IP INFO
23.0.177.143 54774 - 443 [ACK] Seq=2792 Ack=3817710 Win=262144 Len=0

10.94.14.109  Application Data [TCP segment of a reassembled PDU]

10.94.14.109  Encrypted Heartbeat, Ignored Unknown Record

130.211.37.21  Application Data

10.94.14.109  New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

DESTINATION

IP INFO
130.211.37.21 Application Data
74,125.24.113 443 —» 54760 [ACK] Seq=913 Ack=2015 Win=483584 Len=0
10.54.14.109 Client Hello
106.10.198.33 Server Hello
54.230.156.60 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

1.Browsing data melalui CMD.



EX Command Prompt




2. Stearming video melalui CMD.

EM Command Prompt




