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CAPTURING DATA

1. Browsing Data
a. WIRESHARK

M browse.pcapng - ®

File Edit View Go Copture Analyze Statistics Telephony Wircless Teals Help

a m @ RE Qe==2TL5 5 QaQam

(W Tapply = display filter .. <Ctrl-/> —3 -] Expression. +
~

No. Time Source Destination Protocol Length Info

12165 49.867429 263.190.242.192 10.94.14.188 Tcp 1514 443 » 55332 [ACK] Seq-169263 Ack-2983 Win-268488 Len=-1460 [TCP segment of a reassembled PDU] —
12166 49.36743@ 203.190.242.192 12.94.14.108 TcP 1514 443 > 55332 [ACK] 5Seq=17@723 Ack=2983 Win=2048@ Len=146@ [TCP segment of a reassembled PDU]

12167 49.867467 16.94.14.108 203.190.242.192 Tcp 54 55332 » 443 [ACK] Seq=2983 Ack=172183 Win=262144 Len=0

12168 49.867761 203.190.242.192 10.94.14.108 Tcp 1514 443 + 55332 [ACK] Seq-172183 Ack-2983 Win-20488 Len-1460 [TCP segment of a reassembled PDU]

12169 49.867763 203.190.242.192 10.94.14.108 Tcp 1514 243 > 55332 [ACK] Seq=173643 Ack=2983 Win=20480 Len=1460 [TCP segment of a reassembled PDU]

12178 49.867799 16.94.14.108 203.190.242.192 Tcp 54 55332 > 443 [ACK] Seq=2983 Ack=175183 Win=262144 Len=8

12171 49.863090 203.190.242.192 12.94.14.108 TCcP 1514 443 » 55332 [ACK] 5Seq=1751@3 Ack=2983 Win-2048@ Len=146@ [TCP segment of a reassembled PDU]

12172 49.868124 10.94.14.108 203.190.242.192 Tce 54 55332 » 443 [ACK] Seq=2983 Ack=176563 Win=262144 Len=0

12173 49.912944 263.190.242.192 10.94.14.188 Tcp 1514 443 » 55332 [ACK] Seq-176563 Ack=2983 Win-208488 Len=-1460 [TCP segment of a reassembled PDU]

12174 49.912945 203.196.242.192 10.94.14.108 TLSv1.2 283 Application Data

12175 49.913606

[ACK]

16.94.14.168 203.190.242.192 TCP 54 55332 > 443

16.94.14.108
16.94.14.108

TcP 54 55230 » 443 [ACK]
TCP

12177 49.942834 203.190.242.59

ST, ACK] Seq=1221 Ack=458 Win=@ Len=0
Data

16.94.14.108

118.98.92.67 12.94.14.188 TCP [ACK] Seq=106 Ack=1124 Win=17488 Len=8
118.98.92.67 10.94.14.108 Tce [ack] 58 Ack=1221 Win=17408 Len=0
67 TCP 221 Win=8 Len=8

118.98.92.67 12.94. 1es TLSvV1.2
12185 58.138213 16.94.14.108 118.98.92.67 TCP [ACK] Seq=1124 Ack=426 Win=261632 Len=8 =
12186 58.338118 10.94.14.188 52.77.117.281 TLSv1.2 1867 Application Data =
12187 5@.346616 52.77.117.201 10.94.14.108 TLSv1.2 391 Application Data
12188 50.346683 16.94.14.108 52.77.117.201 Tcp 54 55301 > 443 [ACK] 5eq=5597 Ack=3146 Win=261120 Len=6
12189 5@.356952 10.94.14.108 74.125.200.156 TLSvV1.2 279 Application Data
12190 50.386355 74.125.200.156 10.94.14.108 Tce 60 443 » 55271 [ACK] Seq=5615 Ack=2846 Win=50432 Len=o =
12191 58.386637 74.125.208.156 18.94.14.188 TLSv1.2 181 Application Data
12192 5@.386638 74.125.200.156 10.94.14.108 TLSv1.2 1@@ Application Data
12193 50.386693 16.94.14.108 74.125.200.156 Tcp 54 55271 » 443 [ACK] 5eq=2846 Ack=5788 Win=260864 Len=0
12194 5@.386868 10.94.14.108 74.125.200.156 TLSvV1.2 1e@ Application Data
12195 50.456223 10.94.14.108 74.125.24.154 TLSv1.2 1174 Application Data .
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@ 7 browse Packets: 12513 - Displayed: 12513 (100.0%) - Load time: 0:0.250 Profile: Default

IP Source 1 74.125.24.101 IP Destination :10.94.14.108
MAC Source : (d4:ca:6d:44:6b:35) MAC Destination : (40:b0:34:0b:16:36)
o Source

IP INFO

103.241.4.2 Standard query Ox4fce A www.detik.com

103.241.4.2 Standard query Oxflad A cdnstatic.detik.com

103.241.4.2 Standard query 0x2962 A www.google-analytics.com

103.241.5.2 Standard query Oxflae A cloudfront-labs.amazonaws.com

203.190.242.172 Client Hello

10.94.14.108 Certificate, Server Key Exchange, Server Hello Done

74.125.24.139 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
o Destination

IP INFO

10.94.14.108 Standard query Oxflad A cdnstatic.detik.com

10.94.14.108 Standard query 0x2962 A www.google-analytics.com

10.94.14.108 Standard query Oxflae A cloudfront-labs.amazonaws.com

10.94.14.108 Client Hello

74.125.24.139 Certificate, Server Key Exchange, Server Hello Done

10.94.14.108 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

54.230.156.138 Server Hello




b. Command

2. Streaming
a. WIRESHARK

M streaming.peapng - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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Source Destination protocal  Length Info =
1031 7.516569 199.181.132.116 16.94.14.108 HTTP 731 HTTP/1.6 208 OK (application/x-javascript)
1632 7.516579 16.94.14.108 199.181.132.116 TP 54 55471 - 86 [ACK] Seq=987 Ack=5678 Wi
]
1034 7.594879 10.94.14.108 23.9.197.207 TP 54 55426 » 443 [ACK] 5eq=1488 Ack-67582 Win
1035 7.641367 10.94.14.108 164.103.78.153 TP 54 55431 > 88 [FIN, ACK] Seq=1009 Ack=44747
1636 7.641690 104.103.76.153 16.94.14.108 TP 66 B0 - 55431 [ACK] Seq=44747 Ack=1616 Win=7936 Len=0
1037 7.726218 23.9.197.207 16.94.14.108 TLSva.2 355 Ignored Unknown Record
1038 7.726280 10.94.14.108 23.9.197.207 TP 54 55426 > 443 [ACK] Seq=1480 Ack=67883 Win=261632 Len=e
1039 7.748351 10.94.14.108 74.125.200.156 HTTP 477 GET /tag/js/gpt.js HTTP/1.1
1040 7.761691 74.125.200.156 16.94.14.108 HTTP 333 HTTP/1.8 384 Not Modified
1641 7.761743 10.94.14.108 74.125.206.156 TP 54 55429 - 80 [ACK] Seq=851 Ack=559 Win=261376 Len=0
1042 5.126240 2001:0:9d38:90d7:4d.. Ffe2::1 PV 82 IPV6 no next header
1043 8.147859 2001:0:9d38:90d7: 5. FfB2::1 PV 82 IPV6 no next header
1044 8.179369 2001:0:9d38:98d7 ffe2::1 PV 82 IPw6 no next header
1045 8.245920 2001:0:9d38:90d7:18.. Ffe2::1 PV 82 IPw6 no next header
1646 5.287934 10.94.14.108 23.9.197.207 TLSva.2 1372 Application Data
1047 5.295503 10.94.14.108 23.9.197.207 TLsv1.2 1441 Application Data
1048 8.355304 2001:0:9d38:90d7:48.. ffe2::1 IPV6 82 IPVE no next header
1049 8.395448 23.9.197.207 16.94.14.108 TP 1514 443 > 55426 [ACK] Seq=67883 Ack=2798 Win=36128 Len=146@ [TCP segment of a reassembled PDU]
1650 5.395513 10.94.14.108 23.9.197.207 TP 54 55426 - 443 [ACK] Seq=2798 Ack=69343 Win=262144 Len=6
1051 5.395792 23.9.197.207 1¢.94.14.108 TP 1514 443 > 55426 [ACK] Seq=69343 Ack=2798 Win=36128 Len=146¢ [TCP segment of a reassembled PDU]
1052 8.395794 23.9.197.207 10.94.14.108 TP 1514 443 > 55426 [ACK] 5eq-70803 Ack-2798 Win-36128 Len-146@ [TCP segment of a reassembled PDU]
1053 8.395829 10.94.14.108 23.9.197.207 TP 54 55426 + 443 [ACK] Seq=2798 Ack=72263 Win-262144 Len=0
1054 8.396085 23.9.197.207 16.94.14.108 TP 1514 443 > 55426 [ACK] Seq=72263 Ack=2798 Win=36128 Len=146@ [TCP segment of a reassembled PDU]
1655 5.396636 23.9.197.207 16.94.14.108 TP 1514 443 > 55426 [ACK] Seq=73723 Ack=2798 Win=36128 Len=1466 [TCP segment of a reassembled PDU]
1056 5.396113 10.94.14.108 23.9.197.207 TP 54 55426 > 443 [ACK] Seq=2798 Ack=75183 Win=262144 Len=e
1057 8.396363 23.9.197.207 16.94.14.108 TP 1514 443 + 55426 [ACK] Seq=75183 Ack=2798 Win-36128 Len-146@ [TCP segment of a reassembled PDU]
1058 8.396365 23.9.197.207 16.94.14.108 TP 1514 443 > 55426 [ACK] Seq=76643 Ack=2798 Win=36128 Len=146@ [TCP segment of a reassembled PDU]
1659 5.396393 10.94.14.108 23.9.197.207 TP 54 55426 - 443 [ACK] Seq=2798 Ack=78183 Win=262144 Len=6
1060 5.396645 23.9.197.207 10.94.14.108 TP 1514 443 > 55426 [ACK] Seq=75103 Ack=2798 Win=36128 Len=146@ [TCP segment of a reassembled PDU]
1061 5.396649 23.9.197.207 1¢.94.14.108 TP 1514 443 > 55426 [ACK] Seq=79563 Ack=2798 Win=36128 Len=146¢ [TCP segment of a reassembled PDU]
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@ 7 streaming Packets: 17327 * Displayed: 17327 (100.0%) * Load time: 0:0.308 Profile: Default
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IP Source :10.94.14.108 IP Destination : 58.26.1.104
MAC Source : (d4:ca:6d:44:6b:35) MAC Destination - (40:b0:34:0b:16:36)



o Source

IP INFO

10.94.14.108 Server Hello, Change Cipher Spec, Encrypted Handshake Message
74.125.24.102 Client Hello

74.125.24.102 Change Cipher Spec, Encrypted Handshake Message

10.94.14.108 Server Hello, Change Cipher Spec, Encrypted Handshake Message
103.241.4.2 Standard query 0x16f6 A cdn.registerdisney.go.com

103.241.5.2 Standard query 0x16f6 A cdn.registerdisney.go.com

103.241.4.2 Standard query Ox71ed A tredir.go.com

o Destination

74.125.24.102 Server Hello, Change Cipher Spec, Encrypted Handshake Message
10.94.14.108 Client Hello

10.94.14.108 Change Cipher Spec, Encrypted Handshake Message
74.125.24.101 Server Hello, Change Cipher Spec, Encrypted Handshake Message
10.94.14.108 Standard query 0x16f6 A cdn.registerdisney.go.com

10.94.14.108 Standard query 0x16f6 A cdn.registerdisney.go.com

10.94.14.108 Standard query 0x71ed A tredir.go.com
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