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CAPTURING DATA 

1. Browsing Data 

a. WIRESHARK 

 

IP Source  : 74.125.24.101  IP Destination  : 10.94.14.108 

MAC Source  : (d4:ca:6d:44:6b:35)  MAC Destination  : (40:b0:34:0b:16:36) 

o Source 

IP INFO 

103.241.4.2 Standard query 0x4fce A www.detik.com 

103.241.4.2 Standard query 0xf1ad A cdnstatic.detik.com 

103.241.4.2 Standard query 0x2962 A www.google-analytics.com 

103.241.5.2 Standard query 0xf1ae A cloudfront-labs.amazonaws.com 

203.190.242.172 Client Hello 

10.94.14.108 Certificate, Server Key Exchange, Server Hello Done 

74.125.24.139 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message 

o Destination 

IP INFO 

10.94.14.108 Standard query 0xf1ad A cdnstatic.detik.com 

10.94.14.108 Standard query 0x2962 A www.google-analytics.com 

10.94.14.108 Standard query 0xf1ae A cloudfront-labs.amazonaws.com 

10.94.14.108 Client Hello 

74.125.24.139 Certificate, Server Key Exchange, Server Hello Done 

10.94.14.108 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message 

54.230.156.138 Server Hello 

 

 

 

 



b. Command 

 

 

2. Streaming 

a. WIRESHARK 

 

IP Source  : 10.94.14.108   IP Destination  : 58.26.1.104 

MAC Source  : (d4:ca:6d:44:6b:35)  MAC Destination  : (40:b0:34:0b:16:36) 



o Source 

IP INFO 

10.94.14.108 Server Hello, Change Cipher Spec, Encrypted Handshake Message 

74.125.24.102 Client Hello 

74.125.24.102 Change Cipher Spec, Encrypted Handshake Message 

10.94.14.108 Server Hello, Change Cipher Spec, Encrypted Handshake Message 

103.241.4.2 Standard query 0x16f6 A cdn.registerdisney.go.com 

103.241.5.2 Standard query 0x16f6 A cdn.registerdisney.go.com 

103.241.4.2 Standard query 0x71ed A tredir.go.com 

 

o Destination 

IP INFO 

74.125.24.102 Server Hello, Change Cipher Spec, Encrypted Handshake Message 

10.94.14.108 Client Hello 

10.94.14.108 Change Cipher Spec, Encrypted Handshake Message 

74.125.24.101 Server Hello, Change Cipher Spec, Encrypted Handshake Message 

10.94.14.108 Standard query 0x16f6 A cdn.registerdisney.go.com 

10.94.14.108 Standard query 0x16f6 A cdn.registerdisney.go.com 

10.94.14.108 Standard query 0x71ed A tredir.go.com 

 

 

b. Command 

 


