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CAPTURING DATA

A. Case Web Browsing (vemale.com) menggunakan aplikasi Wireshark.

A *Wi-Fi =
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am:e = Qe=2=EF LS QaaH
<t ~| Expression...  +
Source Destination Protocol  Length Info —
- 1 0.008080 45.121.219.227 10.179.14.113 Tcp 1514 80 + 49643 [ACK] Seq-1 Ack=1 Win=71 Len-1468
2 0.000361 10.179.14.113 45.121.219.227 Tcp 54 49643 > 80 [ACK] Seq=1 Ack=1461 Win=1024 Len=0
3 9.8088588 45.121.219.227 10.179.14.113 TCP 1514 88 » 49643 [ACK] Seq=1461 Ack=1 Win=71 Len=1468
4 9.000814 10.179.14.113 45.121.219.227 Tcp 54 49643 + B8 [ACK] Seq-1 Ack=2921 Win-1024 Len-8
5 0.002362 45.121.219.227 10.179.14.113 cp 930 80 > 49643 [PSH, ACK] Seq=2021 Ack=1 Win=71 Len=876
6 98.882701 10.179.14.113 45.121.219.227 TCP 54 49643 » 80 [ACK] Seq=1 Ack=3797 Win=1828 Len=8
7 8.876192 175.184.234.139 10.179.14.113 X11 1514 Event: <Unknown eventcode 69>, <Unknown eventcode 115>, Sent-VisibilityNotify, Sent-<Unknown eventcode 5.
§ 0.080227 175.184.234.139 10.179.14.113 Tcp 1514 6014 - 49635 [ACK] Seq=1461 Ack=1 Win=256 Len=1460 [TCP segment of a reassembled PDU]Event: Sent-<Unknow..
9 98.888523 10.179.14.113 175.184.234.139 TCP 66 49635 + 6014 [ACK] Seq=1 Ack=2921 Win=473 Len=8 SLE=7688 SRE=3148
12 9.884017 175.184.234.139 10.179.14.113 X11 1514 Event: Sent-<cUnknown eventcode 82>Event: Sent-NoExpose, <Unknown eventcode 66>, Sent-<Unknown eventcode .
11 ©.084352 175.184.234.139 19.179.14.113 X11 1514 Event: <Unknown eventcode 99>Event: Sent-<Unknown eventcode 83>, ClientMessage, <Unknown eventcode 67>, .
12 9.884587 10.179.14.113 175.184.234.139 TCP 49635 + 6814 [ACK] Seq: Ack=5841 Win=473 Len=@ SLE=7688 SRE=9148

175.134.
175.184

10.179.14.113
16.179.14.113

19 0.869764
20 8.870264

24 1.279531 10.179.14.113

26 1.280048

175.184.234.139 16.179.14.113
27 1.282958 175.184.234.139 10.179.14.113
28 1.283226 10.179.14.113 175.184.234.139
29 1.283497 175.184.234.139 10.179.14.113

13224 169.259881  31.13.78.35 16.179.14.113

13226 169.266134  74.125.24.132 16.179.14.113

13228 169.260836  10.179.14.113 74.125.24.132

13230 169.408388  10.179.14.113 74.125.68.154
13231 169.496411  118.98.92.67 16.179.14.113
13232 169.496786  118.98.92.67 10.179.14.113
13233 169.497896  18.179.14.113 118.98.92.67

13234 169.497464  118.98.92.67 16.179.14.113

13235 169.497696  74.125.24.132 10.179.14.113

13237 169.498138  74.125.24.132 16.179.14.113

13239 169.498541  74.125.24.132 16.179.14.113

118.98.92.67
74.125.68.154

13242 169.500503
13243 169.608511

16.179.14.113
16.179.14.113

16.179.14.113
34,194.115.142

13245 169.689370
13246 169.689772

34.194.115.142
10.179.14.113

13249 169.690492  74.125.24.132 16.179.14.113
34.194.115.142

10.179.14.113

10.179.14.113
74.125.24.132

13251 169.692898
13252 169.734670

1514
1514

1514

1514 Event: <Unknown eventcode 122>Event: <Unknown eventcode 185>, Sent-<Unknown eventcode 64>, <Unknown even.

x11 1514 Event: <Unknown eventcode 61>Event: <Unknown eventcode 63>, <Unknown eventcode 48>, VisibilityNotify, Se.
TR 54 49635 - 6014 [ACK] Seq=24 Ack=14988 Win=467 Len=0

x11 1514 Event: Sent-<Unknown eventcode 5@>Event: ColormapNotify, <Unknown eventcode 92>, Sent-<Unknown eventcode..
TCP 6@ 443 + 49975 [FIN, ACK] Seq-1565 Ack-1127 Win-38464 Len-8

TLSv1.2 1484 Ignored Unknown Record

TR 66 49987 > 443 [ACK] Seq=1322 Ack=297954 Win=168192 Len=8 SLE=38@814 SRE=303244
TP 66 50012 - 443 [SYN] Seq= Win=8192 Len= MS5=1460 W5=256 SACK_PERM=1

TLSv1.2 85 Encrypted Alert

TP 60 443 > 49982 [FIN, ACK] Seq=487 Ack=1387 Win=17408 Len=g

TR 54 49982 - 443 [ACK] Seq=1387 Ack=487 Win=16128 Len=0

TP 6@ 443 + 49983 [FIN, ACK] Seq-1 Ack-2 Win-14848 Len-@

TLSv1.2 1484 Ignored Unknown Record

TLSV1.2 1484 Ignored Unknown Record

TLSv1.2 1484 Ignored Unknown Record

TP 54 49983 > 443 [ACK] Seq=2 Ack=2 Win=16334 Len=0

TP 66 56013 > 443 [SYN] Seq=@ Win=8192 Len=B M5S5=1468 WS=256 SACK_PERM=1

TP 60 443 > 50006 [SYN, ACK] S5eq=0 Ack=1 Win=26883 Len=d M55=1460

TP 54 50806 + 443 [ACK] Seq-1 Ack-1 Win-16616 Len-8

TLSv1.2 1484 Ignored Unknown Record

TLSVL 295 Client Hello

TLSv1.2 1484 Ignored Unknown Record

€@ 38 96 @0 7 51 e4 8d Bc 17 7c Bc 03 @@ 45 89 .3

v
A~
v

@ 7 wireshark_7B324FD9-578D-478E-A63C-B1D 180AES09A_20170829191707_302384

Packets: 13252 - Displayed: 13252 (100.0%)

Profile: Default

A

Wireshark - Packet 13241 . wireshark_7B324FDS-578D-478E-A63

> Frame 13241: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @

J|Ethernet II, Src: HonHaiPr @@:f7:51 (c@:38:96:8@:f7:51), Dst: Routerbo 17:7c:8c (e4:8d:8c:17:7c:8c)

4 Destination: Routerbo_17:7c:Bc (e4:8d:8c:17:7c:Bc)
Address: Reouterbo_17:7c:8c (e4:8d:8c:17:7c:8c)

.8,
cene ...B vew. = IG bit: Individual address (unicast)

4 Sgurce: HonHaiPr_@@:f7:51 (c@:38:96:88:F7:51)
Address: HenHaiPr_@@:f7:51 (c@:38:96:8@:f7:51)

8.

B T

Type: IPv4 (@x8388)

> Internet Protocol Version 4, Src: 18.179.14.113, Dst: 118.98.92.67

IG bit: Individual address (unicast)

Maka :

10.179.14.113
118.98.92.67
e4:8d:8¢:17:7c:8c
c0:38:96:00:f7:51
+ 1 menit

IP Source :
IP Destination X
MAC Source X
MAC Destination :
Waktu :

© O O O O

wew. = LG bit: Globally unique address (factory default)

veaw = LG bit: Globally unique address (factery default)

> Transmissien Control Protocel, Src Port: 49982, Dst Port: 443, Seq: 1387, Ack: 487, Len: @



B. Case Web Browsing (vemale.com) menggunakan CMD.

=X Command Prompt = =

Microsoft Windows [Version 6.3.96881
{c>» 2813 Microsoft Corporation. All rights reserved.

C:sUserssCitra’netstat —a
Active Connections

Local Address Foreign Address State
.8.8.8:135 Dyah:@ LISTENING
.A:445 Dyah: LISTENING
.a: Dyah: LISTENING
.a: DIEYH LISTENING
a: Dyah: LISTENING
Dyah: LISTENING
Dyah: LISTENING
Dyah: LISTENING
Dyah: LISTENING
=139 Dyah:=8 LISTENING
=49299 192-154-182-2:2858 ESTABLISHED
:49340 ec2-54-251-168-139:https CLOSE_MAIT
:49429 ec2-34-206-244-23@:http CLOSE_MAIT
:47431 a23-8-186-234:http CLOSE_WAIT
:49635 139:60814 ESTABLISHED
49677 eagle6@7 8000 CLOSE_MAIT
49679 eagleb@7:444 ESTABLISHED
:498@5 hosted-bhy:9999 ESTABLISHED
49962 158:http CLOSE_WAIT
:5A388 s TIME_MAIT
:5A314 d3fs18 f196:https _MAIT
:5A318 raj chttps TIME_MAIT
:5A320 rajf4-1:https TIME_MAIT
:5@323 e:https TIME_MAIT
:5@325 spruBl1-165-248-87:https TIME_MAIT
:5@327 sinlisPi-in—f226:https TIME_MAIT
:5@328 i n H TIME_MAIT
:5@329 raj H TIME_WAIT
:5@335 TIME_MAIT
:5A342 spul39-11-213-95:https TIME_MAIT
:5A344 163-172-32-82:http TIME_WAIT
:5A349 sa—in—f%4:https TIME_MAIT
:5A3508 74.125.24.113:https TIME_MAIT
:5@351 —f113:https TIME_MAIT
:5@352 amsl6s21—-in—f3:https TIME_MAIT
:5@355 74.125.24.94:https TIME_MAIT

~

C:sUserssCitrar_

e Source

Change Cipher Spec, Encrypted Handshake Message, Encrypted Handshake
74.125.200.139 | Message

10.179.14.113 Application Data
74.125.24.100 49666 — 443 [ACK] Seq=450 Ack=4198 Win=15104 Len=0
239.255.255.250 | M-SEARCH * HTTP/1.1

e Destination

74.125.200.139 | Server Hello, Change Cipher Spec, Encrypted Handshake Message
10.179.14.6 Standard query 0x2f5b A isatap

10.179.14.113 POST /c.gif? HTTP/1.1 (application/json)

172.217.17.99 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message




C. Case Web Streaming (vidio.com) menggunakan aplikasi Wireshark.

4 AWi-Fi =
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Ama® BRE Re=2ZFILSEQAQAQHE

Source Destination Protocol  Length Info
1 ©.000000 16.179.14.1 255.255.255.255 MNDP 154 32989 > 5678 Len=112 L]
2 8.315654 23.0.177.143 10.179.14.113 TCP 68 443 » 62447 [ACK] Seq=1 Ack=1 Win=98@ Len=8
3 ©.315839 23.0.177.143 10.179.14.113 TLSv1.2 131 Application Data
4 ©.316533 10.179.14.113 23.0.177.143 TLSV1.2 92 Application Data
5 @.318751 23.8.177.143 10.179.14.113 TLSv1.2 1518 Application Data

19.179.14.113
19.179.14.113 .0.177.143

12 1.637564 HonHaiPr_a7:23:f2 Broadcast Who has 10.179.14.282 Tell 18.179.14.78
13 2.787587 164.31.69.225 10.179.14. 80 > 62400 [ACK] Seq=1 Ack=1 Win=54 Len=1466 [TCP segment of a reassembled PDU]
14 2.767677 104.31.69.225 10.179.14. 80 - 62400 [PSH, ACK] Seq=1461 Ack=1 Win=54 Len=120 [TCP segment of a reassembled PDU]
15 2.707764 16.179.14.113 104.31.69. 62408 > 80 [ACK] Seq=1 Ack=1581 Win=64 Len=g
16 2.791208 104.31.69.225 10.179.14. 80 + 62400 [ACK] Seq=1581 Ack=1 Win=54 Len=146@ [TCP segment of a reassembled PDU]
17 2.791638 184.31.69.225 10.179.14. 88 » 62488 [ACK] Seq=3@41 Ack=1 Win=54 Len=1468 [TCP segment of a reassembled PDU]
18 2.791736 19.179.14. 104.31.69 62400 > 89 [ACK] Seq=1 Ack=4581 Win=64 Len=8
19 2.791983 104.31.69. 10.179.14. 80 - 62400 [ACK] Seq=4501 Ack=1 Win=54 Len=146@ [TCP segment of a reassembled PDU]
28 2.792389 104.31.69. 10.179.14. HTTP/1.6 522 Unknown (text/html)
21 2.792414 10.179.14. 104.31.69. 62400 > 80 [ACK] Seq=1 Ack=6257 Win=64 Len=@
22 2.793465 18.179.14. 104.31.69. 62468 > 88 [ACK] Seq=1 Ack=6258 Win=64 Len=8
2.794584 .14.113 62400 5 q 62! i
24 3.695387 10.179.14.78 239.255.255.250 SSDP 415 NOTIFY * HTTP/1.1

25 3.798862 16.179.14.78 239.255.255.250 S50P 431 NOTIFY * HTTP/1.1
2583 78.892201 52.76.1.73 10.179.14.113 TCP 60 443 > 62566 |FIN, ACK| Seq=58@6 Ack=2191 Win=32008 Len=0
2584 79.006330 52.76.1.73 16.179.14.113 TCP 60 443 > 62567 [FIN, ACK] Seq=l Ack=2 Win=27136 Len=@
2585 79.007077 58.26.1.122 10.179.14.113 TCP 60 443 > 62563 [FIN, ACK] Seq=1 Ack=2 Win=29216 Len=@
2586 79.887389 10.179.14.113 52.76.1.73 TCP 54 62567 + 443 [ACK] Seq=2 Ack=2 Win=16384 Len=0
2587 79.007474 10.179.14.113 58.26.1.122 TCP 54 62563 + 443 [ACK] Seq=2 Ack=2 Win=16384 Len=o

2588 79.897522 58.26.1.122 18.179.14.113 77 Encrypted Alert

2597 79.365988 10.179.14. .255.255. 359 NOTIFY * HTTP/1.1
2598 79.369562 16.179.14.78 239.255.255.250 55DP 35@ NOTIFY * HTTP/1.1
2599 79.464884 10.179.14.78 239.255.255.250 SSDP 402 NOTIFY * HTTP/1.1
2680 79.567536 18.179.14.78 239.255.255.250 SSDP 416 NOTIFY * HTTP/1.1
2601 79.571329 10.179.14.78 239.255.255.250 SSDP 359 NOTIFY * HTTP/1.1

2602 79.576494 18.179.14. - E 438 NOTIFY * HTTP/1.1

2605 79.770227 Routerbo_17:7c:8c  Broadcast 60 Who has 10.179.14.522 Tell 16.179.14.1
2606 §0.471314 60.253.96.7 10.179.14.113 TP 60 37059 + 62335 [PSH, ACK] Seq=387 Ack=61 Win=256 Len=4
—
v
> Frame 6: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
> Ethernet II, Src: HonHaiPr @6:f7:51 (c@:38:96:00:77:51), Dst: Routerbo 17:7c:8c (e4:8d:8c:17:7c:8c)
) Internet Protocol Version 4, Src: 10.179.14.113, Dst: 10.179.18.1
> Transmission Control Protocol, Src Port: 62329, Dst Port: 88, Seq: 1, Ack: 1, Len: @
e4 8d Bc 17 7c BC c@ 38 96 80 17 51 0 00 45 08 .Q..E. ~
v
@ 7 wireshark_78324FD9-578D-475E-A63C-B1D180AES09A_20170829205601 201528 Packets: 2606 * Displayed: 2606 (100.0%) Profile: Default
- Wireshark - Packet 6 - wireshark_7B324FD9-578D-478E-A63C-B1D

4 Frame 6: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
> Interface id: @ (\Device\NPF_{7B324FD9-578D-478E-A63C-B1D18BAES@IAT})
Encapsulation type: Ethernet (1)
Arrival Time: Aug 29, 2817 28:56:81.539523888 SE Asia Standard Time
[Time shift for this packet: ©.8606068066008 seconds]
Epoch Time: 1584814961.539528688 seconds
[Time delta from previous captured frame: 8.833908686008 seconds]
[Time delta from previous displayed frame: @.8339860882 seconds]
[Time since reference or first frame: @8.352657888 seconds]
Frame Number: &
Frame Length: 54 bytes (432 bits)
Capture Length: 54 bytes (432 bits)
[Frame is marked: False]
[Frame is dignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule MName: TCP RST]
[Coeloring Rule String: tcp.flags.reset eq 1]
4 Ethernet II, Src: HonHaiPr_@8:T7:51 (c@:38:96:88:f7:51), Dst: Routerbo_17:7c:8c (e4:8d:8c:17:7c:8c)
» Destination: Routerbo_17:7c:8c (e4:8d:8c:1l7:7c:i8c)
* Source: HonHaiPr_@@:f7:51 (c@:38:96:8@:F7:51)
Type: IPwva4 (@x238a)

Maka :

IP Source : 10.179.14.113

IP Destination : 10.179.18.1
MAC Source X e4:8d:8c:17:7c:8c
MAC Destination : c0:38:96:00:f7:51
Waktu : + 1 menit

© O O O O



D. Case Web Browsing (vemale.com) menggunakan CMD.

B¥ Command Prompt
TCcP 1

e Source

IP INFO

10.179.14.113 Application Data

239.255.255.250 | M-SEARCH * HTTP/1.1

45.121.219.227 | Change Cipher Spec, Encrypted Handshake Message
Standard query 0x0000 PTR _233637DE._sub._googlecast._tcp.local, "QM" question
224.0.0.251 PTR _googlecast._tcp.local, "QM" question

e Destination

IP INFO

10.179.14.113 | 62329 — 80 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
10.179.14.113 | 443 — 62445 [FIN, ACK] Seq=24 Ack=2 Win=1013 Len=0
104.103.70.40 HTTP/1.0 200 OK (JPEG JFIF image)

10.179.14.113 | Client Hello




