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A. Web Browsing

Web Browsing yang saya buka adalah www.gaptex.com selama satu menit.
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1. Wireshark

Berikut ini merupakan sebagian dari hasil capturing data web browsing pada

wireshark yang dilakukan selama satu menit.

A iz -

X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm 2 @® RE ] =TI EQaaan
(T apply a display fiter ... <Ctri-/> ) ~] Expression...  +
N Time Source Destination Protocol  Length  Info

2898 26.950844  172.217.26.67 192.165.43.31 TLSvi.2 151 Certificate, Server Key Exchange, Server Hello Done

2899 26.956235  192.168.43.31 172.217.26.67 TcP 54 56631 » 433 [AcK] Se 398 Win=66045

2000 26.956515  205.185.216.42 192.168.43.31 TcP 54 80 - 56533 [ACK] Seq-134124 A:k 1se7 Wi

2081 26.968576  216.58.200.228 192.168.43.31 Tcp 66 443 > 56632 [ACK] Se 1598 =

2983 26.967615 104.26.61.45 192.168.43.31 TP 54 443 - 56640 [ACK] Seq=144 —_
2904 26.983165 192.168.43.31 172.217.26.67 TLSvi.2 316 Client Key Exchange, Change C).pher Spe=, Encrypted Handshake Message =
2985 26.989073 192.168.43.31 172.217.26.65 TP 1434 56613 > 243 [ACK] 5eq-2107 Ack-8718 Win-66048 Len-1380 [TCP segment of a reassembled PDU]

2986 26.980135 192.168.43.31 172.217.26.65 TLsvi.2 67 Application Data —
2987 27.099777 54.236.159.240 192.168.43.31 TP 66 443 > 56497 [ACK] Sel
2908 27.122782 198.232.125.123 192.168.43.31 TcP 54 443 + 56636 [ACK] Seq
2089 27.122876 198.232.125.123 192.168.43.31 TLSv1.2 191 Server Helle, Change Cipher Spec, Encrypted Handshake Message
2910 27.123887 192.168.43.31 198.232.125.123 TLSV1.2 185 Change Cipher Spee, Encrypted Handshake Message
2911 27.169591 23.212.138.40 192.168.43.31 TP 54 86 > 56541 [ACK] Seq=582 Ack=1731 Win=33216 Len=8
2912 27.184733 205.185.216.42 192.168.43.31 TcP 66 88 + 56653 [SYN, ACK] Seq-8 Ack-1 Win-14600 Len-8 MSS-1480 SACK_PERM-1 WS-512
2913 27.184868 192.168.43.31 205.185.216.42 TP 54 56653 > B0 [ACK] Seq=1 Ack-1 Win-65792 Len-2
2914 27.185087 192.168.43.31 205.185.216.42 HTTP 431 GET /c/upgr/2017/07/15063.0.176710-1358.rs2_release_svc_refresh_clientcombineds] ret x64fre_en-us_ed9edagad_—
2915 27.196528 198.232.125.113 192.168.43.31 TP 54 443 > 56633 [ACK] Seq=1 Ack=518 Win=36720 Len=9
2916 27.196616 198.232.125.113 192.168.43.31 TLSv1.2 195 Server Hello, Change Cipher Spec, Encrypted Handshake Message
2917 27.197797 192.168.43.31 198.232.125.113 TLSV1.2 185 Change Cipher Spec, En:r‘ypted ST e
2018 27.201378 198.232.125.123 192.168.43.31 TP 54 243 > 56637 [ACK] S 6720 Ley —
2919 37.216561 198.232.125.133 192.165.43.31 TLSV1.2 191 Server Hello, [hange [1pher Spec, Encrypted Handshake Message
2920 27.211018 192.168.43.31 198.232.125.123 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message L
v
< >
Frame 1: 288 bytes on wire (2384 bits), 288 bytes captured (2304 bits) on interface @ -

Ethernet II, Src: ce:2d:83:88:3d:b9 (ce:2d:83:88:3d:b9), Dst: Shenzhen_cB:67:F3 (7c:c7:09:cB:67:3)
Internet Protocol Version 4, Src: 192.168.43.1, Dst: 192.168.43.31
User Datagram Protocol, Src Port: 53, Dst Port: 65326
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@ 7 wireshark_9CIE035F-00AS-47C8-8509-8672C5C28C 1A_20170829194052_206180 Packets: 2920 * Displayed: 2920 (100.0%) Profil: Default

Tabel Source

IP MAC INFO
172.217.26.70 | ce:2d:83:88:3d:bg | 1921684331 TLSv1.2 1253
Application Data
TLSv1.2 251  Certificate,
172.217.26.67 | ce:2d:83:88:3d:b9 | Server Key Exchange, Server Hello
Done
TCP 952  [TCP Retransmission]
192.168.43.31 | 7c¢:c7:09:¢c8:67:f3 | 56632 — 443 [PSH, ACK] Seq=2085
Ack=148 Win=66048 Len=898
TCP 66 80 — 56653 [SYN,
205.185.216.42 | ce:2d:83:88:3d:h9 | ACK] Seq=0 Ack=1 Win=14600
Len=0 MSS=1400 SACK_PERM=1



http://www.gaptex.com/

WS=512

216.58.200.228

ce:2d:83:88:3d:h9

TCP 66 443 — 56632 [ACK]
Seq=148 Ack=2085 Win=49408 Len=0
SLE=705 SRE=1898

104.20.61.46

ce:2d:83:88:3d:h9

TCP 54 443 — 56640 [ACK]
Seq=144 Ack=569 Win=30720 Len=0

54.230.159.240

ce:2d:83:88:3d:h9

TCP 66 443 — 56497 [ACK]
Seq=1 Ack=2 Win=123 Len=0 SLE=1
SRE=2

198.232.125.123

ce:2d:83:88:3d:h9

TLSv1.2 191  Server Hello,
Change Cipher Spec, Encrypted
Handshake Message

23.212.138.40

ce:2d:83:88:3d:h9

TCP 54 80— 56541 [ACK]
Seq=582 Ack=1731 Win=33216 Len=0

198.232.125.113

ce:2d:83:88:3d:h9

TLSv1.2 195  Server Hello,
Change Cipher Spec, Encrypted
Handshake Message

Tabel Destination

IP MAC INFO
192.168.43.31 | 7c¢:c7:09:¢8:67:f3 | TLSv1.2 1253 Application Data
TLSv1.2 251  Certificate,

192.168.43.31

7¢:c7:09:¢c8:67:f3

Server Key Exchange, Server Hello
Done

216.58.200.228

ce:2d:83:88:3d:h9

TCP 952 [TCP Retransmission]
56632 — 443 [PSH, ACK] Seq=2085
Ack=148 Win=66048 Len=898

192.168.43.31

7¢:c7:09:¢c8:67:f3

TCP 66 80 — 56653 [SYN,
ACK] Seq=0 Ack=1 Win=14600
Len=0 MSS=1400 SACK_PERM=1
WS=512

192.168.43.31

7¢:c7:09:¢c8:67:f3

TCP 66 443 — 56632 [ACK]
Seq=148 Ack=2085 Win=49408 Len=0
SLE=705 SRE=1898

192.168.43.31

7¢:c7:09:¢c8:67:f3

TCP 54 443 — 56640 [ACK]
Seq=144 Ack=569 Win=30720 Len=0

192.168.43.31

7¢:c7:09:¢c8:67:f3

TCP 66 443 — 56497 [ACK]
Seq=1 Ack=2 Win=123 Len=0 SLE=1
SRE=2

192.168.43.31

7¢:c7:09:¢c8:67:f3

TLSv1.2 191  Server Hello,
Change Cipher Spec, Encrypted
Handshake Message

192.168.43.31

7¢:c7:09:¢c8:67:f3

TCP 54 80— 56541 [ACK]
Seq=582 Ack=1731 Win=33216 Len=0

192.168.43.31

7¢:c7:09:¢c8:67:f3

TLSv1.2 195  Server Hello,
Change Cipher Spec, Encrypted
Handshake Message




2. CMD
Berikut ini merupakan hasil dari capturing data web browsing pada CMD yang

dilakukan selama satu menit.
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B. Online Streaming

Online Streaming yang saya buka adalah www.vidio.com selama satu menit.
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Wireshark

Berikut ini merupakan sebagian dari hasil capturing data online streaming pada

wireshark yang dilakukan selama satu menit.

A wiFi2 - X
File Edit View Go Copture Analyze Siatistics Telephony Wircless Tools Help

Am 20| BREAec=T I Eaaan

[WTpply a display fi -] Expression... | +
o, Tme Source Destination Protocol  Length  Info

1016 34.764958 205.185.216.42 192.168.43.31 Tcp 1454 80 > 57179 [ACK] Seq=288563 Ack=2263 Win=15872 Len=1406 [TCP segment of a reassembled PDU]

1017 34.705035 192.168.43.31 205.185.216.42 TP 54 57179 + 89 [ACK] Seq-2263 Ack=289963 Win=65792 Len=0

1015 34.819309 192.168.43.31 31.13.78.17 ssu 55 Continuation Data —

1019 34.821003 192.168.43.31 31.13.78.17 55L 55 Continuation Data

1020 34.899526 205.185.216.42 192.168.43.31 TCP 1454 80 -+ 57179 [ACK] 5eq=289963 Ack=2263 Win=15872 Len=140@ [TCP segment of a reassembled PDU]

1021 34.926889 205.185.216.42 192.168.43.31 TcP 1454 80 - 57179 [ACK] Seq=291363 Ack=2263 Win=15872 Len=1400 [TCP segment of a reassembled PDU]

1022 34.926952 192.168.43.31 205.185.216.42 TP 54 57179 > 88 [ACK] Seq=2263 Ack=292763 Win=65792 Len=0

1023 34.927107 205.185.216.42 192.168.43.31 TCP 1454 80 + 57179 [ACK] Seq=292763 Ack=2263 Win=15872 Len=14@@ [TCP segment of a reassembled PDU]

1624 34.938448 205.185.216.42 192.168.43.31 Tcp 1454 80 > 57179 [ACK] Seq=294163 Ack=2263 Win=15872 Len=1406 [TCP segment of a reassembled PDU]

1025 34.938543 192.168.43.31 205.185.216.42 TP 54 57179 > 88 [ACK] Seq=2263 Ack=295563 Win=65792 Len=0

1026 35.214955  192.168.43.31 54.169.164.211 e 54 57061 > 443 [FIN, ACK] Seq=2 Ack=33 Win=253 Len=8

1027 35.216067 192.168.43.31 54.169.164.211 Tcp 1454 57615 » 443 [ACK] Seq=5024 Ack=18094 Win=257 Len=1406 [TCP segment of a reassembled PDU]

1828 35.2161084 192.168.43.31 54.169.164.211 TLSV1.2 795 Application Data

1020 35.239205 205.185.216.42 192.168.43.31 TcP 1454 80 > 57179 [ACK] Seq=205563 Ack=2263 Win=15872 Len=140@ [TCP segment of a reassembled PDU]

1030 35.244510  205.185.216.42 192.168.43.31 Tcp 1454 80 > 57179 [ACK] S5eq=296963 Ack=2263 Win=15872 Len=1406 [TCP segment of a reassembled PDU] =

1031 35.244556 192.168.43.31 205.185.216.42 TCP 54 57179 + 8@ [ACK] Seq=2263 Ack=298363 Win=65792 Len=0 |

1032 35.260158 31.13.78.17 192.168.43.31 TcP 54 443 » 56994 [ACK] Seq=1 Ack=2 Win=119 Len=o

1033 35.260239 31.13.78.17 192.168.43.31 TP 54 443 » 56996 [ACK] Seq=1 Ack=2 Win=119 Len=

1034 35.443243 205.185.216.42 192.168.43.31 TCP 1454 80 -+ 57179 [ACK] 5eq=298363 Ack=2263 Win=15872 Len=140@ [TCP segment of a reassembled PDU]

1835 354606233 205.185.216.42 192.168.43.31 TcP 1454 86 » 57179 [ACK] S5eq=299763 Ack=2263 Win=15872 Len=1406 [TCP segment of a reassembled PDU] =

1036 35.468278 192.168.43.31 205.185.216.42 TP 54 57179 » 88 [ACK] Seq-2263 Ack=381163 Win-65792 Len-8 o

1037 35.475281 205.185.216.42 192.168.43.31 Tcp 1454 80 > 57179 [ACK] Seq=3@1163 Ack=2263 Win=15872 Len=140@ [TCP segment of a reassembled PDU]

1035 35.496264  205.185.216.42 192.168.43.31 Tcp 1454 80 > 57179 [ACK] Seq=362563 Ack=2263 Win=15872 Len=1406 [TCP segment of a reassembled PDU]

v
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Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

Ethernet I1, Src: ce:2d:83:88:3d:b9 (ce:2d:83:88:3d:b8), Dst: Shenzhen_c8:67:3 (7c:c7:69:c8:67:13)
Internet Protocol Version 4, Srci 54.169.164.211, Dst: 192.168.43.31

Transmission Control Protocol, Src Port: 443, Dst Port: 57015, Seq: 1, Ack: 1, Len: @

7c €7 @9 ¢8 67 T3 ce 2d 83 88 3d DI 08 00 45 B8 |...E..- ..=...E.
@8 34 c1 99 48 89 ef 86 02 6 36 a9 a3 d3 B a8 .A..@... ..B.....
2b 1f @1 bb de b7 5c 75 fa ee 81 1b 48 b7 86 18 + \u @
@1 56 39 4c @0 @0 01 @1 05 @a 51 1b 3b 3f 51 1b  .veL >
20 b7
@ 7 wireshark_SCSE035F-80AS-47C5-8508-8673C5C 15C 1A_20170825194857_a02032 Packets: 1035 - Displayed: 1038 (100.0%) Profie: Defauit

Tabel Source

IP MAC INFO

TCP 1454 80 — 57179 [ACK]

r-02- 002 Seq=226925 Ack=1509 Win=15872
205.185.216.42 | ce:2d:83:88:3d:b9 Len=1400 [TCP segment of a
reassembled PDU]

TCP 66 [TCP Dup ACK 871#1]
57179 — 80 [ACK] Seq=1509
Ack=229725 Win=111872 Len=0
SLE=232525 SRE=233786

192.168.43.31 7¢:c7:09:¢c8:67:f3

TCP 54 443 — 57035 [ACK]

54.230.156.222 | ce:2d:83:88:3d:b9 Seq=33 Ack=2 Win=127 Len=0

TCP 54 443 — 57124 [ACK]

54.169.164.211 | ce:2d:83:88:3d:b9 Seq=33 Ack=3 Win=175 Len=0

TCP 66 443 — 57011 [ACK]
172.217.26.67 | ce:2d:83:88:3d:b9 | Seq=1 Ack=2 Win=176 Len=0 SLE=1
SRE=2

TCP 54 443 — 57157 [ACK]

66.117.25.55 ce:2d:83:88:3d:b9 Seq=55 Ack=2 Win=40958 Len=0

TCP 54 443 — 56895 [FIN,

172.217.26.80 | ce:2d:83:88:3d:h9 ACK] Seq=1 Ack=2 Win=180 Len=0

TCP 66 443 — 56867 [ACK]
216.58.200.227 | ce:2d:83:88:3d:h9 | Seq=1 Ack=2 Win=288 Len=0 SLE=1
SRE=2

onoo |TCP 54 443 — 57049 [ACK]
157.240.1335 | 0e:20:83:88:3009 | g1y i o \Wine220 Len=0

TCP 54 443 — 56994 [ACK]

31.13.78.17 ce:2d:83:88:3d:b9 Seq=1 Ack=2 Win=119 Len=0




Tabel Destination

IP MAC INFO

TCP 1454 80 — 57179 [ACK]
Seq=226925 Ack=1509 Win=15872
Len=1400 [TCP segment of a
reassembled PDU]

TCP 66 [TCP Dup ACK 871#1]
57179 — 80 [ACK] Seq=1509
Ack=229725 Win=111872 Len=0
SLE=232525 SRE=233786
7c¢:c7:09:c8:67:f3 | TCP 54 443 — 57035 [ACK]
Seq=33 Ack=2 Win=127 Len=0
7c¢:c7:09:c8:67:f3 | TCP 54 443 — 57124 [ACK]
Seq=33 Ack=3 Win=175 Len=0
7¢:c7:09:¢8:67:f3 | TCP 66 443 — 57011 [ACK]
192.168.43.31 Seg=1 Ack=2 Win=176 Len=0 SLE=1
SRE=2

7c¢.c7:09:¢8:67:f3 | TCP 54 443 — 57157 [ACK]
Seq=55 Ack=2 Win=40958 Len=0
7c¢:c7:09:c8:67:f3 | TCP 54 443 — 56895 [FIN,
ACK] Seq=1 Ack=2 Win=180 Len=0
7c¢:c7:09:c8:67:f3 | TCP 66 443 — 56867 [ACK]
192.168.43.31 Seg=1 Ack=2 Win=288 Len=0 SLE=1
SRE=2

7¢:c7:09:c8:67:f3 | TCP 54 443 — 57049 [ACK]
Seg=1 Ack=2 Win=220 Len=0
7¢:c7:09:c8:67:f3 | TCP 54 443 — 56994 [ACK]
Seg=1 Ack=2 Win=119 Len=0

192.168.43.31 7¢:c7:09:¢c8:67:f3

205.185.216.42 | ce:2d:83:88:3d:b9

192.168.43.31

192.168.43.31

192.168.43.31

192.168.43.31

192.168.43.31

192.168.43.31

2. CMD
Berikut ini merupakan hasil dari capturing data online streaming pada CMD yang

dilakukan selama satu menit.
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