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Menganalisa ip dan MAC menggunakan
WIRESHARK dan CMD

Tugas Jaringan Komputer SK5C(Sistem Komputer FASILKOM/2015_UNSRI) by
HennyPratiwi_09011281520129

SOAL:

1. Instalah aplikasi wireshark
2. Capture data pada wireshark dan cmd saat online 3-5 menit
3. Dengan kasus :
a. Kompas.com(web browsing)
b. m.viva.co.id/tvone/live(live streaming)
4. Carilah (IP,MAC) source dan (IP,MAC) destination, buat dengan table di exel.
5. Format file pdf dan upload di edocs.ilkom.unsri.ac.id

JAWAB :

1. Buka aplikasi wireshark dan cmd kemudian browsing kasus selama 3-5 menit

2. Pada kolom filter di aplikasi wharshark ketik (ip.src == 192.168.43.91) maka akan
muncul data ip source saja kemudian capture data seperti dibawah, klik pada list biru tua
seperti digambar maka dibawahnya akan tampil MAC(Ethernet I1) dan IP versi 4 :

Filter: |ip.src==192.168.43.91 | Bxpression.. Clear Apply Save
0. Time Source Destination Protocol  Length  Info

1 0.000000000 192.168.43.91 34.209.12.3 550 55 Continuation Data

21.000999000 192.168.43.91 34.209.12.3 TCP 55 [TCP Keep-Alive] 53835 > https [ACK] Seg

64,269011000 192.168.43.91 192.168.43.1  DNS 70 5tandard query 0x9d21 A kompas.com

74,284307000 192.168.43.91 192.168.43.1  DNS 74 5tandard query 0x6b39 A www. kompas. com

§4.427335000 192.168.43.91 192.168.43.1 DNS 70 5tandard query 0x9d21 A kompas.com

94,443429000 192.168.43.91 192.168.43.1  DNS 74 5tandard query 0x6b39 A www. kompas. com
11 4.742646000 192.168.43.91 202.146.4.100 TCP 66 55840 > http [SYN] Seq=0 Win=8192 Len=0 M35=1460 W5=256 SACK_PERM=1
12 4.743898000 192.168.43.91 192.168.43.1 DNS 70 standard query Ox5ce6 A kompas. com
14 4.746405000 192.168.43.91 192.168.43.1 DNS 70 standard query Oxe9ae AAAA kompas. com
16 4.750393000 192.168.43.91 202.61.113.35 TCP 66 55841 > http [SYN] Seg=0 Win=8192 Len=0 M55=1460 W5=256 SACK_PERM=1
17 4.751400000 192.168.43.91 192.168.43.1 DNS 74 standard query Oxfed8 A www. kompas. com
19 4,755530000 192.168.43.91 192.168.43.1 DNS 74 standard query 0x0bSd AAAA www. kompas. com

23 4,824905000 192.168.43,91 202.146.4.100 TCP 54 55840 > http [ACK] Seg=l Ack=1 Win=64860 Len=0

24 4,825690000 192.168.43,91 202.61.113.35 TCP 66 55842 > http [SYN] Seg=0 Win=8192 Len=0 M55=1460 WS=256 SACK_PERM=1
26 4,843202000 192.168.43,91 202.61.113.35 TCP 54 55841 > http [ACK] Seg=l Ack=1 Win=65189 Len=0

27 4.843624000 192.168.43.91 202.61.113.35 TCP 1441 [TcP segment of a reassembled PDU]

28 4,843678000 192.168.43.91 202.61.113.35 HTIP 143 GET / HTTP/1.1

30 4.912013000 192.168.43.91 202.61.113.35 TCP 54 55842 > http [ACK] Seg=l Ack=1 Win=65189 Len=0

34 4,944173000 192.168.43.91 202.61.113.35 TCP 66 [TCP Dup ACK 28#1] 55841 > http [ACK] Seg=1477 Ack=1 Win=65189 Len=0 SLE=1388 SRE=2773

35 4.951459000 192.168.43.91 111.221.29.136 TLSVI 107 Application Data

39 5.025340000 192.168.43.91 202.61.113.3) TCP 54 55841 > http [ACK 5eq=1477 Ack=4162 Win=65189 Len=0
43 5,077390000 192.168.43.91 202.61.113.33 TCP 34 53841 > http [ACK] Seq=1477 Ack=6936 Win=63189 Len=0
44 5,120897000 192.168.43.91 111.221.29.136 TCP 34 53802 > https [ACK] Seq=34 Ack=139 Win=260 Len=0

¥ Frame 34: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
[ Ethernet I, Src: 80:25:89:55:4a:45 (80:35:89:55:4a:45), Dst: 18:89:5h:7T:e6:75 (18:89:5h:7f:e6:75)

[ Internet Protocol Version 4, src: 192.168.43.91 (192.168.43.91), Dst: 202.61.113.35 (202.61.113.35)

[# Transmission Control Protocol, Src Port: 55841 (55841), Dst Port: http (80), seq: 1477, Ack: 1, Len: 0

Wireshark kompas.com
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Menganalisa ip dan MAC menggunakan WIRESHARK dan CMD

Filter: |ip.src == 192,168.43.91 ~ | Expression.., Clear Apply Save

[+

ElEEEE

Time Source Destination Protocol  Length  Info
122 7.208199000 192.168.43.91 192.168.43.1  DNS 73 standard query 0x1379 aAaAAA traffic.em.io
125 7.233044000 192.168.43,91 128.199.79.195 TCP 54 58248 > http [ACK] Segq=1461 Ack=6971 Win=16728 Len=0
128 7.235167000 192.168.43.91 192.168.43.1  DNS B9 standard query 0xOchc A d3lgbvicthcecs. cloudfront. net
129 7.235167000 192.168.43.91 192.168.43.1  DNS B2 standard query 0x8al8 A viva.api.sociaplus.com

66 [TCP Dup ACK 125#1] 58248 > http [ACK] Seq=1461 Ack=6971 Win=16728 Len=0 SLE=8365 SRE=8968

134 7.238897000 192.168.43.91 192.168.43.1  DNS B9 Standard query 0xaBB87 AAAA d3lgbvlcthcecs. cloudfront. net

135 7.238967000 192.168.43.91 192.168.43.1 DNS B2 standard query Oxebel AAAA viva.api.sociaplus.com

137 7.248444000 192.168.43.91 128.199.79.195 TCP 54 58248 > http [ACK] Seq=1461 Ack=8968 Win=16728 Len=0

139 7.272129000 192.168.43.91 192.168.43.1  DNS B8 standard query 0x6340 A dSnxst8fruwdz.cloudfront.net

141 7.296376000 192.168.43.91 192.168.43.1  DNS 89 standard query 0xd820 A cloudfront-Tabs.amazonaws. com

143 7.336498000 192.168.43.91 128.199.79.195 TCP 66 58455 > http [SYN] Seq=0 win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1
144 7.337377000 192.168.43.91 128.199.79.195 TCP 66 58456 > http [SYN] Seq=0 win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1
145 7.337924000 192.168.43.91 128.199.79.195 TCP 66 58457 > http [SYN] Seq=0 win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1
147 7.338463000 192.168.43.91 192.168.43.1  DNS BO standard query 0x9ea9 A engine.widespace.com

148 7.341943000 192.168.43.91 192.168.43.1  DNS B8 standard query 0x933F A dSnxst&fruwdz. cloudfront. net

150 7.344896000 192.168.43.91 192.168.43.1  DNS B8 standard query Ox6f21 aAAAA dSnxst&fruwdz. cloudfront.net

151 7.355108000 192.168.43.91 128.199.79.195 TCP 66 58458 > http [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1
152 7.356808000 192.168.43.91 128.199.79.195 TCP 66 58459 > http [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1
153 7.357285000 192.168.43.91 128.199.79.195 TCP 66 58460 > http [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1
155 7.438973000 192.168.43.91 192.168.43.1  DNS B9 standard query 0x949F A cloudfront-Tabs. amazonaws. com

158 7.441858000 192.168.43.91 192.168.43.1 DNS BO Standard query 0x3508 A engine.widespace.com

160 7.442586000 192.168.43.91 192.168.43.1  DNS 89 standard query 0x4f40 aAaaA cloudfront-labs. amazonaws.com

162 7.444924000 192.168.43.91 192.168.43.1  DNS B0 standard query Ox0Oel8 AAAA engine.widespace.com

164 7.456244000 192.168.43.91 128.199.79.195 TCP 54 58287 > http [AcK] segq=2 Ack=2 win=16450 Len=0

165 7.456369000 192.168.43.91 128.199.79.195 TCP 54 58287 > http [FIN, ACK] Seq=2 Ack=2 win=16450 Len=0

167 7.487585000 107.1AR.43.01 178.100.79.105 TCp 54 58455 > hrrn Tack]l sen=1 ack=1 win=6A912 | en=0

Frame 131: 66 bytes on wire (528 bits), &6 bytes captured (528 bits) on interface 0

Ethernet II, Src: 80:a5:89:55:4a:45 (80:a5:89:55:4a:45), Dst: 18:89:5b:7f:e6:75 (18:89:5b:7f:e6:75)
Internet Protocol Version 4, src: 192.168.43.91 (192.168.43.91), Dst: 128.199.79.195 (128.199.79.195)
Transmission Control Protocol, Src Port: 58248 (58248), Dst Port: httﬁ (80), 5eq: 1461, Ack: 6971, Len: 0

Wireshark m.viva.co.id/tvone/live

3. Pada cmd di komputer ketik “netstat —a” (tampa tanda petik),

bandicam: E

di
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bandicam:58233
bandicam:58232
bandicam:58238
bandicam:58237
DESKTOP-1VABD9S :
hk2schl13@a22129:
hk2schl138821535:
hk2schl3@821336:
hk2schl3@821327:
23.99.125.126:ht
111.221.29.254:h
262.78.49,.153:ht
128.199.79.195:h
sinlgsy/-in-T8:h
sa-in-fo95:https

ams15529-in-t118:https

sc-in-f157 :https
sinl@se7-in-f8:h
sc-in-f157:http
sb-in-f139:http
sb-in-f139:http

ec2-35-167-228-41:https

sb-in-f139:http
sb-in-f139:http

B
https
https
https
https
tps
ttps
tp
ttp
ttps

ttps

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
FIN WAIT 1
TIME_WAIT
TIME_WAIT
ESTABLISHED
ESTABLLSHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME_WAIT
TIME_WAIT
ESTABLISHED
ESTABLISHED
TIME_WAIT
ESTABLISHED
ESTABLISHED

sb-in-f139:http ESTAELISHED
ec2-54-255-283-16:http TIME_WAIT
117 .18.237 .29:http TIME_WAIT
128.199.79.195:http TIME_WATT
128.199.79.195:http TIME_WAIT
117.18.237.29:htt TIME WAIT

CMD m.viva.co.id/tvone/live
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4. Untuk melihat MAC source di CMD kita bisa menggunakan “ipconfig /all”’(tampa petik)

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix

Description . : Qualcomm Atheros AR956x Wireless Network Adapter
Physical Address. .+ . . . ! BB-A5-89-55-4A-45

DHCP Enabled. . . . . . . . . . . : Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . : Te86::464:bbb:aa38:7ced®7(Preferred)

IPv4 Address. : 192.168.43.91(Preferred)

Subnet Mask . : 255.255.255.8

Lease Obtained. : Tuesday, August 29, 2817 7:12:11 AM

Lease Expires . : Tuesday, August 29, 2817 9:88:12 AM
Default Gateway . 1 192.168.43.1

DHCP Server . v e e . ... 1 192.188.43.1

DHCPvEe TIAID . . . . . +. .« « « . . : 92317665

DHCPv6 Client DUID. . B6-61-88-81-1E-CD-24-E1-2C-56-DC-7F-44-61
DNS Servers . e e e owowo.o2192.168.43.1

MNetBIOS over Tcpip. . . . . . . . : Enabled

CMD kompas.com dan m.viva.co.id/tvone/live

Menganalisa ip dan MAC menggunakan WIRESHARK dan CMD
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5. Dari data diatas dapat kita analisa dalam bentuk table dibawah ini :

a. Kompas.com(web browsing) :

b. m.viva.co.id/tvone/live(live streaming)

IP 192.168.43.91

MAC 80:a5:89:55:4a:45
Source

IP 192.168.43.91

MAC 80:a5:89:55:4a:45

Source

IP 202.61.113.35
MAC 18:89:5b:7f:e6:75
Destination
IP 128.199.79.195
MAC 18:89:5b:7f:e6:75

Destination




