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Lakukan Capturing Data menggunakan Wireshark dan Netstat pada saat web browsing

dan online streaming lalu analisis hasil tersebut.

Langkah pertama yang harus dilakukan saat capturing data adalah menginstal wireshark

lalu buka browser dan pergi ke suatu web yang akan kita coba. Setelah itu jalan kan wireshark

kurang lebih selama 2-3 menit. Lakukan hal yang sama dengan menggunakan command prompt.

Begitu juga dengan saat online streaming , putar video lalu capturing data tersebut

Data yang di dapat dari hasil percobaan :

MAC Addres Source

ac:b5:7d:bd:8c:77

MAC Addres Destination

3a:af:61:7c:cf:64

Browsing
Source Destination
Info
IP Addres IP Addres

172.20.10.2 103.7.1.190 50648 - 80 [ACK] Seq=2425 Ack=362402 Win=64400 Len=0

172.20.10.2 94.31.29.55 50663 - 443 [RST] Seq=537 Win=0 Len=0

172.20.10.2 103.7.1.190 [TCP Dup ACK 4250#1] 50648 > 80 [ACK] Seq=2425 Ack=350114 Win=64400 Len=0

172.20.10.2 216.58.203.227 Client Hello

172.20.10.2 216.58.203.227 50670 - 443 [ACK] Seq=1 Ack=1 Win=66048 Len=0

172.20.10.2 54.231.114.169 50671 -> 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
IP Addres Source 172.20.10.2
IP Addres Destination 103.7.1.191

IP Addres Destination

54.169.164.211

MAC Addres Source

ac:b5:7d:bd:8c:77

MAC Addres Destination

3a:af:61:7c:cf:64

Streaming
Source Destination
Info
IP Addres IP Addres

172.20.10.2 54.230.156.179 [TCP Keep-Alive] 50929 - 443 [ACK] Seq=1 Ack=1 Win=254 Len=1

172.20.10.2 112.215.207.12 51112 - 443 [ACK] Seq=2 Ack=2 Win=1082 Len=0

172.20.10.2 172.20.10.15 Name query NB WPAD<00>

172.20.10.2 172.217.27.14 50944 - 80 [ACK] Seq=1 Ack=1 Win=258 Len=1
74.125.130.156 172.20.10.2 43 - 50993 [ACK] Seq=1 Ack=356 Win=811 Len=0
112.215.207.12 172.20.10.2 443 - 51111 [RST] Seq=2 Win=0 Len=0

IP Addres Source 172.20.10.2




Pada saat Browsing

Active Connections
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o Time Source N Destination Protocol  Length Info
464p 52,214835 172.28.10.2 183.7.1.191 TCP 54 58643 + 88 [ACK] Seq=1212 Ack=524198 Win=63376 Len=0
4638 52.211987 172.28.18.2 216.58.283.227 TCP 54 58678 + 443 [ACK] 5eq=194 Ack=2881 Win=66843 Len=8
— 4535 52.211462 172.20.10.2 54,231.114.169 TCP 66 58671 + 88 [SYN] Seq=@ Win=B192 Len=@ MS5=1468 WS=256 SACK_PERM=1
4633 52.283172 172.28.18.2 183.7.1.191 TCP 54 S@R42 + BB [ACK] Seq=20871 Ack=335277 Win=64488 Len=0
4531 52.283166 172.26.18.2 163.7.1.191 TCP 54 58642 + B [ACK] Seq=2071 Ack=333229 Win=54400
4638 52.283845 172.28.10.2 183.7.1.191 TCP 54 58642 + 88 [ACK] Seq=20871 Ack=331181 Win=63376
4624 52.,282196 172.28.10.2 183.7.1.191 TCP 54 58646 + 88 [ACK] Seq=2554 Ack=349869 Win=64400
4623 52.282145 172.28.10.2 183.7.1.191 TCP 54 58642 + 88 [ACK] Seq=2071 Ack=330157 Win=64400
4622 52.2082821 172.28.10.2 183.7.1.191 TCP 54 58642 + 88 [ACK] Seq=2071 Ack=326861 Win=64400
4512 52.2088952 172.28.10.2 183.7.1.191 TCP 54 5@646 » B8 ﬁbnxu 5eq=2554 Ack=344973 Win=64488
411 52.288899 172.28.10.2 183.7.1.191 TCP 54 58642 + 88 [ACK] Seq=2071 Ack=324813 Win=64400
288731 172.28.10.2 183.7.1.191 TCP 54 5@646 » B8

[ACK] Seq=2554 Ack=339853 Win=64480

7.1.191 54 58646

197838 183

4595 52.19687@ 172.28.18.2 163.7.1.191 TCP 54 58646 + BB [ACK] Seq=2554 Ack=335757 Win=64488 Len=0
4592 52.195756 172.20.18.2 183.7.1.191 TCP 54 58642 + 88 [ACK] Seq=2071 Ack=322989 Win=63376 Len=0

Frame 4635: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
¥ Ethernet II, Src: LiteonTe_bd:8c:77 (ac:b5:7d:bd:8c:77), Dst: 3a:af:6l:7c:cf:64 (3a:af:6l:7c:cf:64)
Destination: 3a:af:6l:7c:cf:64 (3a:af:eli7cicfied)
Source: LiteonTe_bd:8c:77 (ac:bS:7d:bd:8c:77)
Type: IPv4 (BxB508)
% Internet Protocol Version 4, Src: 172.208.18.2, Dst: 54.231.114.169
@1ea .... = Version: 4
v... 8181 = Header Length: 2@ bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 52
Identificaticon: @x1e79 (7881)
Flags: @x82 (Don't Fragment)
Fragment offset: @




Pada Saat Streaming

File Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help
4 m @ TREB Re=xF LS EQAQQAET

] _.p_u_u_{ a display filter ... <Ctrl-/>

Mo, Time Source Destination Protocol  Length Info
i 126 4.789523 172.28.18.2 172.28.18.15 NENZ 92 Name query NE WPAD<@@>
127 4.718158 fed@::de9l:f3f1l:e35.. ff@2::1:3 LLMNR 84 Standard query @xe66c A wpad
128 4.718428 172.28.18.2 224.8.8.252 LLMNR 64 Standard guery @xe6bc A wpad
129 5.128741 fed@::de9l:f3f1l:e35.. ff@2::1:3 LLMNR 84 Standard query @xe66c A wpad
138 5.128912 172.28.18.2 224.8.8.252 LLMNR 64 Standard guery @xe6bc A wpad
131 5.145723 58.7.182.171 172.28.18.2 TCP 66 58451 = 51858 [ACK] Seq=1 Ack=2 Win=127 Len=@ SLE=1 SRE=2
132 5.146828 58.7.182.171 172.28.18.2 TCP 66 58451 = 51855 [ACK] Seq=1 Ack=2 Win=127 Len=@ SLE=1 SRE=2
133 5.473584 172.28.18.2 172.28.18.15 NENZ 92 Name query NE WPAD<@@>
134 5.721477 172.28.1@8.2 58.7.182.181 HTTP 441 GET /wpad.dat?@aSafedbbesd3ced538307a3d64b4ef125322783 HTTR/1.1
135 5.884792 283.117.158.142 172.28.18.2 TCP 55 0188 - 49737 [ACK] Seg=1 Ack=1 Win=255 Len=1
136 5.884849 172.28.18.2 283.117.158.142 TCP 66 497387 = 9188 [ACK] Seq=1 Ack=2 Win=253 Len=8 SLE=1 SRE=2

! 138 5.921931 172.26.10.2 112.215.267.12 TCP 54 51111 = 443 [ACK] Seq=1 Ack=2 Win=4618 Len=0
139 5.922895 172.26.10.2 112.215.267.12 TLSvwl.2 85 Encrypted Alert

54 443 + 51111 [RST]
54 443 » 51111 [RST]

143 6.186278 50.7.182.181 172.28.18.2 HTTP 233 HTTP/1.1 286 0K (application/x-ns-proxy-autoconfig)
144 5.238882 172.28.18.2 58.7.182.181 TCP 54 58317 =+ 88 [ACK] Seq=388 Ack=188 Win=255 Len=@8
145 6.238883 172.28.18.2 172.28.18.15 NENS 92 Name query NB WPAD<@@:
146 8.169989 172.206.18.2 66.98.98.37 TCP 55 [TCP segment of a reassembled PDU]
147 B8.216414 172.28.18.2 54.238.156.179 55L 55 Continuation Data
148 8.264949 172.26.10.2 184.118.145.238 55L 55 Continuation Data
149 8.311387 54.238.156.179 172.206.10.2 TCP 66 443 =+ 58929 [ACK] Seq=1 Ack=2 Win=15@ Len=@ SLE=1 SRE=2
158 8.339@67 184.118.145.238 172.26.18.2 TCP 66 443 = 58911 [ACK] Seq=1 Ack=2 Win=1131 Len=8 SLE=1 SRE=2
! 151 8.461333 172.28.18.2 66.98.98.37 TCP 55 [TCP segment of a reassembled PDUI
<
> Frame 1: 133 bytes on wire (1864 bits), 133 bytes captured (1864 bits) on interface @
> Ethernet II, Src: LiteonTe bd:8c:77 (ac:b5:7d:bd:8c:77), Dst: 3a:af:6l:7c:cf:64 (3a:af:6l:7c:cf:64)
» Internet Protocol Version 4, Src: 172.208.18.2, Dst: 138.211.37.21
> Transmission Contrel Protocol, Src Port: 58878, Dst Port: 443, Seq: 1, Ack: 1, Len: 79
> Secure Sockets Layer

[ex]
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Dari screenshot diatas kita ketahui bahwa data di wireshark lebih complete dan lebih rumit.
Sedangkan pada netstat hanya menampilkan tujuan atau rute yang dilalui oleh data tersebut. dan
kita tidak tau apa proses yang terjadi dan hubungan seperti apa , tapi dalam wireshark semua data
bisa di dapatkan dengan sangat jelas dan rinci.



