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Analisis Packets dengan aplikasi Wireshark
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Adm2® ) Bres=zFssEFaaas

[ TAeply a display filter ... <Ctrl-/>

=3 -] Expression...

+  Apply this fiter

Mo, Time Source Destination
r 1 0.coo000 74.125.130.132 192.168.43.109 TP
2 9.938401 74.125.130.132 192.168.43.109
3 8.838615 74.125.130.132 192.168.43.189 TP
4 ©.938705 192.168.43.109 74.125.130.132 TCP
5 ©.838964 74.125.130.132 192.168.43.109 TP
6 8.838966 74.125.130.132 192.168.43.189 TP
7 8.839017 192.168.43.189 74.125.130.132 TP
8 @.250306 74.125.130.132 192.168.43.109
9 8.255547 192.168.43.109 74.125.130.132 TLSV1.2
1@ @.275558 192.168.43.189 74.125.130.132 TLSv1.2
11 8.275698 192.168.43.109 74.125.130.132 TLSv1.2
12 ©.275779 192.168.43.109 74.125.130.132 TLSv1.2
13 9.276230 192.168.43.189 74.125.130.132 TLSv1.2

Protocol  Length Info

54 243 > 49272 [ACK]

TLSv1.2 1454 Server Hello

72 [TCP segment of a
54 49272 -+ 443 [ACK]

1454 [TCP segment of a

72 [TCP segment of a
54 49272 » 443 [ACK]

TLSv1.2 1431 CertificateServer
139 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

99 Application Data

162 Application Data

88 Application Data

378 Application Data

Seg=1 Ack=1 Win=1104 Len=0

reassembled PDU]

Seq=1 Ack=1419 Win=4200 Len=0
reassembled PDU]

reassembled PDU]

Seg=1 Ack=2837 Win=4288 Len=8
Key Exchange, Server Hello Done

o

Interface id: @ (\Device\NPF_{3BFAE326-FAEE-49EC-BD2F-84D4CB62342E})
Encapsulation type: Ethernet (1)

Arrival Time: Apr 13, 2017 B6:35:09.917812008 SE Asia Standard Time
[Time shift for this packet: .000000009 seconds]

Epoch Time: 14928408189.9178120888 seconds

[Time delta from previous captured frame: 8.828088088 seconds]
[Time delta from previous displayed frame: B.@P2020BR@ seconds]
[Time since reference or first frame: 8.8008000800 seconds]

Frame Number: 1

Frame Length: 54 bytes (432 bits)

Capture Length: 54 bytes (432 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:ip:tcp]

4 Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
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Details
File
Mame: D:Yws\tw.pcapng
Length: 31MB
Format: Wireshark/... - pcapng
Encapsulation: Ethernet
Time
First packet: 2017-04-13 06:35:09
Last packet: 2017-04-13 06:47:43
Elapsed: 00:12:33
Capture
Hardware: Unknawn
0s: 32-bit Windows 7, build F&00
Application: Dumpcap (Wireshark) 2.2.5 (v2.2. 5-0-g440fd4d)
Interfaces
Interface Dropped packets Capture filter k type
\Device\MPF_{3BFAE325- Unknown none Ethernet
FAEE-49EC-8D 2F-04D4CB62342E}
Statistics
Measurement Captured Displayed
Packets 42317 42317 (100.0%)
Time span, s 753.624 753.624
Average pps 56,2 56.2
Average packet size, B 718.5 718.5

Capture file comments

Packet size limit
262144 bytes

Marked
NJA
NJA
N/A
MfA

»

m




28 7c 8T B9 b8 33 a@ 86 cb6 cc 16 b5 88 8@ 45 e [.i.3.. +...u..EL
88 23 3d 4b 48 @@ fd @6 57 6d 4a 7d B2 34 c@ al =K@, .. .mIG. ...
2b 6d @1 bb c@ 78 c5 72 c@ cB 38 18 57 fl 5@ 18 HM. LML L L BL WP,

84 58 19 f5 88 80 P

Pada gambar diatas merupaka ringkasan dari paket data. Untuk baris yang lainnya menunjukkan
data link layer, network layer , dan transport layer. Pada dasarnya paket data yang telah dicapture
terbungkus didalam frame sepeti gambar diatas. Dan bytes-bytes paket data di Wireshark
diperlihatkan dalam bentuk hexadecimal

Berikut adalah hasil analisa jaringan yang ter -capture saat membuka lpmgs.unsri.ac.id
Gambar diatas menunjukkan paket-paket yang lewat pada jaringan kita, tiap warna mempunyai
identitas untuk protokol yang lewat. Hijau untuk http, merah tcp, abu — abu arp, dll.

Data di atas memberikan kita informasi sebagai berikut:
Alamat IP

Src: 74.125.138.132,

Dst: 192.168.43.109

Protokol yang digunakan : TCP

Flags: @x@2 (Don't Fragment)
Fragment offset: @
Time to live: 253
Protocol: TCP (6)
Transmission Control Protocol, Src Port: 443, Dst Port: 49272, Seq: 1, Ack: 1, Len: @
Source Port: 443
Destination Port: 49272
[Stream index: @]
[TCP Segment Len: @]

Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port. Dapat dilihat
dari gambar diatas bahwa port asalnya (443) dan port tujuannya (49272). Port 49272 merupakan
port untuk TCP.



Google.com

EEnT R — .

dm 3@ Q&= s=sEaaaE
(W aeply a display filter ... <Ctrl-> ~| Expression...  +  Apply this fiter

No. Time Source Destination Protocol  Length Info e

25691 255.176278

192.168.43.189 74.125.68.100 TLSv1.2 367 Application

Data

25692 255.176417 192.168.43.109 74.125.68.100 TLSv1.2 278 Application Data -
25693 255.281992 74.125.68.100 192.168.43.189 TcP 54 443 » 58333 [ACK] Seq=1378434 Ack=29732 Win=33931 Len=0 —
25694 255.282556 74.125.68.100 192.168.43.189 TcP 54 443 » 58333 [ACK] Seq=1378434 Ack=29956 Win=34155 Len=8 ]
25695 255.348182 74.125.68.100 192.168.43.109 TLSv1.2 134 Application Data |
25696 255.542742 192.168.43.189 74.125.68.100 TcP 54 58333 > 443 [ACK] Seq=29956 Ack=1378514 Win=63601 Len=0

25697 255.593183 74.125.68.100 192.168.43.189 TLSwl.2 392 Application Data, Application Data, Application Data

25698 255.593981 192.168.43.109 74.125.68.100 TLSv1.2 10@ Application Data =

25699 255.624989 74.125.68.100 192.168.43.189 TCP 54 443 » 50333 [ACK]

25704 258.866326 192.168.43. 74.125.130. . Application Data

25785 258.066510 192.168.43.109 74.125.130.102 Application Data

25786 258.184879 74.125.138.182 192.168.43.189 54 443 » 58339 [ACK] Seq=13788 Ack=23731 Win=2793@ Len=8 —
257087 258.187563 74.125.130.102 192.168.43.109 54 443 + 50339 [ACK] 5eq=13788 Ack=24905 Win=29104 Len=@

25788 258.128167 74.125.138.102 192.168.43.109 .2 332 Application Data

25789 258.327766 192.168.43.189 74.125.130.182 54 58339 > 443 [ACK] Seq=24985 Ack=14866 Win=16382 Len=8

25710 258.465484 74.125.138.162 192.168.43.109 .2 270 Application Data, Applicaticn Data

25711 258.466455 192.168.43.189 74.125.130.102 .2 188 Application Data

25712 2 5 18.11 .168.43. 443 » 58478 9 i e <

> Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface @

> Ethernet II, Src: QuantaMi_69:b@:33 (20:7c:8f:69:b8:33), Dst: XiaomiCo_cc:16:b5 (aB:86:chicc:16:b5)
> Internet Protocol Version 4, Src: 192.168.43.109, Dst: 103.241.4.71

- Transmission Control Protocol, Src Port: 50319, Dst Port: 88, Seq: @, Len: @

a8 86 c6 cc 16 b5 20 7c B 69 be 33 @8 @@ 45 @@  ...... | .i.3..E.
©2 30 @3 Ba 40 00 B0 @6 9¢ T c@ a8 2b &6d 67 f1 .0..@... ....+tmg.
©4 47 c4 86 @@ 50 a3 36 fa 9c B0 BB @D @B 7@ B2  .G...P.6 ......p.

20 @0 ad 27 00 o2 02 @4 @5 b4 el el 84 o2 St

@ {Windows Explorer Packets: 2570 - Displayed: 25780 (100.0%) * Load time: 0:4, 143 Profile: Defait
-
FETe N e s, e X
Details
. @ ]
Format: Wireshark/... - peapng =
(W T2pply a display fiter ... <Ctri-/> Encapsulation: Ethernet | Expression..  +  Apply this filter
No. Time Source Time
1 First packet: 2017-04-12 23:41:03
25691 255.176278 ;“DT‘H‘ ég.‘;f;u 23:45:27
25692 255.176417 apesd o
25693 255.281992 Capture
25694 255.282556
23695 255240102 - 2t Windons 7,k 7500
: it Windows 7, bul
25696 255.542742 g
Application: Dumpcap (Wireshark) 2.2.5 (v2. 2.5-0-g440fd4d]
25697 255.593183 o pezp ( ) ¢ < )
25698 255.593901 || Interfaces
25699 255.624909
Interface Dropped packets Capture filter Link tvpe Packet size it
\Device \NPF_{3BFAE326- 00%) none Ethernet 262144 bytes
FAEE-49EC-8D 2F-04D4CB62342E}
1 Statistics
25704 258.066326 Measurement Captured Displayed Marked
25705 258.066518 || Padkets 25780 25780 (100.0%) NjA
25786 258.104070 Time span, s 263.834 263.834 NjA
25707 258.167563 Average pps 97.7 97.7 NjA
25708 258.128167 Average packst size, B 6615 6615 NjA
25769 258.327766 Bytes 17061050 17061050 (100.0%) 0
25718 258.465484 3 Average bytes/s G4k G4k NjA .
P Average bits/s 517k 517k NjA L =1
25712 258 ¥ .
Capture file comments
> Frame 1: 62 bytes on wire (4ff
> Ethernet II, Src: QuantaMi gff
> Internet Protocol Version 4.
- Transmission Control Proto I I
aB 86 c6 cc 16 bS 20 7c
88 30 @3 Ga 48 @0 5@ 86
@4 47 c4 86 @8 50 a3 36
28 @0 as 27 @0 @@ 82 84

Berikut adalah hasil analisa jaringan yang ter -capture saat membuka lpmgs.unsri.ac.id
Gambar diatas menunjukkan paket-paket yang lewat pada jaringan kita, tiap warna mempunyai
identitas untuk protokol yang lewat. Hijau untuk http, merah tcp, abu — abu arp, dll.



Data di atas memberikan kita informasi sebagai berikut:
Alamat IP
sSrc: 192.168.43.189

Dst: 183.241.4.71

Protokol yang digunakan : TCP

Flags: @x@2 (Don't Fragment)
Fragment offset: @

Time to live: 128

Protocol: TCP (B)

Source Port: 58318
Destination Port: B8
[5tream index: @]
[TCP Segment Len: @]

Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port. Dapat dilihat
dari gambar diatas bahwa port asalnya (50310) dan port tujuannya (80). Port 80 merupakan port
untuk TCP.

Lazada.co.id

File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help

du. 3@k Bres=zFssEFaaas
[ TApply a display fitter ... <Ctrl-/> =3 -] Expression..  + Apply this filter
No. Time Source Destination Protocol  Length Info |~
C 1 0.0o0000 192.168.43.1@9 104.118.147.48 TCP 66 49546 + BO [SYN] Seq=@ Win=8192 Len=@ M55-=1460 WS=4 SACK PERM=1 J
2 9.000065 192.168.43.109 74.125.24.156 TLSV1.2 262 Client Hello I—
3 9.8000808 192.168.43.189 63.148.45.1086 TCP 66 49545 -+ 88 [SVN] Seq=0 Win=8192 Len=8 MSS=1468 WS=4 SACK_PERM=1
4 9.000125 192.168.43.109 74.125.24.156 TLSv1.2 262 Client Hello
5 ©8.174293 112.215.161.58 192.168.43.109 TP 1414 [TCP segment of a reassembled PDU]
6 8.175384 112.215.161.58 192.168.43.189 HTTP 579 HTTP/1.1 288 OK (text/plain)
7 8.175385 653.148.45.186 192.168.43.109 TCP 62 88 » 49544 [SYN, ACK] Seq=8 Ack=1 Win=488@ Len=8 M55=136@8 SACK_PERM=1
8 @.1753@5 216.12.219.99 192.168.43.109 TP 66 8@ » 49536 [SYN, ACK] Seq=@ Ack=1 Win=146@@ Len=0 MS5=136@ SACK_PERM=1 W5=128
9 8.175306 112.215.184.16 192.168.43.109 TCP 54 443 + 49535 [ACK] Seq=1 Ack=1 Win=237 Len=0@
18 8.175386 216.12.219.99 192.168.43.189 TCP 66 88 + 49537 [SVN, A(K] Seq=0 Ack=1 Win=146808 Len=8 MSS=136@ SACK_PERM=1 W5=128
11 ©.175411 192.168.43.109 216.12.219.99 TCP 66 49536 + 80 [ACK] Seq=773 Ack=1 Win=17680 Len=0 SLE=@ SRE=1
12 ©.175495 192.168.43.109 216.12.219.99 TP 66 49537 + B [ACK] Seq=1 Ack=1 Win=1768@ Len=@ SLE=0 SRE=1
13 8.175526 192.168.43.189 112.215.161.58 TCP 54 49527 » 8@ [ACK] Seq=1 Ack=1886 Win=4420 Len=0
14 8.175551 192.168.43.109 653.148.45.186 TCP 54 49544 -+ 80 [ACK] Seq=1 Ack=1 Win=17688 Len=8
15 8.175650 192.168.43.109 63.140.45.106 TP 1414 [TCP segment of a reassembled PDU]
16 8.175658 192.168.43.109 63.140.45.106 HTTP 175 GET /b/ss/lazwebid/1/15-1.4.1/597473514938306AQB=18ndh=18pf=18t=12%2F3X2F2017%2023%3A16%3A7%203X20-4208mid.
17 8.177182 112.215.184.16 192.168.43.189 TLSv1.2 1414 Server Hello
13 ©.1806236 192.168.43.109 112.215.161.58 HTTP 523 GET /update/idx/weblocaldecider_sigver-win32-int-15.9.15.28.info.1lz HTTP/1.1
19 ©.389836 192.168.43.109 112.215.184.16 TP 54 49535 -+ 443 [ACK] Seq=1 Ack=1361 Win=1768@ Len=0@ -
28 1.814586 112.215.184.16 192.168.43.189 TCP 742 [TCP segment of a reassembled PDU]
21 1.815690 112.215.184.16 192.168.43.109 TCP 1414 [TCP segment of a reassembled PDU]
22 1.815788 192.168.43.109 112.215.184.16 TP 54 49535 -+ 443 [ACK] Seq=1 Ack=3409 Win=1768@ Len=@ |
23 1.015931 112.215.184.16 192.168.43.109 TLSV1.2 562 CertificateServer Key Exchange, Server Hello Done
24 1.815932 184.118.147.48 192.168.43.189 TCP 66 88 + 49548 [SVN, A(K] Seq=0 Ack=1 Win=29288 Len=8 MSS=136@ SACK_PERM=1 WS=32 -
b Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
 Ethernet II, Src: QuantaMi_69:b@:33 (28:7c:8f:69:b@:33), Dst: ReboundT_88:38:e9 (00:27:15:08:38:e9)
P Internet Protocol Version 4, Src: 192.168.43.189, Dst: 184.118.147.48
- [TE ission Control Protocol, Src Port: 49546, Dst Port: 80, Seq: @, Len: @
©oon @@ 27 15 @8 38 e9 20 7c 8f 69 b@ 33 @3 @@ 45 @0
@ele @@ 34 1b 33 48 @@ 88 @6 f7 d4 c@ a8 2b 6d 68 76
@020 93 30 cl 8a @@ 50 of f6 53 2f @0 @0 @0 00 30 02
GE36 28 88 b2 59 @@ @@ 82 @4 @5 ba @1 83 @3 @2 el a1
0040 04 02 .

@ 7 lazada || Packets: 6934 - Displayed: 6934 (100.0%) - Load time: || profile: Defauit




M 2zada.peapng Ml Wireshark - Capture File [o=h Jiof
m ® QJ Details
(W 2ply = display fiter .. <ctri/> :ﬁ:’t j;f:s::rkfm pesng ) Expression... | + Apply this fiter
No. Time. Source Encapsulation: Ethernet -
= 1 0.000000 192.168 =
Time =
2 0.000065 192.168 L
3 0.800880 192.168 | First packet: 2017-04-12 23:16:23 ]
4 0.000125 192.168] | Llastpackst: 2017-04-12 23:22:10 =
S DrmmED 112.215) |  Elapsed: 00:05:47 =5
6 ©.175384 112.2154) Capture —
7 0.175305 63.140.4) —
8 0.175305 216.12.4|  Hardware: Unknown —
9 9.175306 112.215| 05 32-bit Windows 7, buid 7500 L
o O 216.12.4)|  Applcation: Dumpeap (Wireshark) 2.2.5 (v2.2.5-0-g440fd4d) =
11 9.175411 1921684 1nterfaces = =
12 ©.175495 192.1684) =
13 8.175526 192.168]l| Interface Dropped packets Link type Packet size limit —
e il EelmEme 60w s =
15 ©.175650 192. 1684 .
16 ©.175658 192.168|  statistics 16%3A7%203%20-4208mid.. =
17 8.177182 1122154 =
OIS EED | kewiey o S 0.0%) - -
3 .0%)
1L 055D LI Time span, s 347.452 347.452 NjA —
26 1.914506 .25l s 00 0.0 NiA =
21 1.015692 112.215 Average packet size, B 364.5 364.5 NjA —
22 1.015788 192.1654)  Bytes 2526393 2526993 (100.0%) 0 = l
23 1.015931 112.215{|  Average bytes/s 7272 7272 NjA
24 1.815932 184.118, Average bits/s 58k 58k NiA o2 J
Capture file comments l
> Frame 1: 66 bytes on wire (3
> Ethernet II, Src: QuantaMi_gl
> Internet Protocol Version 4.
- Transmission Control Protoy | I
88 27 15 88 38 e9 20 7c
@0 34 1b 33 40 @0 50 06
95 30 cl 8a @8 50 9f f6
28 @@ b2 50 @8 @8 82 84 ||
01 @2
@ 7 lazada Refresh save Comments] [ ciese ] [copyTo Cipboare] [ tiep | fad time: 0:0.233 Profile: Default

Berikut adalah hasil analisa jaringan yang ter -capture saat membuka lpmgs.unsri.ac.id
Gambar diatas menunjukkan paket-paket yang lewat pada jaringan kita, tiap warna mempunyai
identitas untuk protokol yang lewat. Hijau untuk http, merah tcp, abu — abu arp, dll.

- 6920 346.325284 192.168.43.1 192.168.43.1@9 DNS

Data di atas memberikan kita informasi sebagai berikut:

Alamat IP
Src 192.168.43.1
Dst 192.168.43.109

Protokol yang digunakan : DNS

Source Port: 58318
Destination Port: 28
[Stream index: 8]
[TCP Segment Len: @]

132 Standard query response @x79ee AAAA www.lazada.co.id AAAA 64:ff9b::2d74:5b@1 AmAA 64:¥f9c::2d74:5b1

Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port. Dapat dilihat

dari gambar diatas bahwa port asalnya (50310) dan port tujuannya (80). Port 80 merupakan port

untuk TCP.

Ipmgs.unsri.ac.id



Ipmgs pea =)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4" 10 LERE Ae=2= = RAQE

W [aoply = display filter __<Ctrl-/> =3 -] Expression..  +  Apply this filter
No. Time Source Destination Protocol  Length Info
31657 436.415331 192.168.43.189 199.96.57.6 TCP 54 58288 + 443 [ACK] Seq=1 Ack=1 Win=168@@ Len=0
31658 436.417745 192.168.43.189 199.96.57.6 TLSV1.2 571 Client Helle
31659 436.438895 192.168.43.189 172.217.24.186 TLSvV1.2 155 Application Data
31660 436.457230 199.96.57.6 192.168.43.189 TCP 54 443 -+ 50280 [ACK] Seq=1 Ack=513 Win=4717 Len=@
31661 436.461588 172.217.24.186 192.168.43.189 TCP 54 443 -+ 50099 [ACK] Seq=13927 Ack=2457 Win=6656 Len=0
31662 436.476321 192.168.43.189 104.244.42.136 TLSv1.2 349 Application Data
31663 436.478216 199.96.57.6 192.168.43.189 TLSvV1.2 218 server Hello, Change Cipher Spec, Encrypted Handshake Message
31664 436.478581 192.168.43.189 199.96.57.6 TLSv1.2 1@5 Change Cipher Spec, Helle Request, Hello Request
31665 436.485973 172.217.24.186 192.168.43.189 TLSv1.2 126 Appli(ation Data
31666 436.488542 192.168.43.189 103.241.4.71 TCP 54 50272 » 8@ [ACK] Seq=315 Ack=27378 Win=163@3 Len=@
31667 436.519611 184.244.42.136 192.168.43.189 TCP 54 443 -+ 58877 [ACK] 5eq=6739 Ack=28285 Win=32484 Len=0
31668 436.520211 199.96.57.6 192.168.43.189 TCP 54 443 -+ 50280 [ACK] Seq=157 Ack=569 Win=4768 Len=0
31669 436.628567 192.168.43.189 74.125.2080.93 TCP 54 58149 » 443 [ACK] 5eq=9118 Ack=608398 Win=63422 Len=@
31670 436.643936 192.168.43.189 117.18.237.172 TLSV1.2 85 Encrypted Alert
31672 436.663820 74.125.20808.93 192.168.43.189 TLSV1.2 878 Application Data, Application Data
31674 436.664363 192.168.43.189 74.125.20808.93 TLSv1.2 100 Application Data
31676 436.688865 117.18.237.172 192.168.43.189 TCP 54 443 - 50053 [ACK] 5eq=16427 Ack=416@ Win=8358 Len=0
31677 436.688865 117.18.237.172 192.168.43.189 TLSvV1.2 85 En(r'yptEd Alert [
b Frame 1: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface @
b Ethernet II, Sre: QuantaMi_69:b@:33 (20:7c:8f:69:b@:33), Dst: XiaomiCo_cc:16:b5 (a@:
i Internet Protocol Version 4, Src: 192.168.43.189, Dst: 183.229.205.254
P Transmission Control Protocol, Src Port: 49896, Dst Port: 88, Seq: 1, Ack: 1, Len: 1

000 aB 86 c6 cc 16 bS 28 7c  8f 69 bB 33 @3 88 45 @8
©e18 8@ 29 5d dc 48 @@ 80 @6 7a T9 c@ a8 2b 6d 67 e5
@020 cd fe c2 e3 @@ 50 36 83 d3 1f cb dc e2 e2 5@ 1@
oeze  3f 62 cd d7 @8 @@ @8

O 7 lpmgs || Packets: 32275 - Displayed: 32275 (100.0%) - Load tme: 0:3.763 || Profie: pefau
— P Een

Ipmgs.pea [ & Wireshark . Capture File Prop PN

File  Edit Go  Capture H
Details
Adm i@ LERB R
= File >
(W] apply a display fiter __<Ctri/> = | 3 - Expression..  +  Apply this fiter
No. [Time: | Source LN:;;; ;’;’:‘;W“gs peapng
Format: Wireshark/... - pcapng I
31657 436.415331  192.168J1| | Encapsulation: Ethernet
31658 436.417745  192.168
31659 436.430895 192.168 Time
31668 436.457280  199.96. Fist packet: 20170412 23:32:30
31661 436.461588  172.21741 | oot packet: 2017-04-12 23:
31662 436.476821  192.1684|  Hapsed: 00:08:01

31663 436.478216  199.96.
31664 435.478581  192.168{| Capture

31665 436.485973  172. 21740\ \arduare: Urknawn

31666 436.488542 192.168 0s: 32-bit Windows 7, build 7600

31667 436.519611  184.2444|  Application: Dumpcap (Wireshark) 2.2.5 (v2. 2.5-0-g#40fd4d)
31668 436.520211  199.96.

31669 436.620567  192.1cg)| Interfaces
31676 436.643986  192.1684| [nterface Dropped packets Capture filter Link type. Packet size mit
\Device \NPF_{3BFAE326- Unknown none Ethernet 262144 bytes
31672 436.663828  74.125.3) FAEE-HEC-8DIF-D4DACB6234%E}
Statistics
Measurement Captured Displayed Marked '
31676 436.688865  117.18.J)  Packets 32275 32275 (100.0%) NjA
31677 436.688865 117.18. Time span, & 481803 481803 NjA
Average pps 67.0 &7.0 NjA
Average packet size, B 347.5 847.5 NfA -

Capture file comments

Frame 1: 55 bytes on wire (
Ethernet II, Src: QuantaMi_6
Internet Protocol Version 4.

b
3
b
b

Transmission Control Protocd

0eEG a@ 86 6 cc 16 b5 28 7c
@010 @@ 29 5d dc 40 @@ 3@ @6
o626 cd fe c2 e3 @8 58 36 88
co30 3f 62 cd d7 @0 @2 20

Q @ ipmgs [ Refiesh | save comments| [ ciose ] [copy Toclpboard] [ tep | || Profile: Defauit




e e ———————— =)

Mame Filter
Ethernet address 00:00:5e:00:53:00 eth.addr == 00:00:5e:00:53:00
Ethernet type (x0806 (ARP) eth.type == (0806
Ethernet broadcast eth.addr == ffiff:ff:ff:ff:ff
Mo ARP not arp
IPv4 only ip
IPv4 address 192.0.2.1 ip.addr==1920.21
IPv4 address isn't192.0.21 (don't use != for this!) !ip.addr == 192.0.2.1)
i |IPv6 only ipv
IPv6 address 2001:db8:1 ipvb.addr == 2001:db8:1
IPX enly ipx
TCP only tcp
UDP only udp
Mon-DNS Nudp.port == 53 || tcp.port == 53)
TCP or UDP port is 80 (HTTP) tcp.port == 80 || udp.port == 80
HTTP http
MNe ARP and no DNS not arp and (udp.pert == 53)
Non-HTTP and non-SMTP to/from 192.0.2.1 ip.addr ==192.0.21 and not tcp.port in {80 25}
-] (=

[ 0K ][ Cancel H Help ]

Berikut adalah hasil analisa jaringan yang ter -capture saat membuka lpmgs.unsri.ac.id
Gambar diatas menunjukkan paket-paket yang lewat pada jaringan kita, tiap warna mempunyai
identitas untuk protokol yang lewat. Hijau untuk http, merah tcp, abu — abu arp, dll.

Data di atas memberikan kita informasi sebagai berikut:
Alamat IP

Src: 192.168.43.189

Dst: 183.229.285.254

Protokol yang digunakan : TCP

Flags: 8x82 (Don't Fragment)
B... .... = Reserved bit: Mot set
e Don"t fragment: Set
«a@B. ... = More fragments: Mot set

Fragment offset: @
Time to live: 128
Protocol: TCP (&)

Transmission Control Protocol, Src Port: 49896, Dst Port: 88, Seq: 1, Ack: 1, Len: 1
Source Port: 49896
Destination Port: 38
[Stream index: @]
[TCP Segment Len: 1]

Sequence number: 1 (relative sequence number)
[Next sequence number: 2 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Header Length: 28 bytes



Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port. Dapat
dilihat dari gambar diatas bahwa port asalnya (49896) dan port tujuannya (80). Port 80
merupakan port untuk TCP.

Facebook.com

A | RS - RSN 000 HER R T . e

File Edit View Go Capture Analyze Statistics Telephony Wirless Tools Help

e s® lBRBRe>EZTEIZBEaaan
[N Taoly a display fiter ... <Ctri-/> =0 ) expression..  + Apply this filter
Mo, Time Source Destination Pratocol  Length Info o
21227 516.5975@1 157.240.7.26 192.168.43.109 TLSv1.2 1e@ Application Data
21228 510.793@51 192.168.43.109 157.240.7.20 TP 54 56078 - 443 [ACK] 5eq=201197 Ack=47387 Win=60 Len=0
21229 516.801847 192.168.43.189 157.248.7.26 TCP 54 56153 = 443 [ACK] Seq=877 Ack=4985 Win=15872 Len=0 L
21236 518.898946 157.248.7.28 192.168.43.189 TP 114 [TCP segment of a reassembled PDU] |
21231 511.893851 192.168.43.109 157.240.7.20 TP 54 56078 + 443 [ACK] 5eq=201197 Ack=47447 Win=60 Len=0
21232 511.131028 157.240.7.20 192.168.43.189 TCP 114 [TCP segment of a reassembled PDU]
21233 511.331828 192.168.43.189 157.248.7.28 TP 54 56878 + 443 [A(K] Seq=201197 Ack=47507 Win=60 Len=0
21234 511.417267 157.240.7.20 192.168.43.109 TCP 114 [TCP segment of a reassembled PDU]
21235 511.621064 192.168.43.109 157.240.7.20 TP 54 56078 - 443 [ACK] 5eq=201197 Ack=47567 Win=60 Len=0
21236 511.661648 157.248.7.28 192.168.43.189 TCP 114 [TCP segment of a reassembled PDU] |
21237 511.861869 192.168.43.189 157.248.7.28 TP 54 56878 + 443 [ACK] Seq=281197 Ack=47627 Win=65 Len=0
21238 512.159087 157.240.7.20 192.168.43.109 TP 119 [TCP segment of a reassembled PDU]
21239 512.358998 192.168.43.189 157.240.7.20 TCP 54 56078 + 443 [ACK] Seq=201197 Ack=47692 Win=65 Len=0
21246 512.482291 157.248.7.28 192.168.43.189 TP 119 [T(P segment of a reassembled PDU]
21241 512.461747 192.168.43.109 31.13.78.17 TLSv1.2 1e@ Application Data
21242 512.496822 192.168.43.109 31.13.78.17 TLSv1.2 Encrypted Alert

21244 512.518508 31.13.78.17 192.168.43.189 54 443 » 56131 [ACK] Seq=3847861 Ack=32759 Win=34366 Len=@
21245 512.525339 192.168.43.109 10@ Application Data

b Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface & -
b Ethernet II, Src: QuantaMi 69:b@:33 (20:7c:8f:69:b8:33), Dst: XiaomiCo cc:16:bS (a@:B6:c6:cc:16:bS) (]
b Internet Protocol Version 4, Src: 192.168.43.109, Dst: 31.13.78.17

4 Transmission Control Protocol, Src Port: 56034, Dst Port: 443, Seq: 1, Ack: 1, len: @ -

a@ B6 c6 cc 16 b5 20 7c 3f 69 b@ 33 @8 @0 45 @0
@2 28 24 3 40 @@ 88 @6 7c ad c@ as 2b 6d 1f ad
4e 11 da =2 @1 bb 84 7c @ b3 f3 89 f2 27 50 1@
@2 3e 2e de @0 20

i.3..E.

e e
2333
ERREY

[l




Wireshark - Capture File

Details
Length: 9083 kB s
Format: Wireshark/... - pcapng
Encapsulation: Ethernet
| Time ]
1
| | First packet: 2017-04-12 21:52: 16
Last packet: 2017-04-12 22:00:52
Elapsed: 00:08:35
Capture
Hardware: Unknown
0s: 32-bit Windows 7, build 7600
Application: Dumpcap (Wireshark) 2.2.4 (v2.2.4-0-gcc3dc1b)
Interfaces L
Interface Dropped packets Capture filter Link type Padket size limit
\Device\NPF_{3BFAE326- 0 {0 %%) none Ethernet 262144 bytes
FAEE-49EC-8D2F-04D4CB62342E}
Statistics
Measurement Captured Displayed Marked
Packets 21341 21341 (100.0%) /A
Time span, 5 515,465 515.465 NJA
Average pps 41.4 41.4 NjA
Average packet size, B 391.5 351.5 MfA
Bytes 8362470 8362470 (100.0%) 0
Average bytes/s 16k 16k N b
Average bits/s 129k 129k N/A -

Capture file comments

-
M Wireshark - Display Filte

: Mame Filter
|| | Ethernet address 00:00:5:00:53:00 eth.addr == 00:00:5e:00:53:00
| | Ethernet type 0:0806 (ARP) eth.type == 0x0806

Ethernet broadcast eth.addr == ff:ff:ff: A

Mo ARP not arp

IPvd only ip

IPv4 address 192.0.2.1

PG only

IPvi address 2001:db8::1

IPX only

TCP only

UDP only

Mon-DMNS

TCP or UDP port is 80 (HTTP)
HTTP

Mo ARP and no DNS

Mon-HTTP and non-SMTP to/from 192.0.2.1

ip.addr == 192.0.21

IPv4 address isn't192.0.2.1 (don't use |= for this!) !(ip.addr == 192.0.2.1)

ipvb

ipvb.addr == 2001:db8:1
ipx

tcp

udp

Wudp.port == 53 || tcp.port == 53)

tcp.port == 80 || udp.port == 80

http

not arp and (udp.pert == 53)
ip.addr ==192,0.21 and not tcp.port in {80 25}




Berikut adalah hasil analisa jaringan yang ter -capture saat membuka facebook.com.
Gambar diatas menunjukkan paket-paket yang lewat pada jaringan kita, tiap warna mempunyai
identitas untuk protokol yang lewat. Hijau untuk http, merah tcp, abu — abu arp, dll.

Data di atas memberikan kita informasi sebagai berikut:

Alamat IP

Source: 192.168.43.189
Destination: 31.13.78.17

Protokol yang digunakan : TCP

* Flags: @x@2 (Don't Fragment)

Fragment offset: @

Time to live: 128

Protocol: TCP (&)

Header checksum: 8x7ca®9 [validation disabled]

[Header checksum status: Unverified]

Transmission Control Protocol, Src Port: 56834, Dst Port: 443, Seq: 1, Ack: 1, Len: @
Source Port: 56834
Destination Port: 443
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 28 bytes

Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port. Dapat
dilihat dari gambar diatas bahwa port asalnya (56034) dan port tujuannya (443). Port 443
merupakan port untuk TCP.



