Nama: Orien Patriana

NIM: 09031181510035

Kelas: SI 4A

Wireshark adalah tools penganalisa jaringan data. Penganalisa kinerja jaringan itu melingkupi
berbagai hal, mulai dari proses menangkap paket-paket data atau informasi yang lewat dalam jaringan.

Analisis Paket Data Wireshark

Penangkapan data serta menampilkannya secara real-time.

Website Lokal

Lazada.co.id

‘ *2 interfaces [Wireshark 2.2.4 (v. gec3delb)]

File Edit View Go Capture Analyze Statistics Te\ephon! Tools Internals  Help

codEd BODXE AeroTFeIEEacan #Un% @

Filter:

No. Time Seurce

211 7.187045 192.
212 7.218709 192.
213 7.295749 192.

168.43.62
168.43.62
168.43.62

214 7.305690 74.125.130.94

215 7.341276 192.

168.43.62

216 7.393895 74.125.130.94

217 7.572126  192.

168.43.62

218 7.574789  52.39.237.157

219 7.575263 192.
220 7.793598 192.
221 7.836671 192.
222 7.966515 192.
223 7.997697 192.
224 8.013684 202.

168.43.1
168.43.62
168.43.1
168.43.62
168.43.62
67.43.72

225 8.236812 52.34.34.108
226 8.889297 HonHaiPr_31:d3:80
227 8.892403 ce:2d:83:86:74:48

228 9.064453 192.
229 9.064864 192.

168.43.62
168.43.62

Destination

Expression..

Clear Apply Save

Protocol Length Info

54 50580 — 443 [ACK] Seq=1187 Ack=4270 Win=65280 Len=0

92 Application Data

55 continuation pata

54 443 - 50580 [ACK] Seq=4270 Ack=1225 win=46464 Len=0
100 Application Data

54 443 ~ 50580 [ACK] Seq=4270 Ack=1271 Win=46464 Len=0

76 standard query 0x647f A www.google.co.id

66 443 - 50516 [ACK] Seg=1 Ack=2 Win=126 Len=0 SLE=1 SRE=2

92 standard query response Ox647f A www.google.co.id A 74,125.130.94
76 standard query 0xa905 AAAA www.google.co.id

104 standard query response 0xa%05 AAAA www.google.co.id AAAA 2404:6800:4003:c01::5e

55 50509 —~ 80 [ACK] Seq=1 Ack=1 win=257 Len=1

55 50508 ~ 80 [ACK] Seq=1 Ack=1 Win=255 Len=1

66 80 - 50509 [ACK] Segq=1 Ack=2 Win=946 Len=0 SLE=1 SRE=2
66 80 - 50508 [Ack] segq=1 Ack=2 win=110 Len=0 SLE=1 SRE=2
42 who has 192.168.43.17 Tell 192.168.43.62

42 192.168.43.1 is at ce:2d:B3:86:74:48

454 Application Data

84 standard query 0x494e A www.googletagmanager.com

80 standard query Oxe82a A tracker.lazada.co.id

oo

231 9.309967 192.
232 9.310237 192.
233 0.323717  157.
234 9.491899 192.

236 9.

507435 192.
237 9.507611 157.

168.43.1
168.43.1
240.7.35
168.43.62

168.43.62
240.7.35

74.125.130.94 TCP
74,125.130.94 TLSvL. 2
52.39.237.157 ss5L
192.168.43.62 TCP
74.125.130.94 TLSvl. 2
192.168.43. 62 TCP
192.168.43.1 DNS
192.168.43.62 TCP
192.168.43.62 DNS
192.168.43.1 DNS
192.168.43.62 DNS
202.67.43.72 TCP
52.34.34.108 TCP
192.168.43.62 TCP
192.168.43.62 TCP
Broadcast ARP
HonHaiPr_31:d3:80 ARP
157.240.7.35 TLSVI. 2
192.168.43.1 DNS
192.168.43.62 DNS
192.168.43.62 DNS
192.168.43.62 TLSvl. 2
168.43.1

. 240,
.168.

7.33

43

.62

TCP
TLsvl.z

96 standard query response Oxe82a A tracker.lazada.co.id A 178.248.238.8

144 standard query response 0x494e A www.googletagmanager.com CNAME www-googletagmanager.1.google. com 2

96 Application Data

838 application pata

Frame 230: 80 bytes on wire (640 bits), 80 bytes captured (640 bits) on interface 0
Ethernet II, Src: HonHaiPr_31:d3:80 (94:39:e5:31:d3:80), Dst: ce:2d:83:86:74:48 (ce:2d:83:86:74:48)
Internet Protocol version 4, src: 192.168.43.62, Dst: 192.168.43.1

User patagram Protocol, src Port: 64179, DST Port:

0000 ce 2d 83 86 74 48 94 39
0010 00 42 00 a0 00 00 80 11
0020 2b 01 fa b3 00 35 00 2e
0030 00 00 00 00 Q0 Q0 07 74
0040 61 7a 61 64 61 02 63 &f

") ﬁ File; "C:\Users\user\AppData\Local\ Tempw...

d3 80 08
c0 a8 2b
e8 2a 01
63 6b 65
64 00 00

00 45
3e c0
00 00
72 06
01 00

53

00 LtH.9 1L LE.
a8 R o T S
01 e
6C ... T racker.1

01 azada.co .id.....

Packets: 4128 - Displayed: 4128 (100,0%) - Dr... | Profile: Default

R »

4

Pada gambar diatas merupakan ringkasan dari paket data. Untuk baris yang lainnya

menunjukkan data link layer, network layer, dan transport layer. Pada dasarnya paket data yang

telah dicapture terbungkus didalam frame sepeti gambar diatas. Dan bytes-bytes paket data di

Wireshark diperlihatkan dalam bentuk hexadecimal.



Berikut adalah hasil analisa jaringan yang ter-capture saat membuka lazada.co.id.
Gambar diatas menunjukkan paket-paket data yang lewat pada jaringan kita, dimana tiap
warna mempunyai identitas untuk protokol yang lewat.

Frame 230: 80 bytes on wire (640 bits), 80 bytes captured (640 bits) on interface 0

Ethernet II, src: HonHaiPr_31:d3:80 (94:39:e9:31:d3:80), Dst: ce:2d:83:86:74:48 (ce:2d:83:86:74:48)
Internet Protocol Version 4, src: 192,.168.43.62, Dst: 192.168.43.1

User Datagram Protocol, Src Port: 64179, Dst Port: 53

Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port
terhadap IP address 192.168.43.1 sebagai destination IP. Dapat dilihat dari gambar diatas bahwa
port asalnya 64179 dan port tujuannya 53. Port 53 merupakan port untuk TCP.

A 2 iterfoces Wireshark 224 (1224 -gec3actl] I T e e )

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

codme BB qaes 0T (EFaaan §DR% B

Filter Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
1 0.000000 104.93.211.225 192.168.43.62 TCP 66 443 - 50282 [ACK] seg=1 Ack=1 win=1071 Len=0 SLE=0 SRE=1 1=
2 0.000238 54.192.151.88 192.168.43.62 TCP 66 443 ~ 50275 [ACK] Seg=1 Ack=1 Win=127 Len=0 SLE=0 SRE=1
30.131277 feB0::3d98:f46f:c55Ff02::1:2 DHCPVE 149 Solicit XID: Ox54fdfa CID: 000100011d83fce844lealc55fca
4 1.049519 192.168.43.62 192.168.1.105 NBNS 92 Name query NBSTAT #<00><00><00><00><00><00><00><00><005><00><00><00><00><00><00>
51.096263 192.168.43.62 117.18.237.29 TCP 55 50332 ~ 80 [Ack] seq=1 ack=1 win=253 Len=1
61.144964 117.18.237.29 192.168.43.62 TCP 66 80 ~ 50332 [ACK] Seg=1 Ack=2 Win=292 Len=0 SLE=1 SRE=2
7 2.250600 192.168.43.62 54.230.151.113 S5L 55 Continuation pata
8 2.314075 54.230.151.113 192.168.43.62 TCP 66 443 - 50294 [ACK] Seg=1 Ack=2 Win=123 Len=0 SLE=1 SRE=2
9 2.562560 192.168.43.62 192.168.1.105 NENS 92 Name query NBSTAT *<00><00><00><00><00><00><00><00><00><00><00><00><00><00><00>
10 3.176411 192.168.43.62 74.125.130.105 TLSvl.z 289 application pata
11 3.264549 192.168.43.62 54.192.151.232 S5L 55 continuation pata
12 3.272782 74.125.130.105 192.168.43.62 TCP 54 443 - 50364 [ACK] seq=1 Ack=236 win=577 Len=0
13 3.298184 74.125.130.105 192.168.43.62 TLsvl.Z 150 application pata
14 3.298438 74.125.130.105 192.168.43.62 TLSv1.Z 396 Application Data
15 3.298552 192.168.43.62 74.125.130.105 TCP 54 50364 - 443 [ACK] Seq=236 Ack=439 Win=253 Len=0
16 3.298656 74.125.130.105 192.168.43.62 TLSvl.Z 100 Application Data
17 3.316111 54.192.151.232 192.168.43.62 TCP 66 443 -+ 50295 [ACK] Seg=1 Ack=2 win=123 Len=0 SLE=1 SRE=2
18 3.373737 192.168.43.62 54.230.151.7 S5L 55 continuation Data
19 3.428999 54.230.151.7 192.168.43.62 TCP 66 443 - 50247 [ACK] seg=1 Ack=2 win=127 Len=0 SLE=1 SRE=2
20 3.437959 192.168.43.62 74.125.130.105 TLSv1.Z 100 Application Data
21 3.438418 192.168.43. 192.168.43. 74 standard query Ox2af3 A www.stis.ac.id
22 3.477028 192.168.43.1 192.168.43.62 DNS 90 standard query response Ox2af3 A www.stis.ac.id A 203.176.180.130
23 3.486392 192.168.43.62 203.176.180.130 TCP 66 50377 + 80 [S¥YN] Seq=0 win=8192 Len=0 M55=1460 WS=256 SACK_PERM=1
24 3.490847 74.125.130.105 192.168.43.62 TCP 54 443 ~ 50364 [ACK] Seq=485 Ack=282 win=577 Len=0
25 3.497744 192.168.43.62 192.168.43.1 DNS 74 standard query Oxel33 A www.stis.ac.id
26 3.504136 192.168.43.1 192.168.43.62 DNS 90 standard query response Oxel33 A www.stis.ac.id A 203.176.180.130
27 3.512190 192.168.43.62 192.168.43.1 DNS 74 standard gquery Oxe05C AAAA www.stis.ac.id -

Frame 21: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0
Ethernet II, Src: HonHaiPr_31:d3:80 (94:39:e5:31:d2:80), Dst: ce:2d:83:86:74:48 (ce:2d:83:86:74:48)
Internet Protocol version 4, src: 192.168.43.62, Dst: 192.168.43.1

TS

uUser Datagram Protocol, src Port: 53209, DSt Port: 53

0000 ce 2d 83 86 74 48 94 39 o5 31 d3 80 08 00 45 00
0010 00 3c 73 €e 00 00 80 11 ef b2 cO a8 2b 3e cO a8
0020 2b 01 cf d9 00 35 00 28 fd 6e 2a f3 01 00 00 O1
0030 00 00 00 00 00 00 03 77 77 77 04 73 74 69 73 02
0040 61 63 02 €9 &4 00 00 01 00 01

Pada gambar diatas merupakan ringkasan dari paket data. Untuk baris yang lainnya

menunjukkan data link layer, network layer, dan transport layer. Pada dasarnya paket data yang
telah dicapture terbungkus didalam frame sepeti gambar diatas. Dan bytes-bytes paket data di
Wireshark diperlihatkan dalam bentuk hexadecimal.



Berikut adalah hasil analisa jaringan yang ter-capture saat membuka stis.co.id. Gambar
diatas menunjukkan paket-paket data yang lewat pada jaringan kita, dimana tiap warna
mempunyai identitas untuk protokol yang lewat.

Frame 21: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0

Ethernet II, Src: HonHaiPr_31:d3:80 (94:39:e5:31:d3:80), Dst: ce:2d:83:86:74:48 (ce:2d:83:86:74:48)
Internet Protocol version 4, src: 192.168.43.62, Dst: 192.168.43.1

User Datagram Protocol, Src Port: 53209, Dst Port: 53

Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port
terhadap IP address 192.168.43.1 sebagai destination IP. Dapat dilihat dari gambar diatas bahwa
port asalnya 64179 dan port tujuannya 53. Port 53 merupakan port untuk TCP.

Website International

Facebook.com

Ml "2 interfaces [Wireshark 2.2.4 (v2.24-0-gecadclb)] e —— Y [E=nncs
Flle Edit View Go Copture Analyze Statistics Telephony Tools Internals Help

codm il BN ace+*aTL([EER QD @8R % H

Filter: Expression... Clesr Apply Save
No. Time Source Destination Protocol Length Info -
1 0.000000 HonHaiPr_31:d3:80 Broadcast ARP 42 who has 192.168.43.17 Tell 192.168.43.62 ==
2 0.002834 ce:2d:83:86:74:48 HonHaiPr_31:d3:80 ARP 42 192.168.43.1 is at ce:2d:83:86:74:48
3 0.045883 192.168.43.62 192.168.13.11 TCP 66 50814 — 445 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=256 SACK_PERM=1
4 1.045900 192.168.43.62 192.168.13.11 TCP 66 50816 + 139 [5YN] Seq=0 Win=8192 Len=0 M55=1460 W5=256 SACK_PERM=1
51.045994 192.168.43.62 192.168.13.11 TCP 66 50815 + 445 [SYN] Seq=0 win=8192 Len=0 MS5=1460 WS=256 SACK_PERM=1
6 4.702063 192.168.43.62 157.240.7.35 TLsvl.Zz 545 application pata
7 4.702233 192.168.43.62 157.240.7.35 TLsvl.Zz 485 Application pata
8 4.702438 192.168.43.62 192.168.43.1 DNS 76 Standard query Oxac96 A www.facebook.com
157.240.7.35 192.168.43.62 TCP 54 443 - 50763 [ACK] Seg=1 Ack=492 Win=1556 Len=0
157.240.7.35 192.168.43.62 TLSV1.Z 96 Application Data
4. 192.168.43.1 192.168.43.62 DNS 121 standard query response 0xac96 A www.facebook.com cNaME star-mini.c10r.facebook.com A 157.240.7.35
12 4.766471 157.240.7.35 192.168.43.62 TLSVl. Z 96 Application pata
13 4 6739 192.168.43.62 157.240.7.35 TCP 54 50763 - 443 [ACK] 5eq=923 Ack=85 win=423 Len=0
14 4.769738 192.168.43.62 192.168.43.1 DNS 87 standard query 0x8648 A star-mini.clOr.facebook.com
15 4 3004 192.168.43.1 192.168.43.62 DNS 103 standard query response 0x8648 A star-mini.clOr.facebook.com A 157.240.7.35

-1l 2 7!

. 961295 - b .168.43.62 TLSVL. 2 7 Ignored unknown Record
14: TCl 4 5 443 [ACK] 5eq=923 A

Frame 8: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) on interface 0

Ethernet II, src: HonHaiPr_31:d3:80 (94:39:e5:31:d3:80), Dst: ce:2d:83:86:74:48 (ce:2d:83:86:74:48)
Internet Protocol Version 4, src: 192.168.43.62, Dst: 192.168.43.1

User Datagram Protocol, Src Port: 53681, Dst Port: 53

ce 2d &3 86 74 48 94 39 e5 31 d3 80 08 00 45 00 .-..TH.9 .1....E.
00 3e 22 al 00 00 80 11 40 7e cO a8 2b e c0 a8 S T
2b 01 dl bl 00 35 00 2a b3 8c ac 96 01 00 00 01 =
00 00 00 Q0 Q0 Q0 03 77 77 77 08 &6 61 63 65 62
6f 6f 6b 03 63 6f 6d 00 00 01 00 O1

+ [l

EN e I

Pada gambar diatas merupakan ringkasan dari paket data. Untuk baris yang lainnya
menunjukkan data link layer, network layer, dan transport layer. Pada dasarnya paket data yang
telah dicapture terbungkus didalam frame sepeti gambar diatas. Dan bytes-bytes paket data di
Wireshark diperlihatkan dalam bentuk hexadecimal.



Berikut adalah hasil analisa jaringan yang ter-capture saat membuka facebook.com
Gambar diatas menunjukkan paket-paket data yang lewat pada jaringan kita, dimana tiap
warna mempunyai identitas untuk protokol yang lewat.

> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

» Ethernet II, Src: HonHaiPr 31:d3:88 (94:39:e5:31:d3:80), Dst: ce:2d:83:86:74:48 (ce:2d:83:86:74:48)
» Internet Protocol Version 4, 5rc: 192.168.43.62, Dst: 192.168.1.185

* Transmission Control Protocol, Src Port: 51848, Dst Port: 445, Seq: @, Len: @

Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port
terhadap IP address 192.168.1.105 sebagai destination IP. Dapat dilihat dari gambar diatas
bahwa port asalnya 51040, dan port tujuannya 445. Port 445 merupakan port untuk TCP.

Contoh frame 445

A 2inesces w124 a2 Il st

File Edit View Go Capture Analyze Statisics Telephony Tools Internals Help

oo Al BB Ac»aTFL([ERIQaal @88 % H

Filter Expression... Clesr Apply Save
No. Time Source Destination Protocol Length Info -
1111 33.706141 192.168.43.1 192.168.43.62 DNS 98 standard query response Oxfad4d A star.clOr.facebook.com A 157.240.7.20
1112 33.726080 192.168.43.62 192.168.43.1 DNS 82 standard query 0x254b AAAA star.clOr.facebook.com
1113 33.745826 157.240.7.35 192.168.43.62 TCP 54 443 - 51037 [ACK] S5eq=328178 Ack=30337 Win=086 Len=0
1114 33.762406 192.168.43.1 192.168.43.62 DNS 110 Standard guery response 0x254b AAAA star.clOr.facebook.com AAAA 2a03:2880:f00c:13:face:b00c:0:2
1115 33.779924 157.240.7.20 192.168.43.62 TCP 66 443 + 51048 [5YN, ACK] Seg=0 Ack=1 Win=28200 Len=0 M55=1400 SACK_PERM=1 W5=256
1116 33.780213 192.168.43.62 157.240.7.20 TCP 54 51048 —+ 443 [ACK] Seq=l Ack=1 win=65792 Len=0
33.832914 c 241 T N client Hello
1118 33.877818 157.240.7.35 192.168.43.62 TLsvl.Z 1070 Aapplication Data
1119 33. 878065 192.168.43.62 157.240.7.35

1120 33.879393 157.240.7.20 192.168.43.62

gr’mr‘ed unknown Record
51048 - 443 [AcK] seq=199 Ack=3488 win=65792 Len=0

33.887866 157.240.7.20 192.168.43.62
1125 33. 887970 192.168.43.62 157.240.7.20 TCP

1126 34.091644 192.168.43.62 157.240.7.20 TLSwl.:z 180 Client Key Exchange, Change Cipher Spec, Hello Request, Hello Request
1127 34.091902 192.168.43.62 157.240.7.20 TLSvl.z 211 Application Data |—
1128 34.092007 192.168.43.62 157.240.7.20 TLSv1.Z 329 application Data

1129 34.139815 157.240.7.20 192.168.43.62 TLsvl.Z 312 New Session Ticket, change cipher spec, Encrypted Handshake Message
1130 34.140298 157.240.7.20 192.168.43.62 TLsvl.Zz 135 application pata

1131 34.140533 192.168.43.62 157.240.7.20 TCP 54 51048 - 443 [ACK] Seq=757 Ack=3827 win=65280 Len=0

1132 34.142537 157.240.7.20 192.168.43.62 TLSVL. Z 92 Application Data

1133 34.150038 157.240.7.20 192.168.43.62 TLSVL. Z 96 Application Data

1134 34.150329 192.168.43.62 157.240.7.20 TCP 54 51048 -+ 443 [ACK] 5eq=757 Ack=3907 Win=65280 Len=0

1135 34.154235 192.168.43.62 157.240.7.20 TLSV1. 2 92 application pata

1136 34.238825 157.240.7.20 192.168.43.62 TCP 54 443 - 51048

[ack] Seq=3907 Acl

Frame 1117: 252 bytes on wire (2016 bits), 252 byres captured (2016 bits) on interface 0 -
Ethernet II, Src: HonHaiPr_31:d3:80 (94:39:e5:31:d3:80), Dst: ce:2d:83:86:74:48 (ce:2d:83:86:74:48) =
: 192.168.43.62, Dst: 157.240.7.20 2
i, '

d3 80 08 00 45 00
c0 a8 2b 3e 9d fO
€5 5a ac 8e 50 18
cl 01 00 00 bd 03
3f al 62 a1 2c 5

Sn AA AT An 3+ @A LTk

T™H




Instagram.com

*2 interfaces [Wireshark 2.2.4 (v2.2.4-0-gce3de1b)] E=aron
9cc

File Edit View Go Copture Analyze Statistics Telephony Iools Internals Help

codN i BEX2| A+ TL /(R QAaal #B0% % B

Filter: Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info -
1 0.000000 192.168.43.62 157.240.7.52 TLsvl.z 185 application pata 1=
2 0.000290 192.168.43.62 192.168.43.1 DNS 77 standard query Ox1584 A www.instagram.com
3 0.000314 192.168.43.62 157.240.7.52 TLSv1.Zz 283 Application Data
4 0.000468 192.168.43.62 157.240.7.52 TLSvl.z 225 Application Data
5 0.061429 157.240.7.52 192.168.43.62 TLSV1.Z 96 Application Data
6 0.066872 192.168.43.1 192.168.43.62 DNS 155 standard query response 0x1584 A www.instagram.com CNAME black.ish.instagram.com CNAME instagram.cl
7 0.071914 192.168.43.62 192.168.43.1 DNS 87 standard query Oxdla6 A instagram.clOr.facebook.com
8 0.074919 192.168.43.1 192.168.43.62 DNS 103 standard query response Oxdlaé A instagram.clOr.facebook.com A 157.240.7.52
9 0.077256 157.240.7.52 192.168.43.62 TCP 54 443 - 51248 [ACK] Seq=43 Ack=532 Win=494 Len=0
10 0.078200 192.168.43.62 192.168.43.1 DNS 87 standard gquery 0x82d5 AAAA instagram. clOr.facebook. com
11 0.123072 192.168.43.1 192.168.43.62 DNS 115 standard query response 0x82d5 AAAA instagram.clOr.facebook.com AAsA 2a03:2880:T20c:c4:face:b00c:0:
12 0.238260 157.240.7.52 192.168.43.62 TLSvl.z 323 application pata
13 0.238512 192.168.43.62 157.240.7.52 TCP 54 51248 — 443 [ACK] Seq=532 Ack=312 win=681 Len=0

17 1.855929 192.168.43.62 157.240.7.52 TLSvl.Zz 199 Application Data

18 1.856180 192.168.43.62 157.240.7.52 TLSV1. 2 92 application pata

19 1.926902 157.240.7.52 192.168.43.62 TLSVl. Z 96 Application pata

20 2.127656 192.168.43.62 157.240.7.52 TCP 54 51248 ~ 443 [ACK] Seq=715 Ack=354 win=681 Len=0

21 2.301982 157.240.7.52 192.168.43.62 TLSv1.Z 406 Application Data

22 2.501657 192.168.43.62 157.240.7.52 TCP 54 51248 - 443 [ACK] Seq=715 Ack=706 Win=679 Len=0

23 5.052996 HonHaiPr_31:d3:80 Broadcast ARP 42 who has 192.168.43.17 Tell 192.168.43.62

24 5.055891 ce:2d:82:86:74:48 HonHaiPr_21:d3:80 ARP 42 192.168.43.1 i5 at ce:2d:83:86:74:48

25 9.998100 192.168.43.62 157.240.7.52 TLsvl.Zz 145 application pata

26 9.998357 192.168.43.62 157.240.7.52 TLSvl.Z 1067 Application Data

27 9.998580 192.168.43.62 192.168.43.1 79 standard query Oxc2cd4 A graph. instagram.com -
Frame 27: 79 bytes on wire (632 bits), 79 bytes captured (632 bits) on interface 0O -
Ethernet II, Src: HonHaiPr_31:d3:80 (94:39:e5:31:d3:80), Dst: ce:2d:83:86:74:48 (ce:2d:83:86:74:48) =
Internet Protocol version 4, src: 192.168.43.62, DsSt: 192.168.43.1 k.
< it f
0000 ce 2d 83 86 74 48 94 39 e 31 d3 80 08 00 45 00 .-..tH.9 .1....E.
0010 00 41 3b a9 00 00 80 11 27 73 c0 a8 2b 3e c0 a8 AT "S.4m

0020 2b 01 e3 f4 00 35 00 2d 6d f5 c2 c4 01 Q0 QO 01 5.-m... .
0030 00 00 00 00 00 00 05 67 72 61 70 68 09 69 6e 72 g raph.ins
0040 74 61 67 72 61 6d 03 €3 &f &d 00 00 01 Q0 Q1 tagram.c om.....

CHGA D g £ v} S

Pada gambar diatas merupakan ringkasan dari paket data. Untuk baris yang lainnya
menunjukkan data link layer, network layer, dan transport layer. Pada dasarnya paket data yang
telah dicapture terbungkus didalam frame sepeti gambar diatas. Dan bytes-bytes paket data di
Wireshark diperlihatkan dalam bentuk hexadecimal.

Berikut adalah hasil analisa jaringan yang ter-capture saat membuka instagram.com
Gambar diatas menunjukkan paket-paket data yang lewat pada jaringan kita, dimana tiap
warna mempunyai identitas untuk protokol yang lewat.

b Frame 1t 185 bytes on wire (1488 bits), 185 bytes captured (1480 bits) on interface @

b Ethernet II, Src: HonHaiPr 31:d3:80 (04:39:€5:31:d3:80), Dst: ce:2d:83:86:74:48 (ce:2d:83:85:74:48)
b Internet Protocol Version 4, Src: 192.168.43.62, Dst: 157.249.7.52

b Transmission Control Protocol, Src Port: 51248, Dst Port: 443, Seq: 1, Ack: 1, Len: 131

b Secure Sockets Layer

Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port
terhadap IP address 192.168.1.105 sebagai destination IP. Dapat dilihat dari gambar diatas
bahwa port asalnya 51040, dan port tujuannya 445. Port 445 merupakan port untuk TCP.



Contoh frame 443

M "2 interfaces [Wireshark 22.4 (v2.2.4-0-gcc3dc1b)

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
o MAE I BORXES I Ae»aTR BlaaaB WEmsk 8

Filter, | [+ | Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info -

2558 101.734909192.168.43.62 192.168.43.1 DNS 76 Standard query 0x2f9a A web.facebook.com

2559 101.735107 192.168.43.62 192.168.43.1 DNS 76 standard query 0xfbd7 A web.facebook. com

2560 101.797077 192.168.43.1 192.168.43.62 DNS 133 standard query response 0x2f%a A web.facebook.com cNAME z-1.facebook.com CNAME z-1.c10r.facebook. cc

2561 101.798667 192.168.43.1 192.168.43.62 DNS 133 standard query response Oxfbd7 A web.facebook.com CNAME z-1.facebook.com CNAME z-1.cl10r.facebook.cc
| 2562 101.800363192.168.43.62 157.240.7.41  TCP 6651321 - 443 [S¥N] Seq-0 win-8102 Len-0 M55-1460 Ws=256 SACK_PERM=L

2563 101.802893 192.168.43.62 192.168.43.1 DNS 81 standard query Oxdcf7 A z-1.c10r.facebook.com

2564 101.804393 192.168.43.62 192.168.43.1 DNS 76 Standard query 0x563b A web.facebook.com

2565 101, 806358 192.168.43.1 192.168.43.62 DNS 97 standard gquery response Oxdcf7 A z-1.cl0r.facebook.com A 157.240.7.41

2566 101.807106192.168.43.1 192.168.43.62 DNS 157 standard guery response 0x563b A web.facebook.com CNAME z-1.facebook.com CNAME z-1.c10r.facebook. cc

2567 101.814203 192.168.43.62 192.168.43.1 DNS 81 standard query Ox14bf Asaa z-1.cl10r.facebook.com

2568 101.850302 192.168.43.1 192.168.43.62 DNS 109 standard query response Ox14bf AaaA z-1.c10r.facebook.com AaAA 2a03:2880:f00c:al:face:b00c:0:d0Oc
| 2569 101.864497157.240.7.41  192.168.43.62 TCP 66443 ~ 51321 [S¥N, ACK] 5eq=0 Ack=1 win-28200 Len-0 M55-1400 SACK PERM-L Ws=256

2570 101. 864808 192.168.43. 6, 157.240.7.41 TCP 54 51321 - 443 [ACK] Seg=1 Ack=1 Win=65792 Len=0

101.894047 192.168.43.62 157.240.7.41 .z 571 Client Hello

2572 101, 962835 157.240.7.41 192.168.43.62 TLSvl.z 200 Server Hello, Change Cipher Spec, Encrypted Handshake Message

2573 101.962840157.240.7.41 192.168.43.62 TCP 54 443 + 51321 [AcK] Seq=1 Ack=518 win=29440 Len=0

2574 101.963106 192.168.43.62 157.240.7.41 TCP 54 51321 - 443 [AcK] Seq=518 Ack=147 win=65536 Len=0 1=

2575 101. 972855 192.168.43. 62 157.240.7.41 TLsvl.z 105 change cipher spec, Hello Request, Hello RequestT

2576 101.992888 192.168.43.62 157.240.7.41 TLSv1.Z 211 Application Data

2577 101.993085192.168.43.62 157.240.7.41 TLSvl.z 869 Application Data

2578 102.033214 157.240.7.41 192.168.43.62 TLSvl.Z 135 Application Data

2579 102.035007 192.168.43.62 157.240.7.41 TLSV1. 2 92 application pata

2580 102.052245157.240.7.41 192.168.43.62 TLSVl. Z 92 application pata

2581 102.076954 157.240.7.41 192.168.43.62 TLsvl. Z 96 Application pata -
Frame 2571: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) on interface 0 -
Ethernet II, Src: HonHaiPr_31:d3:80 (94:39:e5:31:d3:80), Dst: ce:2d:83:86:74:48 (ce:2d:83:86:74:48) =
Internet Protocol Version 4, Src: 192.168.43.62, Dst: 157.240.7.41 2
< . +
0000 ce 2d 83 86 74 48 94 39 e5 31 d3 80 08 00 45 00 -
0010 02 2d 3f 8b 40 00 80 06 28 40 c0 a8 2b 3e od fO =
0020 07 29 c8 79 01 bb c8 bb 19 57 f6 eb dc c4 50 18
0030 01 01 40 7b 00 00 16 03 01 02 00 01 00 01 fc 03
0040 03 a8 b2 ae b9 25 23 29 dc 83 1f cd EE Oc 90 31 o
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