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Analisis Paket Data Wireshark

	Wireshark adalah tools penganalisa jaringan data. Penganalisa kinerja jaringan itu melingkupi berbagai hal, mulai dari proses menangkap paket-paket data atau informasi yang lewat dalam jaringan. Penangkapan data serta menampilkannya secara real-time
WEBSITE LOKAL
1. Liputan 6.com
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Pada gambar diatas merupaka ringkasan dari paket data. Untuk baris yang lainnya menunjukkan data link layer, network layer, dan transport layer. Pada dasarnya paket data yang telah dicapture terbungkus didalam frame sepeti gambar diatas. Dan bytes-bytes paket data di Wireshark diperlihatkan dalam bentuk hexadecimal.

Berikut adalah hasil analisa jaringan yang ter-capture saat membuka liputan6.co.id .  Gambar diatas menunjukkan paket-paket data yang lewat pada jaringan kita, dimana  tiap warna mempunyai identitas untuk protokol yang lewat.




Contoh Frame 11

[image: ]
Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port terhadap IP address 54.168.165.29   sebagai destination IP. Dapat dilihat dari gambar diatas bahwa port asalnya 52974dan port tujuannya 80. Port 80merupakan port untuk TCP.




2. Traveloka. com

[image: ]
    	Pada gambar diatas merupakan ringkasan dari paket data. Untuk baris yang lainnya menunjukkan data link layer, network layer, dan transport layer. Pada dasarnya paket data yang telah dicapture terbungkus didalam frame sepeti gambar diatas. Dan bytes-bytes paket data di Wireshark diperlihatkan dalam bentuk hexadecimal.

Berikut adalah hasil analisa jaringan yang ter-capture saat membuka traveloka.com   Gambar diatas menunjukkan paket-paket data yang lewat pada jaringan kita, dimana  tiap warna mempunyai identitas untuk protokol yang lewat.

Frame 3
[image: ]
Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port terhadap IP address 104.31.94.87 sebagai destination IP. Dapat dilihat dari gambar diatas bahwa port asalnya 53847 dan port tujuannya 80. Port 80 merupakan port untuk TCP.

Website Luar Negeri

1. Facebook

[image: ]
Pada gambar diatas merupakan ringkasan dari paket data. Untuk baris yang lainnya menunjukkan data link layer, network layer, dan transport layer. Pada dasarnya paket data yang telah dicapture terbungkus didalam frame sepeti gambar diatas. Dan bytes-bytes paket data di Wireshark diperlihatkan dalam bentuk hexadecimal.

Berikut adalah hasil analisa jaringan yang ter-capture saat membuka facebook.com.  Gambar diatas menunjukkan paket-paket data yang lewat pada jaringan kita, dimana  tiap warna mempunyai identitas untuk protokol yang lewat.

Contoh Pada Frame 37 :
 
[image: ]
Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port terhadap IP address 157.240.7.35 sebagai destination IP. Dapat dilihat dari gambar diatas bahwa port asalnya 53157 dan port tujuannya 157. Port 80 merupakan port untuk TCP.

Contoh Frame 488:
 [image: ]
Pada saat komputer mengirimkan perintah ke destination maka akan terjadi Handshake Protocol yaitu Client Hello dan saat perintah sudah diterima oleh destination maka akan dibalas ulang perintah kepada komputer sebagai source berupa Handshake Protocol juga yaitu Server Hello (frame 494). Ini menunjukkan adanya interaksi timbal balik yang dilakukan oleh user.

2. Gmail.com
[image: ]

Pada gambar diatas merupakan ringkasan dari paket data. Untuk baris yang lainnya menunjukkan data link layer, network layer, dan transport layer. Pada dasarnya paket data yang telah dicapture terbungkus didalam frame sepeti gambar diatas. Dan bytes-bytes paket data di Wireshark diperlihatkan dalam bentuk hexadecimal.

Berikut adalah hasil analisa jaringan yang ter-capture saat membuka Gmail.com.  Gambar diatas menunjukkan paket-paket data yang lewat pada jaringan kita, dimana  tiap warna mempunyai identitas untuk protokol yang lewat.

Contoh Pada Frame 8

[image: ]

Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port terhadap IP address 74.125.130.19 sebagai destination IP. Dapat dilihat dari gambar diatas bahwa port asalnya 53247 dan port tujuannya 80. Port 80 merupakan port untuk TCP.

Contoh Frame 905

[image: ]

Pada saat komputer mengirimkan perintah ke destination maka akan terjadi Handshake Protocol yaitu Client Hello dan saat perintah sudah diterima oleh destination maka akan dibalas ulang perintah kepada komputer sebagai source berupa Handshake Protocol juga yaitu Server Hello (frame 916). Ini menunjukkan adanya interaksi timbal balik yang dilakukan oleh user.
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ANZe LBRERe>=FTASEHaqaan

W oply 2 display fiter . <Ctrl/> 3 -] Bpression... +
o, Time. Source Destraton Protocol Length Tnfo D
26 0.621357  192.168.43.1 192.168.43.111 DN 146 Standard query response @x2da7 AAMA cs9.wac.phicdn.net SOA nsl.edgecastcdn.net
270628343 117.18.237.29  192.168.43.111  OCSP 850 Response
280.739913  192.168.43.111  52.35.244.206  TLSV1.2 623 Application Data
29 0.753247  192.168.43.111 __ 117.18.237.29 54 53156 » 80 [ACK] Seq=445 Ack=797 Win=64768 Len=0
—
310.755965  52.35.244.205  192.168.43.111  TLSv1.2 105 Change Cipher Spec, Encrypted Handshake Message
320.79450  52.35.244.206  192.168.43.111 TP 54443 > 53155 [ACK] Seq=3127 Ack=696 Win-1276 Len=0
330847045 192.168.43.111  192.168.43.255  NBNS 92 Name query NB WPAD<B>
320.940752  192.168.43.111  52.35.244.206  TCP 54 53155 » 443 [ACK] Seq=696 Ack=3127 Win-256 Len=0
351.114328  52.35.244.206  192.166.43.111  TLSvi.2 293 Application Data
361.253183  192.168.43.111  52.35.244.206 TP 54 53155 » 443 [ACK] Seq=696 Ack=3366 Win-255 Len=0
37176809 192.168.43.111  157.240.13.35  TCP 66 53157 > 80 [SYN] Seq=0 Win=5192 Len=0 MSS=1460 WS-256 SACK_PERN-1
381.781509  192.168.43.111  192.168.43.1 72 Standard query exf264 A facebook. con
411.521934  192.168.43.111 _ 57.95.185.184 54 53158 » 8829 [ACK] Seq=1 Ack=1 Win-65792 Len=o
43 L.s22978  1o2.168.43.11  157.240.13.35  TCP 54 53157 » 80 [ACK] Seq-1 Ack-1 Win=65792 Len=0
| aslmass 192168431 192.168.43.111  DNS 85 Standard query response Oxf264 A facebook.con A 157.240.13.35
| sisez amaesesan 1s7.2603.35 MR 441 GET / HITP/LL
0 sossse  ae> 6% 43111 mramams s e 124 53158 + 8820 [PSH _ACK] Sens1 Arks1 WinsAS793 Len=7a L
+ TFrame 42 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
> Ethernet TT, Src: SamsungE_0b: (08:8c:2c! ), Dst: HontoiPr_82 (94139165
> Internet Protocol Version 4, Src: 157.249.13.35, Dst: 192.168.43.111
>
G655
co10
co20
c030
c0s0
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ANZe LBRERe>=FTASEHaqaan

W ooy = dlay lter . <C> 3 - epresson.. +
o Tme Souce Destnston Protocs Length Info B

260.621357  192.168.43.1 192.168.43.111  Ons 146 Standard query response x2ds7 ABAA cs9.wac.phicdn.net SOA nsl.edgecastcdn.net

270.628343  117.18.237.29  192.168.43.111  OCSP 850 Response

260.739913  192.168.43.111  52.35.244.206  Tisv.2 623 Application Data

29 0.753247  192.168.43.111 __117.18.237.29 54 53156 + 80 [ACK] Seq=d45 Ack=797 Win-64768 Len-0

310755965 52.35.244.206 | 192.168.43.111  TLSV1.2 105 Change Cipher Spec, Encrypted Handshake Message

320779450  52.35.244.206  192.168.43.111  TCP 54 443 » 53155 [ACK] Seq-3127 Ack-696 Win-1276 Len-0

330.87045  192.168.43.111  192.168.43.255  Nols 92 Hame query B WPAD<OD>

340.940752  192.166.43.111  52.35.244.205  TCP 54 53155 ~ 443 [ACK] Seq-696 Ack=3127 Win-256 Len-0

351014328 52.35.244.206  192.168.43.111  TLSvi.2 293 Application Data

361.253183  192.168.43.111  52.35.244.205  TCP 54 53155 - 443 [A(x] Seq-696 Ack-3366 Win-255 Len-0

36 1761509 192.166.43.111 _ 192.168.43.1 © mimEn  mammay  wames  TE— mEm e Semamemnen Query Ox264 A Facebook.con

1 a1 1321938 192.165.43.111  57.95.185.154 54 53153 » 3329 [ACK] Seq=1 Ack=1 Win=65792 Len=p
42 1.822726 157.240.13.35 192.168.43.111  TCP 66 80 > 53157 [SYN, ACK] Seq=@ Ack=1 Win=420@ Len=@ MSS=1400 WS=4 SACK PERM-1
43 152278 192.168.43.111  157.240.13.35 T 54 53157 » 80 [ACK] Seq-1 Ack=1 Win=65792 Len=p
| s 1823255 192.165.43.1 192.165.43.111  DNS 88 Standard query response @xf264 A facebook.com A 157.240.13.35
‘ 45 1.824172 192.168.43.111 157.240.13.35 HTTP. 441 GET / HTTP/1.1
461 sosssa 192 162 43 111 &7 98 185 1ma e 124 S315R + RR29 [PSH ACK] Sen=1 Ack=1 Win=AS792 Len=70 v

© Frame 37: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
b Ethernet II, Src: HonHaiPr_82: (94:39:e5: ), Dst: Samsunge_6b: (@8:8c:2c:
b Internet Protocol Version 4, Src: 192.168.43.111, Dst: 157.240.13.35

b

TEEEGE Be ¢ 6b 6 91 4 39 e5 83 37 ¢ 68 66 45 66
2212 00 34 6a 22 40 00 80 06 9 76 c0 a8 2b 6F 9d fo
2020 0d 23 cf a5 00 50 05 99 ac bb 00 00 00 00 50 02
2030 20 00 35 a4 00 00 02 04 05 ba 01 03 03 08 01 01
o040 04 02 .

15:47
13/04/2017
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am 0 LRREBRe>ETF L aqan
(WTpoly a display fiter ._<Ctr/> 3 -] Bpression... +
o, Time Saurce Destration Protocol Length Tnfo D
| 485 14.640209  192.168.43.111  31.13.78.17 e 54 54931 » 443 [ACK] Seq=4655 Ack-79638 Win-1312 Len=0
| 4ss1a.73782  52.5.255.183  102.168.43.111 TP 66443 > 54942 [SYN, ACK] Seq-0 Ack-l Win-4200 Len0 MSS-1400 WS=4 SACKPERM-L
487 14.733018  192.168.43.111  52.5.255.183 e 54 54942 > 443 [ACK] Seq=1 Ack-1 Win-65792 Len-0
488 1473443 192.168.43.111 __52.5.255.183 Tisvi.2 290 [Client fiello
I as9 14792835 31.13.78.17 192.168.43.111  TLSVL.2 509 Application Dats, Application Data, Application Data, Application Data, Application Data, Application Dats, App-
| ase1ameeses  192.168.43.11  31.13.78.17 e 54 54931 » 443 [ACK] Seqm4655 Ack-30093 Win-1310 Len=0
491 14881375 52.5.255.183 192.168.43.111  TCP 54243 > 54942 [ACK] Seq=1 Ack-237 Win-16304 Len=0
| 49218914635  192.168.43.111  192.168.43.1 ons 82 Standard query exbeo2 ARAA 5587 analyticstats. con
| as3lalotemn  192.168.43.1 192.168.43.111 DS 82 Standard query response Oxbe02 AAMA s587.analyticstats.com
49315700182 52.5.255.183 192.168.43.111  TLSVL.2 311 Server Hello
| ass1s79esis  31.13.78.35 192.168.43.111  TLSVL.2 96 Application Data
| ass 15790 31.13.78.35 192.168.43.111  TLSVL.2 1454 Application Data, Application Data, Application Data, Application Data, Application Data
| as71s7oums  31.13.78.35 192.168.43.111  TLSVL.2 251 Application Data
| assis7elsEl  192.168.43.11  31.13.78.35 e 54 54929 > 443 [ACK] Seq=6284 Ack-164516 Win-257 Len=0
| aseisgezrs 31137835 192.168.43.111  TLSVL.2 1454 Application Data, Application Data, Application Data, Application Data, Application Data
| see1seslz  192.168.43.111  31.13.78.35 e 54 54929 » 443 [ACK] Seq=6284 Ack-165916 Win-257 Len=a
| seris7oaes 31.13.78.35 192.168.43.111  TLSVL.2 141 Application Data
| se21ssorses  192.168.43.111  52.5.255.183 e 54 54942 » 443 [ACK] Seq=237 Ack=258 Win-65536 Len-0 v

Frame 488: 290 bytes on wire (2320 bits), 290 bytes captured (2320 bits) on interface @
Ethernet II, Src: HonHaiPr_82: (94:39:e5: ), Dst: Samsunge_6b: (@8:8c:2¢
Internet Protocol Version 4, Src: 192.168.43.111, Dst: 52.5.255.183

Transmission Control Protocol, Src Port: 54942, Dst Port: 443, Seq: 1, Ack: 1, Len: 236

Secure Sockets Layer
4 TLSV1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (exe301)
Length: 231
» Handshake Protocol: Client Hello

MM

+..U.7 pDF.7+,

b1 @6
0 0a co

|| Packets: 1801 - Displayed: 1801 (100.0%)
1957

13/04/2017
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W ooy = dlay lter . <C> 3 - epresson.. +
o Tme Source Destnston Protocs_Length Info S
10.000000  67.95.185.184  192.166.43.11  TCP 54 5829 -+ 53245 [RST, ACK] Seq-L Ack-1 Win-0 Len-0
41.06623  192.168.43.111  §7.95.185.18  TCP 54 53246 ~ 5829 [ACK] Seq-1 Ack-1 Win-65792 Len-0
51064441  192.168.43.111  §7.98.185.184  TCP 170 53246 » 8529 [PSH, ACK] Seq-1 Ack-l Win-65792 Len-116
61090623 67.98.185.14  192.168.43.111 _TCP 54 5829 - 53246 [ACK] Seq-1 Ack-117 Win-4316 Len-0

3 4.711687 192.168.43.111  74.125.130.19 e 66 53247 - 80 [SYN] Seq-@ Win=8192 Len-0 MSS=1460 WS=256 SACK_PERM-L
9 4.729959 192.168.43.111  192.168.43.1 ons 69 Standard query @xbfba A gmail.com

10 4.76169% 74.125.130.19 192.168.43.111  TCP 66 80 > 53247 [SYN, ACK] Seq=@ Ack=1 Win=4200 Len=@ MSS=1400 WS=3 SACK PERM-1

11 4.761969 192.168.43.111  74.125.130.19 T 5453247 - 80 [ACK] Seq=1 Ack=1 Win=65792 Len=@

12 4.766676 192.165.43.1 192.165.43.111  DNS 85 Standard query response @xbfbd A gmail.com A 172.217.27.5

13 4.785364. 192.168.43.111  192.168.43.1 ons 74 Standard query @x85e5 A ww.google.com

14 4.794328 192.168.43.111  192.168.43.1 ois 69 Standard query oxbfbd A gmail.com

15 4.811231 192.168.43.111  192.168.43.1 ons 69 Standard query @xc957 AAAA gmail.com

16 4.811552 192.165.43.1 192.165.43.111  DNS 466 Standard query response @x8s05 A ww.google.com A 114.120.192.236 A 114.120.192.222 A 114.120.192.212 A 114.120.192..
17 4.818%01 192.168.43.111  192.168.43.1 ons 74 Standard query @xf665 A wm.google. com

15 4.520297 192.165.43.1 192.165.43.111  DNS 276 Standard query response @xbfba A gmail.com A 74.125.200.17 A 74.125.200.15 A 74.125.200.19 A 74.125.200.83 NS ns2.g..
19 4.521130 192.165.43.1 192.165.43.111  DNS 330 Standard query response @xf663 A w.google.com A 114.120.192.251 A 114.120.192.241 A 114.120.192.221 A 114.120.192..

20 4.524212 192.168.43.111  192.168.43.1 ons 74 Standard query @xb@5c ARAA ww.google. com

b Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0

b Ethernet II, Src: Samsunge_6b: (68:8c:2c: ), Dst: HontaiPr_82; (94:39:e5:
b Internet Protocol Version 4, Src: §7.98.185.184, Dst: 192.168.43.111

b

TG4 35 5 B3 37 ¢ 68 B¢ 3¢ 6b <6 O1 68 60 45 60
2012 00 28 37 2 40 00 fd 06 45 ab 57 62 b9 bs <@ a8
2020 2b 6F 22 7d cf d 84 63 51 8a 3e 89 45 5 50 14
2030 00 00 65 b7 00 00

|| Packets: 3200 - Displayed: 3200 (100.0%)
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on wire (528 bits), 66 bytes captured (528 bits) on interface 0

10 4.76169%
11 4.761969
12 4.766676
13 4.785364.
14 4.798328.
15 4.811231
16 4.811552
17 4.818%01
15 4.520297
19 4.521130
20 4.524212

6 91 94 39 e5 82 27 9¢ 08 00 45 00
2212 0034 79 11 40 00 80 06 <9 0a c@ a8 2b 6F 4a 7d
2020 82 13 cf £f 0050 52 2b Se 62 00 00 00 00 50 02

2030 20 00 €5 Ba 00 00 02 04 05 ba 01 03 03 03 01 01 .

A 114.120.192..

00.83 NS ns2.g..
A 114.120.192..

20 00 o5 5a 00 00 02 04 ©5 b4 01 03 03 0 o1 ol
o040 04 02

O 7 wii: <ive copture in progress>

16:02
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o, Time Saurce Destration Protocol Length Tnfo D
| se12s.7sues  192.168.43.111  172.217.27.99  TC 54 54973 > 443 [ACK] Seq=2133 Ack-25960 Win-252 Len=0
| oe2 28752414 192.168.43.111  114.121.194.84  TCP 54 55008 - 443 [ACK] Seq=197 Ack=3855 Win-65792 Len=0
| %328.75730  74.125.200.84 192.168.43.111  TCP 66443 > 55009 [SYN, ACK] Seq-0 Ack-l Win-4200 Len-0 MSS-1400 WS=4 SACKPERM-L
904 28754970 192.168.43.111  74.125.200.83  TCP 54 55009 > 443 [ACK] Seq=1 Ack-1 Win-65792 Len-0
905 25.756488  192.168.43.111 __ 74.125.200.84__ TLSvi.2 _571[Client Aello
I o6 28.75425  192.168.43.1 192.168.43.111 DS 243 Standard query response Gx0Bca AAAA accounts.google.con AAMA 2404160013003 ;507512004 IS ns3.google.com NS nsd..
| ce72s.sas1s  172.217.27.99  192.168.43.111  TLSVL.2 306 Ignored Unknown Record
| o6 28.8BE3  114.121.194.84  192.168.43.111  TLSVL.2 311 Certificate[TCP segnent of a reassembled PDU]
909 28.899715  74.125.200.84  192.168.43.111  TCP 54443 > 55009 [ACK] Seq=1 Ack-518 Win=8500 Len=0
| ol028.919252  74.125.130.17  192.168.43.111 TP 1454 [TCP segnent of a reassembled PDU]
| owl2sosE7a  7a.125.130.17  192.168.43.111  TiSVL.2 72 Application Data
| o122so19e45  1o2.168.43.111  74.125.130.17  TCP 5454972 » 443 [ACK] Seqm4143 Ack-262242 Win-1405 Len=0
| o1328.02em13  74.125.130.17  192.168.43.111  TLSVL.2 1454 Application Data
| o1szsozemt>s  74.125.130.17  192.168.43.111  TLSVL.2 567 Application Data
| o1s2sozessv  192.168.43.111  74.125.130.17  TCP 54 54972 » 443 [ACK] Seq=4143 Ack-264155 Win-1405 Len=0
916 28.928353  74.125.200.84  192.16.43.111  TLSV1.2 210 Server Hello, Change Cipher Spec, Hello Request, Hello Request
917 28.929775  192.168.43.111  74.125.200.84  TLSv1.2 105 Change Cipher Spec, Hello Request, Hello Request
918 28.931265  192.168.43.111  74.125.200.84 __ TLSvi.2 211 Application Data v

Frame 995: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) on interface @
Ethernet II, Src: HonHaiPr_82: (94:39:e5: ), Dst: Samsunge_6b: (@8:8c:2¢
Internet Protocol Version 4, Src: 192.168.43.111, Dst: 74.125.200.84

Transmission Control Protocol, Src Port: 55009, Dst Port: 443, Seq: 1, Ack: 1, Len: 517

Secure Sockets Layer
4 TLSV1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (exe301)
Length: 512
» Handshake Protocol: Client Hello

G161 33 C7 96 08 o . . ~
d4 ce 5d 31 4b,
b 14 ds o
4 e1 41 9b
af s ad ab
c 5 co 6a co

|| Packets: 3831 - Displayed: 3831 (100.0%)
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(WTpoly a display fiter ._<Ctr/> 3 -] Bpression... +
o, Time Saurce Destraton Protocol Length Tnfo D

16.000000  192.168.43.111  54.191.142.231  HTTP 404 GET /2product=Firefox-52.0.2-conpleteSos=win€lang=id HTTP/1.1

20.843724  192.168.43.111  52.42.6.91 ssu 55 Continuation Data

31302261  192.168.43.111  192.168.43.1 ons 76 Standard query @x7a93 A dns.msfencsi. con

4130597 192.168.43.1 192.168.43.111 DN 92 Standard query response 0x7a93 A dns.msftncsi.con A 131.107.255.255

51364286  192.168.43.111  192.168.43.1 ons 72 Standard query @xa2a6 A iputans.com

61.39637  192.168.43.111  192.168.43.1 ons 76 Standard query @xees2 A . Liputans. con

71010578 192.168.43.1 192.168.43.111 DN 400 Standard query response @xa2a A Liputans.com A 54.169.165.29 NS ns-708. awsdns-24.net NS ns-1479. awsdns-56.0rg S n..

5142430 192.168.43.1 192.168.43.111 DN 408 Standard query response @xee92 A waay. Liputans.con A 54.169.165.29 NS ns-1879.awsdns-42.co.uk NS ns-47.awsdns-05. con.

91453822 192.168.43.111  192.168.43.1 ons 76 Standard query @xees2 A . Liputans. con

101.457122  192.168.43.1 192.168.43.111 DN 92 Standard query response Oxee92 A . Liputans.con A 54.169.165.29
© Uiia7ames  io2.16s.43.131  [54.169.165.35 [Tch 66 52974 > 80 [SYN] Seq=0 Win-5152 Len=0 MSS-1460 WS=256 SACK_PERH-1
T 121.am3ms2  192.168.43.111  54.169.165.25 | TCP 66 52975 > 80 [SYN] Seq=0 Win-152 Len-0 MSS-1460 WS-256 SACK_PERN-1

131499582 54.169.165.29  192.168.43.111  TCP 66 80 52974 [SYN, ACK] Seq=0 Ack-1 Win=3200 Len=0 MSS-1400 WS=4 SACK_PERM-1

131499861 192.168.43.111  54.169.165.29  TCP 5452974 » 80 [ACK] Seq-1 Ack-1 Win=65792 Len=0
| 1sisess:2 192.168.43.111  54.169.165.29  TCP 66 52976 > 80 [SYN] Seq=0 Win=5192 Len=0 MSS=1460 WS=256 SACK_PERIN-1
| 16 1isisase  5s.169.165.29  192.168.43.111  TCP 66 80 > 52975 [SYN, ACK] Seq=0 Ack-1 Win=4200 Len=0 MSS-1400 WS=4 SACK_PERM-1
| sz 19216843111 54.169.165.29  TCP 5452975 » 80 [ACK] Seq-1 Ack-1 Win=65792 Len=0
| 181521933 192.168.43.111  54.169.165.29  HTTP 1187 GET / HTTP/L.1
| 19152006 sa.169.165.29  192.168.43.111  TCP 66 80 > 52976 [SYN, ACK] Seq-0 Ack-1 Win=4200 Len=0 MSS-1400 S=4 SACK_PERM-1
| 201520357 192.168.43.111  54.169.165.29 _ TCP 54 52976 » 80 [ACK] Seq-1 Ack-1 Win=65792 Len=0

b Frame 11: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
b Ethernet II, Src: HonHaiPr_82: (94:39:e5: ), Dst: Samsunge_6b: (@8:8c:2¢
b Internet Protocol Version 4, Src: 192.168.43.111, Dst: 54.169.16:

© Transmission Control Protocol, Src Port: 52974, Dst Port: 80, Seq: &, Len: @

TGS Be ¢ 6b 6 91 94 39 5 83 37 ¢ 68 66 45 66
2212 0@ 34 2f b5 40 00 80 06 03 2e <O a8 2b 6F 36 a9
2020 a5 1d ce ce 00 50 08 1b dc od 00 00 00 00 50 02
2030 20 00 d3 ca 00 00 02 04 05 ba 01 03 03 08 01 01
o040 04 02 .

O 7 wiFi: <ive capture in progress> || Packets: 630 - Displayed: 630 (100.0%)
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AN ©® TREQRe2=FTISERAQAQE

W oply 2 display fiter . <Ctrl/> 3 -] Bpression... +
o, Time Saurce Destraton Protocol Length Tnfo D
lo.oeo00  192.168.43.111  45.116.91.1 e 5453049 > 80 [FIN, ACK] Seq=L Ack=1 Win-257 Len=0
20.119937  192.168.43.111  52.72.238.19%  SSL 55 Continuation Data
T Se.saser  1o2.1es.43.11  [164.31.94.67 e 55 53047 > 80 [ACK] Seq-1 Ack=1 Win=257 Len-1
T se.aesss  1o2.168.43.111  192.168.43.1 ons 76 Standard query exdced A . facebook. con
| sese2ses  1,.16m.43.111  192.168.43.1 ons 76 Standard query @xdced A wan. facebook. con
| Go.sesss  192.168.43.1 192.168.43.111 DS 244 Standard query response Gxdced A vy, facebook. con CNAME star-mini.c10r. facebook. con A 157.249.13.35 NS a.ns.clor.fa..
| 7051638 192.168.43.111  157.240.13.35  TCP 66 53056 > 443 [SYN] Seq-D Win-8192 Len-d MSS-l460 WS-2s6 SACK PERAL ]
T se.swoe1s  192.168.43.11  192.168.43.1 ons 87 Standard query @x912b A star-mini. clor. facebook. con
| esau7  1s2.168.43.1 192.168.43.111 DS 103 Standard query response 8x912b A star-mini.c10r.facebook.con A 157.240.13.35
—
110.542691  192.168.43.111  157.240.13.35 54 53056 » 443 [ACK] Seq=1 Ack-1 Win-65792 Len-0
120.506501  192.168.43.111  157.240.13.35  SSL 252 Client Hello
130.557546  192.168.43.111  192.168.43.1 ons 87 Standard query @xSdoc ARAA star-mini.clor. facebook. con
130.584220  192.168.43.111  114.120.225.23  SSL 250 Client Hello
ons 115 Standard query response 6xSdBc AMA star-mini.clor . facebook. com AMAA 2203:2880:F10c:26:

19 1.209522 192.168.43.111  104.31.94.87 e 66 53057 - 80 [SYN] Seq=@ Win=8192 Len-@ MSS=1460 WS=256 SACK_PERM-L

| 150586594 192.168.43.1 152.168.43. 111
| Zeioa7me o4y 192.168.43.11  TCP 66 80 + 53057 [SYN, ACK] Seq-0 Ack-1 Win-4200 Len-0 MSS~1400 WS~4 SACK_ PERI-1

Frame 3: 55 bytes on wire (440 bits), 55 bytes captured (440 bits) on interface @
Ethernet II, Src: HonHaiPr_82: (94:39:e5: ), Dst: Samsunge_6b: (@8:8c:2¢
Internet Protocol Version 4, Src: 192.168.43.111, Dst: 104.31.94.57

Transmission Control Protocol, Src Port: 53047, Dst Port: 80, Seq: 1, Acl

1, Len: 1

G5 BC 3c 0b c6 91 94 33 €5 83 37 9¢ 08 08 45 88 .y
©0 29 7d 6d 40 00 50 06 ca d3 c@ a8 2b 6F 63 1f  .)}nG.
Se 57 cf 37 0050 43 04 f5 d4 5 29 ce 94 50 10 NL7.PC.
o1 01 2d 1c 00 00 00

|| Packets: 666 - Displayed: 666 (100.0%)
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b Internet
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