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Analisis Paket Data Menggunakan Wireshark
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File Edit Miew Go Capture Analze Statistics Telephony Tools Intemals Help

oo4dm: BEXRZ Aes»aTFLR/EBE QD E#BBRX B
Filter: v | Expression... Clear A Save Filter
L R N R RRRRRRRRRRERRRRRRRRRRR«
[ 22618.509550 192.168.1.107  31.13.78.52 _ TCP 66 [TCP Dup ACK 224#1] 55520 - 443 [ACK] Seq-3105 Ack-77022 Win-261 Len-0 SLE-79810 SRE-812)
[ __22718.527068 31.13.78.52 _192.168.1.107 ___ 7CP 1448 [TCP Retransmission] 343 - 55520 TACK] Seq-77022 Ack-3105 win-151 Len-1394 |
228 18.527229 192.168.1.107 31.13.78.52 TCP 66 55520 - 443 [ACK] Seq=3105 Ack=78416 win=261 Len=0 SLE=79810 SRE=81204
[ _22918.534942 31.13.78.52 ___192.168.1.107 ____TCP____1448 [TCP Retransmission] 443 ~ 55520 [ACK] Seq=78416 Ack=3105 win=151 Len-1394 |
230 18.535228 192.168.1.107 31.13.78.52 TCP 54 55520 - 443 [ACK] Seq=3105 Ack=81204 win=261 Len=0
231 18.545154 31.13.78.52 192.168,1.107 TCP 1448 [TCP segment of a reassembled PDU
232 18.555204 31.13.78.52 192.168.1.107 TCP 1373 [TCP segment of a reassembled PDU]
233 18.555401 192.168.1.107 31.13.78.52 TCP 54 55520 - 443 [ACK] Seq=3105 Ack=83917 Win=261 Len=0
234 18.699367 192.168.1.107 192.168.1.1 DNS 80 standard query Oxc6ad9 A connect.facebook. net
235 18.761081 192.168.1.107 192.168.1.1 DNS 80 standard query Oxc6a9 A connect.facebook.net
236 18.800116 192.168.1.1 192.168.1.107 DNS 128 standard query response Oxc6a9 A connect.facebook.net CNAME scontent.xx.fbcdn.net a 157.

>

- Frame 231: 1448 bytes on wire (11584 bits), 1448 bytes captured (11584 bits) on interface 0
Interface id: 0 (\Device\NPF_{F7F51E60-32C5-4080-8560-277EOF42823E})
Encapsulation type: Ethernet (1)
Arrival Time: Apr 13, 2017 20:37:55.605990000 SE Asia Standard Time
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1492090675. 605990000 seconds
[Time delta from previous captured frame: 0.009926000 seconds]
[Time delta from previous displayed frame: 0.009926000 seconds]
[Time since reference or first frame: 18.545154000 seconds]
Frame Number: 231
Frame Length: 1448 bytes (11584 bits)
capture Length: 1448 bytes (11584 bits)
[Frame is marked: False]
[Frame is ignored: False]

(O [ Microsoft: Wi-Fi: <live capture in progress> ... | Pac... | Profile: Default
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Co4dm BEXT A¢e+a0TF L BE QO BB X &

Filter

Filter: v | Expression... Clear

No. Destination Protocol L ~

228 18.527229 192.168.1.107 31.13.78.52 66 55520 - 443 [ACK] Seq=3105 Ack=78416 Win=261 Len=0 SLE=79810 SRE=81204

31.13.78.52 54 55520 - 443 [ACK] Seq=3105 Ack=81204 Win=261 Len=0

TCP 1373 [TCP segment of a reassembled PDU

5 31.13.78.52 TCP 54 55520 - 443 [ACK] Seq=3105 Ack=83917 wWin=261 Len=0
234 18.699367 192.168.1.107 192.168.1.1 DNS 80 standard query Oxc6a9 A connect.facebook.net
235 18.761081 192.168.1.107 192.168.1.1 DNS 80 standard query Oxc6a9 A connect.facebook. net
236 18.800116 192.168.1.1 192.168.1.107 DNS 128 standard query response 0xc6a9 A connect.facebook.net CNAME scontent.xx.fbcdn.net A 157.

>

# Frame 231: 1448 bytes on wire (11584 bits), 1448 bytes captured (11584 bits) on interface 0
# Ethernet II, Src: Shenzhen_32:f3:0f (fc:dd:55:32:f3:0f), Dst: HonHaiPr_dl:ee:a3 (38:bl:db:dl:ee:a3)
i Internet Protocol version 4, Src: 31.13.78.52, Dst: 192.168.1.107
= Transmission control Protocol, Src Port: 443, Dst Port: 55520, Seq: 81204, Ack: 3105, Len: 1394
Source Port: 443
Destination Port: 55520
[stream index: 0]
[Tcp Segment Len: 1394]

Sequence number: 81204 (relative sequence number)
[Next sequence number: 82598 (relative sequence number)]
Acknowledgment number: 3105 (relative ack number)

Header Length: 20 bytes
Flags: 0x010 (ACK)

window size value: 151
[calculated window size: 151]

0000 38 bl db d1 ee a3 fc dd 55 32 f3 of 08 00 45 00
0010 05 9a 05 02 40 00 51 06 fO0 07 1f Od 4e 34 cO a8
0020 01 6b 01 bb d8 e0

0030 00 97 71 52 00 00 14 fa Ob 70 d7 23 d2 dd fd 7b
0040 cO 82 a3 Ob 99 1f 26 5d 63 cc 29 ae eb 1f f6 1b

ANSN 00 24 A1 9N 33 rr k3 hE I8 O~ NS 24 k7 N~ 04 A4

O ® | Ready to load or capture Pac.. |Profile: Default

Pada dasarnya paket data yang telah dicapture terbungkus didalam frame sepeti gambar diatas
dan bytes-bytes paket data di Wireshark diperlihatkan dalam bentuk hexadecimal.



Data di atas memberikan informasi sebagai berikut:
Alamat IP

Src: 31.13.78.52, Dst: 192.168.1.107

Protokol yang digunakan : TCP
Flags: 0x02 (pon't Fragment)
Fragment offset: 0

Time to live: 81

Protocol: TCP (6)

source Port: 443
Destination Port: 55520
[stream index: 0]
[TCP Segment Len: 1394]

Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port. Dapat dilihat dari

gambar diatas bahwa port asalnya adalah 443 dan port tujuannya adalah 55520. Port adalah 55520
merupakan port untuk TCP.

Facebook.com

File Edit View Go Capture Analyze Statistics Telephony Tcols [nternals Help
ceAn: BAXR A++aTLEE QD DB % B

Filter ~| Exprassion... Clear Apply Save Fiter

No. Time Source Destination Protocol Length Info ~
104 3.UU/3¥0  1U.AUU. 13V, LU, LUV, €41, £30 uND 330 DLANUAI'U YUEI'Y TESPUIDE UKILLD A L.Midfl LUML ISALL. TIL A LLL. ££1.£Y,3U ND d. il (Ll (L N
185 3.009739 10.100.241.236 10.100.130.5 DNS 71 standard query Oxef22 A outlook.com
186 3.009997 54.243,118,244 10.100. 241, 236 TP 58 BO - 54887 [SYN, ACK] Seqe=0 Ack=1l Win=26883 Len=0 MSS5=8961
187 3.010205 10.100.241,236 54.243.118. 244 TCP 54 54887 - 80 [ACK] Seq=1 Ack=l Win=64240 Len=0

131 28

[RST, ACK] Sec ack=1 Win: en

189 3.079386  10.100.

241.236 157.240.13.14 TLSvl.: 286 application Data
190 3.079466 10.100.241.236 157.240.13.14 TLSvi.Z 1313 Application pata
191 3.079645 10.100.241.236 157.240.13.14 TCP 1464 [Tcp segment of a reassembled PDu]
192 3.079653 10.100.241.236 157.240.13.14 TP 1464 [TCP segment of a reassembled PDU]
193 3.079659 10.100, 241,236 157.240.13.14 TCP 1464 [TCP segment of a reassembled PDU]
194 3.094812 157.240.13.14 10.100. 241, 236 TCP 54 443 - 54885 [ACK] Seq=4310 Ack=1453 Win=33280 Len=0
195 3.095347 10.100.241.236 157.240.13.14 TCP 1464 [TCP segment of a reassembled PDU] v

= Frame 1: 55 bytes on wire (440 bits), 55 bytes captured (440 bits) on interface 0
Interface id: 0 (\Device\NPF_{F7FS1E6D-32C5-408D-8560-277E0F42823E})
Encapsulation type: Ethernet (1)
arrival Time: apr 13, 2017 18:44:24.758990000 SE Asia standard Time
[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1492083864.758990000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Length: 55 bytes (440 bits)

Capture Length: 55 bytes (440 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:ip:tep:ssl]

Q000 00 16 76 75 7b 1e 38 bl db di ee a3 08 00 45 00
0010 00 29 62 31 40 00 80 06 da fb Oa 64 f1 ec 83 fd
0020 3d 54 d6 1d 01 bb 2c 75 5f B0 b6 ea 83 f4 50 10
0030 01 00 52 84 00 00 00

O ™ Frame Number (frame.number) Pac... | Profile: Default
e




Pada dasarnya paket data yang telah dicapture terbungkus didalam frame sepeti gambar diatas
dan bytes-bytes paket data di Wireshark diperlihatkan dalam bentuk hexadecimal.

Data di atas memberikan informasi sebagai berikut:
Alamat IP

src: 10.100.241.236, Dst: 131.253.61.84

Protokol yang digunakan : TCP

Flags: 0x010 (ACK) :
window size value: 256
[calculated window size: 256]

Source Port: 54813
Destination Port: 443
[Stream index: 0]
[TCP Segment Len: 1]

Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port. Dapat dilihat dari
gambar diatas bahwa port asalnya adalah 54813 dan port tujuannya adalah 443. Port adalah 443
merupakan port untuk TCP.
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00 AN BEXZ A¢20T L2 BE QAR B8 X &
Filter: || v | Expression... Clear Apply Save Filter
No. Time Source Destination Protocol Length Info . ~
463 34,987314 192.168.1.107 10.17.118.44 TCP 66 55050 - 8080 [ACK] Seq=572 Ack=20911 Win=66816 Len=0 SLE=22305 SRE=23699
465 34.993017 192.168.1.107 10.17.118.44 TCce 54 55050 - 8080 [ACK] Seq=572 Ack=23699 Win=66816 Len=0
466 35.010917 10.17.118.44 192.168.1.107 TCP 1448 [Tcp segment of a reassembled PDU]
467 35.017529 10.17.118.44 192.168.1.107 HTTP 1227 HTTP/1.1 200 OK (text/css)
468 35.017630 192.168.1.107 10.17.118.44 TCcP 54 55050 - 8080 [ACK] Seq=572 Ack=26266 Win=66816 Len=0
469 35.044355 fe80::95d8:6c4b:931fFf02::1:3 LLMNR 84 standard query 0x68a5 A wpad
470 35.044469 192.168.1.107 224.0.0.252 LLMNR 64 standard query 0x68a5 A wpad
471 35.094815 104.25.97.11 192.168.1.107 TCP 1448 [TcP segment of a reassembled PDU]
472 35.098327 104.25.97.11 192.168.1.107 HTTP 1448 [TCP Previous segment not captured] Continuation
A72 3T NORANA 107 1AR 1 107 104 I8 07 11 Tro AR SSAAA . BN TArv]l €on-7R2 Arb—1205 Win-RAR1K | an-N €I C-I7R0 <DC—A1R2 N

- Frame 472: 1448 bytes on wire (11584 bits), 1448 bytes captured (11584 bits) on interface 0
Interface id: 0 (\Device\NPF_{F7F51E6D-32C5-408D-8560-277E0F42823E})
Encapsulation type: Ethernet (1)

Arrival Time: Apr 13, 2017 19:48:25.427266000 SE Asia standard Time
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1492087705.427266000 seconds
[Time delta from previous captured frame: 0.003512000 seconds]
[Time delta from previous displayed frame: 0.003512000 seconds]
[Time since reference or first frame: 35.098327000 seconds]
Frame Number: 472
Frame Length: 1448 bytes (11584 bits)
Capture Length: 1448 bytes (11584 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp:http:data]l
0000 38 bl db di ee a3 fc dd 55 32 f3 Of 08 00 45 00 [ v2....E.
0 8d ff 40 00 35 06 27 27 68 19 61 Ob cO a8 csca@5: “Thias..

0020 01 6b 00 50 d7 04 5f 25 e3 ac 65 3e 93 ae 50 10 .k.P.._% ..e>..P.
0030 00 1f e5 3c 00 00 80 a3 8c 26 39 d7 7e 21 fd 59 ...<.... .&9.~!.Y
0040 93 c8 cc 59 Oc ac 89 82 «c2 d9 3f Se c5 24 42 47 eee¥esan oo ?A.$BG v
ANSN A Sn 91 AQD O- A~ ©A NSO~ rr AF 1- 37 cd A0 74 A 5 2- 23

@ ® Microsoft: Wi-Fi: <live capture in progress> ... | Pac... | Profile: Default
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e 4Adnm BEXS A¢9a9TF L2 (BB QQap #a@®Rx B
Filter: | v | Expression... Clear Apply Save Filter
No. Time Source Destination Protocol Length Info R ~
470 35.044469 192.168.1.107 224.0.0.252 LLMNR 64 standard query O0x68a5 A wpad
471 35.094815 104.25.97.11 192.168.1.107 TCP 1448 [TcP segment of a reassembled PDU]
473 35.098404 192.168.1.107 104.25.97.11 TCP 66 55044 - 80 [ACK] Seq=783 Ack=1395 Win=66816 Len=0 SLE=2789 SRE=4183
474 35.098806 192.168.1.107 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
476 35.103549 192.168.1.107 104.25.97.11 TCP 54 55044 - 80 [ACK] Seq=783 Ack=4183 Win=66816 Len=0
477 35.107131 104.25.97.11 192.168.1.107 HTTP 1434 continuation
478 35.107610 192.168.1.107 104.25.97.11 TCcP 54 55044 - 80 [ACK] Seq=783 Ack=5563 win=65280 Len=0
479 35.147518 192.168.1.107 104.25.97.11 TCP 66 55051 - 80 [SYN] Seq=0 win=8192 Len=0 M55=1460 WS=256 SACK_PERM=1
480 35.148242 192.168.1.107 104.25.97.11 HTTP 751 GET /public/image/logo.png HTTP/1.1
AR1 25 1485271 107 1AR 1 107 107 16R 1 1 e 77 crandard auary AVOAGF A craric rFrivan nar b

|@ Frame 477: 1434 bytes on wire (11472 bits), 1434 bytes captured (11472 bits) on interface 0
- Ethernet II, Src: shenzhen_32:f3:0f (fc:dd:55:32:f3:0f), Dst: HonHaiPr_dl:ee:a3 (38:bl:db:dl:ee:a3)
# Destination: HonHaiPr_dl:ee:a3 (38:bl:db:dl:ee:a3)
# source: Shenzhen_32:f3:0f (fc:dd:55:32:f3:0f)
Type: IPv4 (0x0800)
|= Internet Protocol version 4, src: 104.25.97.11, Dst: 192.168.1.107
0100 .... = Vversion: 4
+... 0101 = Header Length: 20 bytes (5)
# pDifferentiated Services Field: 0x00 (DSCP: €SO, ECN: NOT-ECT)
Total Length: 1420
Identification: 0x8e00 (36352)
4 Flags: 0x02 (Dbon't Fragment)
Fragment offset: 0

Time to live: 53 v
1 >
/0000 38 bl db d1 ee a3 fc dd 55 32 f3 Of 08 00 45 00 8....... u2....E.
/0010 05 8c 8e 00 40 00 35 06 27 34 68 19 61 Ob cO a8 ....@.5. ‘4h.a...
/0020 01 6b 00 50 d7 04 5f 25 e9 le 65 3e 93 ae 50 18 k.P.. % ..e>..P.
10030 00 1f Se 65 00 00 dd 55 ef bd 5d 4b ab 2c 8f 63 A, D | T
/10040 94 71 f1 fe 2e cc 26 8f 14 el 6e a0 08 f5 c1 98 .Q....& ..N..... -
ANSN 04 h7 €h An 44 3€ 1€ A0 N 3~ 0k &0 -1 94 AS AN fam/ v ik

@ ™ Microsoft: Wi-Fi: <live capture in progress> ... | Pac... | Profile: Defauit

Pada dasarnya paket data yang telah dicapture terbungkus didalam frame sepeti gambar diatas
dan bytes-bytes paket data di Wireshark diperlihatkan dalam bentuk hexadecimal.

Data di atas memberikan informasi sebagai berikut:
Alamat IP

src: 104.25.97.11, Dst: 192.168.1.107

Protokol yang digunakan : TCP
Flags: 0x02 (pon't Fragment)
Fragment offset: 0
Time to live: 61
Protocol: TCP (6)

Source Port: B080
Destination Port: 55050
[stream index: 10]
[TCP Segment Len: 1394]

Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port. Dapat dilihat dari
gambar diatas bahwa port asalnya adalah 8080 dan port tujuannya adalah 55050. Port 55050 merupakan
port untuk TCP.
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ce4dn  BEXT A¢e+aT 2 BE Qe BB x @

Filter: v| Expression... Clear Apply Save Filter
No. Time Source Destination Protocol Length Info ~
0D 4.355418> AYZ.108.1.10/ £1V.1/0.150. 3> e 35 25844 - BU |ALK] deq=L ACK=1L WIN=03O15 Len=1
67 4.552237 192.168.1.107 210.176.156. 35 TCcP 55 55844 - 80 [ACK] Seq=1 Ack=1 Win=65518 Len=1
68 4.562225 192.168.1.107 72.14.249.2 TCP 55 55832 - 80 [ACK] Seq=1 Ack=1 Win=258 Len=1
69 4.570049 23.9.204.123 192.168.1.107 TCcP 66 80 - 55728 [ACK] Seq=1 Ack=2 Win=1013 Len=0 SLE=1 SRE=2
70 4.572016 192.168.1.107 66.117.25.36 TCcP 55 55819 - 80 [ACK] Seq=1 Ack=1 Win=65280 Len=1
71 4.600101 103.243.221.75 192.168.1.107 TCcP 54 80 - 55823 [ACK] Seg=1 Ack=2 Win=26000 Len=0
72 4.612675 192.168.1.107 157.240.13.35 TCP 55 [Tcp segment of a reassembled PDU]
73 4.632785 192.168.1.107 157.240.13.35 TCcP 55 [TcP segment of a reassembled PDU]
74 4.649868 210.176.156.35 192.168.1.107 TCP 66 80 - 55844 [AcK] Seg=1 Ack=2 Win=5516 Len=0 SLE=1 SRE=2
75 4.650421 210.176.156.35 192.168.1.107 TCcP 66 80 - 55842 [ACK] Seq=1 Ack=2 Win=5516 Len=0 SLE=1 SRE=2
76 4.650601 151.101.10.2 192.168.1.107 TCP 66 80 - 55840 [ACK] Seg=1 Ack=2 Win=58 Len=0 SLE=1 SRE=2
77 4.670039 157.240.13.35 192.168.1.107 TCP 54 443 - 55818 [ACK] Seq=1 Ack=2 win=115 Len=0 v

# Frame 72: 55 bytes on wire (440 bits), 55 bytes captured (440 bits) on interface 0
i Ethernet II, Src: HonHaiPr_dl:ee:a3 (38:bl:db:dl:ee:a3), Dst: Shenzhen_32:f3:0f (fc:dd:55:32:F3:0f)
# Internet Protocol version 4, src: 192.168.1.107, Dst: 157.240.13.35
= Transmission Control Protocol, Src Port: 55818, Dst Port: 443, Seq: 1, Ack: 1, Len: 1
source Port: 55818
Destination Port: 443
[stream index: 39]
[TcP segment Len: 1]
Sequence number: 1 (relative sequence number)
[Next sequence number: 2 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Header Length: 20 bytes
# Flags: 0x010 (ACK)
window size value: 260
[calculated window size: 260]

0000 fc dd 55 32 f3 Of 38 b1 db dl ee a3 08 00 45 00 . E.

eol2ee8e conens
0010 00 29 7b 59 40 00 80 06 12 4f cO a8 01 6b 9d fo .){ve... .o...k..
0020 0Od 23 da Oa 01 bb 3b b2 d4 81 7c d9 cc b7 50 10 .#....;. ..[...P.

0030 01 04 Oc le 00 00 00

@ * Microsoft: Wi-Fi: <live capture in progress> ... |Pac... | Profile: Default

Pada dasarnya paket data yang telah dicapture terbungkus didalam frame sepeti gambar diatas
dan bytes-bytes paket data di Wireshark diperlihatkan dalam bentuk hexadecimal.

Data di atas memberikan informasi sebagai berikut:
Alamat IP

Src: 192.168.1.107, Dst: 157.240.13.35
Protokol yang digunakan : TCP

Flags: 0x010 (ACK)

window size value: 260

[calculated window size: 260]

[window size scaling factor: -1 (unknown)]
Checksum: 0x0cle [unverified]

[checksum status: unverified]

source Port: 55818
Destination Port: 443
[Stream index: 39]
[TCP Segment Len: 1]
Pada gambar diatas merupakan proses komunikasi yang dilakukan melalui port. Dapat dilihat dari
gambar diatas bahwa port asalnya adalah 55818 dan port tujuannya adalah 443. Port 443 merupakan
port untuk TCP.



