Nama : Madri
NIM :09031281520109
MK : komunikasi data dan jaringan komunikasi

1. Website twitter.com

‘ *Wi-Fi [Wireshark 2.2.4 (v2.24-0-gec3deTh]] - X
File Edit View Go Capture Analyze Statistics Te\ephonx Tools Intemals  Help
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F\\ten‘ Expresswon‘.‘ Clear Apply Save twitter

MNe, Time Source Destinaticn Protocol Length Info

2744 46.655782 192.168.43. 242 104.244.42.1 TCP 54 50159 - 443 [AcK] Seq=1 Ack=1 win=16384 Len=0
2745 46.656256 102.168.43, 242 104.244.42.1 TLSvL.z 571 Client Hello
| 274646666065 104.244.42.1  102.168.43.247  TCP 66443 - 50160 [SWN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1400 SACK PERV=1 WS=256
2747 46.667150 192.168.43.242 104.244.42.1 TCP 54 50160 - 443 [ACK] Seq=1 Ack=1 win=16384 Len=0
2748 46.668348 192.168.43.242 104.244.42.1 TLSvl.z 571 client Hello
2749 46.770775 104.244.42.1 192.168.43.242 TCP 54 443 ~ 50159 [ACK] Seq=1 Ack=518 Win=30464 Len=0
2750 46.774149 104.244.42.1 192.168.43.242 TLSv1.Z 200 Server Hello, Change Cipher Spec, Encrypted Handshake Message
2751 46.774470 104.244.42.1 192.168.43.24. TCP 54 443 ~+ 50160 [AcK] Seq=1 Ack=518 win=30464 Len=0
104.244,42.1 cdl 242 ¢ 200 server Hello, change Cipher Spec, Encrypted Hanm
2753 46.774549 192.168.43.242 104.244.42.1 TLSv1.z 105 change Cipher spec, Hello Request, Hello Request
2754 46.786996 192.168.43.242 104.244.42.1 TLSv1.z 105 change Cipher spec, Hello Request, Hello Request
2755 46.799522 192.168.43.242 104.244.42.1 TLSv1.z 107 Application Data
2756 46.799773 192.168.43.242 104.244.42.1 TLSv1.Z 110 Application Data
2757 46.799938 192.168.43.242 104.244.42.1 TLSv1.: 96 Application Data
2758 46.800812 192.168.43. 242 104.244.42.1 TLSv1.Z 883 Application Data
2759 46.801135 192.168.43. 242 104.244.42.1 TLSv1.Z 273 Application Data
2760 46.837685 104.244.42.1 192.168.43.242 TLSvl.z 98 Application Data
2761 46.838090 102.168.43.242 104.244.42.1 TLSvl.z 92 Application Data
2762 46.845500 104.244.42.1 192.168.43.242 TLSv1.: 98 Application Data
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Frame 2752: 200 bytes on wire (1600 bits), 200 bytes captured (1600 bits) on interface 0
m Ethernat TT  &re: Yianmicn f4:7d4-00 (ar-ci-ee-R4-dd-00Y ner: azurewav 07-172:Fh (40-02-30-07-12-Fh)

Gambar di atas adalah pertukaran ip (handshake) pada situs website twitter.com

Total Length: 52
Identification: @x1b3f (6975)

» Flags: @x82 (Don't Fragment)
Fragment offset: @
Time to live: 128
Protocol: TCP (6)
Header checksum: @x44a4 [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.43.242
Destination: 192.229.237.96
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

* Transmission Control Protocoel, Src Port: 58147, Dst Port: 443, Seq: 1182, Ack: 58258, Len: @

Source Port: 58147
Destination Port: 443
[5tream index: 8]
[TCP Segment Len: @]
Sequence number: 1182 (relative sequence number)
Acknowledgment number: 58258 (relative ack number)
Header Length: 32 bytes

@ 7 spedfies if this is an individual (unicast) or aroup (broadcast/multicast) address (eth.iq), 3 bytes

Gambar di atas menunjukkan ip address source dan ip address destination serta portnya masing -
masing.

e |p address source 192.168.43.242

e Ip address address destination 192.229.237.96
e Port source 501476

e Port destination 443



2. Facebook.com

Ml FWi-Fi [Wireshark 2.2.4 (v2.2.4-0-gec3dcb)] - X
File Edit View Go Copture Analyze Statistics Telephony Tools Intenals Help
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Filter: |tcp | Expression.. Clear Apply Save twitter

No. Time Source Destination Protocol Length Info ~
8568 123.232455192.168.43.242 157.240. 54 50352 - 443 [ACK] seg=1 Ack=1 win=16384 Len=0
8569 123.233728192.168.43.242 157.240. 71 Client Hello
8570 123.234145192.168.43.242 157.240 71 Client Hello
266802 157 rver Hello, Change Cipher spec, Encrypted Handshake Message
266804 157. 26 .168.

8572 123.

8573 123.266936 192.168.43.242 157.240. 50350 - 443 [ACK] Seq=518 Ack=139 win=16384 Len=0

8574 123.267102 157.240.7.26 192.168. 54 443 -~ 50349 [ACK] seg=1 ack=518 win=29440 Len=0

8575 123.267103 157.240.7.26 192.168.43.242 TLsvl.z 192 server Hello, change Cipher spec, Encrypted Handshake Message
8576 123. 267327 192.168.43.242 157.240.7.26 TLSV1. 2 7 change Cipher spec, Encrypted Handshake Message

8577 123. 280476 192.168.43.242 157.240.7.26 TLSV1. 2 7 change Cipher spec, Encrypted Handshake Message

8578 123.294215192.168.43.242 157.240.7.26 TLSV1.Z 99 Application Data

8579 123.294423192.168.43.242 157.240.7.26 TLSv1.Z 102 Application Data

8580 123.294557 192.168.43.242 157.240.7.26 TLSV1.Z 88 Application Data

8581 123.295552192.168.43.242 157.240.7.26 TLSv1.z 371 Application Data

8582 123.295842192.168.43.242 157.240.7.26 TLSv1.z 187 Application Data

8583 123.296056 192.168.43.242 157.240.7.26 TLSv1.Z 188 Application Data

8584 123.206254 192.168.43.242 157.240.7.26 TLSv1.Z 189 Application Data

8585 123.301303157.240.7.26 192.168.43.242 TCP 54 443 - 50351 [ACK] Seq=1 Ack=518 Win=29440 Len=0

8586 123.305002 157.240.7.26 192.168.43.242 TLSv1.z 192 Server Hello, Change Cipher Spec, Encrypted Handshake Message
8587 123.305003 157.240.7.26 192.168.43.242 TCP 54 443 - 50352 [ACK] Seq=1 Ack=518 Win=29440 Len=0

8588 123. 305004 157.240.7.26 192.168.43.242 TLSv1.Z 192 Server Hello, Change Cipher Spec, Encrypted Handshake Message

8589 123. 305466 192.168.43.242 157.240.7.26 TLSv1.z 97 Change Cipher Spec, Encrypted Handshake Message v

Frame 8571: 192 bytes on wire (1536 bits), 192 bytes captured (1536 bits) on interface 0

Ethernet II, Src: XiaomiCo_84:d4:99 (ac:cl:ee:84:d4:99), Dst: Azurewav_97:12:fb (40:e2:30:97:12:fb)
Internet Protocol Version 4, Src: 157.240.7.26, Dst: 192.168.43.242

Transmission Control Protocol, Src Port: 443, Dst Port: 50350, Seq: 1, Ack: 518, Len: 138

Secure Sockets Layer

HEEBEBB

Packets: 8786 - Displayed: 8387 (35,6%) - Dropped: 0 (0,0%) Profile: Default

Gambar di atas adalah pertukaran ip (handshake) pada situs website facebook.com
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Fragment offset: @
Time to live: 128
Protocol: TCP (6)
Header checksum: @xfecc [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.43.242
Destination: 184.244.42.1
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
¥ Transmission Control Protocol, Sre Port: 58314, Dst Port: 443, Seq: 518, Ack: 147, Len: 51
Source Port: 58314
Destination Port: 443
[Stream index: 2]
[TCP Segment Len: 51]

Sequence number: 518 (relative sequence number)
[Next sequence number: 569 (relative sequence number)]
Acknowledgment number: 147 (relative ack number)

Headar | enothe 20 hute

@ 7 Mext sequence number (tcp.nxtseq)

Gambar di atas menunjukkan ip address source dan ip address destination serta portnya masing -
masing.

e Ip address source 192.168.43.242

e Ip address address destination 104.244.42.1
e Port source 50314

e Port destination 443



3. Tokopedia.com

M handshake tokopedia.pcapng [Wireshark 2.2.4 (v2.2.4-0-gec3deTb]] - b
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
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Filter: | Expression... Clear Apply Save twitter
No. Time Source Destination Protocol Length Info ~
ZUba 23.4588/3 Z23.1U.10.9b 1U.1/5.14.0U ILSVI.. 93/ CErTIT1CATeserver Key eXCnange, Server Hello vone
2065 24.458927 10.178.14.60 23.10.16.96 TP 54 63997 ~ 443 [ACK] Seq=220 Ack=4580 win=16384 Len=0
2066 24.459175 23.97.60.182 10.178.14.60 TLSV1.Z 75 Application Data
2067 24.466402 10.178.14.60 54.230.156.61 TLSv1.z 180 Cclient Key Exchange, Change Cipher Spec, Hello Request, Hello Request
2068 24.469110 52.77.138.194 10.178.14.60 TLSv1.Z 604 Application Data
2069 24.469112 52.77.138.194 10.178.14.60 TLSV1.Z 92 Application Data
2070 24.469223 10.178.14.60 52.77.138.194 TCP 54 63991 ~ 443 [ACK] Seg=1027 Ack=4544 Win=15360 Len=0
2071 24.474495 52.77.138.194 10.178.14.60 TLSvi.Z 312 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
2072 24.474826 52.77.138.194 10.178.14.60 TLSv1.Zz 123 Application Data
2073 24.474896 10.178.14.60 52.77.138.194 TCP 54 63993 + 443 [ACK] Seq=335 Ack=3682 Win=16128 Len=0
2074 24.4044728 104.244.42.5 10.178.14.60 60 443 + 63978 [ACK] Seq=3902 Ack=851 Win=31488 Len=0
2075 24.497880 54.230.156.61 10.178.14.60 312 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
2076 24.506083 10.178.14.60 104.244.42.5 54 63978 —~ 443 [ACK] Seq=851 Ack=3902 Win=16128 Len=0
2077 24.506209 10.178.14.60 13.76.133.215 54 63088 — 443 [ACK] Seq=1078 Ack=4887 Win=15872 Len=0
2078 24.529663 10.178.14.60 54.230.156.61 54 63990 — 443 [ACK] Seq=348 Ack=5201 Win=16128 Len=0
2079 24.608856 10.178.14.60 23.10.16.96 180 Client Key Exchange, Change Cipher Spec, Hello Request, Hello Request
2080 24.615477 110 10.178.14.60 60 443 ~ 63975 [ACK] Seg=3626 Ack=871 win=31360 Len=0

103.243.172.
2

on Ticket, Change Cipher Spec,

Encrypted Handshake Mes:

2082 24.618943 10. - 203.174.85.172 66 64001 ~ 443 [S¥YN] Seg=0 win=8192 Len=0 MSS=1460 wS=256 SACK_PERM=.
2083 24.630164 10.178.14.60 23.10.16.96 180 client Key Exchange, Change cCipher spec, Hello Request, Hello Request
2084 24.640271 104.244.42.5 10.178.14.60 467 application pata
2085 24.640273 104.244.42.5 10.178.14.60 157 application pata
2086 24.640411 10.178.14.60 104.244.42.5 54 63978 - 443 [AcK] seg=851 Ack=4418 win=15616 Len=0
2087 24.643311 10.178.14.60 139.162.42.61 54 63968 - 443 [AcK] seg=921 Ack=5286 wi
2088 24.643445 10.178.14.60 52.220.112.155 54 63999 - 443 [Ack] seg=203 Ack=2953 wi
2089 24.643499 10.178.14.60 172.217.27.34 54 63080 - 443 [ACK] seq=619 Ack=4354 wi v
SAAA ma fanEas 1A Ao 14 2n Sa A7 ozA om £4 £3A77 443 Farud cam AE14 ol E1EA
Frame 2081: 312 bytes on wire (2496 bits), 312 bytes captured (2496 bits) on interface 0
Ethernet II, src: Routerbo_21:90:1c (e4:Bd:8c:21:90:1c), Dst: Azurewav_97:12:fb (40:e2:30:97:12:Fb)
Internet protocol version 4, src: 103.243.172.110, pst: 10.178.14.60
® Transmission control Protocol, src Port: 443, Dst Port: 63975, seq: 3626, Ack: 871, Len: 258
# Secure sockets Layer
e2 30 97 12 fb e4 8d 8c 21 90 1c 08 00 45 40
2a cf 51 40 00 30 06 4c ed
3c 01 bb f9 e7 59 3b a6 d4
f5 d7 17 00 00 16 03 03 00
0l 2c 00 c0 al 31 ff 7d 8a

oy o7 ity

Profile: Default

Gambar di atas adalah pertukaran ip (handshake) pada situs website tokopedia.com

Lime v =40
Protocol: TCP (&)
Header checksum: Ox4df0 [validation disabled]
[Header checksum status: Unverified]
source: 103.243.172.110
Destination: 10.178.14.60
[source GeoIP: Unknown]
[Destination GeoIP: Unknown]
= Transmission control Protocol, Src Port: 443, Dst Port: 63975, Seq: 3626, Ack: 871, Len: O

source Port: 443
Destination Port: 63975
[stream index: 42]
Sequence number: 3626 (relative seguence number)
Acknowledgment number: 871 (relative ack number)
Header Length: 20 bytes

[ Flags: O0x010 (ACK)

window <iza

Tive,

walna- 248

0000 40 e2 30 97 12 fb e4 8d 8c 21 90 1c 08 00 45 40
0010 00 28 cf 50 40 00 30 06 4d f0 67 f3 ac 6e Oa b2
0020 0Oe 3c 01 bb f9 &7 59 3b a6 d4 b9 95 13 2d HY 10
0030 00 f5 b2 1a 00 0O OO 0O 0O OO 0O OO0

Gambar di atas menunjukkan ip address source dan ip address destination serta portnya masing -

masing.
e Ip address source 103.243.172.110
e Ip address address destination 10.178.14.60
e Portsource 443
e Port destination 63975



4. Bukalapak.com

M handshake bukalapakpcapng [Wireshark 2.2.4 (v2.2.4-D-gee3de1b)] - %
File Edit View Go Copture Analyze Statistics Telephony Tools Intenals Help
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Filter: | Expression... Clear Apply  Save twitter
No. Time Source Destination Protocol Length Info ~
1735 45.422772 10.178.14.60 13.107.5.88 TCP 54 64304 - 443 [ACK] seg=1 Ack=1 win=16384 Len=0
1736 45.424029 10.178.14.60 13.107.5.88 TLSvl.z 262 Client Hello
1737 45.458038 13.107.3.128 10.178.14.60 TCP 60 443 -~ 64303 [ACK] Seg=1 Ack=199 win=131328 Len=0
1738 45.459867 13.107.3.128 10.178.14.60 TP 1514 [TcP segment of a reassembled PDU]
1739 45.460036 13.107.3.128 10.178.14.60 TP 1514 [TCP segment of a reassembled PDU]
1740 45.460038 13.107.3.128 10.178.14.60 TP 1514 [TCP segment of a reassembled PDU]
1741 45.460137 10.178.14.60 13.107.3.128 TP 54 64303 ~ 443 [ACK] Seq=199 Ack=4381 win=16384 Len=0
1742 45.460316 13.107.3.128 10.178.14.60 TP 1514 [TCP segment of a reassembled PDU]
1743 45.460317 13.107.3.128 10.178.14.60 TLSv1.z 345 server Hello, Certificate, Certificate Status, Server Key Exchange, Server Hello Done
1744 45.460391 10.178.14.60 13.107.3.128 TCP 54 64303 ~ 443 [ACK] Seq=199 Ack=6132 win=16384 Len=0
1745 45.461908 13.107.5.88 10.178.14.60 TCP 60 443 ~ 64304 [ACK] Seg=1 Ack=209 win=131328 Len=0
1746 45.469378 13.107.5.88 10.178.14.60 TCP 1514 [TCP segment of a reassembled PDU]
1747 45.469584 13.107.5.88 10.178.14.60 1514 [TCP segment of a reassembled PDU]
1748 45.469650 10.178.14.60 13.107.5.88 54 64304 + 443 [ACK] Seq=209 Ack=2921 Win=16384 Len=0
1749 45.469856 13.107.5.88 10.178.14.60 1514 [TCP segment of a reassembled PDU]

128

1752 45.480619 10. L14. 117.18.232.242

1753 45.525633 10.178.14.60 13.107.5.88 TCP 54 64304 — 443 [ACK] Seq=209 Ack=4381 Win=16384 Len=0

1754 45.529094 10.178.

117.18 Ignored Unknown Record
1 66 [TCP Dup ACK 1752#1] 64201 — L 1
Change Cipher Spec, Encrypted Handshake Message
Application Data

Frame 1750: 268 bytes on wire (2144 bits), 268 bytes captured (2144 bits) on interface 0

Ethernet II, src: Azurewav_97:12:fb (40: 0:97:12:fb), Dst: Routerbo_21:90:1c (e4:8d:8c:21:90:1c)
Internet Protocol version 4, src: 10.178.14.60, Dst: 13.107.3.128

Transmission control Protocol, src Port: 64303, DSt Port: 443, seq: 199, Ack: 6132, Len: 214
secure sockets Layer

B OE R EE

Profile: Default

Gambar di atas adalah pertukaran ip (handshake) pada situs website bukalapak.com
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Total Length: 254
Identification: Ox68aa (26794)

® Flags: O0x02 (Don’t Fragment)
Fragment offset: 0
Time to live: 128
Protocol: TCP (&)
Header checksum: 0x6777 [validation disabled]
[Header checksum status: unverified]
Source: 10.178.14.60
Destination: 13.107.3.128
[source GeoIP: Unknown]
[Destination GeoIP: unknown]

= Transmission Control Protocol, Src Port: 64303, Dst Port: 443, Seq: 199, Ack: 6132, Len: 214

Source Port: 64303
Destination Port: 443
[stream index: 42]
[TCP Segment Len: 214]

Seguence number: 199 (relative sequence number)
[Next sequence number: 413 (relative sequence number)]
Acknowledgment number: 6132 (relative ack number)

Header Length: 20 bytes
@ Flags: Ox018 (PSH, ACK)
Window size value: &4
[calculated window size: 16384]
[Wwindow size scaling factor: 256]

o n

O alt <

Gambar di atas menunjukkan ip address source dan ip address destination serta portnya masing -
masing.

e |p address source 10.178.14.60

e |p address address destination 13.107.3.128
e Port source 64303

e Port destination 443






