Nama: Ridwan ariana

Nim: 09031181520019

Kelas: SI4A

Dosen pembimbing: Deris stiawan,Ph.D

Tugas wireshark(analisis situs dengan wireshark)

1.Facebook.com

Gambar diatas merupakan sebuah ip.address dan mac address dari source(pc) yg sedang
digunakan.

M ~Wi-Fi [Wireshark 2.2.4 (v2.2.4-0-gec3dcTb)] - X
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

o dE i BOXE Ae»TL/EE QD @BDM %

Filter: | ssl | Expression.. Clear Apply Save twitter
No. Time Source Destination Protocol Length Info
36 0.972723  31.13.78.35 10.102.225.115 TLsvi.z 88 Application Data

64 1.391062 31.13.78.35 10.102.225.115 TLSvl.z 330 Application Data
1 0 31. 10 25. vl.Z [T¢
118 2.364235 10.102.225.115 111.221.29.77 TLSV1 107 Application Data

7 05252 111 1. 77 10.102.225.115 TLSV1
111 1.
7.834542 10.102.225.115
.739654 10.102.225.115
.B78778 204.79.197.213
.B87624 10.102.225.115
.411745 204.79.197.213
.4486082 10.102.225.115
.343217 204.79.197.213

704299 204.79.197.213

2
z Change Cipher Spec, Encrypted Handshake Message
Z 187 Application Data
TLSv1.z 779 Application Data
Z 1483 Application Data
Z 1367 Application Data
Z 1514 Application Data[TCP segment of a reassembled PDU

458454 10.102.225.115 31.13.78.35 Application Data

750 13.458630 10.102.225.115 31.13.78.35 92 application Data
792 13.678444 10.102.225.115 157.240.7 274 client Hello
793 13.679136 10.102.225.115 157.240.7 274 client Hello
794 13.680005 10.102.225.115 31.13.78.13 270 client Hello
795 13.680669 10.102.225.115 31.13.78.14 271 client Hello
796 13.681347 10.102.225.115 31.13.78.17 274 client Hello v
© Frame 593: 268 bytes on wire (2144 bits), 268 bytes captured (2144 bits) on interface 0
@ Ethernet II, src: Azurewav_97:12:fb (40:e2:30:97:12:fb), Dst: Dell_44:8a:74 (00:1le:c9:44:8a:74)
® Internet Protocol Version 4, Src: 10.102.225.115, Dst: 204.79.197.213
® Transmission Control Protocol, Src Port: 50620, Dst Port: 443, Seq: 201, Ack: 7642, Len: 214
¥ Secure Sockets Layer v
v

Profile: Default

Dari gambar diatas didapatkan sebuah pertukaran ip(handshake) dari situs facebook.com



+# Frame 593: 268 bytes on wire (2144 bits), 268 bytes captured (2144 bits) on interface 0
+ Ethernet II, Src: Azurewav_97:12:fb (40:e2:30:97:12:fb), Dst: Dell_44:8a:74 (00:1le:c9:44:8a:74)
+ Internet Protocol version 4, src: 10.102.225.115%, Dst: 204.79.197.213

# Transmission Control Protocol, Src Port: 50630, DSt Port: 443, Seq: 201, Ack: 7642, Len: 214

+# Secure sockets Layer

0000 00 1le c9 44 8a 74 40 e2 30 97 12 fb 08 00 45 00 PP o T o P E.

0010 00 fe 34 f9 40 00 BO 06 7 02 Da 66 el 73 cc 4F G..f.5.0
0020 «¢5 d5 5 c6 01 bb Oe e4 e2 74 10 ff 2f 37 50 18 L STR
0030 00 40 35 a5 00 00 16 03 032 00 66 10 Q0 00 62 61 .f...ba
0040 04 c7 e6 9d dd 0a ad d5 7d 08 31 e7 da eb &8 fa ¥.1...h.
0050 b2 27 4e cQ Qe 72 a3 a2 4de 2a c7 de 29 21 48 3b N¥,.)'H;
0060 db c5 78 b3 fO O0d Od ec 03 b2 d2 63 9 da 52 84 P o =
0070 38 a1l 3a f5 55 fa 76 51 7 49 c0 11 a8 91 d5 be To.....
0080 d4 cB8 71 96 €9 ed 5F 3e 2d 62 €9 1d 5a 1le df 83 -bh..Z
0090 70 a5 26 0e 2c db 9e fc 2 43 Oc aa 33 0Da fa bf .C..3

00ad efd 14 02 02T 00 00 01 16 N2 02 00 GO he 52 ed a2
Jika dilihat dari gambar diatas terdapat beberapa ip berserta mac address dan port dari si
source to si destination.

Berikut ip dan mac serta port yang didapat dari capture wireshark:
-ip

Source:10.102.225.15

Destination:204.79.197.213

-mac address

Source= 40:e2:30:97:12:fb

Destination=00:1e:c9:44:8a:74

-port

Source:50630

Destination:443

Dan saat di tracing (facebook.com) terdapat 13 loop dari source to destination.

“uxn

*note: tanda merupakan request timed out/jaringan tidak stabil



2.gmail.com

Gambar diatas merupakan ip dan mac address dari pc yg sedang dipakai.

M “Wi-Fi [Wireshark 2.2.4 (v2.2.4-0-gec3dcTb)] - X
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

o dE L BIXRB A TL/BE QaQeP $EM %

Filter: | ssl | Expression.. Clear Apply Save twitter
No. Time Source Destination Protocol Length Info
3924 14.541988 192.168.43.242 74.125.24.188 ss5L 55 Continuation Data
4310 16.101850 192.168.43.242 74.125.24.138 TLSv1.Z 261 Client Hello
4402 16.425601 74.125.24.138 192.168.43.242 TLSV1.Z 117 Server Hello[TCP segment of a reassembled PDU]
5667 20.021856 74.125.24.138 192.168.43.242 TLSv1.Z 114 Certificate[TCP segment of a reassembled PDU]
5695 20.128228 74.125.24.138 192.168.43.242 Z 95 server Key ExchangeServer Hello Done

134356 . . Client Key Exchange, Change Cipher Spec, Encrypted Handshake M;
5700 20.143742 192.168.43.242 74.125.24. TLSV1.Z 99 Application Data
5701 20.143887 192.168.43.242 74.125.24. TLSvl.z 102 Application Data
5702 20.143980 192.168.43.242 74.125.24. TLsvl.z 88 Application pata
5704 20.144724 192.168.43.242 74.125.24. TLsvl.z 462 application Data
5706 20.144929 192.168.43.242 74.125.24.138 TLsvl.z 365 application pata
5760 20.322481 74.125.24.138 192.168.43.242 TLsvl.z 118 New session Ticketchange Cipher spec, Encrypted Handshake Message
5772 20.374780 74.125.24.138 192.168.43.242 TLsvli.z 117 application Data
5773 20.375077 192.168.43.242 74.125.24.138 TLsvl.Z 84 application pata
5781 20.403537 74.125.24.138 192.168.43.242 TLsvl.z 117 Application Dataapplication Data
5861 20.752611 74.125.24.138 192.168.43.242 TLsvl.z 116 application Data[Tcp segment of a reassembled PDU]
5894 20.924270 192.168.43.242 111.221.29.110 TLsvL 107 application pata
5916 21.003157 111.221.29.110 192.168.43.242 TLSVL 192 application pata, Application Data
5999 21.350469 74.125.24.138 192.168.43.242 TLsvli.z 113 Application Data[TcP segment of a reassembled PDU]
6074 21.690790 74.125.24.138 192.168.43.242 TLSvL. 2 99 application pataapplication pata
6075 21.692805 192.168.43.242 74.125.24.138 TLsvL.Z 92 Application pata
6076 21.697540 192.168.43.242 74.125.24.138 TLsvl.z 173 application Data @

Frame 5696: 139 bytes on wire (1112 bits), 139 bytes captured (1112 bits) on interface 0

Ethernet II, Src: Azurewav_97:12:fb (40:e2:20:97:12:fb), Dst: XiaomiCo_13:3a:31 (8c:be:be:13:3a:31)
Internet Protocol Version 4, Src: 192.168.43.242, Dst: 74.125.24.138

Transmission Control Protocol, Src Port: 55448, Dst Port: 443, Seq: 208, Ack: 4240, Len: 85

Secure sockets Layer

= = E E

Packets: Profile: Default

Dari gambar diatas didapatkan sebuah pertukaran ip(handshake) dari situs gmail.com

Frame 5696: 139 bytes on wire (1112 bits), 139 bytes captured (1112 bits) on interface 0

Ethernet II, Src: Azurewav_97:12:fb (40:e2:30:97:12:fb), Dst: XjiaomiCo_13:3a:31 (8c:be:be:13:3a:31)
Internet Protocol version 4, src: 192.168.43.242, Dst: 74.125.24.138

Transmission Control Protocol, Src Port: 55448, Dst Port: 443, sSeq: 208, Ack: 4240, Len: 85

Secure Sockets Layer

I B

+

JO00  8c be be 13 3a 31 40 e2 30 97 12 fb 08 00 45 00
J010 00 7d €9 4d 40 00 80 06 41 Bc cO a8 2b f2 4a 7
J020 18 8a d8 98 01 bb fb 6a 26 09 8a 6d 5d 8c 50 18
1030 00 40 66 16 00 00 16 03 03 00 25 10 00 00 21 20
040 dO be 82 e3 ab dl 4d a7 05 e6 1d 7d 49 61 be 14
J050 b5 Of &fF dé 01 of Oe bd d4 fb 4c 42 21 b8 27 &c
WAEA 14 A2 A2 A0 A1 A1 1A A2 N2 AN 20 a2 he A7 A1 ard

Jika dilihat dari gambar diatas terdapat beberapa ip berserta mac address dan port dari si
source to si destination.

Berikut ip dan mac serta port yang didapat dari capture wireshark:
-ip

Source:192.168.43.242

Destination:74.125.24.138



-mac address
Source=40:e2:30:97:12:fb
Destination= 8c:be:be:13:3a:31
-port

Source:55448

Destination:443

Dan saat di tracing (gmail.com) terdapat 21 loop dari source to destination.

“uxn

*note: tanda merupakan request timed out/jaringan tidak stabil

3.stafabanddl.info

M “Wi-Fi [Wireshark 2.2.4 (v2.2.4-0-gec3dcb)] - x
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©® 4 B ERXS AesadTFTLIEBEE QO @ BM\x%
Filter: | ssl | Expression.. Clear A Save twitter
No. Time. Source Destination Protacal Length_Info ~
1419 2.178348  34.197.1.149 192.168.43.242 TLsvi.i 115 rgnored unknown Record
2193 2.461064 34.197.1.149 192.168.43.242 TLsvi.z 115 Ignored unknown Record
2319 2.539197 34.197.1.149 192.168.43.242 TLsvl.z 115 Ignored Unknown Record
2352 2.617348 34.197.1.149 192.168.43.242 TLsvi.Z 115 rgnored unknown Record
2385 2.698458 34.197.1.149 192.168.43.242 TLsvi.z 115 Ignored unknown Record
2422 2.780584 34.197.1.149 192.168.43.242 TLsvl.z 101 Ignored Unknown Record
2423 2.788843  192.168.43.242 34.197.1.149 TLsvi.i 180 client key Exchange, change Cipher spec, Hello Request, Hello Request
E] 1 V. 105 change Cipher ec, Encrypted Handshake mMessage
2559 3.110104 192.168.43.242 34.197.1.149 TLSvi.z 580 Application Data
4083 3.981697 34.197.1.149 192.168.43.242 TLsvi.i 60 application pata
4105 4.020032 192.168.43.242 34.197.1.149 TLsvi.z 275 Client Hella
5131 4.529171 34.197.1.149 192.168.43.242 TLSVI.:Z 1454 server Hello
5320 4.761049 34.197.1.149 192.168.43.242 TLsvi.: 1323 certificateserver key exchange, server mello pone
5357 4.771525 192.168.43.242 34.197.1.149 TLsvi.z 180 Client Key Exchange, Change Cipher Spec, Hello Request, Hello Request
5937 5.054415 34.197.1.149 192.168.43.242 TLSvl.z 105 Change Cipher Spec, Encrypted Handshake Message
5938 5.055684 192.168.43.242 34.197.1.149 TLsvi.Z 1193 application pata
6223 5.331934 34.197.1.149 192.168.43.242 TLsvi.z 402 Application Data
15308 8.778348 111.221.29.162 192.168.43.242 TLsvl.z 459 Application Data
15599 8.824209 192.168.43.242 111.221.29.162 TLsvi.i 187 application pata
22045 11.516484 111.221.29.162 192.168.43.242 TLsvi.z 523 Application Data
22056 11. 562606 192.168.43.242 111.221.29.162 TLsvl.z 187 Application Data
22197 11. 938958 34.197.1.149 192.168.43.242 TLsvi.i 85 encrypted alert -

® Frame 2530: 105 bytes on wire (840 bits), 105 bytes captured (840 bits) on interface 0

® Ethernet IT, src: XiaomiCo_13:3a:31 (8c:be:be:13:3a:31), Dst: Azurewav_97:12:fb (40:e2:30:97:12:fb)
@ Internet Protocol version 4, src: 34.197.1.149, Dst: 192.168.43.242

@ Transmission Control Protocol, Src Port: 443, Dst Port: 54140, Seq: 1896, Ack: 127, Len: 51

= secure sockets Layer

Packets:

Gambar diatas merupakan pertukaran ip(handshake) dari situs stafabanddl.info



Frame 2530: 105 bytes on wire (840 bits), 105 bytes captured (840 bits) on interface 0

Ethernet II, Src: XiaomiCo_13:3a:31 (Bc:be:be:13:3a:31), Dst: Azurewav_97:12:fbh (40:e2:30:97:12:fh)
Internet Protocol version 4, src: 34.197.1.149, Dst: 192.168.43,242

Transmission Control Protocol, Src Port: 443, Dst Port: 54140, Seq: 1896, Ack: 127, Len: 51

Secure Sockets Layer

FEHE EE

0000 40 e2 30 97 12 fb 8c be be 13 3a 31 08 00 45 50 @.0..... P A =1
0010 00 5b 40 29 40 00 fd 06 2c 1f 22 c5 01 95 cO a8 L[E9E. .. L T
0020 2b f2 01 bb d3 7c 7e 9e 9a 2f Oc dl a9 af 50 18 I PR
0030 10 57 e0 83 00 00 14 03 03 00 01 01 16 03 03 0O Wl e
0040 28 ec 9f 18 el cd cb 25 8 62 6cC 1c 68 1d 47 b7 Covnnn % .bl.h.G.
0050 f1 06 95 4a 1b 19 fc b9 36 f3 18 a2 79 7e 28 7 I P T e U]
0060 dO0 cd 52 85 64 35 4e ba 19 . .R.d5N.

- el ._... - - = - R - - . — E——

Jika dilihat dari gambar diatas terdapat beberapa ip berserta mac address dan port dari si
source to si destination.

Berikut ip dan mac serta port yang didapat dari capture wireshark:
-ip

Source:34.197.1.149

Destination:192.168.43.242

-mac address

Source= 8c:be:be:13:3a:31

Destination=40:e2:30:97:12:fb

-port

Source:55448

Destination:443

[T

m

[ R

Dan saat di tracing (stafabanddl.info) terdapat 10 loop dari source to destination.

“uxn

*note: tanda merupakan request timed out/jaringan tidak stabil



4.pegipegi.com

M pegipegi ridwan.peapng [Wireshark 2.2.4 (v2.2.4-0-gec3de1b)] - X
Eile Edit Miew Go Capture Analyze Statistics Telephony Iools Internals Help

o dEd BREXRS A, TL /| EEIQAQQD @$EMBX B

Filter: | ssl | Expression... Clear Apply Save twitter

No. Time Source Destination Protocol Length Info ~
10491 54.538641 192.168.43.242 54.230.159.32 TLsvl.z 265 client Hello
10495 54.540734 192.168.43.242 54.230.159.32 TLsvl.z 265 client Hello
10501 54.544812 192.168.43.242 54.230.159.32 TLsvl.z 265 client Hello
10502 54.545555 192.168.43.242 54.230.159.32 TLSvl.z 265 Client Hello
10520 54.598941 54.230.159.32 192.168.43.242 TLSVL.z 1454 server Hello
10525 54.599441 54.230.159.32 192.168.43.242 TLSv1.z 1454 certificate[TCP segment of a reassembled PDU]
10527 54.599443 54.230.159.32 192.168.43.242 TLSVL.z 1454 server Hello
10533 54.605044 54.230.159.32 192.168.43.242 TLsvl.z 1454 certificate[TCP segment of a reassembled pDU]
10535 54.605045 54.230.159.32 192.168.43.242 TLSVI.Z 1454 server Hello
10543 54.606328 54.230.159.32 192.168.43.242 TLsvl.z 1454 certificate[TCP segment of a reassembled pDU]
10554 54.634989 54.230.159.32 192.168.43.242 TLsvl.z 1286 certificate statusserver Key Exchange, server Hello Done
10557 54.643326 192.168.43.242 54.230.159.32 TLsvli.z 180 client Key Exchange, Change Cipher spec, Hello Request, Hello Request
10560 54.644224 54.230.159.32 192.168.43.242 TLSvl.Z 1286 Certificate StatusServer Key Exchange, Server Hello Done
10561 54.644225 54.230.159.32 192.168.43.242 TLSvl.Z 1286 Certificate StatussServer Key Exchange, Server Hello Done
10566 54.664441 192.168.43.242 54.230.159.32 TLSv1.z 180 Cclient Key Exchange, Change Cipher Spec, Hello Request, Hello Request
10568 54.672059 54.230.159.32 192.168.43.242 TLSv1.Z 118 Server Hello[TCP segment of a reassembled PDU]
10574 54.685069 192.168.43.242 54.230.159.32 TLSv1.z 180 Cclient Key Exchange, Change Cipher Spec, Hello Request, Hello Request
10576 54. 686159 54.230.159.32 192.168.43.242 TLSV1. 2 110[TCP segment of a reassembled PDU]
10578 54.689733 54.230.159. 192.168.43. 2 , Encrypted Handshake Message
10584 54. 698349 192.168.43.242 54.230.159.32 TLSv1.z 101 Application Data
10586 54. 699036 192.168.43.242 54.230.159.32 TLSv1.Z 101 Application Data
10588 54. 699981 192.168.43.242 54.230.159.32 TLSv1.z 110 Application Data -

Frame 10578: 296 bytes on wire (2368 bits), 296 bytes captured (2368 bits) on interface 0

Ethernet II, src: XiaomiCo_13:3a:31 (8c:be:be:13:3a:31), Dst: Azurewav_97:12:fb (40:e2:30:97:12:fb)
Internet Protocol Vversion 4, src: 54.230.159.32, Dst: 192.168.43.242

Transmission control Protocol, Src Port: 443, DSt Port: 54387, Seq: 5577, Ack: 338, Len: 242
Secure Sockets Layer

B E O E

Profile: Default
w1258 B

Gambar diatas merupakan pertukaran ip(handshake) dari situs pegipegi.com

Frame 10578: 296 bytes on wire (2368 bits), 296 bytes captured (2368 bits) on interface 0

Ethernet II, src: XiaomiCo_13:3a:31 (8c:be:be:13:3a:31), Dst: Azurewav_97:12:fb (40:e2:30:97:12:fb)
Internet Protocol Version 4, Src: 54.230.159.32, Dst: 192.168.43.242

Transmission Control Protocol, Src Port: 443, Dst Port: 54387, Seq: 5577, Ack: 338, Len: 242
secure sockets Layer

7 FE

0000 40 e2 30 97 12 fb 8c be be 13 33 31 08 00 45 00 i1 E
0010 01 1a 9d 16 40 00 fd 06 1d 26 36 e6 9f 20 cO a8 L &6, .
0020 2b f2 01 bb d4 73 81 d1 64 54 e6 db 6a 1d 50 18 dT..j.P

0030 04 6e bb dc 00 00 16 03 02 00 ba 04 00 00 b6 00
0040 00 2a 30 00 b0 18 4a db d9 06 2f 9b Of 38 84 33
0050 ec 4d 19 07 b4 87 6a f5 cC3 28 Ba 64 e4 bf 59 0d
0060 65 d9 5F 30 47 dc b3 Da 9b 05 dO 50 89 ed4 7d ee

Jika dilihat dari gambar diatas terdapat beberapa ip berserta mac address dan port dari si
source to si destination.

Berikut ip dan mac serta port yang didapat dari capture wireshark:
-ip

Source:54.230.159.32

Destination:192.168.43.242

-mac address

Source= 8c:be:be:13:3a:31

Destination= 40:e2:30:97:12:fb

-port

Source:443

Destination:54387

Kesimpulan:

Kesimpulan yang didapat dari menggunakan wireshark adalah bahwa kita dapat melacak
http,tcp,ssl,dll. Kita juga dapat melakukan sniffing postingan dan user/password(jika bukan https).



Dan juga dapat melihat kegiatan pengiriman paket dari source ke destination serta pertukaran data
ip/handshake antar ip.



