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Analisa Paket Data Menggunakan Wireshark

Aplikasi wireshark digunakan untuk menganalisa jaringan. Wireshark bisa digunakan untuk
menangkap paket paket data yang berlalu lalang. Situs web yang saya analisa diantaranya adalah dari
situs web indonesia yaitu kaskus.co.id, dari situs web luarnegri subscane.com, dari media social nya
ask.fm dan stacoverflow.com . berikut ini adalah analisanya.

Kaskus.co.id

| Expression...  +
Frotocol  Length =~
.168.43.7 .243. TCP 54 361 =
17443 112_215.184.48 . TcP 54 443 5 50272 [ACK] Seq=3922 Ack=586 Win=31360 Len=8

10414 181.517445 112.215.184.48 192.168.43.7 TP 54 443 » 50272 [ACK] Seq=3922 Ack=1725 Win=34848 Len=8 =

10415 181.517446 23.59.139.27 192.168.43.7 TCP 54 88 + 56219 [FIN, ACK] Seq=1965 Ack=234 Win=36272 Len

10417 181.517680 192.168.43.7 23.59.139.27 TCP 54 56219 > 88 [ACK] Seq=234 Ack=1966 Win=65792 Len=0 p—

10418 181.518011 192.168.43.7 23.59.139.27 TCP 54 56219 > 86 [FIN, ACK] Seq=234 Ack=1966 Win=65792 Len=8

10421 181.523475 112.215.184.48 192.168.43.7 TLSV1.2 92 Application Data =

10422 181.523477 112.215.184.48 192.168.43.7 TLSv1.2 —

192. 16! TLSw1.2

10427 181.547479 103.56.216.10 192.168.43.7 TLSv1.2
10429 181.547482 103.6.117.41 192.168.43.7 TLSv1.2 165 Change Cipher Spec, Encrypted Handshake Message
1043@ 181.547483 103.6.117.41 192.168.43.7 TLSv1.2 123 Application Data
Tcp =
= —]
10433 181.547764 192.168.43.7 103.6.117.41 TcP 54 50275 > 443 [ACK] Seq=336 Ack=3576 Win=63625 Len=8 o
10434 181.583487 103.6.117.46 192.168.43.7 TCP 1454 [TCP segment of a reassembled PDU] =.
Frame 18429: 105 bytes on wire (848 bits), 185 bytes captured (848 bits) on interface @ "
Ethernet II, Src: LenovoMo fa:7a:42 (e@:2c:b2:fa:7a:42), Dst: ae:98:aa:8b:fd:42 (ae:98:aa:8b:fd:42)
v Internet Protocol Version 4, Src: 103.6.117.41, Dst: 192.168.43.7
8180 .... = Version: 4
9680 ae 98 aa Bb d 42 e@ 2c b2 fa 7a 42 08 0@ 45 @0  .....B., ..zB..E. ~
9210 @@ 5b bd e 48 8@ 36 86 be bf 67 86 75 29 @ a8  .[..@.6. ..g.u)..
9020 2b ©7 81 bb ¢4 63 4d f1 23 4F 91 b6 Be 56 50 18  +....cM. #0...VP.
75 48 Bb 64 60 68 14 03 ©3 60 01 01 16 83 03 8B  uB.d.... ........
28 b3 36 44 b6 6f fa dl 7 5f 8b c4 b2 6e d8 8f  (.6D.0.. ._...n..
87 57 d3 ab 4c 51 cf 2d f 08 4b 52 dc d5 76 68  .W..LQ.- ..KR..vh v
@ 7 Internet Protocol Version 4 (p), 20 bytes Packets: 13749 - Displayed: 13749 (100.0%) - Load time: 0:1.389 Profile: Default

Pada nomor 10411 pada source nya 103.243.221.17 , destination nya 192.168.43.7 pada protocolnya
TCP dan legth nya 1454. Kembali lagi lagi pada no 10412 sourenya berubah menjadi
192.168.43.7dan destinationya 103.243.221.17.



g &= =aaaqn
i | Expression +

Source Destination Protocol  Length  Info "

10412 181.515645 192.168.43.7 183.243.221.17 TcP 54 50236 > 443 [ACK] Seq=5132 Ack=13013 Win=65792 Le

18413 181.517443 112.215.184.48 192.168.43.7 TcP 54 443 » 56272 [ACK] Seq=3922 Ack=586 Win=31360 Len=g v
Frame 10429: 105 bytes on wire (840 bits), 105 bytes captured (84@ bits) on interface & ~

Ethernet II, Src: Lenovotio_fa:7a:42 (e@:2c:b2:fa:7a:42), Dst: ac:98:aa:8b:fd:42 (ac:98:aa:8b:fd:42)
~ Internet Protocol Version 4, Src: 183.6.117.41, Dst: 192.168.43.7
2100 .... = Version: 4
. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: €S8, ECN: Not-ECT)
Total Length: 91
Identification: @xbdfe (48638)
Flags: @x@2 (Don't Fragment)
Fragment offset: @
Time to live: 54
protocol: TCP (6)
Header checksum: @xbebf [validation disabled]
[Header checksum status: Unverified]
Source: 183.6.117.41
Destination: 192.168.43.7
[Seurce GeoIP: Unknown]
[Destination GeoIP: Unknown]
~ Transmission Control Protocol, Src Port: 443, Dst Port: 58275, Seq: 3456, Ack: 336, Len: 51
Source Port: 443
Destination Port: 58275
[Stream index: 383]
[TCP Segment Len: 51]

Sequence number: 3456  (relative sequence number)

[Next sequence number: 35e7  (relative sequence number)] .
0080 ae 93 aa Bb Td 42 €@ 2c b2 fa 7a 42 08 0@ 45 00  .....B., ..zB..E. ~
8016 @6 5b bd fe 48 80 36 86 be bf 67 86 75 29 @ a8  .[..@.6. ..g.u)..
9220 2b 87 @1 bb c4 63 4d f1 23 4F 91 b6 Be 56 50 18 +....cM. #0...VP.

75 46 Bb 64 60 60 14 03 ©3 60 B1 61 16 03 03 00  u@.d.. s

28 b3 36 44 b6 6f fa d1 e7 5F 8b c4 b2 6e d8 B  (.6D.0.. ._...n..

87 57 d3 ab 4c 51 cf 2d f 98 4b 52 dc d5 76 68 .W..LQ.- ..KR..vh v
@ 7 Intemet Protocol Version 4 (ip), 20 bytes Packets: 13749 - Displayed: 13749 (100.0%) - Load time: 0:1.389 Profile: Default

Pada gambar di atas, menujukan bahwa ip address pada laptop yang saya gunakan adalah
192.168.43.7 yang ditunjukan pada bagian di internet protocol version di sourcenya, dan tedapat ip
address saat di source yaitu 103.6.117.41 ini adalah ip address dari kaskus.co.id . Bisa dilihat pada
gambar di atas pada bagian ethernet 1l source memiliki mac address yaitu e0:2c:b2:fa:7a:42 dan di
bagian destination terdapat juga mac address yaitu ae:98:aa:8b:fd:42. Selanjutnya pada bagian di
internet protocol version, hasil dari header length yaitu 20 bytes, source post 443 dan destination
50275. Pada bagian transmission control protocol Sequence number yaitu 3456 dan next sequence
number yaitu 3507.

Subscane.com

M subscane.pcapng - X
File Edit View Go Capture Anabze Statistics Telephomy Wireless Tools Help

RE 3e=>ZFILIZEQAQQE

Source Destination Protocol  Length  Info
237 2.864808 104.31.70.191 192.168.43.7 TLSV1.2 84 Application Data

238 2.864876  192.168.43.7 104.31.78.191 TCP 54 51489 >

443 [ACK]

248 2.876953 74.125.200.95 TCP 54 51425 - 443 [ACK] Seq=849 Ack=38627 Win=66048 Len=0

T
241 2.877559 192.168.43.7 74.125.200.95 TLSw1.2 92 Application Data
242 3.087763 192.168.43.7 50.19.51.56 Tcp 1454 [TCP segment of a reassembled PDU]
3.887781 o7 50.19.51.56 TLSw1.2 539 Application Data

246 3.243597  192.168.43. 13.76.161. 240 TCP 54 51426 > 443 [ACK]

247 3.245180 192.168.43.7 13.76.161.240 TLSv1.2 92 Application Data

248 3.245388 192.168.43.7 13.76.161.248 TLSv1.2  18@ Application Data

249 3.264690 74.125.200.95 192.168.43.7 Tcp 66 443 + 51425 [ACK] Seq=38627 Ack=887 Win=46@8@ Len=@ SLE=849 SRE=887
25@ 3.319789 13.76.161.240 192.168.43.7 TCP 54 443 > 51426 [ACK] Seq=6459 Ack=948 Win

251 3.351443  192.168.43.7 104.31.76.191 TCP 54 51416 > 443 [FIN, ACK] Seq=l Ack=1 Win=257 Len=0
252 38 192. 7 104.31.70.191 TCP 54 51416 - 443 [RST, ACK] Ack=1 Win=@ Len=0
192.168.43.7 104.31.71.191 TCP 54 51416 > 443 [FIN, ACK] Seq=1 Ack=1 Win=257 Len=B
192. 7 104.31.71.191 TCP 54 51416 + 443 [RST, ACK] 2 Ack=1 Win=8 Len=@
164.31.71.191 TCP 54 51414 -+ 443 [FIN, ACK] Seq=1 Ack=1 Win=257 Len=B

104.31.71.191 TCP 54 51414 > 443 [RST, ACK] Seq=2 Ack=1 Win=b Len=0
104.25.255.27 TCP 54 51412 > 443 [FIN, ACK] 1 Ack=1 Win=255 Len=@
192.168.43.7 18 . TCP 54 51412 > 443 [RST, ACK]
192.168.43.7 104.25.255.27 TCP. 54 51411 > 443 [FIN, ACK] Seq=l Ack=1 Win=255 Len=9
19, 7 104.25.255.3 TCP 54 51411 » 443 [RST, ACK] Ack=1 Win=8 Len=0

Frame 237: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface & A
Ethernet II, Src: LenovolMo_fa:7a:42 (e@:2c:b2:fa:7a:42), Dst: ae:98:aa:8b:fd:42 (ae:98:sa:8b:fd:42)

Internet Protocol Version 4, Src: 164.31.78.191, Dst: 192.168.43.7

Transmission Control Protocol, Src Port: 443, Dst Port: 51409, Seq: 14104, Ack: 61, Len: 3 v

ae 98 aa 8b fd 42 ed 2c b2 fa 7a 42 B3 @8 45 @0
@0 46 e2 d9 40 8@ 36 @6 7 4a 68 1f 46 bf @ ad
2b 87 @1 bb ¢8 d1 3e 58 3c @c a9 @9 be 48 50 18
o8 1f 67 B3 60 B2 17 @3 ©3 6@ 19 3a of 41 45 fe
bd 64 d3 49 5c ca @4 b5 66 b3 bb 2f f2 f1 da 80
61 1a a6 99

@ 7 subscane Packets: 5423 - Displayed: 5423 (100.0%) - Load time: 0:0.585 Profile: Default

Pada nomor 237 pada source nya 104.31.70.191, destination nya 192.168.43.7 pada protocolnya
TCP. Kembali lagi lagi pada no 238 sourenya berubah menjadi 192.168.43.7dan destinationya
104.31.70.191.



M subscane.pcapng - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

aAwa® RE R e=sE S =Eaqanm
[(W]ago . <Ctrl

No.

Source Protocol  Length  Info
TLsvl.2 84 Application Data

191 TCP 54 51489 > 443 [ACK] Sex

61 Ack=14134 i

Frame 237: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface @ ~
Ethernet II, Src: Lenovolo fa:7a:42 (e@:2c:b2:fa:7a:42), Dst: ae:98:aa:8b:fd:42 (ae:98:aa:8b:fd:42)
v Internet Protocol Version 4, Sre: 164.31.706.191, Dst: 192.168.43.7
9100 .... = Version: 4
. 8181 = Header Length: 2@ bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 78
Identification: Bxe2dd (58673)
Flags: @x@2 (Don't Fragment)
Fragment offset: @
Time to live: 54
Protocel: TCP (6)
Header checksum: @xc74a [validation disabled]
[Header checksum status: Unverified]
Source: 104.31.78.191
Destination: 192.168.43.7
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
~ Transmission Control Protocol, Src Port: 443, Dst Port: 51489, Seq: 14184, Ack: 61, Len: 36
Source Port: 443
Destination Port: 51409
[Stream index: @]
[TCP Segment Len: 3@]
Sequence number: 14184  (relative sequence number)
[Mext sequence number: 14134  (relative sequence number)] v

ae 98 aa 8b fd 42 ed 2c b2 fa 7a 42 B3 @8 45 @0
@0 46 e2 d9 40 8@ 36 @6 7 4a 68 1f 46 bf @ ad
2b 87 @1 bb ¢8 d1 3e 58 3c @c a2 @9 be 48 50 18
@8 1f 67 89 6@ B2 17 @3 ©3 @@ 19 3a 9f 41 45 fe
bd 64 d3 49 5c ca @4 b5 66 b3 bb 2f f2 f1 da 80
61 1a a6 99

@ 7 subscane Packets: 5423 - Displayed: 5423 (100.0%) - Load time: 0:0.585 Profile: Default

Pada gambar di atas, menujukan bahwa ip address pada laptop yang saya gunakan adalah
192.168.43.7 yang ditunjukan pada bagian di internet protocol version di sourcenya, dan tedapat ip
address saat di source yaitu 104.31.70.191 ini adalah ip address dari subscane.com . Bisa dilihat pada
gambar di atas pada bagian ethernet 1l source memiliki mac address yaitu e0:2c:b2:fa:7a:42 dan di
bagian destination terdapat juga mac address yaitu ae:98:aa:8b:fd:42. Selanjutnya pada bagian di
internet protocol version, hasil dari header length yaitu 20 bytes, source post 443 dan destination
51409. Pada bagian transmission control protocol Sequence number yaitu 14104 dan next sequence
number yaitu 14134.

Stackoverflow.com

M stackoverflow.peapng - X
File Edit View Go Cepture Analyze Statistics Telephony Wircless Tools Help
aAmz® REQex2E2F I EQQAQHE
<Cirl-/> ~ | Expression. +
Source Destination Frotocol Length Info A
4058 119.690334 111.221.29.254 192.168.43.7 TCcP 1454 [TCP segment of a reassembled PDU]
4859 119.698486 192.168.43.7 111.221.29.254 TCP 54 51246 = 443 [ACK] Seq=287 Ack=2881 Win=65792 Len=@ |
4966 119.708932 111.221.29.254 192.168.43.7 TLSv1.2 1821 Server Hello, Certificate, Server Key Exchange, Server Hello Done

715364 19 TLSV1.2 1 h Changs Cipher Spec, pred hake Message

120.134742 111. 5 .168.43. TLSvi.2 161 Change Cipher Spec, Encrypted
120.199652 192.168.43. .221.29. TLSv1.2 875 Application Data
TCP 8 Dup ACK 4
120.399594 111. 5 .168.43. TCP 54 443 » 51246 [ACK
120.398671 192.168.43. .221.29. TLSv1.2 1419 Application Data

.956618 111.221.29. .168.43. TCp
120.956620 111.221.29. .168.43. TLSw1.2 395 Application Data
120.977999 fese: :ff 3 ICMPVE 103 Router Solicitation
121.817954 192.168.43. c TCp 54 51246 > 443 [ACK] Sex
11 . TCP 6 Dup 5 Win
121.978485 5 ICHPVE 163 Router Solicitation
2.592315 13 E o TCP 54 88 » 49955 [RST, ACK]
22.592318 E Ff: FFFf: Fffe ICMPve 151 Router Advertisement

29 TCP

124.391599 192.168.43. .221.29.254 TLSvl.2 875 Application Data =
4988 124.405111 192.168.43.7 111.221.29.254 TLSw1.2 1355 Application Data
4681 124.613093 111.221.29.254 192.168.43.7 TCP 54 443 » 51246 [ACK] Seq=4216 Ack=4697 Win=131584 Len=0

Frame 4081: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @

Ethernet II, Src: LenovoMo_fa:7a:42 (eB:2c:b2:fa:7a:42), Dst: ae:98:aa:8b:fd:42 (ae:98:aa:8b:fd:42)
Internet Protocol Version 4, Src: 111.221.29.254, Dst: 192.168.43.7

Transmission Control Protocol, Src Port: 443, Dst Port: 51246, Seq: 4216, Ack: 4697, Len: @

2= 98 aa 8b fd 42 €@ 2c b2 fa 7a 42 @8 @0 45 @0
89 28 14 47 40 6@ 72 @6 7a fe 6f dd 1d fe c@ as
2b 87 @1 bb c8 2e b@ 28 Be e5 Bd Sa ac fa 58 18
e2 82 70 fb @@ ee

@ 7 stackoverfiow Packets: 6976 - Displayed: 6976 (100.0%) * Load time: 0:1,323 Profile: Default

Pada nomor 4058 pada source nya 111.221.29.254 , destination nya 192.168.43.7 pada protocolnya
TCP. Kembali lagi lagi pada no 4059 sourenya berubah menjadi 192.168.43.7dan destinationya
111.221.29.254.




M stackoverflow.peapng - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm c]

L EQaqaan

1KY

. <Ctrl- | Expression...  +

No. Time: Source Destination Protocol  Length  Info
4858 119.698334 111.221.29.254 192.168.43.7 TP 1454 [TCP segment of a reassembled PDU]
4859 119.698406 192.168.43.7 111.221.29.254 Tcp 54 51246 > 443 [ACK] Seq=207 Ack=2801 Win=65792 Len=0
4868 119.700932 111.221.29.254 192.168.43.7 TLSv1.2 1821 Server Hello, Certificate, Server Key Exchange, Server Hello Done
Frame 4081: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface & ~

Ethernet II, Src: Lenovotio_fa:7a:42 (e@:2c:b2:fa:7a:42), Dst: ae:98:aa:8b:fd:42 (ac:98:aa:8b:fd:42)
v Internet Protocol Version 4, Src: 111.221.29.254, Dst: 192.168.43.7
2100 .... = Version: 4
. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: €S8, ECN: Not-ECT)
Total Length: 48
Identification: 6x1447 (5191)
Flags: @x@2 (Don't Fragment)
Fragment offset: @
Time to live: 114
protocol: TCP (6)
Header checksum: @x7afe [validation disabled]
[Header checksum status: Unverified]
Source: 111.221.29.254
Destination: 192.168.43.7
[Seurce GeoIP: Unknown]
[Destination GeoIP: Unknown]
~ Transmission Control Protocol, Src Port: 443, Dst Port: 51246, Seq: 4216, Ack: 4697, Len: @
Source Port: 443
Destination Port: 51246
[Stream index: 173]
[TCP Segment Len: @]
Sequence number: 4216  (relative sequence number)
Acknowledgment number: 4697  (relative ack number) .

ae 98 aa 8b fd 42 @ 2c b2 fa 7a 42 88 08 45 @0
@8 23 14 47 40 B@ 72 @6 7a fe 6f dd 1d fe c@ a8
2b ©7 @1 bb c8 2e be 28 8e &5 od Sa ac fa 5@ 19
02 82 70 fb 60 8@

@ 7 stacoverfiow Packets: 6976 - Displayed: 6576 (100.0%) - Load time: 0:1.323 Profile: Default

Pada gambar di atas, menujukan bahwa ip address pada laptop yang saya gunakan adalah
192.168.43.7 yang ditunjukan pada bagian di internet protocol version di sourcenya, dan tedapat ip
address saat di source yaitu 111.221.29.254 ini adalah ip address dari stackoverflow.com . Bisa
dilihat pada gambar di atas pada bagian ethernet Il source memiliki mac address yaitu
e0:2c:b2:fa:7a:42 milik pc dan di bagian destination terdapat juga mac address yaitu
ae:98:aa:8h:fd:42 milik stackoverflow.com. Selanjutnya pada bagian di internet protocol version,
hasil dari header length yaitu 20 bytes, source post 443 dan destination 51246. Pada bagian
transmission control protocol Sequence number yaitu 4216 dan acknowladgment number yaitu 4697.

Ask.fm

M ask fm.peapng - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
i ® Q &= I =@ e
[WTappl . <Ctri-/ ] Bxpression...  +
No. Time: Source Destination Protocol  Length  Info ~
1 8.0680008 23.59.139.27 192.168.43.7 TCP 54 88 » 58683 [FIN, ACK] Seq=1 Ack=1 Win=946 Len=@
2 9.000158 192.168.43.7 23.59.139.27 TCcP 54 50603 + 8@ [ACK] Seq=1 Ack=2 Win=257 Len=@
27
)
798289 192.168.43.7 13.187.4.50 481 GET /d/msdownload/update/software/defu/2017/84/am_delta patch_1.239.1217.8_9cf281d2178d55317b@8b3a1a3f768ee.. ===
9 1.955128 13.1087.4.50 192.168.43.7 TCP 54 88 > 49955 [ACK] Seq=1 Ack=348 Win=512 Len=8
1@ 1.968439 13.107.4.50 192.168.43.7 TCP 1454 [TCP segment of a reassembled PDU]
11 1.968737 13.187.4.50 192.168.43.7 TCP 1454 [TCP segment of a reassembled PDU]
107 4 4 80 [ACK] Seq=348 Ac
.0965256 13.107.4.50 192.168.43.7 —
. 147783 13.107.4.50 192.168.43.7 segment of a reassembled PDU] =
192.168.43.7
192.168.43.7 13.107.4.50
24 2.496275 192.168.43.7 13.187.4.50 i -_
Frame 13: 1454 bytes on wire (11632 bits), 1454 bytes captured (11632 bits) on interface @
Ethernet II, Src: LenovoMo_fa:7a:42 (eB:2c:b2:fa:7a:42), Dst: ae:98:aa:8b:fd:42 (ae:98:aa:8b:fd:42)
Internet Protocel Version 4, Src: 13.1067.4.58, Dst: 192.168.43.7
Transmission Control Protocol, Src Port: 8@, Dst Port: 49955, Seq: 9801, Ack: 348, Len: 1400
ae 98 aa 8b fd 42 e@ 2c b2 fa 7a 42 €8 @@ 45 @@ weenaBa, LLZBLLES ~
85 ab 29 le 4@ 0@ 76 @6 d3 ed &d 6b 84 32 b ad --)-B-v k2.l
2b @7 8@ 5@ c3 23 db a5 1e 71 11 47 b2 2b 58 18 .G.+P.
92 @0 2e 93 00 0@ c3 4f ea 8e fc 51 9 7c 2f 67 .Q.|/¢g
C7 49 e@ ca 83 bb 8c 3d 1d 4b a8 83 a4 8d 76 32 I R
78 89 ff 5c 82 2b bf c4 11 b7 €9 37 75 4@ 1e 16 Nt LT v
@ 7 akfm Packets: 12394 - Displayed: 12394 (100.0%) * Load time: 0:1.359 Profile: Default

Pada nomor 1 pada source nya 23.59.139.27 , destination nya 192.168.43.7 pada protocolnya TCP.
Kembali lagi lagi pada no 2 sourenya berubah menjadi 192.168.43.7dan destinationya 23.59.139.27.



M ask fm.pcapng

- x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Ama® RE Qe==7Ti5 =Eaqan
(W apoly 2 diplay fiter .. <ctrl-
No. Time Source Destination Protocol  Length Info
16.006006 23.59.139.27 192.168.43.7 Tcp 54 50 > 56603 [FIN, ACK] Seqs1 Ack=1 Win=04 Len=
2 0.000158  192.168.43.7 23.59.139.27 Tcp 54 50603 > B8 [ACK] Seq-1 Ack=2 Win=257 Len=0
3 0.008205  192.168.43.7 23.59.139.27 Tcp 52 58683 + 88 [FIN, ACK] Seq=1 Ack=2 Win=257 Len=8
Frame 19: 1454 bytes on wire (11632 bits), 1454 bytes captured (11632 bits) on interface @ ~
Ethernet II, Src: Lenovobo_fai7a:d2 (e@:2c:b2ifai7a:42), Dst: ae:98:aa:8bifd:42 (ae:98:sa:8bifd:d2)
“ Internet Protocol Version 4, Src: 13.187.4.58, Dst: 192.168.43.7
9100 .... = Version: 4
.. B181 = Header Length: 28 bytes (5)
Differentiated Services Field: 8x8@ (DSCP: (S0, ECN: Not-ECT)
Total Length: 144@
Tdentification: Bx29le (18525)
Flags: xe2 (Don't Fragment)
Fragment offset: @
Time to live: 118
Protocal: TCP (6)
Header checksum: @xdsed [validation disabled]
[Header checksum status: Unverified]
Source: 13.167.4.56
Destination: 192.168.43.7
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
v Transmission Control Protocol, Src Port: 89, Dst Port: 49955, Seq: 9801, Ack: 348, Len: 140
Source Port: 30
Destination Port: 49955
[Stream index: 1]
[TCP Segment Len: 1420]
Sequence number: 9881  (relative sequence number)
[Mext sequence number: 11261  (relative sequence number)] .
a3 98 aa 8b Td 42 eb 2c b2 fa 7a 42 65 00 45 88 ... ., ..7B..E. ~
05 a8 29 1e 48 68 76 86 B ed 6d 6b 84 32 B a8 ..).@.v. ...K.2..
2b 07 00 50 c3 23 db a5 le 71 11 47 b2 2b 50 10 +..P.#.. .q.G.+P.
02 B0 2¢ 03 68 68 c3 4F ea e fc 51 9e 7c 2f 67  .......0 .
7 49 €8 ca 83 bb @c 3d 1d 4b a8 B3 a4 8d 76 32 .T.....=
78 89 Ff 5c 82 2b bf c4 11 b7 €3 37 75 40 le 16 X..\.+.. ... v
@ 7 akim Packets: 12334 - Displayed: 12384 (100.0%) + Load time: 0:1.353 Profle: Default

Pada gambar di atas, menujukan bahwa ip address pada laptop yang saya gunakan adalah
192.168.43.7 yang ditunjukan pada bagian di internet protocol version di sourcenya, dan tedapat ip
address saat di source yaitu 13.107.4.50 ini adalah ip address dari ask.fm . Bisa dilihat pada gambar di
atas pada bagian ethernet Il source memiliki mac address yaitu e0:2c:b2:fa:7a:42 dan di bagian
destination terdapat juga mac address yaitu ae:98:aa:8b:fd:42. Selanjutnya pada bagian di internet
protocol version, hasil dari header length yaitu 20 bytes, source post 80 dan destination 49955. Pada

bagian transmission control protocol Sequence number yaitu 9801 dan next sequence number yaitu
11201.



