Nama - Ayuni Indah Lestari
NIM : 09031181520003
Kelas : SIREG 4A
TASK 2
Komunikasi Data dan Jaringan Komputer

1. www.paltv.co.id

No. Time Source Destination Protocol Length Info
808 17.909183 157.240.13.41 192.168.43.81 TCP 54 443 ~ 60164 |ACK| 5eg=36581 Ack=2172 Win=33792 Len=0
809 17.909374 157.240.13.41 192.168.43.81 TLSVl.Z 96 Application pata
810 17.951074 192.168.43.81 157.240.13.41 TCP 54 60164 ~ 443 [ACK] 5eq=2172 Ack=36623 win=65536 Len=0
B11 18.069405 157.240.13.41 192.168.43.81 TLSvl.z 841 Application Data

192.168 157. 240, TCP 60164 172 Ack=37410 Win=64768

. 592656 192.168.43. 216.58.221. i M55=1460 W5=256 SACK_PERM=1
816 19.592913 192.168.43.81 216.58.221.74 TCP 66 60174 - 80 M55=1460 W5=256 SACK_PERM=1
817 19.593154 192.168.43.81 216.58.221.74 TCP 66 60175 - 80 M55=1460 W5=256 SACK_PERM=1
£18 19.593386 192.168.43.81 216.58.221.74 TCP 66 60176 —+ 80 MS5=1460 WS=2536 SACK_PERM=1
£19 19.593764 192.168.43.81 174.120.70.220 TCP 66 60177 - 80 M55=1460 W5=256 SACK_PERM=1
820 19.593996 192.168.43.81 174.120.70.220 TCP 66 60178 - 80 M55=1460 WS=256 SACK_PERM=1

821 19.594236 192.168.43.81 174.120.70.220 TCP 66 60179 —~ 80

Version: 4
Header Length: 20 bytes (5)
pifferentiated services Field: Ox00 (DsCP: €SO, ECN: NOT-ECT)
Total Length: 52
Identification: 0x63c4 (25540)
Flags: 0x02 (pon't Fragment)
Fragment offset: 0
Time to Tive: 128
pProtocol: TCP (6)
Header checksum: Oxb5bl [validation disabled]
[Header checksum status: unverified]
Source: 192.168.43.81
Destination: 174.120.70.220
[source GeoIP: uUnknown]
[Destination GeoIP: unknown]
Transmission Control Protocol, Src Port: 60171, Dst Port: 80, Seq: 0, Len: O

win=8192 MS5=1460 WS=256 SACK_PERM=1

e Analisis IP Address
Pada gambar diatas diketahui bahwa IP address source adalah 192.168.43.81 dan IP
address destination adalah 174.120.70.220 yang menunjukkan bahwa destinationnya
sudah ke www.paltv.co.id . Port dari source adalah 60171 dan port dari destination
adalah 80.

M paitv.peopng [Wireshark 2.2.4 (v2.2.4-0-gcc3de1b)] - X
Eile Edit View Go Cepture Analyze Statistics Telephony Tools |nternals Help

codmdi BEXR ¢ FL|EE QD @#EDW % B

Filter Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info ~
4184 142.789543157.240.7.41 192.168.43.81 Tce 54 443 - 60282 |ACK] Seq=3828 Ack=444 Win=29440 Len=0
4185 142.789544 157.240.7.41 192.168.43.81 TLsvi.Z 92 Application Data,
4186 142. 820683 192.168.43.81 157.240.7.41 54 60282 - 443 [ACK] Seq=898 Ack=3866 win=64512 Len=0

4187 142. 865097 157
865205 157,

192.168.43.81 54 443 - 60282

96 Application Data

. 877963 157 7. 192.168. Application
4191 142.878024 192.168.43.81 157.240. TCP 54 60281 - 443 [AcK] sSeq=340 Ack=3828 win=64768 Len=0
4192 142.904580192.168.43.81 157.240. TCP 54 60282 - 443 [Ack] seq=898 Acl 908 win=64512 Len=0
4193 142.912983157.240.7.41 192.168. TCP 54 443 - 60282 [AcK] Seq=3908 Ack=898 win=30464 Len=0
4194 142.971355174.120.70.220 192.168. TCP 881 [TcP segment of a reassembled rPDU]
4195 142.998199157.240.7.41 192.168. TLsvi.Z 1303 application pata
4196 143.021744 192.168.43.81 174.120. TCP 54 60279 - 80 [ACK] Seq=488 Ack=828 win=64768 Len=0
4197 143.024004 174.120.70.220 192.168. HTTP 59 HTTP/1.1 200 ok (text/javascript) v
. 0101 = Header Length: 20 bytes (5) -

Differentiated services Field: 0x00 (DSCP: €S0, ECN: NOT-ECT)
Total Length: 298
Tdentification: 0x90f4 (37108)
Flags: Ox02 (Pon't Fragment)
Fragment offset: 0
Time to live: 87
erotocol: TCP (6)
Header checksum: 0x00d6 [validation disabled]
[Header checksum status: Unverified]
source: 157.240.7.26
Destination: 192.168.43.81
[Source GeoIp: unknown]
[Destination GeoIp: unknown]

@ Transmission control Protocol, src Port: 443, DSt Port: 60281, seq: 3489, Ack: 340, Len: 258 .

. A LoC

Profile: Default


http://www.paltv.co.id/
http://www.paltv.co.id/

2.

Analisis Handshake
Pada gambar diatas diketahui bahwa IP Source adalah 157.240.7.26 dan Port source

adalah 443, kemudian IP Destination adalah 192.168.43.81 dan Port Destination
adalah 60281.

www.metrotvnews.com

“Wi-Fi [Wireshark 2.2.4 (v2.2 4-0-gec3delb) - X
g

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

0 AB L BEOXE Qe+ TL/IEE QAQBD @0M % O

Filter: Expression... Clear Apply Save

No. Tim Source Destination Protacol Length Info
10. 103.225. 66. 86 10.102.224.182 TCP 1514 80 ~ 62244 [ACK] Seq=1 Ack=1 win=324 Len=1460
20. 10.102.225.231 224.0.0.251 MDNS 54 standard query response 0x0000
30. B Broadcast ARP 42 who has 10.102.224.17 Tell 10.102.225.115
40, 239.255.255.250 55DP 216 M-SEARCH * HTTP/1.1
50. > 103.225. 66. 86 TCP 54 62244 — 80 [ACK] Seq=1 Ack-1461 Win-256 Len-0
60, 103.225.66. 86 10.102.224.182 TCP 1514 80 - 62241 [ACK] Seq=1 Ack=1 Win-360 Len=1460

0. 103.225. 66. 86 10.102.224.182 TCp 1514 80 - 62277 [ACK] Se

ur

0. 10.102.224. 103.225.66.86 TCP 54 62241 + 80 [ACK] ses

0.395158 103.225.66. 10.102.224.182 TCP 1514 80 - 62245 [AcK] Seq=1 Ack=1 win=293 Len=1460
11 0.395163 Azurewav_45:af:f8  ARP 42 10.102.225.115 is at 40:e2:30:97:12:fb
12 0.445673 224.0.0.251 MDNS 82 standard query 0x0000 PTR _googlecast._tcp.local, "Qu” question
13 0.445795 103.225. 66.86 TP 54 62245 ~ 80 [ACK] Seq=1 Ack=1461 Win=256 Len=0

14 0.446296 251 MDNS 54 standard query response 0x0000 v

0100 .... = version: 4

. 0101 = Header Length: 20 bytes (5)

@ pifferentiated services Field: 0x00 (DSCP: CSO, ECN: NOT-ECT)
Total Length: 40

Tdentification: Ox22c1 (8837)

Flags: 0x00

Fragment offset: 0

Time to Tive: 128

Protocol: TCP (8)

Header checksum: 0x82bb [validation disabled]

[Header checksum status: unverified]

source: 10.102.224.182

Destination: 103.225.66.86

[source GeoIr: unknown]

[Destination GeoIP: uUnknown]

@ Transmission Control Protocol, 5rc Port: 62244, Dst Port: 80, Seq: 1, Ack: 1461, Len: 0

0000 00 le c9 44 §a 74 80 a5 89 45 af 8 08 00 [EJLL
o[ EN00 28 22 c1 00 00 80 06 82 bb 0a 66 e0 b6 67 e
0020 IS £3 24 00 50 8f fa 1d cb 11 b5 92 c0 50 10

0030 01 00 cb do 00 00

Profile: Default

i JEETY)
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Analisis IP Address
Pada gambar diatas diketahui bahwa IP address source adalah 10.102.224.182 dan IP
address destination adalah 103.225.66.86 yang menunjukkan bahwa destinationnya

sudah ke www.metrotvnews.com . Port dari source adalah 62244 dan port dari
destination adalah 80.



http://www.metrotvnews.com/
http://www.metrotvnews.com/

M metrotv.peapng [Wireshark 2.2.4 (v2.2.4-0-gec3dclb)]

B

1464 Application Data[TcP segment of a reassembled PDU]
54 62424 - 443 [ack] seq=2231 ack=22111 win=66048 Len=0

1464 application pata[TcP segment of a reassembled ppul

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
oA BEXRS Ae»dTFLIEEI QD @ BB %
Filter: Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
10085 89.399908 157.240.13.35 10.102.224.182 TLSv1.z 1464 Application DataApplication Data
10086 89.399911 157.240.13.35 10.102.224.182 TLSVI.Z
10087 89.399914 157.240.13.35 10.102.224.182 TCP 1464 [TCP segment of a reassembled pPDul
10088 89.400058 10.102.224.182 157.240.13.35 TCP
10089 89.430169 10.102.226.4 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
10090 89.488817 157.240.13.33 10.102.224.182 TLSV1.Z
10091 89.488819 157.240.13.35 10.102.224.182 TLSVL 676 Application Data

89, 488820 10.102.224.182

10093

89.488821 157.240.7. .224.182 TLSV. =

1514 [TCP

89.488827 .224.182

328 New session Ticket, Change Cipher Spec, Encrypted Handshake message
135 Application Data

10095 103.225. 10.102 TcR 1514 [TCP segment of a reassembled PDU]
10096 89.488830 103.225.66.86 10.102.224.182 TCP 1514 [TCP segment of a reassembled pDU]
10007 §9.488832 102.225.66.86 10.102.224.182 Tcp 1514 [Tcp segment of a reassembled pou]
10098 89.488834 103.225.66.86 10.102.224.182 TCP 1514 [TCP segment of a reassembled pDU] v
0100 .... = version: 4 -
. 0101 = Header Length: 20 bytes (5)
@ Differentiated Services Field: 0x00 (DSCP: €S0, ECN: NOt-ECT)
Total Length: 314
Identification: Oxced3 (52803)
@ Flags: 0x02 (Don't Fragment)
Fragment offset: O
Time to live: 80
protocol: Tcp (6)
Header checksum: Oxcb53 [validation disabled]
[Header checksum status: unverified]
Source: 157.240.7.26
Destination: 10.102.224.182
[Source GeoIP: Unknown]
[Destination GeoIP: unknown]
@ Transmission control protocol, src Port: 443, Dst Port: 62428, seq: 3488, ack: 347, Len: 274
@ Secure sockets Layer
8a 74 08 00 45 00
ad f0 07 1a 0Oa 66
60 1b 20 b5 50 18
da 04 00 00 d6 00
4d 64 eb 2d dc 9e ©
2 L AF 1 & 1o bk

e Analisis Handshake

Pada gambar diatas diketahui bahwa IP Source adalah

Profile: Default
1309

13/04/2017

157.240.7.26 dan Port source

adalah 443, kemudian IP Destination adalah 10.102.224.182 dan Port Destination

adalah 62428.

WWW.instagram.com

Time
. 929881
.930122

Destination
192.168.43.81
.168.43.81

Protocol Length_Info
QuIC

Source
112.215.101.165
112.215.184.46

QuUIC
[Tcp
.933270 192.168.43.1
192.168.43.81
112.215.101.165
112.215.101.165

66 59679 ~ 443
54 443 - 59677
54 443 - 59677

. 975014
2120 39.975017

TCP
TCP

.168.43.81

2121 39.987803 192.168.43.81 157.240.7.52 TP 66 59680 - 443

2122 39.989802 112.215.101.165 192.168.43.81 TLSv1.Z 348 New Session

2123 39.990003 112.215.101.165 192.168.43.81 TLSv1.Z 152 Application

2124 39.990078 192.168.43.81 112.215.101.165 TCP 54 59677 - 443

2125 39.990785 192.168.43.81 112.215.101.165 TLsvl.z 92 application

2126 39.997705 112.215.101.165 192.168.43.81 TLsvl.z 92 Application
0100 .... = version: 4

«... 0101 = Header Length: 20
@ pifferentiated services Field:
Total Length: 52
Identification: 0x4275 (17013)
@ Flags: 0x02 (pon't Fragment)
Fragment offset: 0
Time to Tive: 128
protocol: TcP (6)
Header checksum: 0x2731 [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.43.81
pestination: 157.240.7.52
[source GeoIP: unknown]
[Destination GeoIP: unknown]
+ Transmission control Protocol, src Port: 59679, Dst Port: 443, seq: 0, Len: 0

bytes (5)
0x00 (DSCP: €SO, ECN: NOT-ECT)

86 Payload (Encrypted), PKN:
77 payload (Encrypted), PK!

155 Standard query response OxfOe2 A www.instagram.com CNAME black.ish.instagram.com CNAME instagram.cl

18, cIp: 11284053984511839461
26, CID: 14782572892700242045
59677 [ K]
7 5L 9 44
[SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=256 SACK_PERM=.
[ACK] seq=3744 Ack=519 win=31360 Len=0
[Ack] Seq=3744 Ack=617 win=31360 Len=0
[SYN] Seq=0 win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
Ticket, Change Cipher Spec, Hello Request, Hello Request
pata, Application Data
[ACK] Seq=617 Ack=4136 Win=65280 Len=0
pata
Dpata v


http://www.instagram.com/

Analisis IP Address

Pada gambar diatas diketahui bahwa IP address source adalah 192.168.43.81 dan IP
address destination adalah 157.240.2.52 yang menunjukkan bahwa destinationnya

sudah ke www.instagram.com. Port dari source adalah 59679 dan port dari destination
adalah 443.

M instagram.pcapng [Wireshark 224 (v2.24-0-gec3delb)]

x
Fle Edit View Go Capture Analyze Ststistics Telephony Tools Internals Help
codmd BEXE| A+esaTL|BEIQAQAD E#EEE O
Filter Expression... Clear Apply Save
Mo Time Source Destination Protocol Length Info "
15805 324.180724 112.215.158.32 102.168.42. 81 v1.Z 1454 Ignored unknown Record
15806 324.180814 192.168.43. 61 112.215.158.32 Tcp 54 59759 ~ 443 [Ack] Seq=22869 Ack=4572700 win=187392 Len=0
15807 324.202702 112.215.158.32 102.168.42. 81 TLSVI.Z 1454 Ignored Unknown Record
15808 324.252736192.168.43. 61 112.215.158.32 Tcp 54 59759 ~ 443 [Ack] Seq=22869 Ack=4574100 win=186112 Len=0
15809 324.266720157.240.12.52 102.168.42.81 TLSVI.Z 328 New Session Ticker, change Cipher Spec, Encrypted Handshake Message
15810 324.266954 157.240.12.52 192.168.43. 81 TLsvi.z 135 application pata
15811 324.267038102.168.43. 81 157.240.12.52 Tcp 54 50702 - 443 [ACK] Seq-808 Ack-4166 Win-64256 Len-0
15612 324.267686192.168.43. 61 157.240.12.52 TLsvi.z 92 application pata
15813 324.289767 112.215.158.32 102.168.42.81 TLSv1.Z 1454 Ignored Unknown Record
15814 324.310440112.215.158.32 192.168.43. 81 TLsvi.Z 1454 Ignored unknown Record
15815 324.310529102.168.43. 81 112.215.158.32 Tcp 54 50750 - 443 [ACK] Seq-22869 Ack=4576000 Win-183206 Len-0
15816 324.330967 112.215.158.32 192.168.43. 81 TLsvi.Z 1454 Ignored unknown Record
15817 324.349051 112.215.158. 32 102.168.42.81 Tcp 1454 [TCP segment of a reassembled PDU]
15818 324.350054 192.168.43. 61 112.215.158.32 Tcp 54 59759 ~ 443 [AcK] 5eq-22869 Ack=4579700 win=180480 Len=0 v
= Internet Protocol version 4, src: 157.240.12.52, Dst: 102.168.43.81 ~
0100 .... = Version: 4
... 0101 = Header Length: 20 bytes (5)
@ Differentiated Services Field: 0x00 (DSCP: €50, ECN: Not-ECT)
Total Length: 214
Identification: Ox4e05 (19973)
@ Flags: 0x02 (Don't Eragment)
Fragment offset: 0
Time to Tive: 82
Protocol: TCP (6)
Header checksum: 0xa39b [validation disabled]
[Header checksum status: Unverified]
source: 157.240.12.52
Destination: 192.168.43.81
[source GeoIp: unknown]
[bestination GeoTP: Unknown] O
>
0000
0010
0020

0 b7 00 00 16 03 03 00 da 04 00 0
02 a3 00 00 dO 4e db 7f 71 e7 e8 14 b8 6b 64 aa

@ ™| Frame (frame), 328 bytes

Packets: 17611 - Displayed: 17611 (1 Profile: Default

nzr

N E Y 13/04/2017

Analisis Handshake

Pada gambar diatas diketahui bahwa IP Source adalah 157.240.12.52 dan Port source

adalah 443, kemudian IP Destination adalah 192.168.43.81 dan Port Destination
adalah 59793.



http://www.instagram.com/

4. www.path.com

M path.pcapng [Wireshark 2.2.4 (v2.24-0-gee3dcTb)] - X
File Edit View Go Copture Analyze Stafistics Telephony Tools Intenals Help
Codld BEXR AesaTFi B Qe @B % T
Filter: Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
1 0.000000 172.20.10.2 216.58.198.3 QUIC 119 Payload (Encrypted), PKN: 10, CID: 6976852517865239527
20.000425 172.20.10.2 216.58.198.3 QUIC 1392 Payload (Encrypted), 6976852517865239527
30.000675 172.20.10.2 216.58.198.3 Qurc 1392 payload (encrypred), : 6976852517865239527
4.0.000895 172.20.10.2 216.58.198.3 QuIC 1392 Payload (encrypted), : 6976852517865239527
50.001105 172.20.10.2 216. 58.198.3 Qurc 1392 payload (encrypted), PKN: 14, CID: 6976852517865239527
60.001310 172.20.10.2 216.58.198.3 quIc 482 Payload (Encrypted), PKN: 15, CID: 6976852517865239527
7 0.440659 216.58.198.3 172.20.10.2 QuIc 72 Payload (Encrypted), PKN: &
£0.481720 216.58.108.3 172.20.10.2 qurc 60 payload (Encrypted), PKN: @
90.528416 216.58.198.3 172.20.10.2 QuIc 75 Payload (Encrypted), PKN: 10
10 0.550051  216.58.198.3 172.20.10.2 QuIc 118 payload (encrypted), PKN: 11
11 0.576415 172.20.10.2 216.58.198.3 quIc 86 Payload (Encrypted), PKN: 16, CID: 6876852517865239527
12 1.699051 LiteonTe_79:59:ab Broadcast ARP 42 who has 172.20.10.17 Tell 172.20.10.12
12 3.735004  172.20.10.2 27.0.237.47 Tcp 66 64025 ~ 442 [syN] seq=0 Win=8192 Len=0 Mss=1460 Ws=256 SACK_PERM=1
14 2 735227 172 20 10 ? 172 20 10 1 nNe 77 srandard nuerv OvAc?d a mk—v? narhrdn ner v
0100 .... = version: 4 ~

... 0101 = Header Length: 20 bytes (5)
pifferentiated services Field: 0x00 (DSCP: €50, ECN: NoT-ECT)
Total Length: 105
Identification: 0x7b27 (31527)

Elags: 0x00

Fragment offset: 0

Time to Tive: 128

Protocol: UDP (17)

Header checksum: O0x6b08 [validation disabled]

[Header checksum status: unverified]

Source: 172.20.10.2
Destination: 216.58.198.3
[source GeoIr: unknown]
[Destination GeoIP: unknown]
uUser patagram Protocol, Src Port: 53975, DST Port: 443

ed 6a 37 f5 64 80 a5 B89 45
69 7b 27 00 00 80 11 6b 08
87

7c
7 87 19 0 00 b0 dd4 9d de

“C:\Users\zulkamain\Desktop'\komdat un Profile: Default

e Analisis IP Address
Pada gambar diatas diketahui bahwa IP address source adalah 172.20.10.2 dan IP
address destination adalah 216.58.198.3 yang menunjukkan bahwa destinationnya
sudah ke www.path.com . Port dari source adalah 53975 dan port dari destination
adalah 443.

M path.pcapng [Wireshark 2.4 (v22.4-0-gee3dch)] - X
File Edit View Go Copture Anahyze Statistics Telephony Tools Intemals Help
Codmd BREXE Aes»aTFI/BE QQAB @B MB %
Filter: Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info A
19466 108.219979 27.0.237.47 172.20.10.2 Tcp 311 [TCcP segment of a reassembled PoU]
19467 108.23431517.253.83. 207 172.20.10.2 TCP 310 [Tcp segment of a reassembled pDul]
19468 108.252646172.20.10. 2 27.0.237.47 Tcr 54 64109 ~ 443 [ack] seq=201 Ack=772 win=65024 Len=0
19469 108.271198172.20.10.2 17.253.83.207 TCP 54 64059 ~ 80 [ACK] Seq=454 Ack=177646 Win=65280 Len=0
19470 108.274170 27.0.237.47 172.20.10.2 Tcp 54 443 ~ 64110 [ACK] 5eq=5163 Ack=327 Win=4524 Len=0
19471 108.305099 27.0.237.47 172.20.10.2 Tcp 311 [TcP segment of a reassembled PDU]
19472 108.325027 17.253.83.207 172.20.10.2 Tcp 309 [TCP segment of a reassembled PoU]
19473 108.338224 172.20.10.2 Tcp 54 64109 - 443 [ACK] 5eq=201 Ack=1029 Win-64768 Len=0
0.23 7 0.10.2 New session Ticket, Change Cipher spec, Encrypted Handshake Message
19475 108.357633172.20.10.2 10,237, TLsvi.i 707 application Data
19476 108.362818172.20.10.2 .253.83. TCP 54 64059 ~ 80 [ACK] Seq=454 Ack=177901 Win=65024 Len=0
19477 108.404612 27.0.237.47 .20.10. Tcp 311 [TcP segment of a reassembled PDU]
19478 108.41472817.253.83. 207 .20.10. Tcp 308 [TCP segment of a reassembled PDU]
10470 10R 43S1AQ 27 0 737 A7 172 20 10 2 TR R4 443 ~ AA110 Tark] <An=8471 ark—0R0 win=S17& 1 an=n v
0101 = Header Length: 20 bytes (5) ~

pifferentiated Services Field: 0x00 (DSCP: CS0, ECN: NOt-ECT)
Total Length: 298
Identification: 0x887d (34941)

Flags: 0x00
Fragment offset: 0
Time to Tive: 253
protocol: TCP (6)
Header checksum: 0x760a [validation disabled]
[Header checksum status: Unverified]
source: 27.0.237.47
pestination: 172.20.10.2
[source GeoIr: unknown]
[pestination Geozr: unknown]

@ Transmission Control Protocol, Src Port: 443, Dst Port: 64110, Seq: 5163, Ack: 327, Len: 258 v

Profile: Default


http://www.path.com/
http://www.metrotvnews.com/

e Analisis Handshake
Pada gambar diatas diketahui bahwa IP Source adalah 27.0.237.47 dan Port source

adalah 443, kemudian IP Destination adalah 172.20.10.2 dan Port Destination adalah
64110.




