Nama : Triana Lioni Putri
Nim  :09031281520089
Kelas :SIREG4A
Jaringan Komputer dan Komunikasi Data

Untuk melakukan analisis ini saya menggunakan 2 website internasional, yaitu www.instagram.com

dan www.ask.fm kemudian 2 website nasional, yaitu www.telkomsel.com dan www.go-jek.com

1. www.instagram.com

Analisis IP Address www.instagram.com

Wireless LAMN adapter Wireless Network Connection 3:

Connection—specific DNS Suffix
Link—-local IPvbt Address
IPv4 Address. . . . . .
Subnet Mask . . . . . .
Default Gatewawy . . . .

fefB::3dAa:2dBf :36d7:5hf 916
172.20.18.12

255255 .255.248

172.28.18.1

M 4 instagram.pcapng 2| @ |-t

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

@® RERe==FsZEBaaan
[WTapply = display fiter .. <Crl-/>- -] Expression...  +
No. Time Source Destination Protocol Length  Info —
373 11.327848  157.240.7.52 172.26.16.12 TLSv1.2 1454 Ignored Unknown Record
374 11.336643  157.240.7.52 172.20.10.12 TLSv1.2 1330 Ignored Unknown Record

1

1

TCP

378 11.851771  172.20.10.12 31.13.78.17 TCP 66 58589 » 443 [SYN] Seq=@ Win=8192 Len=@ M55=1466 WS=4 SACK_PEl

379 11.962968  31.13.78.17 172.26.18.12 TCP 66 443 > 58589 [SYN, ACK] Seq=® Ack=1 Win=4208 Len=0 M55=1400 WS=4 SACK PERM=1

380 11.963119  172.20.10.12 31.13.78.17 TCP 54 5@589 » 443 [ACK] Seq=1 Ack=1 Win=6580@ Len=0

381 11.966637  172.28.18.12 31.13.78.17 TLSw1.2 259 Client Hello L
382 12.8@9923  31.13.78.17 172.26.18.12 Tcp 54 443 » 58589 [ACK] Seq=1 Ack=206 Win=4484 Len=0 =
383 12.624101  31.13.78.17 172.20.10.12 TLSv1.2 1452 Server Hello =
384 12.864936  31.13.78.17 172.26.18.12 Tcp 1454 [TCP segment of a reassembled PDU]

385 12.865059  172.20.10.12 31.13.78.17 TcP 54 5@589 + 443 [ACK] Seq=206 Ack=2799 Win=6580@ Len=

386 12.884238  31.13.78.17 172.20.18.12 TLSv1.2 744 CertificateServer Key Exchange, Server Hello Done E
Differentiated Services Field: @xB@ (DSCP: (5@, ECN: Not-ECT) B

Total Length: 52
Identification: @xee25 (37)
Flags: @x02 (Don't Fragment)
Fragment offset: @
Time to live: 128
Protocol: TCP (6)
Header checksum: @xd768 [validation disabled]
[Header checksum status: Unverified]
Source: 172.20.10.12
Destination: 31.13.78.17
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Transmission Control Protocol, Src Port: 58589, Dst Port: 443, Seq: 8, Len: @ ~

m

2a ed 6a 37 5 64 ac bS 7d 79 59 ab 88 82 45 8@ *.j7.d.. }yV...E
@8 34 @B 25 49 B8 80 B6 d7 6B ac 14 Ba Bc 1f @d
4e 11 c5 9d @1 bb 7a 3b 98 G0 @0 Be 00 B2 50 02
20 80 59 e3 60 63 62 B4 85 b4 61 63 63 62 81 61
84 82

@ 7 ainstagram Packets: 15245 - Displayed: 15245 (100.0%) - Load time: 0:1.940 Profile: Default
| T

Pada gambar diatas tertera bahwa IP address source ialah 172.20.10.12 dan IP address
destinationnya ialah 31.13.78.17 yang menunjukkan bahwa destinationnya sudah ke

www.instagram.com. Kemudian untuk port dari source ialah 50589 dan port dari destinationnya
ialah 443



http://www.instagram.com/
http://www.ask.fm.com/
http://www.telkomsel.com/
http://www.go-jek.com/
http://www.instagram.com/
http://www.instagram.com/
http://www.instagram.com/

Analisis handshake www.instagram.com

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AW ® UERE Ac22F 1= DRAARE
= [X] ] Expression...  +

No. Time Source Destination Protocol Length  Info e
383 12.624101  31.13.78.17 172.20.10.12 TLSv1.2 1452 Server Hello R
384 12.864936  31.13.78.17 172.20.16.12 TCP 1454 [TCP segment of a reassembled PDU]
385 12.065059  172.20.10.12 31.13.78.17 TCP 54 50589 + 443 [ACK] Seq=206 Ack=2799 Win=6582@ Len=0
386 12.884238  31.13.78.17 172.20.10.12 TLSv1.2 744 CertificateServer Key Exchange, Server Hello Done
387 12.144254  172.26.10.12 31.13.78.17 TLSv1.2 188 Client Key Exchange, Change Cipher Spec, Hello Request, Hello Request
388 12.181978  31.13.78.17 172.20.10.12 TCP 54 443 > 50589 [ACK] Seq=3489 Ack=332 Win=4528 Len=@
389/12.196604  31.13.78.17 172.20.10.12 TLSv1.2 312 New Session Ticket, Change Cipher Spec, Encrypted Message
390 12.400467 31.13.78.17 172.20.10.12 TLSV1.2 135 Application Data
391 12.48@596  172.20.10.12 31.13.78.17 TCP 54 58589 » 443 [ACK] Seq=332 Ack=3828 Win=64768 Len=B

12.607794  172.20.10.12 117.18.237.29 489 Request

395 12.686366  172.20.10.12 31.13.78.17 TCP 54 50590 + 443 [ACK] Seq=1 Ack=1 Win=6588@ Len=@

Frame 389: 312 bytes on wire (2496 bits), 312 bytes captured (2496 bits) on interface @

Ethernet II, Src: 2a:ed:6a:37:f5:64 (2a:ed:6a:37:5:64), Dst: LiteonTe_79:59:ab (ac:b5:7d:79:59:ab)
Internet Protocol Version 4, Src: 31.13.78.17, Dst: 172.28.18.12

Transmission Control Protocol, Src Port: 443, Dst Port: 50589, Seq: 3489, Ack: 332, Len: 258
Secure Sockets Layer

v www

ac bs 7d 79 59 ab 2a ed 6a 37 15
@1 2a d2 od 0 6@ fd 86 c7 81 1f
@c @1 bb c5 9d 83 8e fd 6e 7a
@4 6c =4 93 @0 8@ 16 @3 @3 @0 ca
@2 a3 @6 88 B de db Ff 71 2f bl
3c 5b 25 78 @3 93 B7 38 ca 46 59

s e
238338

DELUNES

®
&

JEY)L LR

|| Profile: Defautt

@ 7 Transmission Centrol Protocol: Pratocol || Packets: 15245 - Displayed: 14545 (95.4%) - Load time:

Pada gambar diatas tertera bahwa IP Source nya ialah 31.13.78.17 dan Port sourcenya 443,
kemudian IP Destination nya 172.20.10.12 dan Port Destinationnya 50589


http://www.instagram.com/

2. www.ask.fm

Analisis IP Address www.ask.fm

Wireless LAN adapter Wireless Hetwork Connection 3:

Connection—specific DNS Suffix

Link-local IPve Address feBB::3dBa:-2dBf -36d7:5bf?216
IPu4 Address. . . . 172.20.18.12

Subnet Mask . . . . 255 255 .2585.248

Default Gateway . 172.28.18.1

M 3 askimpcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

@® RE ] R ]} QQ
(W Tapply = display fiter ... <Ctrl- | Expression...  +
No. Time Source Destination Protocol Length Info -
84 16.854707 LiteonTe 79:59:ab Broadcast ARP 42 Who has 172.26.18.1? Tell 172.20.18.12
85 16.858172  2a:ed:6a:37:f5:64 LiteonTe_79:59:ab ARP 42 172.20.10.1 is at 2a:ed:6a:37:f5:64
86 17.380819  172.26.18.1 172.20.18.12 DHS 66 Standard query response Bxdef3 Server failure A ask.fm —
87 17.426666  172.20.18.12 172.20.10.15 NBNS 92 Name query NB ASK.FMcBB> i
88 15.189112  172.20.10.12 172.20.10.15 nBNS 92 Name query NB ASK.FMcoR>
89 18.953412  172.20.18.12 172.20.16.15 NENS 92 Name query NB ASK.FMcBB>
90 19.741372  172.20.10.12 172.20.10.1 DHS 70 Standard query @xasdf A www.ask.fm
91 19.741372  172.26.16.12 172.20.18.1 DHS 66 Standard query @x9a48 A ask.fm
92 19.854117  172.20.18.1 172.20.10.12 DHS 198 Standard query response @xaSdf A www.ask.fm A 193.138.77.140 A 193.138.77.141 A 193.138.77.142 A 193.1.
93 19.857322 _ 172.20.10.12 193.138.77.140 TcP 66 50080 - B0 [SYN] Seq=6 Win-B19Z Len-@ M55-1460 WS=4 SACK PERM-1
94 19.858245  172.20.16.1 172.20.16.12 DHS 194 Standard query response @x3a4@ A ask.fm A 193.133.77.146 A 193.138.77.147 A 193.138.77.148 A 193.138.7..
95 19.861573  172.20.10.12 172.20.10.1 DHS 70 Standard query @x4a03 A www.ask.fm
96 19.863125  172.20.18.12 172.20.18.1 DHS 66 Standard query @x98bc A ask.fm
97 19.863768  172.20.10.1 172.20.10.12 DHS 198 Standard query response Bx4203 A www.ask.fm A 193.138.77.140 A 193.138.77.141 A 193.138.77.142 A 193.1. <
Differentisted Services Field: @x0@ (DSCP: CS@, ECN: NOt-ECT) -

Total Length: 52
Identification: Bxdcdf (19673)
Flags: @x82 (Don't Fragment)
Fragment offset: @
Time to live: 128
Protocol: TCP (6)
Header checksum: OxeSad [validation disabled]
[Header checksum status: Unverified] =
Source: 172.20.16.12
Destination: 193.138.77.140
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Transmission Control Protocel, Src Port: 50080, Dst Port: 86, Seq: @, Len: @ =

2a ed Ga 37 5 64 ac b5 7d 79 59 ab 8 @2 45 82 *.j7.d.. }yY...E.
@0 34 4c df 40 B2 80 @6 €8 ad ac 14 Ba Bc cl Ba  .4L.@... .
4d 8c c3 a0 00 50 42 f7 ba f4 00 00 @0 @2 8@ 82 M....PB. .
20 00 C3 82 60 B2 B2 64 85 b4 81 63 63 62 1 ol
e4 @2

@ 7 3zasdm Packets: 29668 - Displayed: 29668 (100.0%) * Load Profile: Default

13/04/2017

Pada gambar diatas tertera bahwa IP address source ialah 172.20.10.12 dan IP address
destinationnya ialah 193.138.77.140 yang menunjukkan bahwa destinationnya sudah ke
www.ask.fm Kemudian untuk port dari source ialah 50080 dan port dari destinationnya ialah 80


http://www.ask.fm/
http://www.ask.fm/
http://www.ask.fm/

Analisis handshake www.ask.fm

M 3 askfmpcapng "
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ LERBIRe=>EFiBaa]HE
[
No. Time Source Destination Protocol Length Info
178 31.218514 172.20.18.12 23.41.75.27 TCP 54 50083 » 80 [ACK] Seq=1 Ack=1 Win=6580@ Len=0
179 31.232196 172.20.18.12 23.41.75.27 ocsp 484 Request
181 31.286547 23.41.75.27 172.20.10.12 TCP 54 80 » 50883 [ACK] Seq=1 Ack=431 Win=4628 Len=0
182 31.3287@7 23.41.75.27 172.208.18.12 TCP 1454 [TCP segment of a reassembled PDU]
183 31.3207@9 23.41.75.27 172.20.18.12 TCP 182 [TCP segment of a reassembled PDU]
184 31.320860 172.20.18.12 23.41.75.27 TCP 54 50083 » 80 [ACK] Seq=431 Ack=1449 Win=6580@ Len=0
185 31.386712 23.41.75.27 172.208.18.12 ocsp 381 Response
186 31.405068 172.20.10.12 193.138.77.146 TLSV1.2 627 Application Data
187 31.4668784 193.138.77.146 172.208.18.12 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message
188 31.461102 193.138.77.146 172.20.18.12 TCP 54 443 -+ 50082 [ACK] Seq=3108 Ack=891 Win=5088 Len=0
189 31.604305 172.20.18.12 23.41.75.27 TCP 54 50083 » 80 [ACK] Seq=431 Ack=1776 Win=65472 Len=0
19@ 31.713143 193.138.77.146 172.208.18.12 TCP 1454 [TCP segment of a reassembled PDU]
191 31.713263 172.20.10.12 193.138.77.146 TCP 54 50082 + 443 [ACK] Seq=891 Ack=4508 Win=6580@ Len=@
192 31.748466 193.138.77.146 172.208.18.12 TCP 114 [TCP segment of a reassembled PDU] -
Total Length: 91 -

Identification: exseaf (24233)
b Flags: @xae

Fragment offset: o

Time to live: 253

Protocol: TCP (6)

Header checksum: ex99be [validation disabled]

[Header checksum status: Unverified]

Source: 193.138.77.146

Destination: 172.20.19.12

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]
b Transmission Control Protocol, Src Port: 443, Dst Port: 50082, Seq: 3857, Ack: 318, Len: 51
b Secure Sockets Layer =

i

2000 ac b5 7d 79 59 ab 2a ed 6a 37 f5 64 88 @0 45 @@ ..}yY.*. j7.d
6910 @8 5b Se af 8@ 8@ fd 86 99 b8 cl 8a 4d 92 ac 14

4020 @a @c @1 bb c3 a2 ff e7 6@ 14 54 12 ad le 5@ 18
2030 @4 69 ab 9a @@ 0@ 14 B3 @3 @8 01 @1 16 @3 03 00
6045 28 a8 25 6f b2 ae 1@ b7 9a b6 73 11 13 66 5@ d4
G050 14 49 78 e8 42 f5 ed 19 36 82 74 85 d3 31 b7 91

@ 7 Transmission Cantrol Protocol: Protacol

Pada gambar diatas tertera bahwa IP Source nya ialah 193.138.77.146 dan Port sourcenya 443,
kemudian IP Destination nya 172.20.10.12 dan Port Destinationnya 50082


http://www.ask.fm/

3. www.telkomsel.com

Analisis IP Address www.telkomsel.com

Wireless LAN adapter Wireless Hetwork Connection 3:

Connection—specific DNS Suffix
Link-local IPve Address

IPv4 Addres=z. . . .

Subnet Mask . . . .

Default Gateway .

feBB@::3dBa:2d8f :36d7:5hf 16
172.20.18.12

255.255.255.248

172.20.18.1

M 1pcapng =) s S|
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

RE Rex=ZzFiszBaaan

No. Time Source Destination Protocol Length Info
3708 135.481499 157.248.7.35 172.20.10.12 TLSV1.2 227 Application Data
3700 135.482183 172.217.24.78 172.20.10.12 TLSV1.2 297 Application Data, Application Data, Application Data, Applicatioen Data
3710 135.493770 172.20.10.12 104.20.86.108 TLSV1.2 105 Change Cipher Spec, Hello Request, Helle Request
3711 135.552074 104.20.86.108 172.20.10.12 Tcp 54 443 > 49496 [ACK] Seq=153 Ack=569 Win=4768 Len=0
3712 135.580199 172.20.10.12 172.217.24.78 TLSV1.2 100 Application Data
3713 135.633620 172.217.24.78 172.20.10.12 Tcp 54 443 > 49375 [ACK] Seq=6134 Ack=2799 Win=26552 Len=g
3714 135.727272 172.20.10.12 157.246.7.35 Tcp 54 49371 > 443 [ACK] Se

Total Length: 41 -
Identification: 6x0968 (2312)
Flags: @x02 (Den't Fragment)
Fragment offset: @
Time to live: 128
Protocol: TCP (6)
Header checksum: @xaldd [validation disabled]
[Header checksum status: Unverified]
Source: 172.20.16.12
Destination: 202.3.288.158
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Transmission Control Protocol, Src Port: 49499, Dst Port: B0, Seq: 968, Ack: 10128, Len: 1
Data (1 byte) =

]

2a ed 6a 37 5 64 ac b5 7d 79 59 ab @8 @@ 45 @8  *.j7.d.. }yY...E.

@0 29 69 B8 40 B@ 88 86 al B4 ac 14 Ba @c ca B3 @ - -
de 9e cl 52 @0 5¢ ce 4b 4 5f bf cd 86 e4 58 10 ...R.P.K .
3e e6 55 2a 0 92 0@ PR
@7 1 Packets: 29625 - Displayed: 23625 (100.0%) - Load time: 0:5.529 Profile; Defauit
e ey

Pada gambar diatas tertera bahwa IP address source ialah 172.20.10.12 dan IP address
destinationnya ialah 202.3.208.158 yang menunjukkan bahwa destinationnya sudah ke

www.telkomsel.com Kemudian untuk port dari source ialah 49490 dan port dari destinationnya
ialah 80



http://www.telkomsel.com/
http://www.telkomsel.com/
http://www.telkomsel.com/

analisis hanshake www.telkomsel.com

M lpcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN ® UERBIRe>=F 8= Daaan
[
No. Time Source Destination Protocol Length Info

Expression...  +

294.. 4@9.644098 172.20.10.12 104.20.86.108 TCP 66 49768 + 3@ [SYN] Seq=@ Win=8192 Len=B MS55=146@ WS=4 SACK PERM=1

. 489.767365 172.20.18.12 164.20.86.108 TCR 54 49767 =+ 443 [ACK] Seq=1 Ack=1 Win=65888 Len=0
. 409.715554 104.20.86.108 172.20.10.12 TcP 66 80 + 49708 [SYN, ACK] Seq=8 Ack=1 Win=4200 Len=0 MSS=1400 WS=4 SACK_PERM-1
. 409.715695 172.20.18.12 104.20.86.108 TCP 54 49788 » 80 [ACK] Seq=1 Ack=1 Win=65808 Len=6
. 409.730885 172.20.10.12 164.20.86.108 TLSvi.2 571 Client Hello
. 4089.877213 104.20.86.108 172.20.10.12 TCP 54 443 + 49707 [ACK] Seq=1 Ack=518 Win=4716 Len=@
489.577220 164.26.86.108 172.20.16.12 TLSvi.2 286 Server tello, Change Cipher Spec, Encrypted Hessage —
. 409.935774 172.20.18.12 164.20.86.108 Tlsvi 2 165 Change Cipher Spec, Hello Request, Hello Request
. 409.996513 104.20.86.108 172.20.10.12 TP 54 443 - 49707 [ACK] Seq=153 Ack=569 Win=4768 Len=0 —
. 418.210458 172.20.18.12 172.217.24.78 TLSvi.2 392 Application Data
410.210659 172.20.10.12 172.217.24.78 TLSvi.2 435 Application Data
. 418.390889 172.217.24.78 172.20.10.12 TCP 54 443 + 49375 [ACK] Seq=18273 Ack=28292 Win=128524 Len=@
... 8181 = Header Length: 20 bytes (5) -

Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 192

Identification: @x87bb (34747)

Flags: @xe0

Fragment offset: @

Time to live: 253

Protacol: TCP (6)

Header checksum: @xcodb [validation disabled]
[Header checksum status: Unverified]

Source: 104.20.86.168

Destination: 172.20.10.12

[Source GeoIP: Unknown]

m

[Destination GeoIP: Unknown] <
GEGEac b5 7d 79 59 ab 2a ed  6a 37 15 64 @8 00 45 08 i a
0012 @8 o 87 bb 08 80 fd 86 ¢ db 68 14 56 6c ac 14
9026 @a Bc @1 bb c2 2b bb 98 55 9d 75 da bf da 58 18
9030 @4 9b 00 66 ©@ B0 16 @3 @3 08 60 02 B0 0@ Sc 03
9040 @3 92 cc 65 aa 2d 03 a3 dB 3c 6a Ba Se 2b cc le
9050 6 4e 4b 1a f3 fd b8 a5 b2 bf e cf 98 b2 b8 28 i
@ 7 Transmission Control Protocol; Pratocol || Packets: 29525 - Displayed: 28748 (97.0%) - Load time: 0:4.565 || Profile: Defautt

Pada gambar diatas tertera bahwa IP Source nya ialah 193.138.77.146 dan Port sourcenya 443,
kemudian IP Destination nya 172.20.10.12 dan Port Destinationnya 50082


http://www.telkomsel.com/

4, www.go-jek.com

analisi IP address www.go-jek.com

Wireless LAN adapter Wireless Hetwork Connection 3:

Connection—specific DNS Suffix
Link-local IPve Address

IPv4 Addres=z. . . .

Subnet Mask . . . .

Default Gateway .

feBB@::3dBa:2d8f :36d7:5hf 16
172.20.18.12

255.255.255.248

172.20.18.1

M 5 gojekpeapng

File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help
@® RE ] R ]} QQ
(T apply = display filter ... <Ctrl-, -] Expression . +
No. Time Source Destination Protocol  Length Info -
198 5.944745 172.20.16.12 172.20.16.1 DHS 78 Standard query 8x29b6 A go-jek.com
199 5.956600 188.138.17.210 172.20.10.12 TcP 66 86 > 51000 [SYN, ACK] Seq=0 Ack=1 Win=4200 Len=e MSS=14@0 WS=4 SACK_PERM=1 —
208 5.956775 172.28.16.12 188.138.17.218 Tcp 54 51808 ~ 88 [ACK] Seq=1 Ack=1 Win=65888 Len=8
201 5.959940 172.20.16.12 188.138.17.218 TcP 387 [TCP segment of a reassembled PDU]
202 5.960210 172.20.10.12 188.138.17.210 TcP 1454 [TCP segment of a reassembled PDU] ]
203 5.960217 172.20.16.12 185.135.17.218 HTTP 838 POST /cgi-bin/submitS0.cgi?1len=600807C0; 1d=E6A4FD2]6CFS4A4ECAFBECO630COF0BE7BA434FASFE5C383265433626DD74252...
204 5.989805 172.20.10.1 172.20.10.12 DNS 86 Standard query response @x29b6 A go-jek.com A 104.155.199.9
285 5.991968 172.26.16.12 184.155.199.9 TcP 66 51801 > 88 [SYN] Seq=8 Win=8192 Len=@ MSS=1468 WS=4 SACK_PERM=1
206 6.086715 188.138.17.218 172.20.10.12 TcP 54 80 + 51800 [ACK] Seq=1 Ack=334 Win=16692 Len=8
207 6.024289 188.138.17.210 172.20.10.12 TcP 54 80 - 58999 [FIN, ACK] Seq-104 Ack=2319 Win=6516 Len=8
288 6.024563 172.20.16.12 188.135.17.218 TcP 54 50999 + 80 [ACK] Seq=2319 Ack=185 Win=65696 Len=0
209 6.034795 104.155.199.9 172.20.10.12 TcP 66 88 > 51001 [SYN, ACK] Seq=0 Ack=1 Win=4200 Len=e MS5=14@0 WS=4 SACK_PERM=1 -

9100 .... = Version: 4
. 8101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 52
Identification: 8x282d (8237)
Flags: @x02 (Don't Fragment)
Fragment offset: @
Time to live: 128
Protocol: TCP (6)
Header checksum: @xf4dl [validation disabled] -
[Header checksum status: Unverified]
Source: 172.20.16.12
Destination: 104.155.199.9
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Transmission Control Protocol, Src Port: 51081, Dst Port: 80, Seq: @, Len: @

2a ed Ga 37 5 64 ac bs
@0 34 20 2d 40 B2 80 @6 f4 d1 ac 14 Ba Bc 68 9b
€7 @9 c7 39 90 50 83 b9 ce 7e 00 ©0 @0 @0 8@ 02
20 @0 Af 3 @0 62 62 64 85 b4 01 63 63 62 Bl ol
e4 @2

7d 79 59 ab @8 6@ 45 @@

) ¥  Header checksum status {ip.chedksum. status)

7 "Wie_oNe Pl

Pada gambar diatas tertera bahwa IP address source ialah 172.20.10.12 dan IP address
destinationnya ialah 104.155.199.9 yang menunjukkan bahwa destinationnya sudah ke www.go-
jek.com Kemudian untuk port dari source ialah 51001 dan port dari destinationnya ialah 80

Packets: 55687 - Displayed: 55687 (100.0%) * Load Profile: Default

13/04/2017



http://www.go-jek.com/
http://www.go-jek.com/
http://www.go-jek.com/
http://www.go-jek.com/

analisis handshake www.go-jek.com

M 5gojekpcapra. .

Capture  Analyze

File Edit View Go Statistics  Telephony  Wireless Tools Help
Am @ LERBIRe=>EFiBaa]HE
Nss Expression...  +
No. Time Source Destination Protocol  Length Info -
52721 227.786599 54.2308.156.33 172.20.10.12 TLSv1.2 1454 Application Data[TCP segment of a reassembled PDU]
52736 227.866833 54.238.156.33 172.20.10.12 TLSv1.2 1454 Application Data[TCP segment of a reassembled PDU]
52752 227.877806 54.230.156.33 172.20.10.12 TLSv1.2 1454 Application Data[TCP segment of a reassembled PDU]
52783 227.897114 54.238.156.33 172.26.18.12 TLSv1.2 1454 Application Data[TCP segment of a reassembled PDU]
52882 227.912738 54.238.156.33 172.28.18.12 TLSv1.2 1454 Application Data[TCP segment of a reassembled PDU]
| [ 52812 227.931043 54.238.156.33 172.20.18.12 TLSv1.2 210 Server Hello, Change Cipher Spec, Encrypted dshake Message
52818 227.933175 54.238.156.33 172.20.10.12 TLSv1.2 21@ Server Hello, Change Cipher Spec, Encrypted Handshake Message
52834 227.969142 54.230.156.33 172.20.10.12 TLSv1.2 1454 Application Data[TCP segment of a reassembled PDU]
52849 227.984947 54.238.156.33 172.26.18.12 TLSv1.2 1454 Application Data[TCP segment of a reassembled PDU]
52882 228.085941 172.28.18.12 74.125.280.139 TLSv1.2 358 Application Data
53098 228.196@95 172.20.18.12 54.230.156.33 TLSv1.2 185 Change Cipher Spec, Hello Request, Hello Request u
53182 228.196644 172.26.18.12 54.230.156.33 TLSv1.2 397 Application Data |~

... B181 = Header Length: 28 bytes (5)

Differentiated Services Field: @x8@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 196

Identification: 6x2464 (9316)

Flags: @xe0

Fragment offset: @

Time to live: 253

Protocol: TCP (6)

Header checksum: @xfa8 [validation disabled]

[Header checksum status: Unverified]

Source: 54.238.156.33

Destination: 172.20.16.12

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]

P Transmission Control Protocol, Src Port: 443, Dst Port: 51213, Seq: 1, Ack: 518, Len: 156
i Secure Sockets Layer

i

© @0 c4 24 64 @0 @@ Td @6 @f a8 36 e6 9c 21 ac 14
o @a Bc @1 bb c8 8d 67 89 12 3b ee 8c df 3a 5@ 18
@ @4 9b 1d bS 8@ 8@ 16 83 @3 08 64 B2 60 B2 60 83

@3 a7 da 51 @c d9 52 91 8@ 6T a5 6a 4c 96 34 aa .
61 b3 47 6e 76 7f 8d 7b @c 12 ec 139 72 Sb 81 7d  a.Gnw..{
88 20 96 @d @8 e5 Bf 16 42 d3 76 b6 f4 2e @e 5c . .

seezee
238338

() 7 Header checksum status {ip.checksum. status)

|| Packets: 55687 - Displayed: 2735 (4.9%) - Load time: 0:4.882 || profi

: Default

Pada gambar diatas tertera bahwa IP Source nya ialah 54.230.156.33 dan Port sourcenya 443,

kemudian IP Destination nya 172.20.10.12 dan Port Destinationnya 51213
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