Nama : M.Hengky Setiawan
NIM  :09031281520111

Kelas :SI4A

Analisis dengan wireshark

o  Website Dalam Negri

1. www.drp.go.id

& Capturing from Wi-Fi - ®
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

mde RE R &= s E&QaH
(M apply a display filter __ <Ctrl-/> ~ ] Expression... | +
No. Time Source Destination Protocol  Length Info ~

1 0.000000 10.176.14.58 74.125.200.113 QuIC 65 Payload (Encrypted), PKN: 10, CID: 295688032016@9833@4
2 8.257841 183.16.226.18  18.178.14.58 [TCP segment of a reassembled PDU]

4 8.234470 88 » 52115 [ACK] Seq=1 Ack=1 Win=54 Len=1468

6 8.321871 Payload (Encrypted), PKN: 9

8 ©.330598

11 .331188
13 ©.331685 16.178.14.58 163.16.220.18 52115 » 88 [FIN, ACK] Seq=1 Ack=4425 Win=256 Len=8
14 B.369885 163.16.226.16  16.173.14.58 TCP 68 88 » 52115 [ACK] Seq=4425 Ack=2 Win=54 Len=8
15 ©.369887 103.16.220.10  10.178.14.58 TCP 863 [TCP segment of a reassembled PDU]
«\- 16 8.370950 18.178.14.58 163.16.226.16 HTTP 426 GET /js/timeline.js HTTP/1.1
i 17 ©.392096 10.178.14.58 103.16.220.10 TCP 66 52121 » 8@ [SYN] Seq=@ Win=8192 Len=@ MS5=1460@ WS=256 SACK_PERM=1
; 18 ©.392549 18.178.14.58 183.16.228.18 TCP 66 52122 + 8@ [SYN] Seq=@ Win=8192 Len=@ MS5=1468 WS=256 SACK PER!
i 19 .392913 10.176.14.58 103.16.220.10 TCP 66 52123 + 8@ [SYN] Seq=0@ Win=8192 Len=@ MS5=1460 WS=256 SACK_PERM=
' 20 ©.393263 16.178.14.58 163.16.220.18 TCP 66 52124 » 8@ [SYN] Seq=@ Win=B192 Len=@ M55=1468 WS=256 SACK_PERM=1
1 21 .393681 16.178.14.58 163.16.226.16 TCP 66 52125 » 80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=256 SACK_PERM=1
: 22 ©.397991 16.176.14.58 163.241.4.2 DN 84 Standard query @xce97 A www.google-analytics.com
§ 23 §.458351 16.178.14.58 163.241.4.2 DNS 76 Standard query @x21a8 A jurnal.dpr.go.id v
Frame 16: 426 bytes on wire (34@8 bits), 426 bytes captured (3208 bits) on interface @ -~

Ethernet II, Src: HonHaiPr_36:38:03 (d8:5d:e2:36:38:83), Dst: Routerbo 21:98:1c (e4:8d:8c:21:98:1c)

Internet Protocol Version 4, Src: 10.178.14.58, Dst: 103.16.220.10

Transmission Control Protocol, Src Port: 52128, Dst Port: 88, Seq: 1, Ack: 5284, Len: 372

Hypertext Transfer Protocol v

8d 8c 21 98 1c d8 5d e2 36 38 B3 @5 @0 45

4 -~
@1 9c 73 54 48 @B 8B @6 2a @1 @a b2 @e 3a 67
dc @a cb 98 @@ 50 8c ed 2e 55 38 67 @7 bs 50
0o fd f6 el @0 @6 47 45 54 20 2f 6a 73 2f 74
6d 65 6c 69 Ge 65 2e 6a 73 2@ 48 54 54 58 2f
2e 31 od @a 48 6 73 74 3a 20 77 77 77 2e 64 ©

© 7 Frame (frame), 425 bytes Packets: 2363 * Displayed: 2363 (100.0%) Profile: Default



http://www.drp.go.id/

2. www.bps.com

A Capturing from Wi-Fi - X
File Edit View Go Capture Analyze Statisticc Telephony Wireless Tools Help
ma® RE ] &= = Qe
] Expression... | +
Source Destnation Protocel  Length  Info )
[ 1 0.600000 216.58.203.225  10.178.14.58 TCP 60 443 ~ 52183 [FIN, ACK] Seq=1 Ack=1 Win=335 Len=@
2 9.800512 18.178.14.58 216.58.203.225 ce 54 52183 » 443 [ACK] Seq=1 Ack=2 Win=258 Len=8
3 0.605189 203.123.61.123  16.178.14.58 ssL 1078 Continuation Data
4 0.056376 10.178.14.58 203.123.61.123 Tce 54 52189 -+ 443 [ACK] Seq=1 Ack=1025 Win=64240 Len=@
5 8.143576 203.123.61.123  18.178.14.58 ssL 1514 Continuation Data
6 0.147600 203.123.61.123  10.178.14.58 ssL 1078 Continuation Data
7 0.196326 10.178.14.58 203.123.61.123 Tce 54 52184 - 443 [ACK] Seq=1 Ack=1461 Win=64248 Len=0
& 0.200334 16.178.14.58 203.123.61.123 Tcp 54 52189 + 443 [ACK] Seq-1 Ack=2049 Win=63216 Len=a
9 0.328198 203.123.61.123  10.178.14.58 ssL 1514 Continuation Data
16 8.328454 203.123.61.123  10.178.14.58 ssL 1514 Continuation Data
11 0.328537 10.178.14.58 203.123.61.123 Tcp 54 52184 > 443 [ACK] Seq=1 Ack=4381 Win=64248 Len=0
12 0.330607 203.123.61.123  10.178.14.58 ssL 1078 Continuation Data
13 0.381611 16.178.14.58 203.123.61.123 Tcp 54 52189 + 443 [ACK] Seq=1 Ack=3873 Win=64248 Len=0
14 0.445244 203.123.61.123  10.178.14.58 ssL 1514 Continuation Data
15 8.445586 203.123.61.123  10.178.14.58 ssL 1514 Continuation Data
16 0.445663 16.178.14.58 203.123.61.123 Tcp 54 52184 » 443 [ACK] Seq=1 Ack=7381 Win=64248 Len=0
17 0.448123 203.123.61.123  10.178.14.58 ssL 1078 Continuation Data
18 8.501653 18.178.14.58 283.123.61.123 cp 54 52189 + 443 [ACK] Seq-1 Ack=2897 Win=63216 Len=2
19 9.534537 203.123.61.123  10.178.14.58 ssL 1514 Continuation Data
20 8.534773 203.123.61.123  10.178.14.58 ssL 1514 Continuation Data
21 0.534363 16.178.14.58 203.123.61.123 Tcp 54 52184 > 443 [ACK] Seq=1 Ack=10221 Win=64248 Len=0
22 0.535277 203.123.61.123  10.178.14.58 ssL 1514 Continuation Data
23 8.581252 203.123.61.123  18.178.14.58 ssL 1878 Continuation Data v
Frame 1: 60 bytes on wire (430 bits), 60 bytes captured (438 bits) on interface ©
Ethernet II, Src: Routerbo_21:90:1c (e4:8d:8c:21:96:1c), Dst: HonHaiPr_36:38:03 (d3:5d:e2:36:38:03)
Internet Protocel Version 4, Src: 216.58.283.225, Dst: 18.178.14.58
Transmission Control Protocol, Src Port: 443, Dst Port: 52183, Seq: 1, Ack: 1, Len: @
d8 5d =2 36 38 @3 =4 8d 8c 21 9@ 1c 08 0@ 45 08
00 28 Ff d5 80 00 36 86 <7 2 d8 3a cb el 0a b2
e 3a B1 bb cb d7 f9 3d 57 1a 5a T8 df 7c 58 11
@1 af 99 1c B0 @0 00 00 ©0 60 00 00
@ 7 wiFi: <live capture in progress > Packets: 620 * Displayed: 620 (100.0%) Profile: Default

e  Website Luar Negri

1. www.facebook.com (31.13.78.35)

& Capturing from Wi-Fi - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

RE ] e= 4z EQaa8qm
~] Expression... | +
Source Destination Protocol  Length  Info ~
r 1 0.000008 13.167.4.50 16.178.14.58 Tce 1514 88 » 52222 [ACK] Seq=1 Ack=1 Win=54 Len=1466
2 0.012815 16.178.14.58 13.167.4.50 TcP 54 52222 > 88 [ACK] Seg=l Ack=1461 Win=256 Len=0
3 0.013038 10.178.14.58 13.167.4.50 TCP 54 52213 + 8@ [ACK] Seq=1 Ack=1 Win=256 Len=0
4 0.822454 13.167.4.50 16.178.14.58 Tce 1514 8@ + 52213 [ACK] Seq=1 Ack=1 Win=54 Len=1468
5 0.045364 13.167.4.50 10.178.14.58 TCP 1514 80 > 52219 [ACK] Seq=1 Ack=1 Win=54 Len=1460
6 8.059753 16.178.14.58 13.167.4.50 TCP 54 52213 + 8@ [ACK] Seg=1 Ack=1461 Win=256 Le

8 0.068278 10.178.14.58 13.167.4.50 TCP 66 52219 + 8@ [ACK] Seq=1
9 0.091828 13.167.4.50 16.178.14.58 Tce 1514 86 + 52227 [ACK] Seq=1 Ack=1 Win=54 Len=1468
10 8.891155 16.178.14.58 13.167.4.50 e 66 52227 » B8 [ACK] Seq=l Ack=4294964377 Win=256 Len=8 SLE=1 SRE=1461
11 0.113727 13.167.4.50 10.178.14.58 TcP 1514 86 - 52222 [ACK] Seq=1461 Ack=1 Win=54 Len=1458
12 0.136679 13.167.4.50 16.178.14.58 e 1514 86 + 52222 [ACK] Seq=2021 Ack=1 Win=54 Len=1456
13 9.136751 10.178.14.58 13.167.4.50 TcP 54 52222 + 88 [ACK] Seq=1 Ack=2381 Win-256 Len=0
14 0.159422 13.167.4.50 16.178.14.58 Tce 1514 86 + 52213 [ACK] Seq=1461 Ack=1 Win=54 Len=14568
15 0.182520 13.107.4.50 16.178.14.58 Tcp 1514 80 + 52222 [ACK] Seq=4381 Ack=1 Win=54 Len=1450
16 0.184787 16.178.14.58 13.167.4.50 TcP 54 52222 > 88 [ACK] Seq=1 Ack=5841 Win=256 Le
17 0.185238 16.178.14.58 13.167.4.50 e 54 52213 + 88 [ACK] Seg=1 Ack=2921 Win=256 Len=0
18 0.205169 13.167.4.50 10.178.14.58 TcP 1514 86 » 52222 [ACK] Seq=5841 Ack=1 Win=54 Len=1466
19 0.216024 16.178.14.58 13.167.4.50 TCP 54 52222 + 88 [ACK] Seg=l Ack=7381 Win=256 Len=0
20 0.228062 13.167.4.50 16.178.14.58 e 1514 86 » 52213 [ACK] Seq=2921 Ack=1 Win=54 Len=1456
21 0.262909 10.178.14.58 13.167.4.50 TCP 54 52213 + 8@ [ACK] Seg=1 Ack=4381 Win=256 Len=0
22 9.404943 13.167.4.50 16.178.14.58 Tce 1514 86 + 52215 [ACK] Seq=1 Ack=1 Win=54 Len=1468
23 0.404949 13.167.4.50 10.178.14.58 TcP 1514 80 » 52223 [ACK] Seq=1 Ack=1 Win=54 Len=1460 o
Frame 1: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface @
Ethernet II, Src: Routerbo 21:90:1c (e4:8d:8c:21:96:1c), Dst: HonHaiPr 36:38:03 (d8:5d:e2:36:38:03)
Internet Protocol Version 4, Src: 13.167.4.50, Dst: 10.178.14.58
Transmission Control Protocol, Src Port: 88, Dst Port: 52222, Seq: 1, Ack: 1, Len: 1468
d8 5d e2 36 38 63 e4 8d Bc 21 90 1c 65 0@ 45 09 ~
85 dc f9 cf 48 88 3= @6 12 c4 ©d 6b 84 32 @a b2
@e 3a 8@ 5@ cb fe 98 92 d3 6d 14 d8 o 4F 50 19
80 36 87 7e 60 60 Ga Ge 91 37 ee 61 e4 f@ 7c T
bd de 78 cf f@ dd c@ =6 27 bb bd 1b 67 1d c@ @b
57 7d 18 c7 ba fd 11 1lc el 69 33 9f 93 6a 06 94 v

@ 7 WiFi: <live capture in progress > Packets:

137 (100.0%) Profile: Default



http://www.bps.com/
http://www.facebook.com/

http

A iR - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
i . @® o R R &= Z = QRQaH
[ [http = | Expression... | +
No. Time Source Destination Protocol  Length Info =0
1 0000000 £e80: :d1d4:6b35:3bd.. FFB2::c ubp 1052 50805 » 3702 Len=930 —
3612 86.945743 18.102.225.184 31.13.78.13 TLSvi.2 294 Application Data
86.939024 31.13.78.13 10.102.225.184 TLSv1.2 171 Application Data

54 TL 2
76.975948 .13.78.13 .182.225.184 TLSv1.2 118 Application Data —
3389 76.779974 31.13.78.13 10.102.225.184 TLSv1.2 1306 Application Data
76. .13.78.13 10.102.225.184 TLSV1.2 96 Application Data

[TCP Spuri ]

3363 76.145823 19.182.225.184 31.13.78.13 TLSv1.2 311 Application Data

3362 76.139950 31.13.78.13 10.102.225.184 TLSv1.2 182 Application Data
3358 75.894615 31.13.78.13 10.102.225.184 TLSv1.2 112 Application Data
2667 51.484425 23.66.243.43 10.102.225.184 TLSV1.2 88 Encrypted Alert
2567 47.477699 157.248.7.26 10.102.225.184 TLSV1.2 1464 Ignored Unknown Record
2506 47.477697 157.248.7.26 10.102.225.184 TLSV1.2 1464 Ignored Unknown Record
2505 47.477697 157.248.7.26 10.102.225.184 TLSV1.2 1464 Ignored Unknown Record
563 47,453251 157.248.7.26 10.102.225.184 TLSv1.2 1464 Ienored Unknown Record
Frame 3612: 294 bytes on wire (2352 bits), 294 bytes captured (2352 bits) on interface @ ~

Ethernet II, Srec: Azurewav_6e:ad:1b (88:a5:89:6e:a9:1b), Dst: Dell 44:8a:74 (B@:1e:c9:44:8a:74)
Internet Protocol Version 4, Sre: 10.102.225.184, Dst: 31.13.78.13
Transmission Control Protocol, Src Port: 51921, Dst Port: 443, Seq: 14429, Ack: 1474, Len: 246

@8 le c9 44 3a 74 88 a5 89 6e ad 1b BF B8 45 @B
@1 18 1c 13 40 @2 8@ @6 84 94 @a 66 1 bs 1f d
4e Bd ca d1 81 bb 32 de 51 dd4 62 ed a9 66 50 13
@0 ff 4d 58 6@ @@ 17 @3 ©3 60 eb 60 0@ 00 0@ @D
@9 8@ 4= a9 9f ad 4c 5c 5a a3 ca 55 45 56 b6 42
fd 47 1d c1 e5 a8 6d 2c 15 61 ec 49 93 8b 15 11
4f 3b ce 52 12 €1 48 3d b4 53 43 78 @3 89 dB b5
d7 bb 87 al 17 49 7f 12 9c a3 9c d7 @5 7d ad 28
9e 78 @a 6@ bc 32 16 e4 8 71 dé 61 3@ by 30 d9
@e 21 33 4a 7d f5 cl db 9c €8 9a 6@ =4 fa 4b bd
le 37 ed 88 11 c@ 2d 5b 4b 53 c1 80 48 91 @d 3
b2 ae 3f 71 88 ed a6 c5 4 ce 4a 39 dc d7 28 78
5e 38 ¢5 11 19 59 8 fd 34 37 4d &7 23 9d &9 @c

o 2a390(x
. AT v

7 wireshark_1DA2FEG3-A1DC-4D IF-9178-CE40AD93D 257_20170413110500_a04304 Packets: 5867  Displayed: 5867 {100.0 Profile: Default

isi dari ss tcp

M WiFi -
File Edit Yiew Go Capture Analyze Statistics Telephony Wireless Tools Help

=

dm 2@ ERERe2EFTLII EQAaQaH
[ Thtto ] ~| Expression . +

No. Time Source Destination Protocol  Length Info
1 6.800800 fe88::d1d4:6b35: 3bd.. F1B2::c upp 1052 50805 -+ 3782 Len=038
3612 86.945743 10.102.225.184 31.13.78.13 TLSv1.2 294 Application Data
3611 86.939924  31.13.78.13 10.182.225.184 TLSvi.2 171 Application Data
118 [TCP
3392 76.975948 31.13.78.13 10.102.225.184 TLSvi.2 118 Application Data
9 76.779974 1.1 1 10.102.225.154 TLSv1 130 Apolication Data v
Internet Protocol Version 4, Src: 10.102.225.184, Dst: 31.13.78.13 ~
v Transmission Control Protacol, Src Port: 51921, Dst Port: 443, Seq: 14429, Ack: 1474, Len: 248
Source Port: 51921
Destination Port: 443
[Stream index: 7]
[TCP Segment Len: 248]
Sequence number: 14420  (relative sequence number)
[Next sequence number: 14669  (relative sequence number)]
Acknowledgment number: 1474  (relative ack number)
Header Length: 20 bytes
Flags: 6xB18 (PSH, ACK)
uindow size value: 255
[Calculated window size: 255]
[Window size scaling factor: -1 (unknown)]
Checksum: @x4dS8 [unverified]
[Checksum Status: Unverified]

9026 4e @d ca d1 01 bb EPICTMSNLL 62 €9 a9 66 50 18
@0 £ 4d 58 68 03 17 3 03 00 cb 0B B0 @0 00 00
80 86 4e a9 9f ad 4c 5c 5a a3 ca 55 45 56 b6 4a
fd 47 1d c1 e5 a8 6d 2c 15 61 ec 49 93 Bb 15 11
4f 3b ce 52 12 €1 40 3d b4 53 43 78 03 89 d8 bs
d7 bb 87 al 17 43 7f 12 9c a3 9c d7 @5 7d ad 28
9e 78 8a 68 bc 32 16 e4 fe 71 d6 61 89 b9 80 d9
@e 21 33 42 7d f5 c1 db 9c B 9a 68 e4 fa 4b bs
le 37 ed 83 11 cB 2d 5b 4b 53 cl 88 45 91 6d c3
b2 ae 3f 71 BB ed ab c5 f4 ce 4a 39 dc d7 28 78
Se 38 ¢5 11 19 59 f8 fd 34 37 4d &7 23 9d €9 oc
18 fa 6c fc 45 4e c7 f2 2d af e3 94 7e d1 61 ba .
bS5 98 a6 78 74 78 c7 79 d5 79 61 @c e5 73 6B e4  ...ptp.y .ya..sh. v

>

O ¥  sequence number (tcp.seq), 4 bytes Packets: 5867 * Displayed: 5867 (100.0%) Profile: Default




- isidariss IP

M ~wi-Fi -
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
L ® = Q &= = = ® Qe
[ [http = | Expression...
No. Time Source Destination Protocl  Length Info
1 0000000 fes80::d1d4:6b35:3bd.. FF02::c uop 1052 50805 » 3702 Len=930
3612 86.945743 16.102.225.184 31.13.78.13 TLSv1.2 294 Application Data

3611 56.939024 31.13.78.13 10.102.225.184 TLSv1.2 171 Application Data

3392 76.975948 31.13.78.13 10.102.225.184 TLSv1.2 118 Application Data
9 76.779974 513l 1 10,102,225, 184 TLSVL 130 Apnlication Data

v Internet Protocol Version 4, Src: 18.162.225.184, Dst: 31.13.78.13
2100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: €S8, ECH: Not-ECT)
Total Length: 280
Identification: @xlcl3 (7187)
Flags: @x@2 (Don't Fragment)
Fragment offset: @
Time to live: 128
protocol: TCP (6)
Header checksum: @xB8494 [validation disabled]
[Header checksum status: Unverified]
Source: 12.102.225.184
Destination: 31.13.78.13
[Seurce GeoIP: Unknown]
[Destination GeoIP: Unknown]

8812 @1 18 1c 13 L2 @@ 88 @6 84 94 @a 66 el bs 1f ad
4e ®d ca dl @1 bb 32 de 51 d4 62 €9 a9 66 50 18 .
@0 ff 4d 55 60 B2 17 @3 ©3 60 eb 60 B0 08 06 @O . .MX.. R
@8 B0 4e a9 9f ad 4c 5c 5z a3 ca 55 45 56 b6 4a  ..N...L\ Z..UEV.]
fd 47 1d c1 e5 a8 6d 2c¢ 15 61 ec 49 93 8b 15 11 .G....m, .a.I.
4f 3b ce 52 12 el 48 3d b4 53 43 73 83 89 d8 bS
d7 bb 87 al 17 49 7f 12 9c a3 9c d7 @5 7d ad 28
9¢ 7@ @a 6@ bc 32 16 =4 @ 71 dé 61 8@ ba se do
@e 21 33 4a 7d f5 cl db 9c eS8 9a 6@ e4 fa 4b b3
le 37 ed 88 11 c@ 2d 5b 4b 53 c1 8@ 48 91 @d 3 ..
b2 ae 3f 71 88 ed a6 c5 4 ce 4a 39 dc d7 28 78 ..2q.. 39, (%
Se 38 ¢5 11 19 59 8 fd 34 37 4d e7 23 9d e9 @c  "B...Y.. 47M.#...
18 fa 6c fc 45 4e ¢7 f2 2d af €3 94 7e d1 61 ba  ..L.EN.. -...~.a.

.2, Q.b..fP.

v

O 7 Flags (3bits) fip.flage), 1byt= Packets: 5867 * Displayed: 5867 (100.0°

www.twitter.com(104.244.42.129)

A Capturing from Wi-Fi - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ma® RE Q&= = ]RQAE
Ctl- ] Expression... | +
Source Destination Protocol  Length Info -
1 6.660800 XiamomiCo fl:e@:11  Broadcast ARP 56 Who has 18.182.224.1852 Tell 10.182.224.208
2 8.865211 184.244.26.231 10.102.225.184 ssL 1514 Continuation Data
3 0.005212 104.244.46.231 10.102.225.184 ssL 1514 Continuation Data
4 9.005212 164.244.46.231 10.102.225.184 ssL 1514 Continuation Data
5 6.665214 164.244.46.231 10.102.225.184 ssL 1514 Continuation Data
6 0.805261 10.102.225.184 104.244.46.231 TCP 54 52172 » 443 [ACK] Seq=1 Ack=5841 Win=256 Len=@
7 6.897278 16.182.225.78 10.102.239.255 NBNS 92 Name query NB SFMPRORZZE<G>
8 0.995940 10.102.225.78 10.102.239.255 NBHNS 92 Name query NB ZGBLDSKQKU<@®>
9 6.161139 16.182.225.78 224.0.8.252 LLMNR 78 Standard guery @xd326 A sfmprorzze
10 0.101140 10.102.225.78 224.9.0.252 LLMNR 70 Standard query @x3f95 A zgbldskgku
11 .101148 feB8::95d8:6c4b:931., FB2::1:3 LLMNR 98 Standard guery @x3f95 A zgbldskgku
12 0.121397 104.244.46.231 10.102.225.184 ssL 1514 Continuation Data
13 .161063 164.244.46.231 10.102.225.184 ssL 1514 Continuation Data
14 0.161111 10.102.225.184 104.244.46.231 TCP 54 52172 + 443 [ACK] Seq=1 Ack=8761 Win=256 Len=a
15 ©.200487 18.182.225.78 10.182.239.255 NBHNS 92 Name query NB LAPSULINTY<@8>
16 ©.260468 fe86::95d8:6c4b:931.. F02::1:3 LLMNR 96 Standard query @xeds4 A lapsuljnty
17 ©.205331 104.244.46.231 10.102.225.184 ssL 1514 Continuation Data
18 ©.242225 164.244.46.231 10.102.225.184 ssL 1514 Continuation Data

Frame 1: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
Ethernet II, Src: XiaomiCo fl:e@:11 (bB:e2:35:f1:eB:11), Dst: Broadcast (Ff:ff:ff:ff:ff:ff)
Address Resolution Protocol (request)

ff ff £f ff ff ff be e2 35 f1 c0 11 @8 06 @0 01
@3 @6 @5 84 @6 01 b8 e2 35 fl ed 11 @a 66 ed do
@0 06 @D 80 @0 00 Ga 66 €0 b9 0O 0@ 00 0 89 00
@0 e @0 @0 00 9P 00 0

@ ¥ wiFi: <live capture in progress> Packets: 845 - Displayed: 845 (100.0%) Profile: Default

Profile: Default



http://www.twitter.com(104.244.42.129)/

A WiFi — %
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

RE R &= s EQaQqan

w
[X] ~ | Expression +
Source Destination Protocol  Length  Info
1419 17.356612 16.178.14.58 117.121.256.241 HTTP 383 GET /c/msdownload/update/software/defu/2017/04/am_delta_boff5acfifedzbbeddda7dc8768079768a2b71b. exe HTTP/1.1
1573 19.435932 10.178.14.58 117.121.250.1 HTTP 383 GET /c/msdownload/update/software/defu/2017/04/am_delta_boff54cf3fes2bbedsda7dc87168079768a2b71b. exe HTTP/1.1
1636 20.119189 16.178.14.58 117.121.256.241 HTTP 383 GET /c/msdownload/update/software/defu/2817/84/am_delta_baff5acf3feaabbed4da7dcB7T66079768a2b71b. exe HTTP/1.1
7696 89.577189 117.121.249.185 16.178.14.58 e 1514 86 » 52267 [ACK] Seq=153213 Ack=1 Win=54 Len=146
9574 112.931398  10.178.14.58 23.10.20.154 HTTP 251 GET /singletile/summary/alias/experiencebyname/today?market=id-ID&tenant=amplvertical=sports HTTP/1.1
9579 112.933883  10.178.14.58 23.10.20.154 HTTP 249 GET /singletile/summary/alias/experiencebyname/today?market=id-ID&tenant=amp&vertical=news HTTP/1.1
10601 128.222999  117.121.249.185 16.178.14.58 Tcp 1514 86 + 52267 [ACK] Seq=375133 Ack=1 Win=54 Len=1460
11474 138.764887  23.10.20.154 10.178.14.58 HTTP/... 323 HTTP/1.@ 208 OK
Frame 1419: 383 bytes on wire (3064 bits), 383 bytes captured (3864 bits) on interface @ ~
Ethernet II, Src: HonHaiPr_36:38:03 (d8:5d:e2:36:38:@3), Dst: Routerbo_21:9@:1c (e4:8d:8c:21:90:1c)
Internet Protocol Version 4, Sre: 18.178.14.58, Dst: 117.121.256.241
Transmission Control Protocol, Src Port: 52348, Dst Port: 80, Seq: 1, Ack: 1, Len: 329 v
€4 8d 8c 21 90 1c dB 5d e2 36 38 63 08 @8 45 00  ._.l.. -
@1 71 69 3c 40 60 80 06 ©6 T4 @a b2 Ge 3a 75 79 .qi<@.
fa f1 cc 74 02 50 b al 86 1d al 2f 3d ad 50 18  ...t.P
@1 @6 77 dd 60 60 47 45 54 20 2f 63 2f 6d 73 64  ..w...
6f 77 62 6c 6f 61 64 2f 75 78 64 61 74 65 2f 73 ownload/ update/s
6f 66 74 77 61 72 65 2f 64 65 66 75 2f 32 30 31  oftware/ defu/2ol ®
@ 7 Hypertext Transfer Protocol: Protocol Packets: 11510 - Displayed: 8 (0. 1%) Profile: Default

A WicFi - b4
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ma® RE &= = b= aaaHd
T [x] | Expression... | +
No. Time Source Destination Protocol  Length Info ~
| 1419 17.350612 10.178.14.58 117.121.258.241 HTTP 383 GET /c/msdownload/update/software/defu/2817/84/am_delta_h9ffs4cf3ifea2bbedada7dc87f68879768a2b71b.exe HTTP/1.1
H 1579 19.435932 10.178.14.58 117.121.258.1 HTTP 383 GET /c/msdownload/update/software/defu/2817/84/am_delta_bh9ffsacf3ifea2bbedada7dc87f68879768a2b71b.exe HTTP/1.1
| 1636 20.119109 10.178.14.58 117.121.250.241 HTTP 383 GET /c/msdownload/update/software/defu/2017/84/am delta boffS4cfifed2bbeddda7dc8768079768a2b71b. exe HTTP/1.1 v
Frame 1419: 383 bytes on wire (3064 bits), 383 bytes captured (3064 bits) on interface @
Ethernet IT, Src: HonHaiPr_36:38:83 (d8:5d:e2:36:38:83), Dst: Routerbo 21:9@:1c (e4:8d:8c:21:98:1c)
Internet Protocol Version 4, Src: 10.178.14.58, Dst: 117.121.250.241
Transmission Control Protocol, Src Port: 52348, Dst Port: 88, Seq: 1, Ack: 1, Len: 329
~ Hypertext Transfer Protocol
GET /c/msdownload/update/software/defu/2017/04/an_delta_boffsacf3feazbbedadazdcs7f65e79768a2b71b. exe HTTP/1.1\F\n
Cache-Control: no-cache\r\n
Connection: Keep-Alive\rin
Pragma: no-cache\r\n
Accept: */*\r\n
Range: bytes=3145728-4194303\r\n
User-Agent: Microsoft-Delivery-Optimization/18.@\r\n
Content-Length: 8\r\n
Host: au.download.windowsupdate.com\rin
\r\n
[Full request URI: http://su.download.wind d: .com/c/msdownload/update/software/defu/2017/04/am_delta_baffsacfifeq2bbed4dardc87f68079768a2b71b.exe]
[HTTP request 1/1]
8ea8 ~
eele
8820
8838
egae
8858 v

@ 7 Frame (frame), 383 bytes Packets: 13733 - Displayed: 8 (0. 1%) Profile: Default




A wiFi
File Edit View Go Capture Analyze Statisics Telephony Wireless Tools Help
RE Res=FazEaaad
[X] ~ | Expression +
No. Time Source Destination Protocol  Length  Info ~
| 1419 17350612 16.178.14.58 117.121.250.241 HTTP 383 GET /c/msdownload/update/software/defu/2017/04/am_delta_boff5acfifedzbbeddda7dc87§68079768a2b71b. exe HTTP/1.1
1 1579 19.435932 10.178.14.58 117.121.250.1 HTTP 383 GET /c/msdownload/update/software/defu/2017/04/am_delta_boff5acfifes2bbeddda7dca768079768a2b71b. exe HTTP/1.1
1636 20.119189 16.178.14.58 117.121.256.241 HTTP 383 GET /c/msdownload/update/software/defu/2617/84/am delta b3ff5acfifedzbbeddda7dc8768079768a2b71b. exe HTTP/1.1 v
Frame 1419: 383 bytes on wire (3064 bits), 383 bytes captured (3864 bits) on interface @
Ethernet II, Src: HonHaiPr_36:38:03 (d8:5d:e2:36:38:@3), Dst: Routerbo_21:9@:1c (e4:8d:8c:21:9@:1c)
Internet Protocol Version 4, Src: 18.178.14.58, Dst: 117.121.256.241
~ Transmission Control Protocol, Src Port: 52348, Dst Port: 88, Seq: 1, Ack: 1, Len: 329
Source Port: 5234@
Destination Port: 88
[Stream index: 18]
[TCP Segment Len: 329]
Sequence number: 1 (relative sequence number)
[Mext sequence number: 330  (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Header Length: 20 bytes
Flags: @x@18 (PSH, ACK)
Window size value: 256
[Calculated window size: 65536]
[Window size scaling factor: 256]
Checksum: 8x77dd [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
[SEQ/ACK analysis]
Hypertext Transfer Protocol
-
v

Profile: Default

Packets: 15617 - Displayed: & (0.1%)

A WiFi — %
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
m 3@ RE ] &= & @ aan
T = ~ ] Expression... | +
No. Time Source Destination Protocol Length  Info ~
| 1s1s17.35e612  10.178.14.58  117.121.256.231  HTTP 383 GET /c/msdownload/update/software/defu/2817/84/am_delta boff54cf3feszbbedadardcs? f68079768a2b71b. exe HTTP/1.1
| 1579 19.435932 10.173.14.58 117.121.250.1 HTTP 383 GET /c/msdownload/update/software/defu/2017/64/an_delta bOFf54cf3fes2bbedada7dca7f68679768a2b710. exe HTTP/1.1
| 1636 20.119109 10.178.14.58 117.121.250.241 __ HTTP 383 GET /c/msdownload/update/software/defu/2017/e4/sm delta boffsacf3feazbbedadardcs7f68e79768a2b71b. exe HITP/1.1 v
Frame 1419: 383 bytes on wire (3054 bits), 383 bytes captured (3864 bits) on interface @
Ethernet II, Src: HonHaiPr_36:38:03 (d8:5d:e2:36:38:03), Dst: Routerbo_21:96:1c (ed:Bd:8c:21:90:1c)
v Internet Protocol Version 4, Src: 10.178.14.58, Dst: 117.121.258.241
0100 .... = Version: 4
. 8101 = Header Length: 20 bytes (5)
Differentiated Services Field: 8x80 (DSCP: CS8, ECH: Not-ECT)
Total Length: 389
Tdentification: @x893c (26940)
Flags: @x02 (Don't Fragment)
Fragment offset: 8
Time to live: 128
Protocol: TCP (6)
Header checksum: BxB6F4 [validation disabled]
[Header checksum status: Unverified]
Source: 18.178.14.58
Destination: 117.121.258.241
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Transmission Control Protacol, Src Port: 52348, Dst Port: 88, Seq: 1, Ack: 1, Len: 329
Hypertext Transfer Protocol
~
v

Profile: Default




