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Definisi Computer Forensics

Komputer Forensik merupakan salah satu cabang ilmu forensik yang berhubungan dengan
bukti hukum yang ditemukan dalam komputer maupun media penyimpanan secara digital.

Tujuan
untuk mengamankan dan menganalisis bukti digital, serta memperoleh berbagai fakta yang
objektif dari sebuah kejadian atau pelanggaran keamanan dari sistem informasi

Langkah kerja :

1. Install tools, selain strings
2. Buka wesite berikut. File tersebut merupakan

The Honeynet

Scan of the Month

Scan 24

The Challenge:
The folks from Digital Forensic Research WorkShop have created a unique challenge for you. Your mission is to analyze a recovered floppy and answer the questions below. What
makes this challenge unique, you will need to read the police report before continuing your challenge. Just like an investigation in the real world, you will have some background
information and some evidence, but its up to you and your technical skills to dig up the answers. Below is the dd image of the recovered floppy. This is the image that will provide you
the answers, providing you can ‘extract’ the data.

i

age zip MD5 = b676147639231f428131d59b1d6a72 ( image zip )

Make sure you check the MD5 checksum of your download before you unzip it

Questions
You can find all the criteria for judging and rules at the Sotl main page.

1. Who is Joe Jacob's supplier of marijuana and what s the address listed for the supplier?
2. What crucial data is avalable within the coverpage.jpg file and why is this data crucial?

3. What (if any) other high schools besides Smith Hill does Joe Jacobs frequent?

4 For each file, what processes were taken by the suspect to mask them from others?

5 What processes did you (the investigator) use to successfully examine the entire contents of each fle?

Bonus Question:
6. What Microsoft program was used to create the Cover Page file. What is your praof (Proof s the key to gefting this question right, not just making a guess)
Some URLS to help you out

The Results:

root@mahasiswa: fhome /mahasiswa/Downloads# 1s

image

root@mahasiswa: fhome /mahasiswa/Downloads# file image
image: DOS floppy 1440k, x86 hard disk boot sector
root@mahasiswa: fhome /mahasiswa/Downloads#

Pada gambar diatas adalah untuk mengecek tipe file. Jika kita menemukan file yang tidak ada
ekstensi, maka kita bisa menggunakannya

Terus kita masuk ke proses mount image /tmp/ksus

root@mahasiswa: /home/mahasiswa/Downloads# mount image /tmp/kasu

s

) d

kasus 5sh-EJJ4BRWHNRKLo

unity _support_
test.



@

cover page. SCHEDU~1.EXE
ipgc

root@mahasiswa: /home /mahasiswa/Downloads# cd /tmp/kasus
root@mahasiswa: /tmp/kasus# 1s

cover page.jpgc SCHEDU~1.EXE
root@mahasiswa: /tmp/kasus#

root@mahasiswa:/tmp/kasus# file *
cover page.jpgc : ERROR: cannot read “cover page.jpagc
(Input/output error)

SCHEDU~1.EXE: Zip archive data, at least v2.0 to
extract

root@mahasiswa: /tmp/kasus# I

root@mahasiswa: ftmp/kasus# autopsy

Autopsy Forensic Browser
http://www.sleuthkit.org/autopsy/

Evidence Locker: fvar/lib/autopsy
Start Time: Thu Mar 23 18:91:14 2017
Remote Host: localhost

Local Port: 9999

Open an HTML browser on the remote host and paste this URL in
t:

http://localhost:9999/autopsy

Keep this process running and use <ctrl-c> to exit

b Autopsy Forensicerowser

{ localhost +@ B~ ; Q J/L @

WARNING: Your browser currently has Java Script enabled.

You do not need Java Script to use Autopsy and it is recommended
that it be turned off for security reasons.

Autopsy Forensic Browser 2.24




kasus narkoba
Sri Suryani|




@ openjpage inkasushost [

4 localhost

v {?' !;) v (jl 4v} ng?

g FAT CONTENTS (in sectors)

73-103 (31) -> EOF
104-108 (5) -> EOF

1 new image file.

Y HOST MANAGE}

O

mount name fs type
@® c:/ image-0-0 fatl2 details
ANALYZE ADD IMAGE FILE CLOSE HoSsT
HELP
FILE ACTIVITY TIME LINES IMAGE INTEGRITY HASH DATABASES
ViEw NOTES EVENT SEQUENCER
oyl

]:pg JPEG raw or in the or Exif file format 0 F IF..
jpeg

% x if..

yoya ..

yoya ..

root@mahasiswa: fhome/mahasiswa# cd Downloads/
root@mahasiswa: fhome/mahasiswa/Downloads# 1s
image Link to image wvoll-Sector73.raw

root@mahasiswa: fhome/mahasiswa/Downloads# file voll-Sector73.ra

L]
voll-Sector73.raw: JPEG image data, JFIF standard 1.81
root@mahasiswa: /home/mahasiswa/Downloads# [

POT SMOKERS MONTHLY
Your monthly guide to the best pot on
the plant!

This month's featured pot grovwetr
smoker and seler i Jimmy Jungle

FF D8 FF DB

FF D8 FF E® nn
nn 4A 46
49 46 00 01

FF D8 FF E1 nn
nn 45 78
69 66 00 08



FILEANALYSIS  KEYWORDSEARCH. FILETYPE IMAGE DETAILS. META DATA IDATA UNIT HELP  CLOSE
2 X

(104 J

Sector Number: 4mPREVIOUS NExT -
EXPORT CONTENTS. ADDNOTE

b . ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report)
b [lil'o‘f Sectie File Type: empty (Zip archive data, at least v2.0 to extract)
—_— Sectors: 104-108

Sector Size: 512
Address Type:

| Regular (dd) ¥ PKoiveiinnn Zo, U [: T Scheduled Visits.xls..1*.I.....p....1. . H.<K.U.. Q.. %65, .~UF..NVO. ... 6T....#....Rooeus #-4. HT.b.”.2.Rr..f
B ] ST | S

ASCII Contents of Sectors 104-188 in image-8-0

Lazarus Addr: | |

view [ IO RN [1ETRER TS S SO AR N

ALLOCATION LisT

RS~ SRS IS T TP SN ST
T e e s
1 Month DAY HIGH SCHOOLS
2 | 2002
3 Apnl Monday (1) Smith Hill High School (A)
re Tuesday (2) Key High School (B)
5 Wednesday (3) Leetch High School (C)
6 Thursday (4) Birard High School (D)
7 Friday (5) Richter High School (E)
8 Monday (1) Hull High School (F)
9 Tuesday (2) Smith Hill High School (A)
10 | Wednesday (3) Key High School (B)
11 Thursday (4) Leetch High School (C)
12 Friday (5) Birard High School (D)
13 | Monday (1) Richter High School (E)
14 Tuesday (2) Hull High School (F)
15 | Wednesday (3) Smith Hill High School (A)
16 | Thursday (4) Key High School (B)
17 Friday (5) ... leetch High School (C)

root@mahasiswa: fhome /mahasiswa/Downloads# foremost -v -1 image

-0 recover

Merecover jika signature nya hilang

srisuryani@srisuryani-Aspire-4739)=jUnduhan’$ foremost -v -i image -o recover
Foremost version 1.5.7 by Jesse Kornblum, Kris Kendall, and Nick Mikus
Audit File

Foremost started at Fri Mar 24 12:01:57 2017
Invocation: foremost -v -i image -0 recover
Output directory: /home/srisuryani/Unduhan/recover
Configuration file: /fetc/foremost.conf

Processing: image

File: image
Start: Fri Mar 24 12:81:57 2017
Length: 1 MB (1474560 bytes)

Num Name (bs=512) Size File 0Offset Comment
B: 000680873 .]pg 8 KB 37376

1: 00000833 .doc 21 KB 16896
foundat=Scheduled Visits.x1s&@1+*§I

[HpeoFUe6<Kbuqbobb+6oSE JuFreBNVOBEE 6T[H. #6867

o[ 36+ - 4[EHTob6~676R o6

J GO gx65kUNBBEBEa_BESA#E; B0k 66[ 7
[@re[§e; 626vs
2: peREA184.z1ip 2 KB 53248
* |

Finish: Fri Mar 24 12:81:57 2017

2 FTI FS FYTRACTFD



Menggunakan GHex

Jimmy Jungle
626 Jungle Ave Apt 2
Jungle, NY 11111

Jimmy:

Duﬂe your pot must be the best — it made the cover of High Times Magazine! Thanks for
me the Cover Page. What do you put in your soil when you plant the marijuana
seeds? At least I know your growing it and not some guy in Columbia.

These kids, they tell m marijuana isn’t addictive, but they don’t stop buying from me.
, I'm sure glad you told me about targeting the high school students. You must have
experience. It’s like a guaranteed paycheck. Their parents give them money for
and they spend it on my stuff. I’m an entrepreneur. Am I only one you sell to?

1 can become distributor of the year!

I emailed you the schedule that I am using. I think it helps me cover myself and not be
predictive. Tell me what you think. To open it, use the same password that you sent me
before with that file. Talk to you later.

Thanks,

Joe|




voll-Sector73.Jpg - GHex -+ ox

File Edit View Windows Help

00000006[FF D8 FF EO 00 10 4A 46 49 46 00 01 01 01 00 60 00 60 00 0 FF DB 0O 43 00 08 06 06 ©7 06
[00OOOO1F|08 87 67 07 09 69 68 @A 6C 14 OD 6C 6B OB 6C 19 12 13 OF 14 1D 1A 1F 1E 1D 1A 1C 1C 20 24
00B0O3E[27 20 22 2C 23 1C 1C 28 37 29 2C 30 31 34 34 34 1F 27 39 3D 38 32 3C 2E 33 34 32 FF DB 00
0066005061 69 69 69 6C 6B 6C 18 6D 6D 18 32 21 1C 21 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32
0000007C[32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32
2 32 32 FF CO 00 11 08 00 C7 00 D@ 03 ©1 22 00 62 11 ©1 03 11 @1 FF C4 00 1F 00 00 @1 @5
1 01 01 01 01 G0 60 66 GO 60 6O 0O 00 61 02 @3 04 05 06 07 08 09 GA OB FF C4 00 B5 10 00
01 63 03 02 64 03 05 65 04 04 00 60 01 7D 61 02 03 66 04 11 85 12 21 31 41 06 13 51 61 07 22| 5 5o
00000F8|71 14 32 81 91 Al 68 23 42 B1 C1 15 52 D1 F6 24 33 62 72 82 69 OA 16 17 18 19 1A 25 26 27 28| |q.2....#B...R..$3br........
0000011729 2A 34 35 36 37 38 39 3A 43 44 45 46 47 48 49 4A 53 54 55 56 57 58 59 5A 63 64 65 66 67 68| |)*456789: CDEFGHIISTUVWXYZcdefgh
000OO136[69 6A 73 74 75 76 77 78 79 7A 83 84 85 86 87 88 89 8A 92 93 94 95 96 97 98 99 9A A2 A3 A4 A5| [ijstuvwxyz..

[00000155[A6 A7 A8 A9 AA B2 B3 B4 B5 B6 B7 B8 B9 BA C2 C3 C4 C5 C6 C7 C8 C9 CA D2 D3 D4 D5 D6 D7 D8 D9 |.. 5
[00000174[DA E1 E2 E3 E4 E5 E6 E7 E8 E9 EA F1 F2 F3 F4 F5 F6 F7 F8 F9 FA FF C4 00 1F 01 00 63 01 01 01
(0000019301 61 61 01 01 61 GO 60 60 6O 00 66 01 02 63 04 05 06 067 08 09 OA OB FF C4 00 B5 11 00 02 01 5
000001B2[62 04 64 B3 04 ©7 05 64 04 60 01 62 77 60 61 02 63 11 64 65 21 31 06 12 41 51 87 61 71 13 22| |.. soctls ...!1..AQ.aq."
000e01D132 81 ©8 14 42 91 Al B1 C1 €9 23 33 52 FO 15 62 72 D1 GA 16 24 34 E1 25 F1 17 18 19 1A 26 27| 2...B. .#3R..br...$4.%..... &'
000001FO[28 29 2A 35 36 37 38 39 3A 43 44 45 46 47 48 49 4A 53 54 55 56 57 58 59 5A 63 64 65 66 67 68| (()*56789:CDEFGHIISTUVWXYZcdefgh
[P0OB020F|E9 6A 73 74 75 76 77 78 79 7A 82 83 84 85 86 87 88 89 8A 92 93 94 05 96 97 98 99 9A A2 A3 A4| [ijstuvwxyz..

(000B022EJA5S A6 A7 A8 A9 AA B2 B3 B4 B5 B6 B7 B8 B9 BA C2 C3 C4 C5 C6 C7 C8 C9 CA D2 D3 D4 D5 D6 D7 Dg| |.... cco
066eO24D[D9 DA E2 E3 E4 E5 E6 E7 E8 E9 EA F2 F3 F4 F5 F6 F7 F8 F9 FA FF DA 00 6C 83 01 06 02 11 03 11|
0000026C|o6 3F 60 F7 FA 28 A2 80 GA 28 A2 80 ©A C4 D7 B5 6B CD 35 B4 (8 6C 2C E1 BB B9 BF BB 36 (8 B3|
0000028BPC 98 11 71 14 92 96 2C 11 CF 48 88 C6 3B D6 DD 62 6B DE 1E B3 F1 @B 69 89 Ig 14 33 DB 5A 5D|

Signed 8 bit: Signed 32 bit: | 16843008

Unsigned 8 bit:

Binary: | 00000000 |

Stream Length: | 8 i + |

[@ show little endian decoding [ Show unsigned and float as hexadecimal

Signed 16 bit: | 256

J |
| Unsigned 32 bit: | 16843008 |
| Float 32 bit: | 2,369428e-38 |
J J

Unsigned 16 bit: ‘ 256 Float 64 bit: ‘ 2,744411e+154
dari gambar diatas terlihat ada beberapa string yang dienkripsi dan yang tidak dienkripsi. Debugger
bisa digunakan untuk menjalankan virus dalam lingkungan yang dapat dimonitor.

md5Ssum image.zip
b676147163923e11428131d59%b1d6a72 1image.zip




