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Serangan terhadap keamanan komputer maupun sistem informasi yang sedang populer
saat ini yaitu melalui kode program yang dinamakan Malware. Malware merupakan
suatu perangkat lunak atau suatu kode program yang bertujuan untuk masuk ke dalam
sistem atau jaringan komputer agar dapat mengakses data-data pribadi milik
target/korban.

Tools yang di gunakan dalam analisa Malware ini yaitu :

OllyDbg

OllyDBG merupakan sebuah tools cracking www.ollydbg.de yang bisa digunakan
untuk cracking sebuah aplikasi. Seperti menemukan serial number sebuah aplikasi,
membuat clone aplikasi dan memungkinkan user dapat menikmati sebuah aplikasi yang
full version tanpa membeli serial number sepeser pun. OllyDBG dapat membantu Kita
dalam mendapatkan sebuah aplikasi yang kita inginkan dengan bantuan tools lain
seperti PEID, sebuah tools unpacking untuk aplikasi yang ter-pack.

Berikut Hasil File payload dengan tools OllyDbg :

CPU - main thread, module payload = o<

64 A5AS0 TUDE Regizters (FFU)

BRAGSAZE| . S8 CIDE D | eramErET

| o Gk Hig ECH BB4BERED pay load.<HModu LeEntruFoir
. EDX B84HSAS0 pay load.<Modu leEntoyPoir

BE4E5A%1| . 37 ARA o] i)

BE4EEASZ| . 91 ¥CHE EA, ECH S o

BE4ESASS| . 9B WALT S ERpEEEE

e iz (=25 ESI BE4@SABD0 pav load. <Modu [eEntruPoin

AF4EEA%E| . FD =TD EOI @8485As0 payload.(ﬂoduleEntrgPo_{r

Ba4aEA27| . FD STD EIP 884H85A80 pay load.<Modu leEntroyPoid

BE4E5A%2| . 91 ¥CHG EAH, ECH -

' C @ ES @622 22bit BCFFFFFFFF)
bodperon| | oF e F 1 C5 BB1E 32bit BLFFFFFFFF)
e = e oo e A @ S5 AAZ3 32hit BIFFFFFFFF]
o == R ' Z 1 Df @823 3%bit BLFFFFFFFF]

. S @ F5 @636 37hit FFFOFOEA[ 4686
BE4e5A50| . 49 OEC ECH B R s
BE4ESASE| . 49 DEC ECH uH
PR —— — 0 & LastErr ERROR_SUCCESS (G0BBGAGE
BE4ESAR1| . 99 DG w |EFL @e@BEz4s (HO,NE, E, EE, NS, PE, GE, LE
AR4ARCO0 I IHC FO STO empty @.8
STl empty BA.A
5T2 empty B8
o1 e o
Address |Her dump ASCII " ZEDCATEETRETURN to KERNELSZ, 7054135 N
(T T (LY RleT T Ty el TR Bl o oo oonoo BE13FFEC| PEOE4178| KERMELZZ, BaseThreadn it Thunk
BE4E0002| 0R R B0 BO| B0 B9 B9 BE|........ o] s | asbid
BE4E0A1G| 61 G0 GO OO| 4 OF GE GE| 6. ..d... ey | Basr
LA 22 G EE ER G ER () Ehoofhoo oa13FFas|| 77EE2CET | RETURN to ntdil.7PEZ2CEL
BE4E0A20| 61 GR GR BO| 00 09 BE BE|8,.. ... ey | aEacEE
BE4E0022| 98 C3 CO 61|60 00 B0 08| GHEE. ... a0 ot | [Ja=Donan
BE4E0A3E| EA GE 41 B@| 32 00 A6 86| 62A. 2. .. e | e
BE4E0832| 42 G0 B G| 48 00 B0 BE|E...K.o.. e | | A
BE4E004E| 53 BA BO BE|SH B9 B9 BE|P.. ... . a0l sknd| [[oamooaag
BE4E0842| EF G0 68 GO| G52 OB BE @E|_.. .0, . ey | | G
BE4E0ESH| 63 BR B G| 64 09 00 88| c...d... A Ay | |
BE4E0BES| 25 72 30 28|42 &1 E SE|Xst Cann R | |
BE4E0EEE| EF 74 28 75|73 65 20 63| ot use A aass| | A
BE4E0AES| 6F EE 63 75|72 72 65 BE|oncurren g0l bt | [[ags0oaad
BE4E067E| 63 79 20 GC| &5 vE B85 BC|ow lewel A | | e
BE4E0872| 28 &7 F2 65|61 P4 B5 7o| areater o || SR | | hEaa e v




Log data

Address |Message A

FEASEEEE| Un load Ci~lindows~swstem32~0LES2. DLL
FEESEEEE | Un load CrsWindows~system32~mswcet..dll
FEDEEEEE | Un load CisWindows~system32~KERMELSZ. OLL
FEEEDEEE| Un load Cr~lindows~swstem3z2~G0I32,0LL
FEE1EEEE | Un load CrsWindows~swstem32~5HELLSZ2.0OLL
Fr49nEaE) Un load Crlindows~SYSTEM32~combase.dl L
FPESEEEE| Un load Cr~lindows~swstem32~RPCRT4.dL L
FYTEEEEE | Un load CrsWindows~system32~USERS2. OLL
FrAZEEEE| Un load Ci~indows~swstem32~ADVAPISZ. OLL
FrAABEEE | Un load CrsWindows~swsten32-~SHLWAPI. L1
FYAFEEEE | Un load CisWindows~system32~COMOLGE2. OLL
FrESEEEE| Un load Ci~lindows~SYSTEM32sechost . dlL
FrOVEEEE | Un load CrsWindows~swsten32~IMM32. 0OLL
FrOAEEEE | Un load CisWindows~system32~5HCORE. OLL
FYEZEEEE | Un load CrsWindows~SYSTEM32~ntdll.dLL
Frocess terminated

File "C:~Users~Desi~Down loads~Conpressed«~TUGASpay loads~pay load. exe’
Mew process with I0D BBEEEEIC created

BE4E5A50| Main thread with ID BEEE24E4 created

FEVZ21BEA| Debua string: SHIMUIEW: ShimInfolCompletel

EEAEREEE | Modu le Ci~Users~Des i0own loads Compressed~TUGAS~pay loads~pay load. exe
SEESEEEE| Modu le Ci~Windows~5YSTEM32-WSOCKSZ2.d1L L

TAEABEEE | Modu le CrsWindows~swsten32~apphelp.dll

FEVIEEEE| Modu le Cr~lindows~system32~KERNELERSE. L L

FE2E0EEE | Modu le Cr~llindows~system3z2~SepiCli.dll

TEESEEEE | Modu le CisWindows~system32~MSUCRT. L1

FECYOEEE| Modu le Cr~lindows~system3z2~W52_32.d11

FEDEEAEEE| Modu Lle Crxlindows~swstem32~KEREHMELZZ. OLL

FYEEEEEE | Modu le CisWindows~system32~RPCRT4.dLL W
FTAZEEEE| Modu le Ci~lindows~system32~A0DVARPIZZ. AL L

[E] Executable modules =n =R ==

Baze Size Entry Hame File version Path Fs
BE4HE0E0| 0E0 1 cE0E | BE485R20| pay load |[2.2.14 C:-Users~Oesi~0own loads Compressed~TUGAS~pay loads
GEESE000| DB0E36006 | ¢6BS18C8| WSOCKSZ | 6.3.9680. 16384 | C:~Windows~5YSTEM3Z-WS0CK3Z2. dL L
T4EABE0E | BRCAREEE| Y4EA2EYE| apphelp | 6.2.966008. 16284 | Ci~Windowsswsten32~apphelp.dll
757 10060| BAE0D9E0A| FE72602328| KERNELBA| 6.3.968A. 17831 | C:~llindows~system32~KERNELBASE.dL L
TEEEB060| DBE23606| FE282ECE| SspiCli |&6.3.9688. 18454 | Ci~lindows system3z2~SspiCli.dll
TEESE0ED| DEDCIE0E| FEEIEL48| MSUCRT F.@.26680, 17415 |[Ci~Windows~spstem32~MSUCRT.dLL
TECTEO0E0| DB04F@0a| FSCF1508| WS2_32 6.3.9600, 16384 |Ci~Windows~spstem32~WS2_32.dL1
FEDER0E0| 08160606 | FE0SAE18| KERHEL22| 6.2.9688. 17831 | C:~Windowssystem32~KERNELZ2. OLL
7re800A0| MAKDRERA| FFE32650| RPCRT4 g. L9600, 16384 | Cr~Mindows~system32~RPCRT4.dL1L
.3,
.3,
.3,

TrAZBEE0| DEE7CEEE| FPAZ1F 18| ADVAPIZZ 95606, 16384 | Cr~lindows~system32~ADVAPIZZ.dLL
QEEE,. 16884 | Cr~lindows~5YSTEM3Z~sechost.dL L
Q2688 17415 | Cr~Mindows~sustem32~MSI.dlL
Q568E. 17831 | Ci~Windows~5YSTEMS2~ntdl L. dL 1L

TrE9006E| Bobd 1800| FFE913ER| sechost
TrOeBEE0| a0a7aea | Fr0&61668| M5

3.
=]
5]
3
2
3
=]
:
FrESB0E0| 08 1cAaaa ntdll 3

[M] Memory map == =R

Address | Size Owner Sect ion [Contains Tupe| Access | Initial| Happed as s
Ga6 1 EBEE0 | BEE 1 BRE0 Map [ RW Rl
DABIEEE0 | BAEOFaaE Map R R
EE13EAHE | BAEEZEEE Friv|BW Guaj Rl
BA120HER| BAEEIAAER stack of ma|Priv| Bl Gua Bl
0a146080  DAEO4aE0 Map |R R
DE1EE0E0 | BADEZBEE Friuv|BW Bl
BA16EEBA| BEETEBRER MHap |R 13 sOevice~HarddiskUolume2~llindows~Sustem32~ lozale.nls
GAZSEAE0 | BEGE1SH80 Priv| R Bl
Ga4aE080 | BAEE1086| pay load FE header Imag|R RIWE
BE4A1BER| BAEEBARGA| pay load | .tert code Imag|R EIE
BE4ACHBA| BEEE1EAA| pay load | .rdata imports Imag|R RIWE
0a4a0080 | BAEE20EE| pay load | .data data Imag|R EIWE
Ga415080) AEE01808| pay load | .rerc CESOMTCES Imag|R RIWE
EESEREHE | BEEESHEG Friuv| Bl Bl
EEESHEHE | BAEE1EEE| SOCK32 FE header Imag|R EIE
SoBS1080 | BAEE2EEE| WSOCKIZ | . teut code, export) Imag| R RIWE
S6ES4080 | BREE1EAE| WSOCK3Z | .data data Imag|R RIWE
E6ESE0EE | BAEA1EAE| WSOCK3Z | . idata imports Imag|R EIE
E6BEEREA| BEEGE1ERA| WSOCK32 | .rasrc TESOMTGES Imag|R RIWE
SeBETOE0 | BAEE1eaE| WSOCK32 |.reloc  |relocations|Imag|R RIWE
T4EAEEEE | BREE1EEE| spphe lp FE header Imag|R RIWE
V4EA1 666 | BEEYAEAE| apphelp | .text code, export] Imag| R RIWE
7451E080| B084808| apphelp | .data data Imaa|R RIWE
T461FOE0 | BAEE2RAG| spphelp | . idata imports Imag|R RIWE
TAEZZEER| BEE] FPEAGR| apphelp | Crsrc rESONTCES Imag|R RIE
V4E3968A | BEEEFEBEA| apphelp | .reloc relocat ions| Imag| R RIWE
TE71E0680 | BAEE16a6| KERMELEA FE header Imag|R EIWE
TE7110680 BAEC4BEE( KERMELER| . text code, export) Imag| R RIWE
7570566EE | BAEE3EEE| KERHELBR| . data data Imag|R EIE
7570566EE | BAEASEERE| KERHELBR| . idata imports Imag|R EIE
TErD0GE0 | BaEa16a6| KERMELEA| .didat Imag|R RIWE
TSrDEGER| eaaad4ann| KERNELER| (rsrc rESoOUICES Imag|R RUWE
VYEFYEZEBA| BEEEFEEE| KERMELER| . reloc relocat ions| Imag| R RIWE
TESS0080 | BAEA1688| Sspicli FE header Imag| R RIE
Too21060| GAE1EEEE| SspiCli | .text code, export) Imag| R RIWE
TE2ICHE0 | BREE1EEE| SspiCli |.data data Imag|R RIWE
VYEE900EA| BEEEZ2AAA| SspiCli |.idata imports Imag|R RIWE
TESIF080 | GeEa168a| Sspicli | .didat Imag| R RIE
TEOABEE0 | BAEE10EE| SspiCli |.rsrc CESOMTCES Imag|R RIWE
TEEA16EA| BAEEZERGR| SspiCli |.reloc relocations| Imag| R RIE
TSEI0EEG | BAEE186E8| MSUCET FE header Imag|R EIE
TEET10680 | BAEESHEG| MSUCRT StENt code, export) Imag| R EIWE
TEC45080 | BAEREHEE| MSUCRT .data data Imag|R RIWE
TSC4CHRE | BADEZEEE| MSUCET . idata imports Imag|R EIE
VYEC4ERBA| BEEE 18688 MSUCET LIErC resSoUrceEsS Imag|R RIWE
TEC4F a0 | BAEE4aE6| MSUCRT .reloc |relocations| Imag|R RIWE
FECTEOE0 | BAEE1BaE| \S2_32 FE header Imag|R RIWE
FYECT1080| BEEZEREE| \)S2_32 “tent code, export] Imag| R RIWE
TESCATAE0 | BAEa1686| WS2_32 .data data Imag| R RIE
TECACOE0 | BAEE20E6| \S2_32 . idats imports Imag|R RIWE
TECARGEE | BREE1EEE| |S2_22 .didat Imag|R RIWE
VYECAERBA| BEE1 188E| \)S2_32 LIErC reSOUrCeEsS Imag|R RIWE
YECECOB0| Baea3ana| \s2_32 .reloc relocations| Imaa|R RIWE [¥]
FEOCEAGRERR | AGAG GEG! FEDRCT 53 =1 =N WA RN Trom=l D [ =10]=4




Threads il |
Ident Entry Oata block|Last error Status Priocity|User £ime Sustem a
HEEEZ4E4 | BR4EEAS0| FFFOFDEE | ERROF_SUCCESS (88 Act iwe 22+ 8 H. 8156 = BH.H
W
Ghex

Berikutnya hasil menggunakan tools Ghex dengan target File payload.exe

e File dengan ekstensi ““ payload.exe “

setelah saya membuka file tersebut dengan aplikasi hex ini, saya dapat mengetahui digit

kode pada file tersebut yaitu 4D 5A 90 00

File Edit View Windows Help

00000000FD 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00
00000010[B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00
0000002000 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 0O 0O 00 00 00 00 00 E8 00 00
0000EO48[0E 1F BA OE 00 B4 89 CD 21 B8 61 4C CD 21 54
0000005069 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E
00000060(74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53
0ooeE070/6D 6F 64 65 2E 6D 6D 0A 24 00 00 00 60 00 00
0000008093 38 FO D6 D7 59 9E 85 D7 59 9E 85 D7 59 9E
00000090JAC 45 92 85 D3 59 9E 85 54 45 90 85 DE 59 9E

signed 8 bit: [77 ) signed 32 bit: ['9a60301 ] Hexadecimal: | 4D
Unsigned 8 bit: [ 77 | unsigned 32 bit: | 9460301 ] octal: [ 115
signed 16 bit: [ 23117 | Float 32 bit: [ 1,325671e-38 ] Binary: [ 01001101
Unsigned 16 bit: "23117 ) Float 64 bit: "5,370661&-314 ] Stream Length: ( 8 -+
Show little endian decoding ") show unsigned and float as hexadecimal
Offset: 0x0

Kemudian saya melakukan pencocokan file signature dengan daftar yang ada pada

tautan https://en.wikipedia.org/wiki/List of file signatures

DOS MZ executable file format and
exe its descendants (including NEand | 0 Mz 4D 5A
PE)


https://en.wikipedia.org/wiki/List_of_file_signatures

kemudian saya mencocokan nya pada tabel kode yang ada pada halaman web

http://www.garykessler.net/library/file sigs.html.

4D 53 S50 00 03 00 00 00 MZ......
API Acrobat plug-in
AX DirectShow filter
FLT Audition graphic filter file (Adobe)

4D 5A S0 00 03 00 00 00 MZ......
04 00 00 00 FF FF e VY
ZAP ZoneAlam data file
ZAP ( ZoneAlam data file ) yaitu program firewall pribadi ( personal ). Zone Alam
dapat memantau segala aktivitas program-program yang mencurigai,mengirim atau
menerima informasi luar Zone Alarm seperti diibaratkan seperti satpam pada komputer
anda.

e File dengan ekstensi ““ payload2.exe “

payload2.exe - GHex

File Edit View Windows Help
00000ARR|FC (38 82 0P 0O 0O 60 89 E5 31 CO 64 8B 50 30 SB.D....‘..I.d.PB.
0000001652 OC 8B 52 14 8B 72 28 OF B7 4A 26 31 FF AC 3CR..R..r(..J&l..<
0eeeee20/61 7C 02 2C 20 C1 CF @D 01 C7 E2 F2 52 57 8B 52jal., ....... RW.R
00000036|10 8B 4A 3C 8B 4C 11 78 E3 48 01 D1 51 8B 59 20]..J<.L.x.H..Q.Y
00000040/01 D3 8B 49 18 E3 3A 49 8B 34 8B 01 D6 31 FF AC|...I..:I.4...1..
00000650|C1 CF 6D @1 C7 38 EO 75 F6 03 7D F8 3B 7D 24 75[.....8.u..}.;}su
00PROE6EIE4 58 8B 58 24 01 D3 66 8B OC 4B 8B 58 1C 01 D3[.X.Xs..f..K.X...
00000076[8B 04 8B A1 DO 89 44 24 24 5B 5B 61 59 5A 51 FF|...... Dss[[aYZO.
00000086EG 5F 5F 5A 8B 12 EB 8D 5D 6A 01 8D 85 B2 00 00)._ Z....]j......
00000096[00 50 68 31 8B 6F 87 FF D5 BB FO B5 A2 56 68 A6|.Phl.o....... Vh.
Signed 8 bit: [ -24 | signed 32 bit: [ 33512 ] Hexadecimal: [ E8
Unsigned8bit: (232 |  Unsigned 32 bit: [ 33512 ] octal: [ 350
Signed 16 bit: 32024 | Float 32 bit: [ 4,696031e-41 ) Binary: [11101000
Unsigned 16 bit: (33512 | Float 64bit: [ -1,316174e+181 |  Stream Length: [ 8 - +]
Show little endian decoding (") show unsigned and float as hexadecimal

Offset: 0x1

file  signature dengan daftar yang tidak terdapat pada tautan
https://en.wikipedia.org/wiki/List_of file signatures dan pada tautan

http://www.garykessler.net/library/file_sigs.html juga tidak terdapat file

signaturenya.


http://www.garykessler.net/library/file_sigs.html
https://en.wikipedia.org/wiki/List_of_file_signatures
http://www.garykessler.net/library/file_sigs.html

3. Strings
Tools berikutnya yang di pakai yaitu Strings. Berikut Hasil File payload.exe dengan

tools Strings :

Your code just forked, and you are currently cuting in the parent process
Your code just forked, and you are currently cuting in the child process
Internal error
The process is not recognized.
The given path contained wildcard characters
The given path is misformatted or contained invalid characters
The given path was above the root path
The given path is incomplete
The given path is relative
The given path is absolute
The specified network mask is invalid.
The specified IP address is invalid.
DSO load failed
No shared memory is currently available
No thread key structure was provided and one was required.
No thread was provided and one was required.
No socket was provided and one was required.
No poll structure was provided and one was required.
No lock was provided and one was required.
No directory was provided and one was required.
No time was provided and one was required
No process was provided and one was required.
An invalid socket was returned
An invalid date has been provided
A new pool could not be created.
Unrecognized Win32 error code %d
Cancello
GetCompressedFileSizeA
GetCompressedFileSizewW
yInformationFile
urityInfo
GetNamedSecurityInfoA
GetNamedSecurityInfol
GetEffectiveRightsFromAcliW
ntdll.d1l
shell32
ws2_32
mswsock
advapi3z2
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