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SCANNING

Target scanning : www.bukalapak.com

Kali untuk melakukan scanning menggunakan aplikasi Nessus. Nessus adalah scanner keamanan
jaringan yang harus digunakan oleh administrator system . Nessus adalah software yang gratis
dan bebasdi download. Nessus merupakan sebuah software scanning, yangdapat
digunakan untuk meng-audit kemanan sebuah sistem, seperti vulnerability, misconfiguration,
security patch yang belum diaplikasikan, default password, dan denial of service Nessus
berfungsi untuk monitoring lalu-lintas jaringan. Dikarenakan fungsi dari Nessus dapat digunakan
untuk mendeteksi adanya kelemahan ataupun cacat dari suatu sistem maka Nessus menjadi

salah satu tool andalan ketika melakukan audit keamanan suatu sistem.

Gambar dibawah ini merupakan hasil scanning target www.bukalapak.com menggunkan Nessus.
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Target: | www.bukalapak.com IZI Profile: | Intense scan IZI Cance

Command: | nmap -T4 -4& -v www.bukalapak.com

l Hosts ” Senvices Mmap Output PmﬁfHoﬁd1hpdog|HoﬁDamh|5mn4
05 4 Host nmap - T4 -A -v www.bukalapak.com IZI Detail
M www.bukalapak.co -

Starting Mmap 6.46 { http://nmap.org ) at 2017-82-22
19:51 SE Aszia Standard Time

NSE: Loaded 118 scripts for scanning.

N5E: Script Pre-scanning.

Initiating Ping Scan at 19:51

scanning www.bukalapak.com (182.253.238.182) [4 ports] |E
Completed Ping Scan at 19:51, 4.43s elapsed (1 total
hosts)

Initiating Parallel DNS resolution of 1 host. at 19:51
Completed Parallel DNS resolution of 1 host. at 19:51,
13.81ls elapsed —
Initiating 5¥N Stealth Scan at 19:51

Scanning www.bukalapak.com (182.253.238.182) [1ea8

ports]

Discovered open port 53/7tcp on 182.253.238.182

Discovered open port 111/tcp on 182.253.238.182
Discovered open port 443/tcp on 182.253.238.102
Discovered open port 88/tcp on 182.253.238.182

Completed 5YMN 5tealth 5can at 19:52, 26.19s elapsed

(1888 total ports)

Initiating Service scan at 19:52

scanning 4 services on www.bukalapak.com
(182.253.238.192)

Completed Service scan at 19:52, 7.25s elapsed (4
services on 1 host)

Initiating 05 detection (try #1) against

www . bukalapak.com (182.253.238.182)

Retrying 05 detection (try #2) against

www . bukalapak.com (182.253.238.1a2)

Initiating Traceroute at 19:52

Completed Tracercute at 19:52, 3.18s elapsed

Initiating Parallel DNS resolution of 4 hosts. at 19:52
Completed Parallel DNS resolution of 4 haosts. at

19:52, 13.85s elapsed -

1| 1] b
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Scan Tools Profile Help

Target: | www.bukalapak.com IEI Profile: | Intense scan Canc
Command: | nmap -T4 -4 -v www.bukalapak.com

[ Haosts ” Services Mmap Output | Ports / Hostsl Topologyl Host Detailsl 5cans|

05 4 Host nmap -T4 -A -v www.bukalapak.com IZI Detai

iy, www.bukalapak.co NSE: Script scanning 182.253.238.1832,

Initiating NSE at 19:52

Completed NSE at 19:53, 18.58s elapsed

Mmap scan report for www.bukalapak.com
(182.253.238.182)

Host is up (@.69s latency).

Other addresses for www.bukalapak.com (not scanned):
182.253.238.160

Mot shown: 995 closed ports

PORT STATE SERVICE VERSION

i J L L1lLEN DL SINLp

53/tcp open domain MikroTik Router0d5 named or
OpenDNs Updater i
B@/tcp open http nginx

| _http-methods: No &llow or Public header in OPTIONS
response (status code 381)

|_http-title: Did not follow redirect to https://
www . bukalapak.com/

am

111/tcp open rpcbind 2-4 (RPC #100000)

| rpecinfo:

| program wversion port/proto  service

| leesaa 2,3,4 111/tcp rpchind

| leaaese 2,3,4 111/udp rpchind 4
| la8624 1 27993 /tcp  status

|_ 1esa24 1 451@9/udp  status

443 7tcp open http nginx

| _http-methods: No &llow or Public header in OPTIONS
response (status code 488)

| _http-title: 488 The plain HTTP request was sent to
HTTPS port

| ssl-cert: Subject: commonMame=*.bukalapak.com

| Issuer: commonName=COMODO RS4 Domain Validation
Secure Server CAforganizationMame=COMODO CA Limiteds

1| LI | r statedrProvinceName=Greater Manchester/countryName=GE

Public Key type: rsa
Filter Hoste ] | - ¥ !!"I'J
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Scan  JTools  Profile Help

Target: | www.bukalapak.com IEI Profile: | Intense scan

Command: |nmap -T4 -A -v www.bukalapak.com

[ Hosts ” Services

05 4 Host
A www.bukalapak.co

4 | 1} 3

Filter Hrcte ]

Mmap Cutput PmﬁfHoﬁdWhpmoylHoﬁDﬁﬂhlSmnd

nmap - T4 -A -v www.bukalapak.com IEI

| Public Key bits: 2848

| Mot walid before: 2816-83-21T86:08:06+00:08

| Mot valid after: 2819-84-85T723:59:59+088:88

| MD5: 1ad49 725e ae?® 12ea clBa 275 5484 a723

=

|_SHA-1: 8e49 a53a 1322 bfed a798 3383 948a eB88 b296

211

Apgressive 05 guesses; Linux 3.8 - 3.9 (96%), Linux
2.6.32 - 3.9 (94%), Openkrt 12.89-rcl Attitude
Adjustment (Linux 3.3 - 3.7) (93%), HP P2888 G3 NAS
device (93%), Linux 2.6.31 - Z2.6.35 (92%), Linux
2.6.32 - 2.6.39 (91%), Linux 3.2 - 3.6 (91%), Linux
2.6.32 - 3.2 (91%), Metgear DGE34G WAP or Western
Digital WD TV media player (91%), Linux 2.6.15 -
2.6.38 (98%)

Mo exact 05 matches for host (test conditions non-
ideal).

Uptime guess: @.884 days (since Wed Feb 22 17:52:33
26817)

Network Distance: S5 hops

IP ID Seguence Generation: All zeros

TRACEROQUTE (using port 88/tcp)
HOP RTT ADDRESS
1 421.88 ms bill.net (192.168.36.1)

678.88 ms 36.77.64.1
B57.88 ms 125.160.8.29
733.88 ms 182.253.238.162

(9 QN Y N

NSE: Script Post-scanning.

Read data files from: C:“Program Files‘Nmap

05 and Service detection performed. Please report an
incorrect results at http://nmap.org/submits

Mmap done: 1 IP address (1 host up) scanned in 98.88
seconds
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Dapat dilihat dari gambar 4 sampai gambar 7, merupak hasil dari scanning situs

www.bukalapak.com yang pada gambar itu terdapat informasi menarik yakni informasi tentang

output port yang aktif. Situs www.bukalapak.com menggunakan output port 25,53,80,111 dan

443. Pada hasil scanning tersebut outpoy port yang aktif adalah output port 53,80,111 dan 433.
Sedangkan output port 25 mengalami filtered. Difilter berarti bahwa sebuah firewall, filter, atau
penghalang jaringan lainnya memblokir port sehingga Nmap tidak dapat mengetahui apakah ia
terbuka atau tertutup. Tertutup port tidak memiliki aplikasi yang sedang mendengarkan,
meskipun mereka dapat terbuka kapanpun. Port 25 menggunakan service version smtp, Port 53
menggunakan service version domain MikroTik RouterOS named or OpenDNS Updater, Port
80 menggunakan service version http nginx, Port 111 menggunakan service version rpchind 2-4
(RPC #100000)

rpcinfo:

e program version port/proto service
e 100000 2,34 111/tcp rpchind
e 100000 2,3,4 111/udp rpchind
e 100024 1 27993/tcp status

e 100024 1 46109/udp status

Dan Port 443 menggunakan service version http nginx.
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