NAMA : Kholil Anggara

NIM  :09011181320031

Terminal

file image
image: DOS floppy 1448k, x86 hard disk boot sector

Gambar 1

masukan perintah file image yang bertujuan untuk melihat tipe file yang digunakan. Dalam hal ini
file yang digunakan adalah DOS

Terminal

mkdir /tmp/skasus.narkobay/

mkdir: cannot create directory ‘/tmp/kasus.narkeba/’: File exists
mkdir stmpskasus.n < =

mkdir: cannot create directory ‘/tmps/kasus.narkoba’: File exists
mkdir /tmpskasus.narkoba
mount image /tmp/kasus.narkoba/

Gambar 2

Langakah berikutnya adalah membuat direktori baru yaitu kasus.narkoba lalu, lakukan mount image
kedalam direktori tersebut.



Terminal

cd /tmp/kasus.narkoba/
1s
cover page.jpgc SCHEDU-~1.EXE

Gamabr 3

Masukkan perintah File dimana maksudnya untuk mengekstrak semua file yang terdapat pada
direktori kasus.narkoba tersebut

Terminal

/cdrom: directory

/dev: directory

/etc: directory

/home: directory
/initrd.img: symbolic link to "boot/initrd.img-3.13.0-24-generic'
/1ib: directory

/1ib32: directory

/1ib64: directory
/Locker: directory
/lost+found: directory

/media: directory

/mnt: directory

/proc: directory

/root: directory

/run: directory

/sbin: directory
/snort_src: directory

f/srv: directory

/5Y5: directory

/tmp: sticky, directory
fusr: directory

/var: directory
/vmlinuz: symbolic link_to “boot/vmlinuz-3.13.8-24-generic’

Gambar 4



Terminal
autopsy

Autopsy Forensic Browser
http: //www.sleuthkit.org/autopsy/s
ver 2.24

Evidence Locker: svar/lib/fautopsy

Start Time: wed Mar 29 13:83:57 2017

Remote Host: localhost

Local Port: 9999

Open an HTML browser on the remote host and paste this URL in it:

http://localhost:9999/autopsy

Keep this process running and use <ctrl-c> to exit

Gambar 5

€ ) @ | localhost:9999/autopsy?mod=0&view=2&case=kasus&desc=kasus+narkoba&invl=ulan+ ama-+sari&inv2 =& c Searc wvBE & & v @

[ Most visited ~ Linux Mint @ Community @ Forums T Blog | ENews ¥

Creating Case: kasus

Error: fvar/lib/autopsy/kasus/ already exists
Please remove the directory and its contents and try again

OK

I [ Videos [E] Terminal [=] Terminal @) Creating Case: kasu... 507°C ., L I W)

Gamabr 6

Most Visited ¥ Linux Mint Community Forums Blog | ElNews >

Creating Case: kasus
Case directory (/var/lib/autopsy/kasus/) created
Configuration file (/var/lib/autopsy/kasus/case.aut) created

We must now create a host for this case.

ADD HosT

Gambar 7



Gambar 8

Gambar 9

/home/deefVideos/image

———————

28 menu |5 Vi 5 =] Terminal (=] Terminal

Gambar 10



[5 Most Visited ¥ Linux Mint @ Community @ Forums ' Blog | B News

FILEANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DaTA UNIT Herr  CrLose

Oy ? X

File System Layout (in sectors)
Total Range: 0 - 2879

* Reserved: 0 - 0

** Boot Sector: 0
*FATO0:1-9

*FAT 1:10-18

*Data Area: 19 - 2879

** Root Directory: 19 - 32

** Cluster Area: 33 - 2879

METADATA INFORMATION

Range: 2 - 45782
Root Directory: 2

CONTENT INFORMATION

Sector Size: 512
Cluster Size: 512
Total Cluster Range: 2 - 2848

FAT CONTENTS (in sectors)

73-103 (31) -> EOF
104-108 (5) -> EQF

[E] Terminal 5 joe_jacob: s507°c ., 2 O ) m15% 1309 OO

Gambar 11

[ Most Visited + Linux Mint @ Community @ Forums T Blog | B News ¥
FILE ANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT Herr  CLose
& ? X

Sector Number: 4= PREVIOUS NExT -

73 EXPORT CONTENTS  ADD NOTE

ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report)

Number of Sectors: File Type: JPEG image data, JFIF standard 1.01

L Sectors: 73-103

Status: Allocated

Sector Size: 512
ASCII Contents of Sectors 73-103 in image-8-0

Address Type:
Regular (dd) X
Lazarus Addr:
VIEW
&' () *456789 : CDEFGHIISTUVWXYZcdefghi jstuvwxyz
T R 11..A0.3q."2.. .B....
ALLOCATION LIST

N/ limg.

YaK y#.Y); Fo.o W WAT.>$.V... . X....5
T.6.0...29.. .r6.q.. L.~ .{ov.{..1.B.Q..y.0....n . oudl L RUGBLZUVL LW

M#Q.m.X. . H| fw..2/.dmvh. .. .w
Z.v co 1YY w2.9ec. .|

L IT..@. 2], I
|. .@5. LT.H;...OW...cn. .W..nb.Hc}. .G(Xc.&4. .
s Nl Mf e b 9K

(.=e]. . v.G.x{L.. kH$G(c@..".. R&f"$.~T

507°C ., L I W)

Gambar 12



Terminal

dee-K46CB file voll-Sektor73.raw
.raw: ERROR: cannot open “voll-Sektor73.raw' (No such file or direc

file voll-Sector73.raw
.raw: JPEG image data, JFIF standard 1.81

Gambar 13

Terminal

dee@dee-K46CB strings voll-Sector73.jpg
JFIF

$.' " #

(7),081444

'9=82<.342
122222222222222222222222222222222222222222222222222
$3br
%&" () *#456789 : CDEFGHIJSTUVWXYZcdefghijstuvwxyz

#3R

&' ()*56789: CDEFGHIJSTUVWXYZcdefg
A=2>c

KS, -

Gambar 14

voll-Sector73.jpg
Image Edit View Go Help

@ Previous @ Next = E.

POT SMOKERS MOMTHLY
Your monthly guide to the best pot on
the plant!

This month's feastured pot grower,
smoker and seller is Jimmy Jungle .

208 x 199 pixels 15.9 kB 100% 2 55 O B
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HIGH SCHOOLS

Monday (1)

Smith Hill High School (A)

Tuesday (2)

Key High School (8)

3)

Leetch High School (C)

Thursday (4) Birard High School (D)
Friday (5) Richter High School (E)
Monday (1) |Hull High School (F)

Tuesday (2)

Smith Hill High School (A)

Key High Scheol (B)

Thursday (4)

Friday (5)

Monday (1)

Leslch High School (C)
Birard High School (D)
Richter High School (E)

Tuesday (2)

Hull High School (F)

@)

Smith Hill High School (A)

Thursday (4)

Key High School (8)

Friday (5) Leelch High School (C)

Monday (1) Birard High School (D)

Tuesday (2) Richter High School (E)
(3)  Hull High School (F)

Thurscay (2)

Smith Hill High School (A)

Friday (9)

Key High Scheol (B)

Monday (1)

Lesich High School (C)

Tuesday (2)

Birard High School (D)

Richter High School (E)

@)
Thursday (4)

Hull High School (F)

Friday (5)

Smith Hill High School (A)

Monday (1)

|Key Hign School (B)

Tuesday (2)

Leelch High School (C)
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[ Most visited ¥ @ Linux Mint & Community © Forums D Blog | EINews~

FILEANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DaTA UNIT Helr CLose

2 X
Dir Entry Number: 4= PREVIOUS NEXT -
| 11 | REFORT VIEW CONTENTS = EXFORT CONTENTS  ADD NOTE

Search for File Name
ViEW

File Type:

empty (Zip archive data, at least v2.0 to extract)
ALLOCATION LisT

MD5 of content:
882a5cc64deea??a3a58affbb5a6fa6s -

SHA-1 of content:
c8e7f25380d63c9034d9f27faab29de1fo9248b5 -

Details:

Directory Entry: 11
Allocated

File Attributes: File, Archive
Size: 1000

Name: SCHEDU~1.EXE

Directory Entry Times:

Written: Fri May 24 08:20:32 2002
Accessed: Wed Sep 11 00:00:00 2002
Created: Wed Sep 11 08:50:38 2002

Sectors:
104105

8 menu B © ]  Wvideos [E] Terminal [E] Terminal ®) kasus;joe_jacob:v... | [Z] Terminal si0c L, & F )T B % f121% 1329 0Oy

Gambar 19

Terminal
Length: 1 MB (1474568 bytes)

Num Name (bs=512) Size File offset Comment
8: 00080873. jpg 8 KB 37376

1: 00000033 .01 21 KB
foundat=Scheduled Visits.xlsl"ﬂl"ﬂl*iﬂll
e

-4[:HHTeb&" 6 76R 66

- 3 *
B ExB5kUMBBEGBa_BBSA#G; GOk
00000104.z1ip 2 KB
Finish: wed Mar 29 13:30:28 2017

3 FILES EXTRACTED

jpg:=

Foremost finmished at Wed Mar 29 13:30:28 2017

Gambar 20



Terminal
JUfRcvm

clear

foremost -v -i image -o recover
Foremost version 1.5.7 by Jesse Kornblum, Kris Kendall, and Nick Mikus
Audit File

Foremost started at Wed Mar 29 13:30:28 2017
Invocation: foremost -v -i image -o recover
Output directory: /home/dee/Videos/recover
Configuration file: /etc/foremost.conf
Processing: image

image

Start: Wed Mar 29 13:30:28 2017

Gambar 21
File Edit View Insert Format Table Tools Window Help X
L-o-" 0|7 {8@%»x “B-8 - ‘(=E-S(2meq|Ne
n| |lDe'lau\t5w\e {'“[ﬂmesNewﬂoman\'“Ew‘ a a a |EJ ESE £EESsE ‘i -/ - B -
L wuluwiuwluuzuwlwuiuuluwi‘;wuluwéuwluu
= Jimmy Jungle
B 026 Jungle Ave Apt 2
- Jungle, NY 11111
- Jimmy:
- Dude, your pot must be the best - it made the cover of High Times Magazine! Thanks for
- sending me the Cover Page. What do you put in your soil when you plant the marijuana
= seeds? At least I know your growing it and not some guy in Columbia.
~ These kids, they tell me marijuana isn’t addictive, but they don’t stop buying from me.
R Man, I'm sure glad you told me about targeting the high school students. You must have
- some experience. It's like a guaranteed paycheck. Their parents give them money for
- lunch and they spend it on my stuff. I'm an entreprencur. Am I only one you sell to?
- Maybe I can become distributor of the year!
s
B Temailed you the schedule that Tam using. I think it helps me cover myself and not be
- predictive. Tell me what you think. To open it, use the same password that you sent me
- before with that file. Talk to you later.
- Thanks,
- Joc 0]
- 0
N L)
Pagel/1 175 words, 910 characters Default Style English (USA) u [ OO0M - —+—0——+ 100%
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voll-Sector73.jpg - GHex

File Edit View Windows Help

00000000
00000010,
00000020,
00000030
00000040
00000050
00000060
00000070,
00000080,
00000090

FF
00
07
13
22
39
09
32
32
32

D&
60
07
OF
2C
3D
oc
Zi
5
=V

FF
00
07
14
23
38
0B
32
32
32

EO
00
09
1D
1C
32
oc
32
32
32

00
FF
09
1A
1C
3C
18
32
32
32

10
DB
08
1F
28
2E
oD
32
32
32

4A
00
0A
1E
37
33
oD
32
32
32

46
43
6cC
1D
29
34
18
32
32
32

49
00
14
1A
2C
32
32
32
32
32

46
08
oD
1C
30
FF
21
32
32
32

00
06
0C
1C
31
DB
1C
32
32
32

01
06
0B
20
34
00
21
32
32
32

0l
07
0B
24
34
43
32
32
32
32

0l
06
oC
ZE
34
01
32
32
32
32

00
05
19
27
1F
09
32
32
32
FF

60
08|."
12
20
27|
09
32
32
32
Co)

$.'

‘L E#..(7),01444 )
0=82<.342...C...
........ 21,12222
22222222222222272
22222222222222272
22222222222222. .

Signed 8 bit: | 74
Unsigned 8 bit: | 74
Signed 16 bit: | 17994

Unsigned 16 bit: | 17994

[E Show little endian decoding

Signed 32 bit: | 1179207242
Unsigned 32 bit: | 1179207242
Float 32 bit: | 1,288157e+04

Float 64 bit: | 7,748599e-304

Offset: Ox6; 0x5 bytes from 0x6 to OxA selected

Hexadecimal: | 4A

Octal: | 112
Binary: | 01001010

Stream Length: | 8 | - | +

Show unsigned and float as hexadecimal

Gambar 23

Kesimpulan

Komputer Forensik adalah salah satu cabang ilmu forensik yang berkaitan dengan bukti legal yang
ditemui pada komputer dan media penyimpanan digital untuk dapat disajikan sebagai barang bukti

yang sah di pengadilan.

kita mengetahui bahwa format apa dan isi pada data unit image pertama dengan sector 73-103,
selanjutnya kita akan melakukan hal yang sama pada gambar kedua yaitu sector 104-108. Seperti
gambar 15. Dimana digambar ini saya memberi kotak warna merah terhadap kata PK. Lakukan hal

yang sama seperti yang pertama tadi dengan mencari tahu informasi PK dari wikipedia

mencari tahu informasi tentang PK maka yang harus dilakukan adalah melakukan strings terhadap
file image sector 73-103 untuk mendapatkan password. Pada gambar 20 password berhasil
didapatkan yaitu goodtimes. Password inilah yang digunakan untuk mengakses file pada file image

sector 104.

Pada gambar 23 merupakan langkah terakhir saat melakukan pratikum dimana langkah ini
merupakan konversi huruf ke biner menggunakan tools GHex. Kita lihat pada gambar 23 saya
mencoba menkonversikan JFIF dimana ketika kita blok huruf tersebut maka dengan bantuan tools

GHex angka biner dari huruf tersebut akan terblok secara otomatis



