NAMA : DWI KURNIA PUTRA
NIM : 09011181320019
MK : KEAMANAN JARINGAN KOMPUTER

KOMPUTER FORENSIK

Komputer Forensik (Ilmu Komputer Forensik) adalah cabang dari ilmu forensic digital yang
berkaitan dengan bukti yang ditemukan di computer dan media penyimpanan digital. Tujuan dari
computer forensic adalah untuk memeriksa media digital dengan tujuan mengidentifikasi,
melestarikan, memulihkan, menganalisis dan menyajikan fakta dan opini tentang informasi digital.

PERCOBAAN DARI KOMPUTER FORENSIK

Pada percobaan dari computer forensic berikut, berkaitan dengan kasus narkoba yaitu seseorang
bernama Joe Jacobs yang ditangkap oleh polisi dengan tuduhan menjual obat-obatan terlarang ke
anak sekolahan. Polisi memiliki file imaged.zip sebagai barang bukti untuk dilakukan investigasi.

Berikut langkah-langkah untuk menganalisis file imaged.zip

E3 (3) HIMASISKO FASILK... x | http:/fold.ho...scans/scan24/ x | +

@ | old.honeynet.org/scans/scan24 B|lc H Searc ‘ﬁ 8 ¥+ &# O =

Terminal
md5sum image.zip
131d59b1d6a72 image.zip

allenge for you. Your mission is to analyze a recovered floppy and answer
fl ihe police report before continuing your challenge. Just like an investigation
nce, but its up to you and your technical skills to dig up the answers. Below is
he answers, providing you can ‘extract’ the data.

Search Tmage.zip image.zip

Make sure you check the MD5 checksum of your download before you unzip it.

Questions
You can find all the criteria for judging and rules at the SotM main page.

1. Who is Joe Jacob's supplier of marijuana and what is the address listed for the supplier?

2. What crucial data is available within the coverpage.jpqg file and why is this data crucial?

3. What (if any) other high schools besides Smith Hill does Joe Jacobs frequent?

4. For each file, what processes were taken by the suspect to mask them from others?

5. What processes did you (the investigator) use to successfully examine the entire contents of each file?

Terminal | Bonus Question:

@ venu i FH M "oIerminal %] Mozilla Firefox B COMPUTER-FOREN... o 2T ) B100% gf01:36 B

Menggunakan tool md5sun untuk membaca file image.zip. Tool md5sun (Message-Digest
Algortihm 5) merupakan fungsi hash kriptografik untuk keperluan keamanan data. Menggunakan
md5 untuk mengacak password agar tidak disimpan sebagai plaintext di database dan bisa juga
digunakan untuk mengecek integritas file.



| File Edit View Go Bookmarks Help

Terminal S -] = ==
; i J W Q ‘ = ==

md5sum image.zip
b676147163923e1f428131d59b1d6a72 image.zip

file image
image: ERROR: cannot open “image' (No such file or directory)
file image
image: DOS floppy 1448k, x86 hard disk boot sector
mkdir /tmp/kasus.narkeba
mount image /tmp/kasus.narkoba/
cd /tmp/kasus.narkoba/
1s
cover page.jpgc SCHEDU~1.EXE
file *
cover page.jpgc : ERROR: cannot read "cover page.jpgc
ut/output or)
SCHEDU~1.EXE: Zip archive data, at least v2.0 to extract

E] |& || 8] 2 items, Free space: 16,7 GB ——

@ Menu ™ GTerminal

Mengekstrak file imaged.zip, lalu disimpan dalam direktori /tmp/kasus.narkoba/. Dari hasil
ekstrak file imaged.zip tersebut, didapatkan 2 file yaitu cover page.jpgc dan SCHEDU-1.EXE

Cornpuisr o oo
th | File Edit View Go Bookmarks Help

Terminal = J W Q ‘ = =
autopsy

Autopsy Forensic Browser
http: //www.sleuthkit.org/autopsy/

Evidence Locker: /var/lib/autepsy
Start Time: Wed Mar 29 01:39:04 2017
Remote Host: localhost

Local Port: 9999

Open an HTML browser on the remote hest and paste this URL in it:

http://localhost:9993/autopsy

eep this process running and use <ctrl-c> to exit

g Wetwork

E] |& || 8] 2 items, Free space: 16,7 GB ——

™ G]Terminal



Menggunakan tool autopsy atau Auto Forensic Browser yang mana merupakan tool yang dibuat
menggunakan Bahasa perl berfungsi untuk melakukan digital forensic. Autopsy dapat melakukan
analyze terhadapa disk image serta partition.

c)Rses

Gambar di atas merupakan langkah-langkah untuk pembuatan newcase, yang mana bertujuan
mempermudah akses kasus sehingga tidak tercampur dengan kasus forensic lainnya.



d=0&view=2&case=kasus&desc=kasus+narkoba&invl=dwi+kurnia+putraginv2=&invi=&invd | & w B8 4

Langkah selanjutnya yaitu membuat host baru, mengisi host name dengan nama joe_jacob dan
untuk nomor 2-6 adalah optional, bisa tidak diisi. Setelah itu adding host.



8&case=kasus&host=joe _jacob&desc=&tz=&ts=0&alert db=&exclude db=&x=428 | ¢




13&host=joe_jacob&case=kasus&inv=unknown&x=59&y=5

/home/pebengg/Download: age

14&host=joe_jacob&case=kasus&inv=unk img_path=%2Fh pebongg' | €




146spl_conf=1&img_path=%2Fhome%2Fpebongg%2FDownloads%2Fimagessort=1 | @

15&mg_path=%2Fhome%2Fpebongg%2FDownloads%2Fimage&num_img=1&sort= | G




Dari 7 gambar di atas merupakan proses adding image, yaitu berupa location image file, type file
yaitu disk, dan import method memilih symlink.

(D\localhm;t:9999/autapsy?mud=1&submad=z&c kasusé joe_jacob&ir k |=voll | &

roy 4 J. ). /. /. /. .




(D\localhmt:9999/autapsy?mod=1&suhmod=7&c kasusé joe_jacobi P l=voll

4 /. /. ). 2 " i

‘Connecting to the wireless network...

@ | localhost:9999/autopsy?mod=1&submod=7&c: ki & joe_jacob&i K |=voll Q search
psy| )

1 4 2 £ £ 4 4 {

Selanjutnya melakukan analyze file system. Yang pertama melakukan analyze pada fat contents
73-103(31).



kasus:joe_jacob:voll - Mezilla Firefox - + %

Ed (3) HIMASISKO FASILK... %  http:/fold.ho...scans/scan24/ % | ffiy kasus:joe jacob:voll % |+

73&len=31 | e HQSearw:}" ‘ wBe ¥ 4 9 =

se=kasus&host=joe_jacob&inv=unknown&vol=voll&mod=1&submod=5&block:

) @ | localhost:9999/auto;
p

FILE ANALYSIS = KEYWORD SEARCH. FILE TYPE IMAGE DETAILS META DATA DATA UNIT HELe CLOSE
1 X

Sector Number: 4mPREVIOUS NEXT =

|73 | EXPORT CONTENTS. _ ADD NoTE

ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report)
plmnhegoliSeulues; File Type: JPEG image data, JFIF standard 1.01
g
E J Sectors: 73-103
Status: Allocated
Sector Size: 512 Hind Mats Nata Addrace
Add . ASCIT Contents of Sectors 73-103 in image-8-8
Regular (dd) A
Lazarus Addr: |
}
%&' () *456789: CDEFGHIISTUVWXYZcdefghijstuvwxyz. .
e Weiiiios 11..A0.30."2...B....

ALLOCATION LIST |

A=2>C.5.Mmp.Z

i...d.L...20..21.8%. . P...1/. . WWv... .<7..i.da...!1..... a*

1YY" .w"2.9ec.

..h.an.xq.
y. s

Laq Q.
2 . cn. . W..nb.Hc}. .G(Xc.&4. .
S.. P B R TR . T

.1,
U.F R&F"S.~T

All windows
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List of file signatures - Wikipedia - Mozilla Firefox - + %

7 (3) HIMASISKO FASILK... x  http:/jold.ho...scans/scan24/ x b kasus:joe_jacob:voll ® | W List of file signatures - ... x | 4

&) © @ | https//en wikipedia.org/wiki/List_of file_signatures | @ |[a search &t ®m + & © =
exr OpenEXR image 0 v/1. 76 2F 31 01
bpg Better Portable Graphics format(?] 1] BPGl 42 50 47 FB
FF D8 FF DB
yoyl

FF D8 FF E@ nn

g yoya .. nn 4A 46
JPEG raw or in the JFIF or Exif file format 0 F IF.. 49 46 @0 01
yoya . .E FF D8 FF E1 nn
x if.. nn 45 78
69 66 00 00
ilbm
Ibm . 0 FORM. . .. 46 4F 52 4D nn
ib IFF Interleaved Bitmap Image ILBM nn nn nn
01y £l 49 4C 42 4D
iff
|Jpsg A Highlight All Match Case Whole Words 1 of 3 matches x®

Downloads

Menu
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[ € ) @ | localhost:© asul Downloads ‘ﬁ’ B ¥+ & © =
= File Edit View Go Bookmarks Help
« > 40 & B ([@) aoomeds ) .Jﬁqzss
Sector Number: ompute ]
73 . f— _u__
Number of Sectors: Desktop voll-Sector73.raw image.zip image feport)
1 . Do
Sector Size: 512 SRS |
eo
Address Type: Downloads
Regular (dd) ¥ —
Lazarus Addr:
VIEW. De
0 0. ||
ALLOCATION LIST BTGB .. U
0
S Pl
LSUMEQUMLXL L UH L w2/ dYh LW
R BLZove . WL DY W2 9ec |
2 items, Free space: 16,7 GB = —
>0 - 11
Sevnnnn k. B\ o e e e e e ey e JTWH; . IW. . .en. WL nbuHe) L G(Xc. &4, .
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Mo FLNLTMLDL90wW.6%. Lz,
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A.... ;..0-.....0...@...0..(.RE8...P..

L. o

B venu [ [] Terminal ] kasus;joe_jacob:vol... B [COMPUTERFOREN... | [ Downloads

Ed (3) HIMASISKO FASILK... X | http://old.ho...scans/scan24/ x | { kasus:joe jacob:voll % | W List of file signatures- ... x 4

€ ) @ | localhost:9999/autopsy?case=

s =
et _ File Edit View Go Bookmarks Help
«- > 4 H M ! 4 | @ ) |iyDownloads J mQ
Sector Number: v My Computer 2 -
= fE3 Home ,v&,li,_&i; T —
= Desktoj voll-Sector73.jpg - + X eport)
Number of Sectors: ® .
A Documents Image Edit View Go Help
1
Music Next B
'rv' Nt (@ & @ |gfl| ) ¢
Sector Size: 512 | MPictures . E
7 Videos
Address Type: POT SMOKERS MONTHLY
- Your morthly guide to the best pot on
Regular (dd) v o Recent the plant!
B File System
Lazarus Addr: |
W Tash
VIEW Devices
This month's festured pot grower,
Boocevo.. Patbieciierere I I SR ———————
ALLOCATION LiST ZC AN N9 .00 Pl
B iosGBVv...
Network
| Network <
& 208 x 199 pixels 15,0 kB 100% 1/1 RPN €T R s v
X....s.M#Q.m.X.. . H|...fw..2/.dmYh....w
WellL 1YY w2, 9ec. . |
.IW...cn..W..nb.Hc}. .G(Xc.84. .
Lo YT .p.S..+ .8'.&.... aa D sCauaman i vuanBuaa ke ™y
WML FL\L7MLD L 9.W.6% .1, .2, .0, .6.M....4.7/.Q..T.2....
...517.g.....b4;|.6....U.F..i%r(...|e/...4..KI...mp.L..+...D.C..m 80....... . KI4. VK@ {.eeeeen vee(3e]L v Gux{L. . .KHSG(C@. .". . .R&F"S.~T
SU..... ;..0-.....:...@...0..(.R@S...P..
..b.X.

iEIM  Eeminal

Dari 4 gambar di atas, didapatkan analyze berupa code JFIF. Sesuai dengan list of signatures file
Jpg, JFIF merupakan format dari file .jpg. Dan juga, dilihat dari gambar di atas, terdapat file volt-
sector73.raw diubah ekstensi filenya menjadi volt-sector73.jpg, maka file tersebut dapat dilihat
sesuai dengan ekstensi file .jpg yaitu berupa gambar.




kasus:joe_jacob:voll - Mezilla Firefox

3 (3) HIMASISKO FASILK... X http:/fold.ho...scans/scan24/ % J ‘!’ kasus:joe_jacob:voll % | W List of file signatures - ... x 4
€ ) © | localhost:9999/autop se=kasus&host=joe_jacob&inv=unknown&vol=voll&mod=1&submod=5&block=104&len=5 | & ‘ |Q Search ‘ *Be ¥ & 9 =
FILEANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DaATA UNIT Hf,u- CrLose
? X

Sector Number:
| 104 |

Number of Sectors:
E J

Sector Size: 512

Address Type:
Regular (dd) A

Lazarus Addr: |

VIEW

ALLOCATION LIST

4= PREVIOUS NEXT )
EXPORT CONTENTS  ADD NoTE
ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report)
File Type: empty (Zip archive data, at least v2.0 to extract)

Sectors: 104-108
Status: Allocated

Tind Matz Nata Addvace

ASCIT Contents of Sectors 184-108 in image-0-8

L B D p-

a

1 0~ bY..Z6..h
RS L YL MK z..

W
S.Zo Jw{om. . L.sC6qg( . yGU
4K

S Fp ]l Bn% &L FNSL z.0.y...{...u...q..

Menu |y
List of file signatures - Wikipedia - Mozilla Firefox - + %
7 (3) HIMASISKO FASILK... x  http:/jold.ho...scans/scan24/ x b kasus:joe_jacob:voll ® | W List of file signatures - ... x ", +
&) © @ | https//en wikipedia.org/wiki/List_of file_signatures | @ |« search l##®m + &4 © =
Iz Izip compressed file 0 LZIP 4C 5A 49 50
DOS MZ executable file format and its descendants
exe . N 0 MZ 4D 5A
(including NE and PE)
5 50 4B 03 64
zip
jar H
odt
ods
odp zip file format and formats based on it, such as JAR, ODF, 0 o 50 4B 05 06
docx OOXML a
xIsx (empty archive)
ppDX
T 50 4B 07 08
apk
(spanned archive)
Rar!...
rar RAR archive version 1.50 onwards!®! 0 2§ g; 7221 1A
a1 52 61 72 21 1A
x

|z|p

Menu |y
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Highlight All Match Case Whole Words 5 of 9 matches




Terminal - + X
cd Downloads/ r
clear
strings voll-Sector73.jipg

$.' " F
(7),01444
'9=82<.342
2222222222222222222222222222222222222222222222222

Zcdefghijstuvwxyz

cdefghijstuvwxyz

All windows
B venu EIM  Eterminal ] List of file signatur... UTER- B vol1-Sector73.jpg [>-] Terminal 2 TY B

Terminal - + X

1 All windows
Bl &wminal & of file signatur... UTER- o s 1-Sector73.jpg [>-] Terminal




{ib kasus:joe_jacob:voll x|+

h
€ ) @ | localhost:9999/autopsy?case=k Downloads s wBe ¥ & O =
= File Edit View Go Bookmarks Help
«v 40 am.
Sector Number: = My Computer
104 | B3 Home i i
7= Desktop feport)
Nlllmbe%ruf‘ B A& Documents voll-Sectorl04.raw voll-Sector73.jpg image.zip image
1
——— ¥ Music
Sector Size: 512 | i
% videos
Address Type: [*s Downloads
Regular (dd) X 5
2 lpﬂm ... #-4.HT.b.".7.Rr. .
- File System
Lazarus Addr: | =
W Trash
VIEW v Devices
L | e Y S 7o
B:zoc8 v
ALLOCATION LiST. & 187 Ga XML G{LSYT T U p.
B 10568\
¥ Network
& Network
3 items, Free space: 16,7 GB

‘ Menu |y ,EP ] Terminal UTER-F.. [ Downloads B vol1-Sector .. []Terminal R 3 o B

Archive Edit View Help

£ i open ~ ‘ @AddFiles L'l Extract

t
d
o
(=]
n

4 Back » 4 4k Location: ‘/

Name Modified

') scheduled visits.xis 0 woke Microsoft Exc... 23 Mei 2002, 11:20

report)

Archive Manager e voll-Sector73.jpg image.zip image
| Password required for "voll-Sector104.zip"
Password:
[l \
Cancel ‘ o #4 HT.b. A 7RLLE
Ntz fsD 2 7....
LXMW 6{3YE PP U e p.’
1 object (16,9 kB), 1 object selected (16,9 kB)

PN z.0.y...{...u...q..
M. 2ol 1o.... I5.....}.n.EOH...T.
@ (=] = “voll-Sectorl04.zip" selected (2,6 kB), Free space: 16,7 GB e led Visits.xlsPK... B.... -

Menu |y




Scheduled Visits.xls - LibreOffice Calc
File Edit View Insert Format Tools Data Window Help

-8 - O d4d8& +xYO0B- 3 ea i+ i |0 5 G m||e
i & [[ara -l |-fa a a s s = s %@ == (H-8-2-
|Bso v fix) ¥ = |[Monday (1) |-
A | | c [ D E F | 6 [ w [ v [ 3 [ «x L M N o [ R
1 Month DAY HIGH SCHOOLS
2 2002
3 |April Monday (1) Smith Hill High School (&)
4 Tuesday (2) Key High School (B)
5 Wednesday (3) Leetch High School (C)
6 Thursday (4) Birard High School (D)
7 Friday (5) Richter High School (E)
8 Monday (1) Hull High School (F)
9 Tuesday (2) Smith Hill High School (A)
10 Wednesday (3) Key High School (B)
11 Thursday (4) Leetch High School (C)
12 Friday (5) Birard High School (D)
13 Monday (1) Richter High School (E)
14 Tuesday (2) Hull High School (F)
15 Wednesday (3) Smith Hill High School (&)
16 Thursday (4) Key High School (B)
17 Friday (5) Leetch High School (C)
18 Monday (1) Birard High School (D)
19 Tuesday (2) Richter High School (E)
20 Wednesday (3) | Hull High School (F)
21 Thursday (4) Smith Hill High School (A)
22 Friday (5) Key High School (B)
23 Monday (1) Leetch High School (C)
24 Tuesday (2) Birard High School (D)
25 |May
26 Wednesday (3) Richter High School (E)
27 Thursday (4) Hull High School (F)
28 Friday (5) Smith Hill High School (A)
29 Monday (1) Key High School (B)
30 Tuesday (2) Leetch High School (C)
a1 Aadnesday (31 Rirard Hinh Schoal (DL
)[4l ||, Sheetl m Sheet3 ap / 1 I
Sheet1/3 PageStyle_Sheetl w [ Sum=0 - . + 100%

B venu EIM  Eferminal ! t [WDownloads  E§voll-Sect... [)Terminal - usjoe... Mvoll-Sect.. | WSchedule..| o 2 %

Dari 7 gambar di atas, didapatkan analyze berupa code PK. Sesuai dengan list of signatures file
.zip, PK merupakan format dari file .zip. Dan juga, dilihat dari gambar di atas, terdapat file volt-
sector104.raw diubah ekstensi filenya menjadi volt-sector104.zip, maka file tersebut dapat dibuka
sebagai file archive. Sesuai perintah pada terminal yaitu string volt-sector73.jpg, didapatkan
password file yaitu goodtimes dan digunakan untuk membuka file volt-sector104.zip. Dan
didapatkan file Scheduled Visits.xls.

kasus:joe_jacob:voll - Mozilla Firefox

{iby kasus:joe_jacob:voll x|+

€ ) @ | localhost:9939/autopsy?mod =1&submod=3

*TB ¥ & O =

=unkno ol=voll C

FILE ANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT Herr  CLose
2 X
Dir Entry Number: 4mPREVIOUS NEXT -
11 REPORT VIEW CONTENTS = EXPORT CONTENTS _ ADDNOTE
Search for File Name
ViEw
File Type:
empty (Zip archive data, at least v2.0 to extract)
ALLOCATION LisT.

MD5 of content:
082a5cc64deea??a3a580f fbb5a6fab6 -

SHA-1 of content:
cBe7f25380d63c9034d9f27faab29de1f09246b5 -

Details:

Directory Entry: 11
Allocated

File Attributes: File, Archive
Size: 1000

Name: SCHEDU~1.EXE

Directory Entry Times:

‘Written: Fri May 24 08:20:32 2002
Accessed: Wed Sep 11 00:00:00 2002
Created: Wed Sep 11 08:50:38 2002

Sectors:
104 105

[WDownloads  E§voll-Sect... [)Terminal ijoe...  Mlvoll-Sect.. I Schedule.. o 2 %




Terminal - + X
pebongg@pebongg foremost -v -i image -o recover
Foremost version 1.5.7 by Jesse Kornblum, Kris Kendall, and Nick
[Audit File

Foremost started at Wed Mar 29 6 02 2017
Invocation: foremost -v -i image -o recover
/home/pebongg/Downloads/recover
/etc/foremost. conf

t: Wed Mar 29 01:49:02 2017
1 MB (1474560 bytes)

Name (bs=512) size File offset Comment
60000073 jpg 8 KB 37376

1: 00000033.0le 21 KB 16896
foundat=Scheduled Visits.x1s@@1*61

ol
GBa_GBSA#S; B0k B6[

6<KbughQ

00000104. zip 2 KB 53248
Wed Mar 29 01:49:02 2017

EXTRACTED

Foremost finished at wed Mar 29 ©1:49:02 2017
pebongg@pebongg

ol1-Sect... ['[>JTerminal B kasusijoe... ™voll-Sect... M Schedule.. o 2 T @ (1

Foremost version 1.5.7 by Jesse Kor] Downloads
Audit File File Edit View Go Bookmarks Help

Foremost started at Wed Mar 29 @ - >
@ = Download:
Invocation: foremost -v -1 im L2 | = s

Output directory: /home/pebongg
Configuration file: /etc/foremost

My Computer
= Home
= Deskt
; image = Desktop
wed Mar 29 ©1:49:02 2017 A& Documents voll-Sector104.zip voll-Sector73.jpg image.zip
1 MB (1474560 bytes) 7 Music
[f3 Pictures
[F® videos
00006073. jpg 8 KB 3 Dov
1: 00000633 .0le 21 KB = r
foundat=Scheduled Visits.x1s@@1*6I LSS
B File System
S
Vsuwa_ws;\#u;uu k2 6] ¥ Trash
00600104, zip 2 KE| * Devices
B2ocBv..
[ BEYRC:ST
EXTRACTED B 10568 V...

Name (bs=512) Size

Wed Mar 29 91:49:02 2017

Network

/& Network

Foremost finished at Wed Mar 29 01: E] x| (@] e, TiemE 1T
pebongg@pebongg = | =

e IS8 ol sect... [ Terminal ] kasu o 1Sect... WSchedule.. o %




recover
File Edit View Go Bookmarks Help

« > 4 O | = ! 4[ ] mDown\oad5>recwar>

~ My Computer Foreaas
Audit F

= Desktop zip audit.txt

Configuration file: /e e [F® Home
Processing: image

[l Documents
Wed Mar 29 61:49:02 2017 ¥ Music
1 MB (1474560 bytes) P Pictures

Name (bs=512) ize] [ Videos
. % Downloads
80008073 jpg
1: 00000033.0le
foundat=Scheduled Visits.xls@f1+& 8 File System

W Tash

2 Recent

[
Gba_B0SA#; 60k GO
-

6; 626VS Devices
00000104 .zip 2 KB B 20068 V.

Finish: wed Mar 29 081:49:02 2017 B 1s7cBv..
B 10568 V...
3 FILES EXTRACTED
Network

f& Network

4 items, Free space: 16,7 GB
Foremost finished at Wed Mar 29 e1:
pebongg@pebongg

] Terminal |- PUT... |[mrecover Bvoll-Sect... [JTerminal

‘ foren File Edit View Go Bookmarks Help
Foremost version 1.5.7 by Jesse Kor

Audit File recover 2 ole

I Schedule...

Foremost started at Wed Mar 29 @
My Computer W

/home/pebongg/De [E= Home
/etc/foremos 7= Desktop 00000033.0le
[ Documents
[ Music
[ Pictures
[F® videos
Name (bs=512) Size {8 Downloads

t: Wed Mar 29 ©1:49:02 2017
1 MB (1474560 bytes)

80000073. 1pg g kg ¥ Recent

g 00008033.0le 21 k| B File System
foundat=Scheduled Visits.x1s@&1*61 W Tash
I 65kUMBEGGa BBSA#G;60kZ B6[Z] | ™ Devices

B20cBvo..

B 137GBV...

Wed Mar 29 ©1:49:02 2017 B 105GB V...

Network

00080104.zip 2 KB

EXTRACTED
/& Network

1 item, Free space: 16.7 GB

Foremost finished at Wed Mar 29 081:49
pebongg@pebongg

PUT... |[Mole EJvollsect... [JTerminal #] kasu o 1-Sect...

I Schedule...

[ 3

"y 3

o B




Untitled 1 - LibreOffice Writer

File Edit View Insert Format Table Tools Window Help

PO -

fl:l\_|<‘ aawﬁb

ceeE- om Y e

= a-2-0-

IO T T

3

fimmy Jungle
626 Jungle Ave Apt 2
Jungle, NY 11111

Jimmy:

Dude, your pot must be the best — it made the cover of High Times Magazine! Thanks for
sending me the Cover Page. What do you put in your soil when you plant the marijuana
seeds? At least I know your growing it and not some guy in Columbia.

These kids, they tell me marijuana isn’t addictive, but they don’t stop buying from me.
Man, I'm sure glad you told me about targeting the high school students. You must have
some experience. It’s like a guaranteed paycheck. Their parents give them money for
lunch and they spend it on my stuff. I'm an entrepreneur. Am I only one you sell to?
Maybe I can become distributor of the year!

I emailed you the schedule that I am using. I think it helps me cover myself and not be
predictive. Tell me what you think. To open it, use the same password that you sent me
before with that file. Talk to you later.

Thanks,

Joe

forem
version 1.5.7 by Jesse Kor|
File

started at Wed Mar 29 @

: foremost -v -i imag
OQutput directory: /home/pebongg/Dov
Configuration file: /etc/foremost.c
Processing: image

Wed Mar 29 ©1:49:02 2017
1 MB (1474560 bytes)
Name (bs=512)
08000073. jpg
1: 00080633.0le 21 KB
foundat=Scheduled Visits.x1s681*61

G666 BBSA#G; 60k G6[T]]

\H
00000104.zip 2 KB

Wed Mar 29 91:49:02 2017

EXTRACTED

My Com
[E= Hom
= Desk
i Docu
¥ Musi

Foremost finished at Wed Mar 29 ©1:49:02 2017

pebongg@pebongg

Default Style
PU... | [ ole

English (USA)

Blvollse.. [EJTerminal  Bjkasusijo.. Mvoll-se..

I Schedul...

Open with

Select an application in the list to open volI-Sector73.jpg and other files of type "JPEG image”

| k) Banshee
| Banshee
[E) Brasero
|| Disk Image Mounter
| Disk Image Writer
&4 Document Viewer
[ Files
|AlFont Viewer
GDebi Package Installer
e |
© Help
@ HexChat
|y IcedTea Java Web Start

b o Thesnk

You can also type or select a custom executable file to use to open this file type. You can use this
command just once, or set it as default for all files of this type.

‘ Enter a custom command | | (None)

Add to list Set as default | | Reset to system defaults |

| Cancel || OK

Terminal

[®Downlo." EJvoll-Se.. [JTerminal 4 kasu

I Schedul..

& [Untitle...

[ 3

"y 3

o B




voll-Sector73.jpg - GHex

File Edit View Windows Help

BEGAROBE[FF D3 FF E6 00 10 AA 46 40 46 00 61 61 01 00 60]...... OFL...... T Jma = =
16/00 60 06 66 FF DB 60 43 00 08 06 06 67 06 05 08."..... Bocannas !

0000002607 67 B7 09 09 B3 BA GC 14 6D OC OB BB OC 10 12|................

D00BRO36[13 BF 14 1D 1A 1F 1E 1D 1A 1C 1C 20 24 2E 27 20 .......... $.°
4622 2C 23 1C 1C 28 37 29 2C 30 31 34 34 34 1F 27|",#..(7),01444."

D00BEO56(39 3D 38 32 3C 2E 33 34 32 FF DB 00 43 01 09 00/9=82<.342...C... o

00000060(09 6C 0B OC 18 @D oD 18 32 21 1C 21 32 32 32 32|........ A0 o Bk
0000007032 32 32 32 32 32 32 32 32 32 32 32 32 32 32 322222222222222222
32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 3212222222222222222
90|32 32 32 32 32 32 32 32 32 32 32 32 32 32 FF (0[22222222222222..

Signed 8 bit: | 70 Signed 32 bit: | 16842822 Hexadecimal: | 46

Unsigned 8 bit: | 70

Float 32 bit: | 2,369375e-38 Binary: | 01000110

Float 64 bit: | 7.120243e-307 | stream Length: |8 : +

[E@ Show little endian decoding "] Show unsigned and float as hexadecimal

Signed 16 bit: | 70

J \

Unsigned 32 bit: | 16842822 | octal: | 106 |
\ \

J

Unsigned 16 bit: | 70

Offset: 0x9; 0x4 bytes from 0x6 to 0x9 selected

Finish: Wed Mar 29 01:49:02 20817 fi& Network
3 FILES EXTRACTED

ipg:= 1 = [a] "voll-Sector73.jpg" selected (15,9 kB), Free space: 16,7 GB
ole:= 1

Foremost finished at Wed Mar 29 £1:49:02 2017
pebongg@pebongg

B venu [ F|[]M Hterminal jiistof.. MICOMP.. [WDownl.. EJvolis.. [JTerminal Hjkasus.. MJvolls.. W Sched.. M [until.. "Evolls..| o £ = &) B100% o 01:50 21

Sesuai 8 gambar di atas, perintah foremost digunakan untuk mengembalikan/mengesktrak data
yang tertimpa dan diletakkan pada folder recover. Dan didapatkan 3 folder yaitu, jpg, ole dan zip.
Ole merupakan file doc yang berisi surat dari Joe Jacob untuk Jimmy. Menggunakan perintah ghex
untuk mengkonversi huruf ke biner sambal mengecek kembali file dari .jpg.

Setelah berhasil mendapatkan data dari percobaan, maka data tersebut dijadikan informasi untuk
keperluan bahan penyelidikan. Dari informasi tersebut, hal yang menjadi pertanyaan adalah
sebagai berikut :

1. Siapa pemasok narkoba Joe Jacob dan apa alamatnya ?
Jimmy Jungle yang beralamatkan di 626 Jungle Ave Apt 2 Jungle, NY 1111
2. Data penting apa yang terdapat di file coverage .jpg dan mengapa data tersebut
penting ?
Karena di dalam file coverage .jpg terdapat password untuk file Scheduled Visits.xls
3. Nama sekoolah selain smith hill yang sering menjadi tempat transaksi Joe Jacob ?
e Key High School
e Leet High School
e Birard High School
¢ Ricter High School
e Hull High School
4. Untuk setiap file proses apa yang diambil oleh tersangka untuk mengetahui orang
lain ?
Yang dilakukan tersangka untuk menutupi kejahatannya adalah mengubah nama dan
ekstensi file .zip menjadi .raw



5. Proses apa yang digunakan penyidik untuk berhasil memeriksa seluruh isi dari setiap
file ?
Mengamati file imaged.zip menggunakan tool md5sum sebagai pengecekkan integritas file
dan autopsy sebagai analyze file system forensic.



