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TUGAS 6
KOMPUTER FORENSIK

Komputer Forensik adalah salah satu cabang ilmu dalam forensic yang berkaitan dengan bukti
illegal yang ditemui pada computer dan media penyimpanan digital untuk dapat disajikan sebagai
barang bukti yang sah dipengadilan nanti.

Tools yang digunakan adalah:

1. Autopsy
2. Foremost
3. Strings
4. GHex

Tahap pertama yang harus dilakukan ada mengekstrak file image.zip, setelah dilakukan ekstrak
akan terdapat file image. Setelah itu masukkan perintah md5sum image.zip, md5sum sendiri
digunakan untuk mengecek keaslian dari file tersebut. Dapat dilihat pada gambar 1.1 dibawah.

Terminal
faris@farismr sudo su (b Bookmarks Help

[sudo] password for faris:

Sorry, try again. # faris l.a]a . ==
[sudo] password for faris: W —

cd Downloads/
1s

1s
image
1s -al
total 1468
drwxr-xr-x 2 faris faris 4896 Mar 29 12:54
drwxr-xr-x 19 faris faris 4896 Mar 29 12:48
-rw-r--r-- 1 faris faris 1474560 Sep 18 2002 image
-mw-r--r-- 1 faris faris 18146 Mar 24 23:21
md5sum image.zip
b676147763923e1f428131d59b1d6a72 image.zip

B [= (= "image.zip" selected (18,1 kB), Free space: 6,2 GB —_——

@ venu i F[E]Mm "ElTerminal 2 3 70 Bk @ 1254

Gambar 1.1. Hasil perintah md5sum

Tahap selanjutnya adalah dengan memasukkan perintah file image, dimana file image berfungsi
untuk melihat tipe filenya, dapat dilihat pada gambar 1.2 dibawah



Computar

Terminal

rismr sudo su [p Bookmarks Help
[sudo] password for faris:

Sorry, try again. & faris ‘.J Q ‘ . = 55|
[sudo] password for faris: N —
cd Downloads/ )
g =
s Screenshot from 2017

image 03-29 12:54:49.png
1s -al

total 1468
druxr-xr-x 2 faris faris 4896 Mar 29 12:54
-xr-x 19 faris faris 4896 Mar 29 12:48
-- 1 faris faris 1474560 Sep 18 2002 image
- 1 faris faris 18146 Mar 24 23:21
md5sum image.zip
b676147f63923e1f428131d59b1d6a72 image.zip
file image
image: DOS floppy IJEFK. x86 hard disk boot sector

1item, Free space: 6,2 GB —_—

@ venv 1 F[)Mm ITerminal 9 Fictures 2% BeTn Q1255

Gambar 1.2. File Image

Tahap selanjutnya membuat directory baru dengan nama kasus.narkoba, dapat dilihat pada gambar
1.3 dibawah.

Cofmpursr

Terminal - + X
faris@farismr sudo su B Bookmarks Help
[sudo] password for faris:
Sorry, try again. : & faris
[sudo] password for faris:

cd Downloads/ ) )
e a =
ls Screenshot from 2017- Screenshot from 2017-

image 03-29 12:54:49.png 03-29 12:55:09.png
1s -al

total 1468
drwxr-xr-x 2 faris faris 4096 Mar 29 12:54
drwxr- <« 19 faris faris 4096 Mar 29 12:48
-MW-r- 1 faris faris 1474560 Sep 18 2002 image
-rw-r--r-- 1 faris faris 18146 Mar 24 23:21
md5sum image.zip
b676147T63923e1f428131d59b1d6a72 image.zip
file image
image: DOS fleppy 1446k, x86 hard disk boot sector
mkdir /tmp/kasus.narkoba/

& 157 GB\
B 105
¥ Network

f& Network

2 items, Free space: 6,2 GB —_—

B venu [ F )M "EITerminal 9 Pictures 2 3 W B @ 1255 @

Gambar 1.3. Directory baru

Selanjutnya masukkan perintah mount image /tmp/kasus.narkoba/, yang dimana file image akan
diekstrak pada directory kasus.narkoba, dan masuk ke dalam file kasus.narkoba dan dengan
perintah Is kita dapat melihat file yang telah diekstrak. Dapat dilihat pada gambar 1.4 dibawah.



Terminal
r arismr sudo su
[sudo] password for faris:
Sorry, try again.
[sudo] password for faris:
cd Downloads/

- = | N o
ls Screenshot from 2017- Screenshot from 2017- Screenshot from 2017-

image 03-29 12:54:49.png 03-29 12:55:09.png 03-29 12:55:42.png
1s -al

B8

total 1468
druxr-xr-x 2 faris faris 4896 Mar 29 12:54
drwxr-xr-x 19 faris faris 4896 Mar 29 12:48
-rw-r--r-- 1 faris faris 1474560 Sep 18 2002 image
-rw-r--r-- 1 faris faris 18146 Mar 24 23:21
md5sum image.zip
b676147163923e1f428131d59b1d6a72 image.zip
file image
image: DOS floppy 1446k, x86 hard disk boot sector
mkdir /tmp/kasus.narkoba/
1s
image
mount image /tmp/kasus.narkoba/

B 105vB
¥ Network

& Network

3 items, Free space: 6,2 GB —_—

Cofmpurar

Terminal = o
[sudo] password for faris: b Bookmarks Help
cd Downloads/

: B F

o ST =] =) =] =

total 1468 Screenshotfrom 2017 Screenshotfrom2017-  Screenshot from 2017-  Screenshot from 2017-
drwxr-xr-x 2 faris faris 4896 Mar 29 12:54 03-29 12:54:49.png 03-29 12:55:09.png 03-2912:55:42.png 03-29 12:56:16.png
drwxr-xr-x 19 faris faris 4896 Mar 29 12:48
-rw-r--r-- 1 faris faris 1474560 Sep 18 2002 image
-rw-r--r-- 1 faris faris 18146 Mar 24 23:21
md5sum image.zip
b676147163923e1f428131d59b1d6a72 image.zip
file image
image: DOS floppy 1446k, x86 hard disk boot sector
mkdir stmp/kasus.narkoba/
1s

image

mount image /tmp/kasus.narkoba/
cd /tmp/kasus.narkeba/
s
cover page.jpgc SCHEDU~1.EXE

4 items, Free space: 6,2 GB ——

@ venu i F[E]Mm "ElTerminal

Gambar 1.4. Ekstrak file image

Selanjutnya masukkan perintah file * pada directory kasus.narkoba, yang dimana berfungsi
sebagai perintah melihat tipe file secara keseluruhannya. Dapat dilihat pada gambar 1.5 dibawah.



Computsr

Terminal
ls b Bookmarks Help

image

Ls -al & faris

total 1468
drwxr-xr 2 faris faris 4896 Mar 29 12:54 . . .
drwxr-xr-x 19 faris faris 4896 Mar 29 12:48 r . =
-rW-r 1 faris faris 1474560 Sep 18 2002 image -l -l 1
-ri-r 1 faris faris 18146 Mar 24 23:21 Screenshotfrom 2017-  Screenshotfrom2017-  Screenshotfrom 2017-  Screenshot from 2017-
md5sum image.zip 03-29 12:54:49.png 03-29 12:55:09.png 03-29 12:55:42.png 03-29 12:56:16.png
b676147763923e1f428131d59b1d6a72 image.zip
file image
image: DOS floppy 1446k, x86 hard disk boot sector
mkdir /tmp/kasus.narkoba/ Screenshot from 2017-
Ls 03-29 12:56:37.png

.

image
mount image /tmp/kasus.narkoba/
cd /tmp/kasus.narkoba/
s
cover page.jpgc SCHEDU~1.EXE
file *
cover pa ipgc : ERROR: cannot read "cover page.jpgc
ut/output error)
SCHEDU~1 . EXE: Zip archive data, at least v2.0 to extract

B 105vB

~ Network

& Network

5 items, Free space: 6,2 GB —_—

Gambar 1.5. File *

Tahap selanjutnya adalah memasukkan perintah autopsy, dan akan keluar seperti pada gambar 1.6.

Compurer

Terminal

u file = . . b Bookmarks Help
cover pa pgc : ERROR: cannot read "cover page.jpgc

ut/output error) ¢ faris
SCHEDU~1.EXE: Zip archive data, at least v2.8 to extract

autopsy .

Screenshot from 2017- Screenshot from 2017- Screenshot from 2017- Screenshot from 2017-
Autopsy Forensic Browser 03-29 12:54:49.png 03-29 12:55:09.png 03-29 12:55:42.png 03-29 12:56:16.png
http://wew.sleuthkit.org/autopsy/

ver 2.24 . -

screenshot from 2017- Screenshot from 2017-
Evidence Locker: /var/lib/autopsy 03-29 12:56:37.png 03-29 12:56:55.png
Start Time: Wed Mar 29 12:58:45 2017
Remote Host: localhost
Local Port: 9999

Open an HTML browser on the remote host and paste this URL in it:
http://localhost:9999/autopsy

p this process running and use <ctrl-c> to exit

6 iterns, Free space: 6,2 GB —_——

Menu

Gambar 1.6. Autopsy



Selanjutnya kita buka browser dan masukkan localhost yang didapat dari autopsy tadi, dan akan
muncul interface seperti pada gambar 1.7 dibawah, lalu pilih new case.

it (o ]@semn ]

Gambar 1.7. Interface localhost autopsy

Selanjutnya masukkan data pada form create new case, dapat dilihat pada gambar 1.8 dibawah.

Y

o]
o @ | localhost:9999/autopsy?mod=08view=1 [ &

Gambar 1.8. Form Create New Case



Selanjutnya setelah membuat new case, akan muncul tampilan seperti gambar 1.9. lalu klik add
host.

Gambar 1.9 Add host

Setelah itu lakukan penambahan host ada case tadi, dan isikan hostname pada kolom form host
name, dapat dilihat pada gambar 1.10 dibawah.

| & _qsearch e ¢ A O




Gambar 1.10. Form Add New Host

Lalu klik add image untuk menbahkan image pada case tersebut. Lalu masukkan file image yang
telah diekstrak sebelumnya kedalam kolom location. Lalu ganti dengan VVolume Image dan tekan
ok Dapat dilihat pada gambar 1.11 dibawah.

lert_db=&exclude_db=&ii




(o )@ ]




Gambar 1.11. Pengisian image

Seelah itu pilih opsi ignore the hash value for this image, lalu pilih add. Dan setelah itu klik lagi
pilihan add. Dapat dilihat pada gambar 1.12 dibawah.

o ® | localhost:3999/autopsymod=08iew=148spl_conf=18img_path=%2Fhome%2Ffaris%2FDownloadst2Fimage&sort=18&host=loe Jacot | €'




79
By

Gambar 1.12. Ignore image

Akan muncul tampilan seperti gambar 1.13, lalu klik details untuk melihat info dari case yang
telah dibuat tadi, dan dapat dilihat pada gambar 1.13 dibawah.

se=Kasus8 host=joe JacobBiny=Faris | e o

Gambar 1.13. Tampilan open image



Pada tampilan ini terlihat file yang di analisis oleh autopsy pada case yang telah dibuat tadi,
dapat dilihat pada gambar 1.14 dibawah.

Kasus:Joe_Jacob:vol1 - Mozilla Firefox

y {if Kasusjoe Jacobvoll x|+
€ ) @ | localhost:999¢ p =1&s =2, e=Kas ost=Joe_Jacob&inv=Fa ol= C Searc wBa ¥ & 9 =
FILE ANALYSIS = KEYWORD SEARCH. FILE TYPE IMAGE DETAILS META DATA DATA UNIT HeEwr CLoSE
? X
Directory Seek Current Directory: c./
App NoTe GENERATE MDS LisT OF FILES
Enter the name of
a directory that
you want to view. DEL 'I‘ype NAME (L WRITTEN ACCESSED CREATED SizE UID GID MeTa
C:/ dir / in
v/v SFAT1 0000-00-00 0000-00-00 0000-00-00 4608 0 0 45780
00:00:00 (UTC) 00:00:00 (UTC) 00:00:00 (UTC)
VIEW v/v SFAT2 0000-00-00 0000-00-00 0000-00-00 4608 0 0 45781
00:00:00 (UTC) 00:00:00 (UTC) 00:00:00 (UTC)
File Name Search v/v SUBR 0000-00-00 0000-00-00 0000-00-00 512 0 0 45779
00:00:00 (UTC) 00:00:00 (UTC) 00:00:00 (UTC)
Enter a Perl d/d SorphanFiles/ 0000-00-00 0000-00-00 0000-00-00 0 0 0 45782
regular expression 00:00:00 (UTC) 00:00:00 (UTC) 00:00:00 (UTC)
for the file names r/r cover page.jpgc 2002-09-11 2002-09-11 2002-09-11 15585 0 0 8
you want to find. 08:30:52 (WIB) 00:00:00 (WIB) 08:50:27 (WIB)
W rir dimmy Jungle.doc 2002-04-15 2002-09-11 2002-09-11 20480 0 0 a
14:42:30 (WIB) 00:00:00 (WIB) 08:49:49 (WIB)
rir Scheduled 2002-05-24 2002-09-11 2002-09-11 1000 O 0 11
SearcH pesls ere 08:20:32 (WIB) 00:00:00 (WIB) 08:50:38 (WIB)
ALL DELETED FILES
EXPAND DIRECTORIES
File Browsing Mode
|J Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose WhatIShare | %

@ venu N F][- )M JTerminal 9 Pictures *]Kasusjoe Jacobvoll.." B Downloads

Gambar 1.14. File Analisis

Pada tampilan ini terdapat isi image detail, yang dimana pada halaman ini terlihat seluruh detail
dari image pada case yang telah dibuat tadi. Dan pada halaman ini terdapat 2 sektor, yaitu sektor
73 dan 104. Dapat dilihat pada gambar 1.15 dibawabh.

Kasus:joe_Jacob:vol1 - Mozilla Firefox
{ily Kasusjoe Jacobvolt x | +
€ ) @ | localhost aut = =7&case= =Faris&vol= = HEE wBa 4+ & O =

FILE ANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HeELr  CLosE
2 X

General File System Details

FILE SYSTEM INFORMATION
File System Type: FAT12

OEM Name: MSDOS5.0

Volume ID: Oxc4blcdcf

Volume Label (Boot Sector): NO NAME
Volume Label (Root Directory):

File System Type Label: FAT12

Sectors before file system: 0

File System Layout (in sectors)
Total Range: 0 - 2879

* Reserved: 0 - 0

** Boot Sector: 0

*FATO0:1-9

*FAT 1:10-18

*Data Area: 19 - 2879

** Root Directory: 19 - 32

** Cluster Area: 33 - 2879

METADATA INFORMATION
Range: 2 - 45782

liJ Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose WhatIShare | %

W@ venu i F MM ETerminal 9 Pictures Kasusyoe Jacobvoll .. B8 Downloads




Kasus:joe_Jacob:vol1 - Mozilla Firefox
{ily Kasus:joe_Jacobivoll x|+
“e & &4 © =

& ) @ | localhost autopsy?mod=1&submod= e=Kas ost=joe_Jacob&inv=Faris&wvol=vo e

FILE ANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HeELr  CLosE
2 X

Sectors before file system: 0

File System Layout (in sectors)
Total Range: 0 - 2879

* Reserved: 0 - 0

** Boot Sector: 0
*FATO0:1-9

*FAT 1:10-18

* Data Area: 19 - 2879

** Root Directory: 19 - 32

** Cluster Area: 33 - 2879

METADATA INFORMATION

Range: 2 - 45782
Root Directory: 2

CONTENT INFORMATION

Sector Size: 512
Cluster Size: 512
Total Cluster Range: 2 - 2848

FAT CONTENTS (in sectors)

73-103 (31) -> EOF
104-108 (5) -> EOF

] Kasus;joe Jacobxvol

Gambar 1.15. Image Details

Lalu buka masing-masing sektor yang telah kita dapatkan tadi, makan tampilannya akan seperti
pada gambar 1.16 dan dikategorikan sebagai data unit. Dapat dilihat pada gambar 1.16 dibawah.

Kasus:Joe_Jacob:vol1 - Mozilla Firefox

y {if Kasusjoe Jacobvoll x|+
& ) ® | localhost:9999/autopsy?case=Kasus&host=Joe_Jacob&inv=Faris&vol=vo od=18&submod=5&block=73&len=3 (€ Search wBa ¥ & 9 =
FILE ANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HeEwe  CLose
7 X

Sector Number: 4mPREVIOUS NExT -

73 EXPORT CONTENTS  ADD NOTE

ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report)

Number of Sectors: File Type: JPEG image data, JFIF standard 1.01

1 Sectors: 73-103

Status: Allocated

Sector Size: 512 Lind Mots Diots Addwoon

ASCII Contents of Sectors 73-103 in image-0-0

Address Type:
Regular (dd) A
Lazarus Addr: #..(7),01444,'9=82<.342. . .C.
L2t
vew, Lt
oo 58 ()*456789 DEFGHIJSTU\MXYZCdEfth]Stuwxyz
............................ 11..40.3q."
A T ‘354.“5 ..... &'()*56789: CDEFGHIJSTUVWXYchefth.]stuwxyz .................................................................................... [
LYoo [S. L Kohe L c"20R. UL W A=2>C s Mmp . 2
LomCTorebofma L Nf..o>tixga.indiL. 200080085 P T WYL L L
L FLL . prSED . IlvP] L.8..@.6...Y4K. .- ... y#EX) o Fol W W{T >$.V. .
Wl *{e. . 7.0 8H.Y. K oo .WRIM. . 6.0...29.. .r6.q. l~ Aov.{. ‘BD y.0. ...

LPW

LIT. @] >q 11
|. @s. H;...JW...cn..W..nb.Hc}. .G(Xc.&4.
N anf,ao bc9A-A“ + kk.".

co>el. . v.G.x{L.. .KHSG(c@..". . .R&f"S.~T

] Kasus;joe Jacobxvol




| fif Kasusoe Jacob:voll

Kasus:joe_Jacob:vol1 - Mozilla Firefox - + x

vol1&mod=1&submod=5&bloc|

04g&len=5 | & HQ search | * a8 ¥ @

FILE ANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HeELr  CLosE

Sector Number:
| 104 |

Number of Sectors:
[1 |
Sector Size: 512

Address Type:
| Regular (dd) > |

Lazarus Addr: |

ViEW

4mPREVIOUS NEexT =

EXPORT CONTENTS  ADD NOTE

ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report)
File Type: empty (Zip archive data, at least v2.0 to extract)
Sectors: 104-108
Status: Allocated

Tind Matn Tinkn A ddvans

ALLOCATION LisT.

ASCII Contents of Sectors 104-108 in image-8-0

.. L..H.<K.u...0..%6.5..~uF..NVO.... 6T [ P #-4. HT.b.~.?.Rr..f

Scheduled Visits.xls..1*.I...

.gumg[A..U.UB. M. . ..i..[.dz.e..xT... 3.wx.\a{....N..2.']...G..82.q..8.<.. 2" %+....B>n....W....3....". N['...z.U ... F~Io 2o T....
U

...... Hevovorn@ T4 080000 0.0. 420 4bHL COXWL LG 2YE 7o 50 e e
.nc. . 0~ bY..Z6..h
e X Ke, ... 8,84, .)€l EGLLTL ra~,, IF. 5. 1LY, MK z..
3).31,
C~.Z. .H.AR.RU.T...5.W!.z...
SVLK? el 3 S FpllLens&L L P\ z.Q.y...{...u...q..
Fa.v.0
B.... BooonLoXecoy o mVflun S A ComEz. LW KIMLTL L 200 L LT
e V0L LR L zZ.,.u Scheduled Visits.x1lsPK .

Gambar 1.16. Data Unit

Pada sektor pada gambar 1.16 terdapat kode di awal data unit tersebut, yaitu JFIF dan PK yang
artinya JFIF itu adalah gambar, dan PK ada file berupa zip. Dapat dilihat pada gambar 1.17

dibawah.

{if Kasusijoe Jacobvoll

x

/ W Listof file signatures -Wi... x | +

List of file signatures - Wikipedia - Mozilla Firefox - + x

@ a \ https://en.wikipedia.org/wiki/List_

gnatures | e HQE@&H;\* | wBe ¥ & 9

‘ Menu i

bpg

irg
jpeg

ilbm
Ibm

(little endian format)

OpenEXR image 0 v/1. 76 2F 31 61
Better Portable Graphics format!”! 0 BPG 42 50 47 FB
FF D8 FF DB

yoyl

FF D8 FF E@ nn

yoya ..J nn 4A 46
JPEG raw or in the JFIF or Exif file format 4] ERTEN 49 46 00 01
yoya ..E FF D8 FF EL nn
x if.. nn 45 78
69 66 00 €0
0 FORM 46 4F 52 4D nn
IFF Interleaved Bitmap Image T nn nn nn




List of file signatures - Wikipedia - Mozilla Firefox

- + X
fily Kasus:joe_Jacobivoll % | W Listof file signatures -Wi... % | +
@ @ | heeps:/zenwikipedia.org/wikisList | & HQ search | wBa ¥+ @ =
exe 0 Mz 4D 5A
(including NE and PE)
N 50 4B 83 €4
zip
jar
odt
ods
odp zip file format and formats based on it, such as JAR, ODF, PR 50 4B 85 06
docx OOXML a
xlsx (empty archive) H
pptx
i 50 4B 67 08
apk
(spanned archive)
Rar!...
rar RAR archive version 1.50 onwards!®! 0 52 61 72 21 1A
a7 ee
a a 52 61 72 21 1A
[2] 1
rar RAR archive version 5.0 onwards! 0 Rar!.... 97 01 00
Executable and Linkable Format 0 .ELF 7F 45 4C 46
pk ‘ ~ ‘ v | Highlight All Match Case Whole Werds 2 of 2 matches x

Gambar 1.17. Kode pada sektor

Lalu periksa file sektor yang telah didapatkan tadi dengan cara file voll-sector73.raw, dan akan
tampil seperti gambar 1.18 dibawah.

Terminal
cd Downloads/

1s 5 |C‘H0\Eearc\* |ﬂ’@ 4+ & O =
voll-Sectorl@4.raw voll-Sector73.raw

file voll-Sector73.raw ETALS ) METADATA _j _ DATAUNT ) Hf,"" CLose,
.raw: JPEG image data, JFIF standard 1.81 L X

4mPREVIOUS NEXT =
EXPORT CONTENTS  ADD NOTE
Hex (display - report) * ASCII Strings (display - report)
pty (Zip archive data, at least v2.0 to extract)

..L..H.<K.u...0..%6.5. .~uF..NVO.... 6T

P PN #-4. HT.b.”.?.Rr..f

SNL200D0. 06,0820, 8. 20 %L LB L WL L L3l Witz F-T 2 T

S..RUF...... Hovoruonn @ Ten 60,042, 4N CXN.LGLSYE L PPe . T s p.

?
B Mo AL 3 S Fp ]l ensE P z.0.y...{...u...q..

Lm.EzZ..... kiM.?..... 2., 1.....!
Scheduled Visits.x1sPK

.N.EOH...T.

Gambar 1.18. File voll-secotr73.raw



Format .raw pada sector73 diubah menjadi .jpg, dan akan berubah menjadi gambar. Dan kabar
tersebut dapat dilihan pada gambar 1.19 dibawah.

File Edit View Go Bookmarks Help

«| > 4 ‘( & faris loads od O\‘. = 1 o) 1 v 3 & © =
DATA DATA UNIT HeLP  CLOsE
¥ My Computer £ E IA, ’ 5 =
Home = & P - >
= Desktop —] {_, m ous NexT =
vol1-Sector104.raw ol C image image.zip 5

& Documents

hosi ApohoTE
i CII Strings (display - report)
st v2.0 to extract)

# Music vol1-Sector73.jpg

Image Edit View Go Help

« Previos » Next | @ @ @

3 Pictures

F¥ Videos

HuC

2 Recent
POT SMOKERS MONTHLY

B File System “our monthly guide tothe best pot on
the plant! NVO {3 O N R #-4. HT.b.~.7.Rr..f
@ Trash
¥ Devices
& 32168 Vol.. i P
B 157 v e G - YRR | R (O N[!...z.U ) (IR RN Toous
smoker and seller is Jimmy Jungle
& 105MBVo... 0.9.42. .+bN.C.X.W..6{.>Yt..p? Ujereeaneniips
¥ Network Lz
& Network
: i S Fape ] 0% NS s A u...q..
"vol1-Sector73.jpg" selected (15,9 kB), Ff 208 * 199 pixels 159 kB 100% P \ Vised q
p .
U.xh. LoXeclyen.Vefiul 90V TN CLmaEZ L KIM.?..... 2% e ST 15, ooes ).n EOH.
~E. #. vo“'A!.qPK ........... Ui BiC i s Scheduled Visits. xlsPK ..............

Q@ veru i FE]M HTerminal 9 Pictures #] Kasus;joe Jacob:.. [ Downloads B screenshot from...  [>J Terminal BlvoltSecor73jpg 2 3 = @) B99% @ 1313 @

Gambar 1.19. Gambar sector73

Lalu masukkan perintah String voll-sector73.jpg, yang dimana string berguna untuk melihat
readable pada sebuah file. Dan kita akan mendapatkan sebuah password untuk masuk pada .zip
sector104.zip. Dapat dilihat pada gambar 1.20 dibawah,

Terminal - + x
strings voll-Sector73.jpg

(7),01444
'9=82<.342
122222222722222222272222272222272237222222222227272222
3br

' ()*456789 : CDEFGHIISTUWWIXYZcdefghijstuvwxyz

*56789 : CDEFGHIJSTUVWXYZcdefghijstuvwxyz

W@ venu i F MM ETerminal 9 Pictures 2 [ ] ... |- Termina g 2 % =4 Book @135 D



Terminal - + x

otfrom... | [-|Terminal

Gambar 1.20. String sector73

Masukkan password yang didapatkan dari perintah string pada gambar 1.20 kedalam file
sector104.zip, setelah itu buka file yang ada didalam zip tersebut. Dapat dilihat pada gambar 1.21
dibawah.

File

iArchwe Edit View Help

2ol ==
m [l &3 open ~ | 1] Addriles () Bxtract
4 sack » 4 4 |locaton | i/ | ﬁ

Name - | Size Type Modified image.zip

16 9 kB Wicrosafr Exea 73 Mav 70

Archive Manager X

| Password required for "vol1-Sector104.zip"

Password:

| Cancel | 0K

1 object (16,9 kB), 1 object selected (16,9 kB)

"vol1-Sector104.zip" selected (2,6 kB), Free space: 6,2 GB

[>] Terminal Bv volt-Sector10... 2 3 & &) Bho9s @ 1316 @



H [ b
Arial ~||[10 |+
B50 - Monday (1) -
B c D E 3 G H 1 J X 7 M N )
Month DAY HIGH SCHOOLS
2002
April Monday (1) ‘Smith Hill High School (A)
Tuesday (2) Key High School (B)
(3) |Leetch High School (C)
Thursday (4) Birard High School (D)
Friday (5) Richter High School (E)
Monday (1) |Hull High School (F)
Tuesday (2) Smith Hill High School (&)
1 (3) |Key High School (B)
1 Thursday (4) |Leetch High School (C)
1 Friday (5) Birard High School (D)
1 Monday (1) Richter High School (E)
1 Tuesday (2) Hull High School (F)
1 (3) | Smith Hill High School (&)
1 Thursday (4) Key High School (B)
1 Friday (5) Leetch High School (C)
1 Monday (1) Birard High School (D)
1 Tuesday (2) Richter High School (E)
(3) |Hul High School (F)
Thursday (4) Smith Hill High School (&)
Friday (5) Key High School (B)
Monday (1) Leetch High School (C)
Tuesday (2) Birard High School (D)
May
(3 |Richter High School (E)
Thursday (4) Hull High School (F)
Friday (5) Smith Hill High School (&)
Monday (1) |Key High School (B)
Tuesday (2) Leetch High School (C)
Sheet1 | —

Gambar 1.21. File sector104.zip

Kembali lagi pada localhost, lalu masukkan dir entry number dengan angka 11, dan akan muncul
tampilan seperti gambar 1.22 dibawah.

[>-]Terminal

Gambar 1.22. Meta Data



Lalu masukkan perintah foremost —v —i image —o recover, yang berfungsi untuk mengembalikan
data yang tertimpa dan recover sebagi extrak file ini. Dapat dilihat pada gambar 1.23 dibawah.

Terminal - + x
s foremost -v -i image -o recover
version 1.5.7 by Jesse Kornblum, Kris Kendall, and Nick Mikus
Audit File

Foremost started at Wed Mar 29 13:19:13 2017

Invocation: foremost -v -i image -o recover

OQutput directory ome/faris/Downloads/recover
tion file: /foremost.conf

‘l'l‘ed-'"ar 29 13:19:13 2017
Length: 1 MB (147456@ bytes)

Num Name (bs=512) i File offset Comment

0: 00000073 jpg
1: 88080033
foundat=Scheduled
[H#- 4[FHTaDG~676R ré6T
[xB5kUMBEBBa_BBSA#E; 60K 6673
6, 620vs
80000184.2ip 53248

: Wed Mar 29 13:19:13 2017

EXTRACTED

Foremost finished at Wed Mar_29 13:19:13 2017
faris@farismr

‘ Menu j

Downloads
File Edit View Go Bookmarks Help

-« > 4 H{ & faris | [/Downloads | recover |

o3

vol1-Sector104.zi| vol1-Sector73.jpg

~ My Computer

-
=

image.zip

% Recent
B File sys
@ Tras

~ Devices

"recover" selected (containing 4 items), Free space: 6,2 GB

st finished at Wed Mar 29 13:19:13 2017
faris@farismr

W@ venu i F ] ElTerminal




recover
File Edit View Go Bookmarks Help

T > T| ‘ 4 ffaris | & Downloads recover ] ..J Q ‘ . |

~ My Computer Foremas
it F

Home . . 4

audit.txt

= Desktop
Documents
B~ Music
3 Pictures
FF Videos
¥ Downloads
% Recent
I File System
@ Trash
~ Devices
B 32168 V0
B 1s7Gev
& 105 MB Vo...
Network

& Network
4 items, Free space: 6,2 GB
Foremost finished at Wed Mar 29 13:19:13 2017

faris@farismr

W@ venu i F ] ElTerminal

File Edit View Go Bookmarks Help

-« > 4 H 4| M faris i1 Downloads recover ole

~ My Computer
- Home
7 Deskiop 00000033.0le
PR Documents
B~ Music
] Pictures
FF Videos
B¥ Downloads
2 Recent
I File System
@ Trash
¥ Devices
B a2ice
B is7cs
B o5mBv
Network

& Network

1item, Free space: 6,2 GB

W venu = FM  HTerminal 2K " [ Terminal

heduled ...

duled ..
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Untitled 1 - LibreOffice Writer - + x
File Edi File Edit View Insert Format Table Tools Window Help

|" ;L'ﬁ'_fuli‘{aﬁ‘wﬁk‘ 7ﬂ'=| - ‘e B -5 oxm 9|0
MWL [ [ootauksyle |~ |[Tmeshewroman [~|[[12 |+l @ 2 a | la-2-@-
- [ o {EKSURNE XS ERRF RN R AF CRRNEREY XS EARE SERNRRRY U wnnr i
=
L 18
L1l
Lali
=
=i Jimmy Jungle
B 626 Jungle Ave Apt 2
e Jungle, NY 11111
= .
'L - Jimmy:
~ Devillg Dude, your pot must be the best — it made the cover of High Times Magazine! Thanks for
= - sending me the Cover Page. What do you put in your soil when you plant the marijuana
IS seeds? At least I know your growing it and not some guy in Columbia.
e E
B These kids, they tell me marijuana isn’t addictive, but they don’t stop buying from me.

Man, I'm sure glad you told me about targeting the high school students. You must have
some experience. It's like a guaranteed paycheck. Their parents give them money for
lunch and they spend it on my stuff. I'm an entrepreneur. Am I only one you sell to?
Maybe I can become distributor of the year!

3

I emailed you the schedule that I am using. I think it helps me cover myself and not be
predictive. Tell me what you think. To open it, use the same password that you sent me
before with that file. Talk to you later.

Thanks,
B Joe g
- (-
0
Page 1/1 175 words, 910 characters Default Style English (USA) w OO0M - ——O0——+ 100%

W@ venu [ F ] ElTerminal B9 Pictures < e . [ Terminal vol1-Sect... \ . W schedule.. W Uni 23 T B @320

Gambar 1.23. Foremost dan isi file recovery

Lalu open with pada sector73 dan ubah ke GHex. Dan akan muncul tampilan file tersebut setelah
diubah menjadi format GHex, dapat dilihat pada gambar 1.24 dibawah.

File Edit View Go Bookmarks Help

Open with x

ps e mqe

Select an application in the list to open vol1-Sector73.jpg and other files of type "JPEG image"”
5 = | a - - -
|2/ Banshee ;_ | < - B
= Co s A
\&/Banshee
ElBrasero
| Disk Image Mounter
|_\Disk Image Writer
& Document Viewer
S Files
| Al Font Viewer
_* | GDebi Package Installer
@ Trast k3
~ Devices LLED mes Magazine! Thanks for
B c 2 Heln 1 you plant the marijuana
Bl You can also type or select a custom executable file to use to open this file type. You can use this command lumbia.
| BEyde justonce, or setit as default for all files of this type.
= 1051 ‘ Enter a custom command. ‘ ‘ & faris D | I't stop buying from me.
L | students. You must have
¥ Network, 5 of
Add to list | Set as default | | Resettosystem defaults | i gl;le them monﬁy fgr
& Net = ) only one you sell to?
| Cancel || OK | F;:
e spaane-COVer myself and not be

predictive. Tell me what you think. To open it, use the same password that you sent me
before with that file. Talk to you later.

oG { Thanks,
Joe =
(-
o)
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File Edit View Go Bookmarks Help

vol1-Sector73.jpg - GHex L‘S o m o o
File Edit View Windows Help
a-2-g
[e0@eeEe06[FF D8 FF EO 00 10 A 46 49 46 00 01 61 01 00 60[...... |  FEeee E |
e0pee01660 60 60 00 FF DB 00 43 00 08 06 06 07 06 05 08[. ..... (Bocanocan < 2 < & L
00000020/07 07 07 09 €9 08 A OC 14 0D 0C 0B @B ©C 19 12................
00000030|13 OF 14 1D 1A 1F 1E 1D 1A 1C 1C 20 24 2E 27 20........... $.'
40[22 2C 23 1C 1C 28 37 29 2C 30 31 34 34 34 1F 27|",#..(7),01444."
50[39 3D 38 32 3C 2E 33 34 32 FF DB 00 43 01 09 09(9=82<.342...C...
60[09 oC 6B 0C 18 oD 6D 18 32 21 1C 21 32 32 32 32|........ 2!1.12222
M 00000070|32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32[2222222222222222
0000080 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 322222222222222222
000009032 32 32 32 32 32 32 32 32 32 32 32 32 32 FF (022222222222222..
Signed 8 bit: | 70 Signed 32 bit: | 16842822 Hexadecimal: | 46
Unsigned 8 bit: | 70 Unsigned 32 bit: | 16842822 Octal: | 106 pes Magasz!Thanks for
you plant the marijuana
Signed 16 bit: | 70 Float 32 bit: | 2,369375e-38 Binary: | 01000110 umbia.
Unsigned 16 bit: | 70 Float 64 bit: | 7,120243e-307 Stream Length: | 8 ‘—‘+ 't stop buying from me.
students. You must have
[E Show little endian decoding Show unsigned and float as hexadecimal give them money for

nly one you sell to?

Offset: 0x3; 0x4 bytes from 0x6 to 0x9 selected

fa 13 ¥ .3 KB), Free'space’d,2GB
Emgimas Iy S S e asgs s wnnaenaps- e COVET Myself and not be
predictive. Tell me what you think. To open it, use the same password that you sent me
ipg:= before with that file. Talk to you later.
ole:=
zip:= 1 Thanks,
Joe =
Foremo .
faris@f] L
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Gambar 1.24. GHex

Setelah mendapatkan data yang dicari pada gambar-gambar diatas, maka kita dapat memberikan
beberapa informasi yang diperlukan untuk bahan penyelidikan, Berikut beberapa pertanyaan yang
diminta:

1. Siapa pemasok narkoba Joe Jacob dan apa alamatnya?
Jawab: Jimmy Jungle adalah pemasok narkoba pada Joe Jacob, dan beralamat pada
626 Jungle Ave Apt 2.

2. Data penting apa yang terdapat di file coverage.jpg dan mengapa data tersebut penting?
Jawab: File Scheduled Visit.xls, tetapi file ini harus diakses menggunakan password
yang telah diberikan sebelumnya. Informasi penting yang didapatkan pada file
tersebut adalah dimana tempat-tempat yang mereka lakukan sebagai tempat
transaksi kepada Joe Jacob.

3. Nama sekolah selain Smith Hill yang sering menjadi tempat transaksi Joe Jacob?
Jawab: Key High School, Leetch High School, Birard High School, Richter High
School dan Hull High School.

4. Untuk setiap file proses apa yang diambil oleh tersangka untuk mengelabuhi orang lain?
Jawab: Dengan cara mengubah format .zip menjadi format .raw pada file voll-
sector73 dan sector104.



5. Proses apa yang digunakan penyidik untuk berhasil memeriksa seluruh isi dari setiap file?
Jawab: Pada penyidikan ini digunakan beberapa tools, yaitu autopsy, foremost dan
GHex. Yang dimana tools tersebut dapat melacak dan mendapatkan informasi dalam
kasus ini. Seperti tempat transaksi yang dilakukan kepada Joe Jacob, serta surat
yang diberikan oleh Jimmy Jungle kepada Joe Jacob.



