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Forensik komputer adalah salah satu cabang ilmu forensik yang berkaitan dengan bukti legal
yang ditemui pada komputer dan media penyimpanan digital. Tujuannya untuk menjabarkan
keadaan kini dari suatu artefak digital. Istilah artefak digital bisa mencangkup sebuah sistem
komputer, media penyimpanan, sebuah dokumen elektronik atau bahkan sederetan paket yang
berpindah dalam jaringan komputer. Secara umum kebutuhan forensik komputer dapat
digolongkan sebagai keperluan investigasi tindak kriminal dan perkara pelanggaran hukum,

rekontruksi duduk perkara insiden keamanan komputer, dan lain-lain.

Pada tugas ini kita mencoba memecahkan kasus narkoba, dan didapatkan berupa file image,
sebagai bahan investigasi kasus tersebut, tools yang dibutuhkan berupa, autopsy, foremost,
strings, dan Ghex. Kegunaan autopsy untuk melakukan digital forensic, autopsy dapat
melakukan analyze terhadap disk image serta partition, tujuannya agar dapat melakuan analyze

terhadap file system yang dapat menjadi evidence atau bukti.

Berikut tahap-tahap dalam melakukan pemecahan kasus narkoba, pertama kita download file
image.zip yang sebagai barang bukti yang ditemukan dalam kasus ini
((old.honeynet.org/scans/scan24/image.zip) md5 : b676147f63923e1f428131d59b1d6a72)

Co?puter 1 7 EQ%

jexminal Selasa,28 Maret
- md5sum image.zip
b676147163923e1f428131d59b1d6a72 image.zip

&9 menu O M | ETermi own| 5130 o, R ) Ty YT T fire% 1758 o

Setelah diunduh file image lalu di pindahkan di di folder documents agar lebih mudah, lalu
buka terminal lalu masuk ke direktori documents, lalu ketik md5sum image.zip, perintah

md5sum berfungsi untuk mengecek keaslian file, kemudian eksrak image.zip
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o 17°%

jexminal Selasa,28 Maret
md5sum image.zip
b676147163923e1f428131d59b1d6a72 image.zip
file image
image: DOS floppy 14405. x86 hard disk boot sector

&9 menu ) ] | ElTerminal [ (Downloads] M tPictures) sieec , QT Yy fi76% 17:58 O

Setelah di ekstrak lalu ketik perintah file image, fungsi perintah file untuk melihat tipe filenya.

ot 18%

Terminal : Selasa,28 Maret
mkdir /tmp/kasus.narkoba
mount image /tmp/kasus.narkoba/

89 menu ® ] | ETerminal [l (Downloads) [ Pictures) s13oc L, Q) % T T f7rr% 1800 oy

Kemudian buat folder kasus.narkoba di direktori root /tmp/ . kemudian ekstrak file image di

folder yang kita buat di direktori root /tmp/kasus.narkoba.
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o 18%

jexminal : Selasa,28 Maret
mkdir /tmp/kasus.narkoba
mount image /tmp/kasus.narkoba/
cd /tmp/kasus.narkoba/
s
cover page.jpgc SCHEDU~1.EXE

&9 menu ) ] | ElTerminal [ (Downloads] M tPictures) sieec L, Q) Ty 77% 18:00 O

Kemudian kita masuk ke folder kasus.narkoba dengan perintah cd /tmp/kasus.narkoba/ ,

kemudian kita cek isi folder, dengan perintah Is.

a 01"
Computer 1 8

Terminal Selasa,28 Maret
autopsy

Autopsy Forensic Browser
http://www.sleuthkit.org/autopsy/
ver 2.24

Evidence Locker: /var/lib/autopsy

Start Time: Tue Mar 28 18:01:16 2017

Remote Host: localhost

Local Port: 9999

Open an HTML browser on the remote host and paste this URL in it:
http://localhost:9999/autopsy

Keep this process running and use <ctrl-c> to exit

& menu ® ] | ElTerminal [l (Downloads] M Pictures) strec o, & ) T p7s% 1801 O

Kemudian kita buka tools autopsy di terminal, jangan di close terminal nya.
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Autopsy Forensic Browser - Mozilla Firefox [-T=1x]
@ Autopsy Forensic Brow... x | +

€ )| ® | localhost s wBe $§$ A 9 9 @

[£5] Most Visited ¥ Linux Mint @ Community @ Forums '@ Blog | EINews~

WARNING: Your browser currently has Java Script enabled.

You do not need Java Script to use Autopsy and it is recommended that it be turned off for security reasons.

Autopsy Forensic Browser 2.24

http://www.sleuthkit.org/autopsy/

OPEN CASE NEw CASE HEeLp

' menu O FEIM ETerminal [ (Downloads] [l [Pictures] B ik [Z] Terminal © AutopsyFore... | 543°C ,, & Eiw) o 7 fs1% 180 O

Kemudian buka browser masukkan alamat localhost:9999/autopsy maka akan terbuka tampilan

dari tools autopsy, kemudian klik new case

Create A New Case - Mozilla Firefox [-1=1x]
) {i#y Create A New Case x ‘+

€ ) ® | localhost Searc wEe 4+ A DO e =
[ Most Visited * Linux Mint D Community @ Forums D Blog | [E]news~

CREATE A NEwW CASE

1. Case Name: The name of this investigation. It can contain only letters,
numbers, and symbols.

kasus

2. Description: An optional, one line description of this case.

kasus narkoba

3. Investigator Names: The optional names (with no spaces) of the
investigators for this case.

a. | dede triseptiawan b.
s d.
=S f.
g h.
i j.
MNEW CAsE CANCEL Herp

&9 menu O[] Ererminal [ (pownloads] [l [Pictures] B lib) [E] Terminal | ©createanew..| 533°c ., § Ciw) T g T 2% 1810 O

Kemudian kita buat case baru, dengan nama case kasus, dengan deskripsi kasus narkoba, dan

nama investigasi nama kita, kemudian klik new case untuk melanjutkan
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Creating Case: kasus - Mozilla Firefox
@_, Creating Case: kasus x |+

€ ) P | © [localhost TE ¥+ A D B @ =

[ESi Most Visited v Linux Mint @ Community @ Forums U Blog | EINews

Creating Case: kasus

Case directory (/var/lib/autopsy/kasus/) created

Configuration file (svar/lib/autopsy/kasus/case.aut) created

‘We must now create a host for this case.

App Host

&9 menu O] Ererminal [ [pownloads] [l [Pictures] B ib) [Z] Terminal | ®creating Cas... | 537°C ., & i %)

Case tersimpan di direktori root /var/lib/autopsy/kasus/ kemudian Kkita harus membuat host
untuk case ini, klik add host

Add A New Host To kasus - Mozilla Firefox 00

& Add A New Host To kasus x | +

€

Most Visited Linux Mint D Community @ Forums D Blog | [E]news~

wEe A& QO Q& =

) | localhost

Case: kasus
ADD A NEW HosT

1. Host Name: The name of the computer being investigated. It can
contain only letters, numbers, and symbols.

joe_jacob

2. Description: An optional one-line description or note about this
computer.

3. Time zone: An optional timezone value (i.e. ESTS5EDT). If not given, it
defaults to the local setting. A list of time zones can be found in the help
files.

4. Timeskew Adjustment: An optional value to describe how many
seconds this computer's clock was out of sync. For example, if the
computer was 10 seconds fast, then enter -10 to compensate.

0

5. Path of Alert Hash Database: An optional hash database of known
bad files.

6. Path of Ignore Hash Database: An optional hash database of known

O[] Ererminal [ (pownloads] [l [Pictures] Bl nib) [E] Terminal | ©nAddANewH... | 527°C ., & w7

Kita buat host dengan nama joe_jacob
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Add A New Host To kasus - Mozi

& Add A New Host To kasus x | +

wE ¥+ A QO =

€ ) @ | localhost
[ESi Most Visited v Linux Mint @ Community @ Forums U Blog | EINews
contain only letters, numbers, and symbols.
joe_jacob

2. Description: An optional one-line description or note about this
computer.

3. Time zone: An optional timezone value (i.e. ESTSEDT). If not given, it
defaults to the local setting. A list of time zones can be found in the help
files.

4. Timeskew Adjustment: An optional value to describe how many
seconds this computer's clock was out of sync. For example, if the
computer was 10 seconds fast, then enter -10 to compensate.

[}

5. Path of Alert Hash Database: An optional hash database of known
bad files.

6. Path of Ignore Hash Database: An optional hash database of known
good files.

App Host CANCEL HeLp

[=] Terminal | € Add A New

[E]Terminal [ [pownloads]

Kemudian klik add host

00

Adding Host joe_jacob to kasus - M

y {i& Adding Host joe_jacob ... x +
wBE ¥ A QO @ =

€ ) @ | localhost

Most Visited ¥ Linux Mint @ Community @ Forums U Blog | EINews

Adding host: joe jacob to case kasus

Host Directory (/var/lib/autopsy/kasus/joe_jacob/) created
Configuration file (svar/lib/autopsy/kasus/joe_jacob/host.aut) created
‘We must now import an image file for this host

ADD IMAGE

| © Adding Hos 533°C , & i #)

[E] Terminal [ [Downloads] [=] Terminal

Host telah di buat, kemudian kita import file image, klik add image
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Open Image In kasus:joe_jacob - Mozilla Firefox
& Open Image In kasusij... x | +
€

Most Visited ¥ Linux Mint @ Community @ Forums U Blog | EINews

wE ¥+ A QO =

localhost

Case: kasus
Host: joe jacob
No images have been added to this host yet

Select the Add Image File button below to add one

ADD IMAGE FILE CLoSE HosT
HELP
FILE ACTIVITY TIME LINES IMAGE INTEGRITY HASH DATABASES.
EVENT SEQUENCER

VIEW NOTES

[=] Terminal |©openimager..| 603°c ., L Ciw) § @ 82% 18:11 O

O] Ererminal [ pownloads) [l Bl b

Kemudian klik add image file

Add Image To kasus:joe_jacob - Mozilla Firefox

y & Add Image To kasussjo... % +
wBE ¥ A QO @ =

€

Most Visited ¥ Linux Mint @ Community @ Forums U Blog | EINews

) | localhost

Case: kasus

Host: joe jacob
ADD A NEW IMAGE

1. Location
Enter the full path (starting with /) to the image file.
If the image is split (either raw or EnCase), then enter "* for the

extension.
fhome/dee/Documents/imagel

2. Type
Please select if this image file is for a disk or a single partition.

© Disk Partition

3. Import Method

To analyze the image file, it must be located in the evidence locker. It can
be imported from its current location using a symbolic link, by copying it,
or by moving it. Note that if a system failure occurs during the move,
then the image could become corrupt.

© Symlink Copy Move
MNEXT

CANCEL HeLP

B nib) [=] Terminal | ©®AddImageTo..| 553°C ., & i %)

O] ETerminal [ (Downloads] [l

Masukkan lokasi file image yang telah di download tadi, lokasi file saya di direktori

/home/dee/documents/image. Kemudian klik next
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Collecting details on new image file - Mozilla Firefox
@_, Collecting details on ne... x | +

€

Most Visited ¥ Linux Mint @ Community @ Forums U Blog | EINews

wE ¥+ A QO =

localhost

Warning: Autopsy could not determine the volume system type for the disk image (i.e. the type of partition table).
Please select the type from the list below or reclassify the image as a volume image instead of as a disk image.
Volume Image ©

Disk Image
Volume System Type (disk image only): dos ~

fs2% 1812 O

Bl b [=] Terminal | ©collectingde... | 587°c ., & i) 7

O] Ererminal [ (oownloads) [l

Kemudian centangkan pada volume image, lalu klik ok

00

Open Image In kasus:joe_jacob - Mozilla Firefox
@ Open Image In kasusij... x | +

€

[E5 Most Visited ¥ Linux Mint Community Forums Blog | EINews v

w8 3 A O O @

localhost:

Case: kasus

Host: joe _jacob
Select a volume to analyze or add a new image file.

CASE GALLERY HOST GALLERY HOST MANAGER

mount name fs type
(o) c:/ image-0-8 fatl2 details
ANALYZE ADD IMAGE FILE CLose HosT
HeLP
FILE ACTIVITY TIME LINES IMAGE INTEGRITY HASH DATABASES
VIEwW NOTES EVENT SEQUENCER

fs2% 18:12 O

B ik [=] Terminal ©openimagel..| 537°c ., & F ) _°

‘ menu O] [ETerminal [ (Downloads] [l [Pictures]

File image telah di tambahkan, kemudian klik analyze untuk melihat isi analisis file image
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kasus:joe_jacob:voll - Mozilla Firefox (-1-1~]

& kasus:joe_jacob:vall x|+

€ localhost Searc wE ¥+ A QO =
[ESi Most Visited v Linux Mint @ Community @ Forums U Blog | EINews
FILE ANALYSIS = KEYWORDSEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HeELP  CLosE
2 X
Directory Seek Current Directory: c:/
ADD NOTE GENERATE MD5 LIST OF FILES
Enter the name of
a directory that
e want to view. DeEL 'Iﬂ)e NAME U 'WRITTEN ACCESSED CREATED SizE uUID GID MEeTA
c:/ dir / in
v/v  SEAT1 0000-00-00 0000-00-00 0000-00-00 4608 0 0 45780
00:00:00 (UTC) 00:00:00 (UTC) 00:00:00 (UTC)
ViEw viv  SEAT2 0000-00-00 0000-00-00 0000-00-00 4608 0 0 45781
00:00:00 (UTC) 00:00:00 (UTC) 00:00:00 (UTC)
File Name v/v o SHeR 0000-00-00 0000-00-00 0000-00-00 512 0 0 45779
Search 00:00:00 (UTC) 00:00:00 (UTC) 00:00:00 (UTC)
d/d SorphanFiles/ 0000-00-00 0000-00-00 0000-00-00 0 0 0 45782
Enter a Perl 00:00:00 (UTC) 00:00:00 (UTC) 00:00:00 (UTC)
regular r/r cover page.jpgc 2002-09-11 2002-09-11 2002-09-11 15585 0 0 8
expression for the 08:30:52 (WIB) 00:00:00 (WIB) 08:50:27 (WIB)
file names you W r/r  Jimy Jungle.doc  2002-04-15 2002-09-11 2002-09-11 20480 0 0 5
e Tl 14:42:30 (WIB) 00:00:00 (WIB) 08:49:49 (WIB)
r/r  Scheduled 2002-05-24 2002-09-11 2002-09-11 1000 o0 0 11
perses 08:20:32 (WIB) 00:00:00 (WIB) 08:50:38 (WIB)
SEARCH
Al File Browsing Mode
EXPAND DIRECTORIES

[=] Terminal [ [pownloads] [ ] Bl b =] Terminal | © kasus;joe jac... | 550°C ., & i w) 7 fs2% 18:13 O

Setelah terbuka, klik file analysis, terdapat beberapa file di dalam file image

kasus:joe_jacob:voll - Mozilla Firefox [-1-1x]
& kasus:joe_jacob:vall x|+
€) ® | localhost Searc wBe +$ A Q0 @ =

Most Visited ¥ Linux Mint @ Community @ Forums U Blog | EINews

FILE ANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HeELp  CLosE
? X

File System Layout (in sectors)
Total Range: 0 - 2879

* Reserved: 0 - 0

** Boot Sector: 0

*FATO0:1-9

*FAT 1:10-18

* Data Area: 19 - 2879

** Root Directory: 19 - 32

** Cluster Area: 33 - 2879

METADATA INFORMATION

Range: 2 - 45782
Root Directory: 2

CONTENT INFORMATION

Sector Size: 512
Cluster Size: 512
Total Cluster Range: 2 - 2848

FAT CONTENTS (in sectors)

73-103 (31) -> EOF
104-108 (5) -> EOF

O] ETerminal [ (Downloads] [l B nib) [Z] Terminal | ©kasusjoe jac.. | 533°C . & i) _7 fs3% 18:13 O

Kemudian klik image details, pada tab ini menjelaskan detail dari file image, kemudian paling
bawah terdapat 2 file contents di dalam file image, kemudian klik 73-103 (31) -> EOF
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kasus:joe_jacob:voll - Mozilla Firefox (-1-1~]

| fi&y kasus:joe_jacob:vall x | +

€ ) ® | localhost:9999/autopsyZcase=

shost=joe jacob&inv= 0 =voll&mod=1&submod=5&block=73 c Searc T E ¥+ @ L @ =

Most Visited ¥ Linux Mint @ Community @ Forums U Blog | EJNews

FILE ANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HeELp  CLosE

2 X

Sector Number:
73

Number of Sectors:
1

Sector Size: 512

Address Type:
Regular (dd) hd

Lazarus Addr:

VIEW

ALLOCATION LIST

&9 menu 5 [E]Terminal

4mPREVIOUS NexT =p
EXPORT CONTENTS _ ADD NOTE
ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report)
File Type: JPEG image data, JFIF standard 1.01
Sectors: 73-103
Status: Allocated

ASCII Contents of Sectors 73-103 in image-8-0

‘‘‘‘‘ B N

$.' ", #..(7),01444.'9=82<.342. . .C.

U [ B N 1 TR P T 1
.... B8 ()*456789: CDEFGHT IS TUVWXY ZCaefgRi J STUVMRYZ . oottt e ettt ettt et et s ettt e st e it e e st e e e e e
. B TR ETL  SPRPUUTE S PRv.1i - P NN - S #3R..br.

oo &' ()*56789: COEFGHTISTUVWKYZCORTORIJSTUVWKYZ . - - oo e e e et et et e e e et e e e e e e e e e et oo L

3.21 LML #
* Uh.JuU...Y [ $...K.h c"2.R...u. .A=2>c.s.Mmp.Z
BBk U M #L L T b L N/..>!:>.g.."1...d.L...20..81.8%...P...1/...
.r.n.m fy.I5. ..
.1 ..

.. JW...cn. W, .nb.HC). LGIXc. &4, .
bt kR

(el .v.6.x{L. . . KHSG(cB. . " .. .R&F"S.~T

Setelah di klik akan muncul ASCII contents of sectors 73-103 dalam file image, pada awal

kode tersebut ada kata JFIF. Kemudian kita export contents

List of file signatures - Wiki

- Mozilla Firefox

{8 kasus:joe_jacob:vall X | W List of file signatures - ... x | +
€ ) ® @ | nttps://en wikipedia.org, z Sea wBe + A P @ =
[ Most Visited * Linux Mint D Community @ Forums D Blog | [EImews~
bpg Better Portable Graphics format(’] 0 BPGL 42 50 47 FB
. FF D8 FF DB
§oyu
FF D8 FF E@ nn
g yoya .. nn 4A 46
= JPEG raw or in the JFIF or Exif file format 0 F IF.. 49 46 00 01
§oya ..E FF D8 FF E1 nn
x if.. nn 45 78
69 66 00 00
ilbm
0 46 4F 52 4D nn
Ibm
. IFF Interleaved Bitmap Image ;E$ o nn nn nn
ibm any 49 4C 42 4D
iff
8sux
8sv 0 o 46 4F 52 4D nn
SUX IFF 8-Bit Sampled Voice e nn nn nn
any 85VX 38 53 56

&9 menu D] ETerminal

[ (pownloads] Bl nib) [=] Terminal

File JFIF adalah adalah format file tipe gambar
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voll-Sector73.jpg 00
Image Edit View Go Help

ga@E oc

POT SMOKERS MONTHLY
Your monthly guide to the best pot on

This month's featured pot grower,
smoker and seller is Jimmy Jungle:

208 x 199 pixels 15,9 kB 100% 1/1
menu 5] [E][Terminal] [jij Docume... Docume... i [ETerminal] @ Listof fi.. [Z]Terminal | @ vol1-Sec... | 53.7°C T o) & " = 86% 1824 [y
= [=]

setelah kita export contents, maka akan otomatis terdownload file voll-sector73.raw .
kemudian kita ubah nama file tersebut menjadi voll-sector73.jpg . maka akan terbuka file raw

tersebut menjadi gambar diatas.

Terminal

strings: 'vell-Sector73.raw': No such file
dee@dee-K46CB ings voll-Sector73.jpg
JFIF

(7),01444

'9=82<.342
122222222222222222222222222222222222222222222222222
$3br

%6 () *456789: CDEFGHIJSTUVWXYZcdefghijstuvwxyz

&' ()*56789: CDEFGHIJSTUVWXYZcdefghijstuvwxyz

&8 menu @) ] [Ererminal] [@ocuments [l (Pictures] B 1ib) [Elrrerminal] @ kasusjoe_... | E]Terminal | 530°C ., & T )
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Terminal

& menu ] @[] Ererminal] [lpocuments [l (Pictures] B b [=] [Terminal] ) kasusjoe_... | [] Terminal 523C ., & F o) 7

Terminal

pw=goodtimes
dee@ K46CB D

&9 menu S ] [Ererminal]  [Joocuments [ (Pictures] B bl [E] [Terminal] ) kasusjoe._... | [E] Terminal 5335C ,, § F o4) ° e 7 few 1oy

Kemudian kita buka folder tempat tersimpannya file voll-sector73.jpg, kemudian buka
terminal klik perintah strings voll-sectors73.jpg maka terbuka seperti gambar diatas, pada
paling bawah ada password “goodtimes” untuk membuka file voll-sectors104.zip nantinya.

Fungsi perintah strings untuk melihat karakter yang readable pada sebuah file.
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kasus:joe jacob:voll - Mozilla Firefox [-1=1x]
& kasus:joe_jacob:vall x|+

=1&s =7&case=kasus&host= = =voll Searc *“E ¥+ A QO O =

Most Visited ¥ Linux Mint @ Community '@ Forums 15 Blog | E]News~

FILE ANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HeELp  CLosE
2 X

File System Layout (in sectors)
Total Range: 0 - 2879

* Reserved: 0 - 0

** Boot Sector: 0
*FATO0:1-9

*FAT 1:10-18

* Data Area: 19 - 2879

** Root Directory: 19 - 32

** Cluster Area: 33 - 2879

METADATA INFORMATION

Range: 2 - 45782
Root Directory: 2

CONTENT INFORMATION

Sector Size: 512
Cluster Size: 512
Total Cluster Range: 2 - 2848

FAT CONTENTS (in sectors)

73-103 (31) -> EOF
104-108 (5) -> EOF

&9 menu O] Ererminal [ [pownloads] [l [Pictures] Bl b [=] Terminal | ® kasus;joe jac... | 533°C ., & i W)

Kemudian kita back ke file image details, kemudian kita klik 104-108(5)-> EOF

kasus:joe_jacob:voll - Mozilla Firefox [-1-1x]
& kasus:joe_jacob:vall x| W List of file signatures - ... x | 4
€) ® | localhost se=kasus&host= = =voll&mod=1&s = mid searc *e ¥ & 90 &8 =
[ESi Most Visited v Linux Mint @ Community @ Forums U Blog | EINews
FILE ANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HeELp  CLosE
iz X

Sector Number: 4mPREVIOUS  NEXT mp

104 [EXPORT CONTENTS _ ADD NOTE

ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report)
BBl o] S File Type: empty (Zip archive data, at least v2.0 to extract)
2 Sectors: 104-108

Status: Allocated
Sector Size: 512

ASCII Contents of Sectors 184-1088 in image-8-8

Address Type:
Regular (dd) = PK.....ooonZo, U ..., B......Scheduled Visits.xls..1%.1.....p....1..H.<K.U...Q..*6.$. .~UF. . NVO.... 6T....#....R......#-4..HT.b.".7.Rr. . f
I ...x.5kUM.. .3 L SARL 0K
s Addr: Ioo.2.8

Lazaru 3 ...t.8n..22.03m
VIEW Al ldzee. k.. 3wk Naf. .. N2, 6. .82.q. .8.<. . 2% %k Bon. LWL . 3Lt TTIREC T IUNE S5 SN

L

Z..3w{.m..L.sC6q(.y6U- . 75..0RUF. ... H.. o @ Do 6. 0,942 +DN.C. XN GL.oYE . p7e s U .p
SLLocanoH ey 6.4 K 4" 1....d.0~ bY..76..h

. L 3FS L LY/ MK L

S Fapl ]l Bn%E PN 2 0Ly

~V=f.u..

.a...j.Je....".B. Ouve s IALComEz. L KIML?LL L2 1.....!5.....}.n.E0H...T.
.... NP Ho-ooo o #F w0 hgPKL LU ..

.vou...Scheduled Visits. x1sPK.......... B....

Transferring data from localhost...

O[] Ererminal] i [ [Terminal] | € kasu: [E] Terminal s67°C , & T o4

Maka akan muncul data unit ASCII contents of sector 104-108 di dalam file image, pada kode
tersebut kata awal terdapat PK. Kemudian kita export contents.
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[ 1=1-)

kasus:joe_jacob:voll - Mozilla Firefox

{i& kasus:joe_jacob:vall x [ W List of file signatures - ... x | +

v ¥ & @O © @ =

en.wikipedia.org/wiki/List_of file signatures

[ESi Most Visited v Linux Mint Community Forums Blog | News'

e wna Ty

5 50 4B 03 04
zip
jar
odt
ods
odp zip file format and formats based on it, such as JAR, ODF, 0 e 50 4B 05 06
docx OOXML v
xlsx (empty archive)
ppix ‘ |
= 50 48 07 08 ]
apk
(spanned archive)
Rar!...
rar RAR archive version 1.50 onwards!® 0 52 6172 21 1A
07 ee
A A 52 61 72 21 1A
[91 !
rar RAR archive version 5.0 onwards! 0 Rar!.... 87 01 00
Executable and Linkable Format 0 {ELF 7F 45 4C 46

Transferring data from localhost...

8 menu [ © [ Ererminal]  [ivocuments [l [Pictures) B b [=] [Terminal] ) kasus:joe_... | [Z] Terminal sa3°C , & T o) _°

Kode PK adalah jenis format file zip

00

Documents
File Edit View Go Bookmarks Help

(<) © ® | © B | homesdes/Documents & | 3. Q i=

¥ My Computer

4 Home

Desktop

)
() 5 & 8
W N
bsdt.odt DVL_1.5_Infectious_ image image.zip imagel voll-Sector73.jpg voll-Sectorl04.zip
Disease (1).iso

_ Documents.
& Music
[l Pictures
8 videos
4, Downloads
BB Recent
] File System
T Trash
~ Devices
] DONT BU..
] 426 GB V...
]1576BV..
¥ Network

€3 Network

@ 7 items, Free space: 36,3 GB

Documents | il [Pictures] B ib) [=] [Terminal] ) kasusjoe_... [E]Terminal 530°C ,, & ¥ #) 7

Kemudian kita ubah nama file yang didownload tadi voll-sectorl04.raw menjadi voll-

sector104.zip agar file tersebut dapat dibuka
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File Edit View Go Bookmarks Help

Archive Edit View Help

4 = Open v | |4 AddFiles ey Extract F
. f
b
o
Back @  tocation: | [/ image.zip imagel voll-Sector73.jpg
Name ~ | size Type Modified

Archive Manager

Password required for "voll-Sector104.zip™

Password:

+ oK

| @ cancel |

1 object (16,9 kB). 1 object selected (16,9 kB)

"voll-Sector104.zip" selected (2,6 kB), Free space: 36,3 GB

Bl i)

l1-sec...

s43°c ,, & F

. [Ml[Pictures] = (Terminal] € kasu: [ Terminal

) =

Kemudian kita buka file vol1-sector104.zip, lalu klik scheduled visits.xls, masukkan password

yang didapatkan pada perintah strings voll-sector73.jpg sebelumnya. Password “goodtimes”

Scheduled Visits.xls - LibreOffice Calc [-1=1x]
Fle Edit View Insert Format Jools Data Window Help x
B op{B@ e XO & - jedh O5|eme e
- B | [aial ~|o |+l a@a a a = = % @@ s = (0-8-2-

[es0 || f) ¥ = |[Monday (1) i)
A | C [ D | e F [ e | v [ o | 3 | «x L M N o [

1 | Month DAY HIGH SCHOOLS

2 2002

3 |Aprl Monday (1) Smith Hill High School (A)

4 Tuesday (2) Key High School (B)

5 Wednesday (3)  Leeich High School (C)

6 Thursday (4) Birard High School (D)

7 Friday (5) Richter High School (E)

8 Monday (1) Hull High Scheol (F)

9 Tuesday (2) Smith Hill High Scheol (A)

10 Wednesday (3) Key High School (B)

11 Thursday (4) Leetch High School (C)

12 Friday () Birard High School (D)

13 Monday (1) Richter High School (E)

14 Tuesday (2) Hull High Scheol (F)

15 Wednesday (3)  Smith Hill High School (A)

16 Thursday (4) Key High School (B)

17 Friday () Leetch High School (C)

18 Monday (1) Birard High Scheol (D)

19 Tuesday (2) Richter High School (E)

20 Wednesday (3)  Hull High School (F)

21 Thursday (4) Smith Hill High School (A)

22 Friday (5) Key High School (B)

23 Monday (1) Leetch High School (C)

24 Tuesday (2) Birard High School (D)

25 |May

26 Wednesday (3)  Richter High School (E}

27 Thursday (4) Hull High Scheol (F)

28 Friday (5) Smith Hill High School (A)

29 Monday (1) Key High School (B)

30 Tuesday (2) Leetch High School (C)

u]', Sheetl [ Sheet2 [ sheet3 11 1

Sheet1/3 PageStyle Sheetl e Sum=0 - ——o——+ 100%

&8 menu 5]

Emermi.. ©kasusj... ETen

Maka akan terbuka file xIs seperti gambar diatas
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kasus:joe_jacob:voll - Mozilla Firefox (-1-1~]

| fi&y kasus:joe_jacob:vall x | W List of file signatures - ... x | +

v ¥ & @O © @ =

) @ | localhost-9 v=unknown&vol=voll = HT«

[ESi Most Visited v Linux Mint Community Forums Blog | News'

FILE ANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HeELp  CLosE
2 X
Dir Entry Number: 4mPREVIOUS NEXT =
‘711 J REPORT VIEW CONTENTS = EXPORT CONTENTS _ ADD NOTE

Search for File Name

VIEW
File Type:
empty (Zip archive data, at least v2.0 to extract)

ALLOCATION LisT

MD5 of content:
082a5cch4deea??a3as580f fhbsabface -

SHA-1 of content:
8e725380063c983409 27 faab29de1f09240b5 -

Details:

Directory Entry: 11
Allocated

File Attributes: File, Archive
Size: 1000

Name: SCHEDU~1.EXE

Directory Entry Times:

Written: Fri May 24 08:20:32 2002
Accessed: Wed Sep 11 00:00:00 2002
Created: Wed Sep 11 08:50:38 2002

Sectors:
1lo4 105

2 menu B O Errermi... Docum... [l Pictur... [B[lib] ElTermi... | € kasusj...| [Z] Termi... -se.. Bysched. 533°C , & F ¢) _

Kemudian kita buka browser kembali, klik tab meta data, dan masukkan dir entry number 11.
Akan menampikan tipe file, md5 dari contents, SHA-1 dari contents, dan detail dari gambar

tersebut.

Termina
ogk4d
T+ L
pw=goodtimes
dee@dee-K46CB clear

dee@dee-K46CB foremost -v -i image -o recover
Foremost version 1.5.7 by Jesse Kornblum, Kris Kendall, and Nick Mikus
JAudit File

Foremost started at Tue Mar 28 18:31:11 2017
Invocation: foremost -v -i image -o recover
Output directory: /home/dee/Documents/recover
Configuratien file: /etc/foremost.conf
Processing: image

File: image

Start: Tue Mar 28 18:31:11 2017

Length: 1 MB (1474560 bytes)

Num Name (bs=512) Size File offset Comment
0: 00000073 jpg 8 KB 37376

1: 00000033.0le 21 KB 16896

foundat=Scheduled Visits.x1s@@1*81
UFGENVOGEE" 6T[ . #66)

00000104.zip
: Tue Mar 28 18:31:11 2017

EXTRACTED

Foremost finished at Tue Mar 28 18:31:11 2017
dee@dee-K46CB

menu ] O F [Z] [Termi... Docum... [Pictur... ElMermi... @ kasusj...| [E]Termi... I1-Se... [B) Sched.. 540°C = ) T Mg 1831 Oy
— -

Kemudian buka terminal dengan perintah foremost —v —i image —o recover. Fungsi foremost

untuk mengembalikan data yang tertimpa dan recover sebagai ekstrak file image.
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Documents [-1=1x]

File Edit View Go Bookmarks Help
G O O G| O B momedeenocuments = = aQ ‘

¥ My Computer
4 Home (=]

i )
o n m
i o

Desktop
= u ts recover bsdt.odt DVL_1.5_Infectious_ image image.zip imagel voll-Sector73.jpg

Disease (1).iso

9 Music

[l Pictures

8 videos

4, Downloads wvoll-Sectorl04.zip

& Recent
] File System
T Trash
¥ Devices
] DONT BU..
] 426 GB V...
] 157 6B V...
~ Network

€3 Network

@ |&| |8 8 items, Free space: 36,3 GB

[=] [Termi ictur.. Elmermi... @ kasusj... [Z]Term dvoli-se.. [Bysched.. 540°C ., & F W) _

Hasil ekstrak recover foremost dapat dilihat pada gambar diatas dengan folder recover.
Kemudian kita buka folder tersebut

recover [-1=1x]

File Edit View Go Bookmarks Help
o906 | & E | /homefdee/Documentsfrecover = | B Q ‘

~ My Computer — —
# Home
Desktop irg ole zip audit.txt
@ pocuments
3 Music
[l Fictures
B8 videos
4, Downloads
B Recent

] File System
T Trash

~ Devices
] DONTBU..
] 426 GB
] 157 GB V...
¥ Network

€3 Network

@ |=] @] 4 ftems, Free space: 36,3 GB —

[E] [Termi... vol1-se... [B) Sched... 540°C ., & ¥ W) s

Terdapat folder jpg, ole, zip. Kemudian kita buka folder ole
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ole [_1=1~]

File Edit View Go Bookmarks Help

(<] © ® | © @ |momedee/Documentsirecoverfole

¥ My Computer
4 Home
Desktop 00000033.0le
3 Documents
& Music
[l Pictures
8 videos
4, Downloads
BB Recent
] File System
T Trash
¥ Devices
] DONT BU..
] 426 GB V...
] 157 6B V...
v Network

€3 Network

@ 1 @ 1 item, Free space: 36.3 GB

Uni

ed 1-

ibreOffice Writer [-1-1x]

FEile Edit View [nsert Format Table Jools Window Help

Lc@D- O ({8a v -4

1
“

co B -S BmB2 9 o

B [Defau\t Style | v/ [T\mes New Roman | v| [12 *la a a i -/ - B -
L Ll \\\\\l\j\l\l\l\j\l\l\l\i\\\\\\\.il\l\l\l_fl\l\l\l
= Jimmy Jungle
- 620 Jungle Ave Apt 2
= Jungle, NY 11111
= Jimmy:
= Dude, your pot must be the best — it made the cover of High Times Magazine! Thanks for
. sending me the Cover Page. What do you put in your soil when you plant the marijuana
= seeds? At least I know your growing it and not some guy in Columbia.
Gy These kids, they tell me marijuana isn’t addictive, but they don’t stop buying from me.
B Man, I'm sure glad you told me about targeting the high school students. You must have
- some experience. It's like a guaranteed paycheck. Their parents give them money for
= lunch and they spend it on my stuff. I'm an entreprencur. Am I only one you sell to?
- Maybe I can become distributor of the year!
=
- 1 emailed you the schedule that I am using. I think it helps me cover myself and not be
- predictive. Tell me what you think. To open it, use the same password that you sent me
- before with that file. Talk to you later.
<] Thanks,
B Joe &
- 8]
Pagel/1 175 words, 910 characters Default Style English (USA) = [ 000 M - —+—o0 + 100%

Setelah terbuka, terdapat file dokumen berupa surat
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File Edit View Go Bookmarks Help
G O O G| O B momedeenocuments

¥ My Computer

—
[ VI Open with
op o

" Documents recover Select an application in the list to open voll-Sector73.jpg and other files of type "JPEG image” Bgel
JImu (2| Document Viewer
[l Pictures = Files
[ videos FiFiles
4, Downloads voll-Sector104.zip [E|Files
BB Recent Font Viewer
] File System [l GDebi Package Installer |
T Tash _|
¥ Devices ¥ GNS3 1
] DONT BU.. g B Help
] 426 GB V... : @ HexChat
] 157 6B V... [2Home Folder
o e [ IcedTea Java Web Start
€ Network U[@[Import with gThumb

You can also type or select a custom executable file to use to open this file type. You can use this
command just once, or set it as default for all files of this type.

Enter a custom command ‘ | dee

Add to list | Set as default | | Reset to system defaults |

| @cancel || wox |

@ || 8] "voll-Sector73.jpg" selected (15,9 kB), Free space: 36,2 GB

Elrerm... @ kasu... [Z]Ten ol1-.. [Bysche.. [ETerm.. 540°C ., & F ) 7

Lalu buka folder documents kita klik kanan file voll-sector73.jpg. lalu buka dengan Ghex.
Klik ok

File Edit View Go Bookmarks Help

G © © ® | & B | homedee/Documents

voll Sectnr73 .jpg - GHex

1
o
m

File Edit View Windows Help m
F D8 FF EO 00 10 BA 46 49 46 00 01 01 01 60 66[...... DFI. . ... T HETED I
00000010/00 60 00 00 FF DB 00 43 00 08 06 06 07 06 05 08, ..... Covvennnn J
8000A20/07 07 07 B9 09 08 GA OC 14 6D OC OB OB 0C 19 12|................
B000EA30/13 OF 14 1D 1A 1F 1E 1D 1A 1C 1C 20 24 2E 27 20|........... §.°
4022 2C 23 1C 1C 28 37 29 2C 30 31 34 34 34 1F 27", #..(7),01444.
S632 3D 38 32 3C 2E 33 34 32 FF DB 00 43 01 69 09o- sz<.342 o
66/99 BC @B OC 18 6D GD 18 32 21 1C 21 32 32 32 32/........ 21.12222
80000070[32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32j2222222222222222
32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 322222222222222222
32 32 32 32 32 32 32 32 32 32 32 32 32 32 FF CO22222222222222..

Signed 8 bit: \ 70 Signed 32 bit: | 16842822 Hexadecimal: | 46 |

Unsigned 8 bit: \ 70 Unsigned 32 bit: | 16842822

Signed 16 bit: ‘ 70 Float 32 bit: ‘ 2,369375e-38

Stream Length: ‘ 8 : + |

(] Show unsigned and float as hexadecimal

Unsigned 16 bit: \ 70 Float 64 bit: | 7,1202436-307

[ Show little endian decoding

Offset: 0x9; 0x4 bytes from 0x6 to 0x9 selected

@ |=]| (8] "voll-Sector73.jpg" selected (15,9 kB), Free space: 36,2 GB

. Mvoc.. Eler... ©kas.. [ETer.. &jvoltl.. Bysch.. [ETer volt..| 547°C ., & F 4)

Tools ghex berfungsi untuk konversi gambar tersebut menjadi bilangan hex. Dapat ditebali
kode JFIF, dapat dilihat bilangan hex dari JFIF yaitu 4A 46 49 46.
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Pertanyaan yang diminta sebuah pemecahan kasus narkoba tersebut :
1. Siapa pemasok narkoba joe jacob dan alamatnya?
Jimmy jungle, dengan alamat 626 Jungle Ave Apt 2, Jungle, NY 11111

2. Data penting apa yang terdapat di file coverage.jpg dan mengapa data tersebut

penting ?

Data penting berupa password, dikarenakan coverage.jpg atau voll-sector73.jpg memberikan
sebuah password untuk membuka file zip (voll-sector104.zip) yang berupa dokumen jadwal

kunjungan pengedar narkoba / scheduled visits.xls
3. Nama sekolah selain smith hill yang sering menjadi tempat transaksi joe jacob?

Smith Hill High School (A), Key High School (B), Leetch High School (C) , Birard High
School (D), Richter High School (E), Hull High School (F)

4. Untuk setiap file, proses apa yang diambil oleh tersangka untuk mengelabuhi

orang lain ?

Tersangka merubah file-file vol1-sector73.jpg dan voll-sector104.zip menjadi format .raw dan
tersangka menyembunyikan sebuah password untuk membuka voll-sectorl04.zip pada

gambar voll-sector73.jpg

5. Proses apa yang digunakan penyidik untuk berhasil memeriksa seluruh isi dari

setiap file ?

Penyidik melakukan pencarian data-data yang dianggap penting dalam mengungkapkan kasus
ini, dan melakukan analisa data-data yang didapatkan, pada data yang didapat berupa file
image, penyidik menggunakan tools berupa autopsy, foremost, strings, dan ghex yang
berfungsi untuk menganalisa sebuah file yang nanti nya menjadi sebuah bukti dalam kasus ini.
Dan terungkap ada file yang penting berupa jadwal pengedaran narkoba pada sekolah-sekolah
yang menjadi target penjualan, dan surat dari pengedar narkoba(joe_jacob) untuk pemasok

narkoba(jimmy jungle).



